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npaBOBaﬂ cnpaBouHasA I/IHCbOpMaLIMH

Cuctema npepynpexpeHui

[laHHas MHCTPYKLKA COQEPIKUT YKasaHUs, KoTopble Bbl JoMmkHbl cobnroaats ans Ballei nuuHoi
6e30nacHOCTW v ANA NpeaoTBpalleHnUs MaTepuanbHoro yulepba. YkasaHus no Bawei nMuHoi 6esonacHocTy
BblZeNleHbl MpeaynpeXxaatoLrM TpeyronbHUKOM, 0bLre yKa3aHWsa No NpefoTBpaLleH o MaTepruanbHOro
yllepba He MMetoT 3TOro TPeyrofbHWKA. B 3aBUCMMOCTHM OT CTENEHU OMACHOCTH, MpeaynpexaatoLLme
YKa3aHUs NpefCcTaBnatoTcA B yObiBatoLLei NoOCnefoBaTeNbHOCTH CriefytoLnM obpasom:

A ONACHOCTb

O3HauyaeT, UTO HENPUHATHME COOTBETCTBYHOLLKUX Mep NpeaoCTOPOXKHOCTU NPUBOAUT K CMEPTHU UK
NoNyyYeHUHo TAXKeNbiX TeNeCHbIX nospem,quwﬁ.

A NPEOYNPEXOEHUE

O3HauaeT, UTO HENPUHATHME COOTBETCTBYHOLLKUX Mep NPpeaoCTOPOKHOCTU MOXKET NPUBECTU K CMEPTHU UITU
NOoNyyYeHUHo TAXKeNbIX TeNeCHbIX I'IOBpe)KD,eHMVI.

A BHMMAHUE

O3HauaeT, UTO HENMPUHATHME COOTBETCTBYHOLWLHKUX Mep NPeaoCTOPOXHOCTU MOXKET NPUBECTU K NONTYUEHUNHO
HE3HAUUTENbHbIX TEJIECHbIX FIOBpe)KD,eHVIVI.

A 3AMETKA

0O3Hauyaert, uUTo HernpuHATHUE COOTBETCTBYHOLLMX Mep NpefoCTOPOXHOCTU MOXET NMPMUBECTH K MaTepuanbHOMY
yuepby.

an BO3HWUKHOBEHWM HECKONbKMX CTENEHEN ONacHOCTU BCeraa ncnonb3yeTcda npeaynpexnarulee yKasaHue,
OTHOCALLEecA K HanBbICLLen cTeneHn. Ecnu B npeaynpexageHnu c npeaynpexxgatowmm T1peyroibHMKOM peub
naeT o npegynpexneHun yLLLep6a, NPUUUHAEMOMY NHOAAM, TO B 3TOM Xe npeanynpexxgeHnu ONoNHUTENbHO
MOTYT UMETbCA YKa3aHMA O npeaynpexngeHum matepmanbHOro yLLlep6a.

KBanudunumpoBaHHbIKM nepcoHan

PaboTaTb C U34eSIMEM UITU CUCTEMOW, OMUCbIBAEMOM B @HHOW JOKYMEHTALUK, JOSKEH TONbKO
KBanuduLuMpoBaHHbIW NepcoHan, AoNyLLEeHHbIM Ans BbIMONIHEHWSA NOCTaBNEeHHbIX 3a4au M cobnroatoLmi
COOTBETCTBYHOLLME YKA3aHUsA JOKYMEHTALMK, B UAaCTHOCTH, YKa3aHWUA U NPeaynpexxaeHus no TexHuke
6e3onacHocTh. KBanuMuUMpPOBaHHbIN NepcoHan B CUY CBOMX 3HAHUM M OMbiTa B COCTOAHWU Pacno3HaTh
pUCKK NpuY obpallieHWK C JaHHBIMWU U3AENUAMMU UK CUCTEMAMM U M3DeXaTb BOZHUKAIOLLMUX YTrPo3.

Ucnonb3oBaHue MBAEHMﬁ Siemens No Ha3HaueHuto

Cobntoparite cnepytollee:

A NPEOYNPEXOEHUE

M3penua Siemens paspeLuaeTcs MCNob30BaTb TONbKO AN LeNer, yKa3aHHbIX B KaTanore u B
COOTBETCTBYHOLLEN TEXHUUECKOW AOKYMeHTauun. Ecnv npegnonaraercsa CNoNb30BaTh U34eNuA U
KOMMOHEHTbI ApYr1X NpoMU3BOANUTENEN, TO 0DA3aTeNbHBIM ABASAETCA NOlyUeHWe peKOMeHAaLUu innu
pa3peLleHus Ha 3TO oT hMpMbl Siemens. McxoAHbIMU YCNOBUAMMK AnsA 6e3ynpeuHon 1 HafexXHoU paboTbl
U3genui ABNALOTCA Haanexallaa TPaHCNopPTUPOBKa, XpaHeHWe, pa3MelleHne, MOHTaX, OCHalleHWe, BBOA,
B 3KCMnyaTtauuto, obcnyxxmBaHve M NOAAEPXKaHWe B UCMPAaBHOM COCTOAHWK. Heobxoanmo cobntoaatb
LONYyCTUMbIE YCIIOBUSI OKpYXKatoLen cpeabl. Obsi3aTenbHO yuMTbiBalTe YKa3aHUsl B COOTBETCTBYHOLLEN
LOKYMEHTaLuu.

TOBaprle 3HaKH

Bce HanmeHoOBaHMA, 0603HaUEHHbIe CMMBOJIOM 3alLMLLEHHbIX aBTOPCKMX NpaB @, senAtoTca
3aperncTpMpoBaHHbIMU TOBapHbIMU 3HaKaMK KoMmnaHuu Siemens Canada Ltd.. [Jpyriue HanMeHoBaHuWs B
[aHHOM OKYMEHTaLMKW MOTYT BbITb TOBapHble 3HaKK, UCMOMNb30BaHWe KOTOPbIX TPETbUMU NULAMK ANS UX
Lenei MOryT HapyLlaTb NpaBa BnagenbLes.

UcknroueHne oTBETCTBEHHOCTHU

Mbl NPOBEPHIK COLEPKUMOE [OKYMEHTALMU Ha COOTBETCTBME C ONMMUCAHHbBIM anmnapaTHbIM U NMPOrpaMMHbIM
obecneueHreM. TeM He MeHee, OTKITOHEHHWS He MOTYT BbiTb UCKITHOUEHDI, B CBSI3U C UEM Mbl HE FapaHTUpyeMm
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NMpepucnosue

B HacToAwem pykoBOACTBE NpUBEAEHO ONMUCaHWe onepaumMoHHOM cuctembl ROS
v5.5 (Rugged Operating System), paboTtatowei Ha yctporctBax RUGGEDCOM
RSG910C. 3gecb cogepaTca UHCTPYKLMUKU U peKOMEHAALUKWK MO UCMOSIb30BaHUIO
nporpaMMHoro obecneuveHus, a TakXxe HEMHOro obLen Teopuu.

PyKoBOACTBO NpegHa3HaueHo Ans UCMOMNb30BaHWUA NePCOHANoOM Cnyxb
TEXHUUECKOW NOALEPIKKU CETEN, XOPOLLO 3HAKOMbIM C (DYHKLIUMOHUMPOBAHWEM
ceTeit. OHO TaKXe peKOMEHA0BAHO N5l NPOEKTUPOBLLMKOB CETEN U CUCTEM,
CUCTEMHBIX MPOrPaMMUCTOB M IMHEMHbBIX TEXHUUECKUX CNELMUANUCTOB.

NpumeuaHue

HeKOTOpre OMWCaHHble NapaMeTpbl 1 ONMUHUKN MOTYT ObITb He OOCTYNMHbI, B
3aBUCHUMOCTH OT BapMaHTa annapaTHoﬁ UuacTtu yCTpOVICTBa. Mbl npUNoXxXunu ece
yCMﬂMHﬂﬂHﬂpMBeﬂeHMHTOHHOFOOﬂMcaHMﬂKOHerTHHXHapaMeTpOBL1OHuMﬁ,HO
AaHHOE pyKOBOACTBO ClieAyeT UCnosb30BaTb COBMECTHO C TEKCTOM CMpPaBOUYHOro
AOOKYMEHTa, BXOoAALWEero B nporpaMmMHoe obecneueHue.

CuHTtakcuc komanp CLI

B HacToAwem fokymeHTe nogpobHo paccMoTpeHbl KomaHabl CLI. KomaHpa CLI
COCTOMT M3 KNHOUEBOM KOMaHAbl, MapaMeTpoB, ONUMUN U/MIK NONb30BaATENbCKUX

nepemMeHHbIX.

JnemMeHTbl KomaHpb! CLI
B cnepytowert komange CLI interface — KNnoueBaa KOMaHaa, { name } —

onpegensemMoe nonb3oBaTeneM 3HaueHue, vlian U type — NapaMeTpbl, a access
M trunk — YMKCMPOBAHHbIE OMLUMU.

interface { name } vlan type [

dopmaTupoBaHMe KOMaHAbI
B HacToAwem fokymMeHTe koMaHabl CLI oTobparkatoTca B COOTBETCTBMM CO
cnefyrolunMK NpaBuiaMm CUHTaKcKca:

access

| trunk ]

YcnoBHble
obo3HaueHus

OnucaHue

Mpumep

Wpundr

Bce koMaHbl, napameTpbl 1 oNunUn
0TOBPaXKatoTCA MOHOLLUMPUHHbBIM
WpHdTOM.

command parameter

OnpegenaemMble
nonb3oBaTenem
3HaueHun
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HekoTopble napameTpbl TpebytoT
onpenensiemMoro nosb3oBaTenem
3HaUeHwWs. 3HaUeHus, KoTopble
AOMKHbI BbITh ONpeaeneHsbl
NoNb30BaTeNeM, 3aKNoUeHbl B CKOOKK
(dpurypHbie ckobkM).

command parameter { value }
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LononHntenbHaa foKymMeHTauMA

YcnoBHble
obo3HaueHus

OnucaHue

Mpumep

3HaueHWe MOoXeT ObITb CTPOKOM, TaKoW
KaK MMS UMW OnucaHme.

3HaueHWe MOXeT OblTb KOMMOHEHTOM
CUCTEMDI, TAKUM KaK UAeHTUDUKATOP
WU MHTEpdenc.

Bo Bcex cnyuasx KntoueBoe CnoBo
Mexay ckobok obo3Hauaet TMn
BBOAMMOIO 3HAUEHMA.

ﬂVIaI'Ia3OHbI uncen

Korpa 3HaueHnem napametpa
ABNAETCA UMCNO B ONPEAENEHHOM
[iManasoHe, 3TOT jManasoH 3akIoueH B
CKOBKHM (churypHble CKOBKM).

command parameter { 0 - 10 }

Onumum

Korpa ans napameTpa napametpa
LLOCTyrNeH BbIDOP U3 HECKONBKKX
3HaueHWi, BCe BapUaHTbl 3aKNHOUeHbl B
KBagpaTHble CKOBKMU.

10} ]

BapuaHTtamu ansa Boibopa uacto
ABNAOTCSA (PUKCUPOBAHHbBIE 3HAUEHMUSA,
HO TaKXXe MOTYT ObITb 3HaUEHMUS,
onpepensieMble NONb30BATENAMU, W/
WK ManasoHbl uncern.

command parameter [ optionl |
option2

{ value } | { 0 -

JlononHuTenbHas [OKYMeEHTaLMs

Huxxe npuBefeHbl npoyne JOKYMEHTbI, OTHOCAWMECA K AaHHOMY NPOAYKTY. Ecnum
HE YKa3aHO UHOe, BCe JOKYMEHTbI JOCTYMHbI Ha cante nogaep>Ku Siemens Industry

Online Support (SIOS) [https://support.industry.siemens.com].

B cnucke ykasaHbl JOKYMEHTbI, JOCTYyMHbIe HA MOMEHT nybnukauunun. Moryt bbiTb
LOCTYMHbI bonee HOBble BEPCUU 3TUX JOKYMEHTOB UM CBA3AHHbIX NMPOAYKTOB.
[nAa nonyueHnsa OONONHUTENbHbIX CBEAEHUIN NOCeTUTe canuT nogaepxku SIOS nnu
obpaTuTeCh B NpeACTaBUTENLCTBO CNYXKObl NOAAEPKKU KIMEHTOB Siemens.

MpumeyaHusa no npoaykKTy

MprMeuaHuA No NPOAYyKTY AOCTyNHbl Ha cawTe SIOS [https://
support.industry.siemens.com/cs/calen/ps/16008/pm].

PykoBopacTBa no KOH(PUIypMpPOBaHUIO

XVi

Ha3BaHue AOKyMeHTa

Ccbinka

PykosogacTtso nonb3osartens RUGGEDCOM NMS
v2.1 ans Windows

https://support.industry.siemens.com/cs/ww/en/
view/109737564

PykoBoacteo nonb3osatens RUGGEDCOM NMS
v2.1 ana Linux

https://support.industry.siemens.com/cs/ww/en/
view/109737563

PyKOBOACTBO MO KOHPUIYPUPOBaHHUIO
RUGGEDCOMDIRECTOR v1.5

https://support.industry.siemens.com/cs/ww/en/
view/97691648
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LononuutenbHaa JOKyMeHTaUMA

Ha3BaHue gOKyMeHTa

Ccbinka

PykosogacTtso nonb3osarens RUGGEDCOM
EXPLORER V1.5

https://support.industry.siemens.com/cs/ww/en/
view/109480804

PykosopcTtso nonb3osartens RUGGEDCOM PING
v1.2

https://support.industry.siemens.com/cs/ww/en/
view/97674073

KaTtanoru

Ha3BaHuWe gOKyMeHTa

Ccbinka

Kartanor SFP-tpancuBepoB RUGGEDCOM

https://support.industry.siemens.com/cs/ww/en/
view/109482309

Bonpocbl 1 oTBETDI

Ha3BaHue AOKyMeHTa

Ccbinka

Kak ckoHdurypuposatb yHKUMIO SMP B
kommyTatope RUGGEDCOM ¢ RUGGEDCOM ROS?

https://support.industry.siemens.com/cs/ww/en/
view/109474615

Kak 3almnT1Tb yCTpOMCTBa Nof ynpasneHnem
RUGGEDCOM ROS go v nocne pa3BepTbiBaHUA Ha
nnowagke?

https://support.industry.siemens.com/cs/ww/en/
view/99858806

Kak peanu3oBaTb yCTOMUMBYHO KONbLEBYH CETb C
ncnonb3oBaHuem RSTP u eRSTP?

https://support.industry.siemens.com/cs/ww/en/
view/109738240

Kak peanu3oBathb 3allMLLEeHHbIA aBTOMATUUECKUI
Bxof B cuctemy ROS?

https://support.industry.siemens.com/cs/ww/en/
view/109756843

Kak ynpaBnsTb iByHanpaBieHHbIM TPahUKOM
NpW UCNONb30BaHUK 3epKanMpPoOBaHUA NOPTOB?

https://support.industry.siemens.com/cs/ww/en/
view/109759351

X3aw-cymmbl RUGGEDCOM ROS

https://support.industry.siemens.com/cs/ww/en/
view/109779935

OdmumnanbHblie onNUcaHuA

Ha3BaHuWe gOKyMeHTa

Ccbinka

Pabota npoTokona 6bICTPOro CBA3yHOLEro
[lepeBa B TOMONOrUK KOMbLIEBOW CETH

https:/lassets.new.siemens.com/siemens/
assets/api/uuid:d4af5d17-728c-493f-
b00a-9c4db67b23ed/RSTP-whitepaper-
EN-09-2020.pdf

CnpaBouHble pyKOBOACTBA

HasBaHue AOKyMeHTa

Ccbinka

CnpaBOUHOE PYKOBOLCTBO MO NOAAEPKKE
CUHXPOHU3aLMKU BPEMEHHU

https://support.industry.siemens.com/cs/us/en/
view/109780448

PykoBoacTBa no ycTaHOBKe

Ha3BaHuWe fOKyMeHTa

Ccbinka

PykosopacTso no yctaHoske RUGGEDCOM
RSG910C

https://support.industry.siemens.com/cs/ww/en/
view/109757206
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CucreMHbie TpeboBaHHUA

CuctemHble TpeboBaHUA

Kaxkpas pabouan ctaHuMsA, Mcnonb3yemas Aa NoAKNOUeHUA K uHTepdency
RUGGEDCOM ROS, gomkHa yaoBneTBOpATb CledyroLMM CUCTEMHbIM TpeboBaHUAM:

* [JomxeH npucytcTBoBaTh Ethernet-nHtepdenc, coBMecTuMbli XOTA Bbl C OAHUM
TMNOM nopToB Ha ycTponctee RUGGEDCOM

e JlonmxHa CyLiecTBOBaTb BO3MOXXHOCTb KOH(pUIypupoBaThb IP-agpec n macky cetu
Ha Ethernet-nHtepdeiice komnbroTEpa

JocTyn K LOKYMeHTaL UK

AKTyanbHas nonb3oBatefibckasa gokymeHTauna gna RUGGEDCOM ROS v5.5
AOCTyMHa Ha caiTe https://support.industry.siemens.com. o Bonpocam,
KacaroLMMCcA Monb30BaTeNbCKOM AOKYMeHTaumMm, obpalyanTech B cnyxby
KITMEHTCKOM noamaepXKku Siemens.

ObyueHue

Siemens npeanaraet WWPOKKM CNekTp obpa3oBaTenbHbIX YCNYr OT CTaHAAPTHbIX
KYpCOB NO CeTeBbIM TEXHONOIMAM, KOMMyTaTopaM Ethernet n poyTtepam,
NPOBOANMbIX Ha COBCTBEHHOM Base, 4O CNeuManmM3MpoBaHHbIX Bbl€3HbIX
KypCOB, pa3paboTaHHbIX B COOTBETCTBMUM C MOTPEOHOCTAMM, ONbITOM U Chepor
LeATeNbHOCTU KIUEHTa.

Siemens uMeeT KOMaHAy TPEHEPOB, KOTOPble CTPEMATCA NOAENUTLCA C HALLMMK
KNTMEHTaMM BaXKHbIMW NPAKTUUECKUMU HaBblKaMK, 3HAHUAMMU U OMbITOM,
HeobxoanMbIMM NONb30BaATENAM ANA MOHUMAHWA PA3NUUHbIX TEXHONOMUH,
CBA3AHHbIX C KNOUEBbIMU TEXHONOIUAMKU UHPPACTPYKTYPbl KOMMYHUKALMUOHHbIX
ceTen.

Siemens obnagaeTt yHMKanbHbIM ONbITOM B 0bnactn UT/TenekoMMyHUKaLMi B
COUYeTaHUU C NPeAMETHbIMU 3HAHUAMMU Ha PbIHKE KOMMYHaMbHbIX, TPAHCMNOPTHbLIX
M NPOM3BOACTBEHHbIX YCNYT, UTO MO3BONAET KOMMNAHUK Siemens NPOBOAWTb
obyueHune, OPMEHTUPOBAHHOE HAa KOHKPETHOE NMPUMEHEHUSA KITMEHTA.

[na nonyueHuns 4ONONHUTENbHOM MHMOPMaLKK 06 0byUeHUH U OOCTYMHOCTH
KypCOB nocetuTe caMt https://www.siemens.com nnu obpatuTech K NpeacTaBUTeNto
KOMMNaHuu Siemens.

KnueHTCKaa nogaepxka

KnueHTckaa nogaepkKa AOCTynHa 24 yaca B CyTKM 7 OHEN B Hefento Ans Bcex
KNMeHTOB Siemens. 3a TEXHMUECKOW MNOAAEPXKKOW UK ANA NonyuyeHus obuien
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KnueHTckas nogaepxka

WH(pOPMaL MK obpalllaiTech B Cy»KOy KNMEHTCKOM noaaepku Siemens nobbiM 13
crnefyoLwmMM cnocobos:

OHnaiH

UTobbl 0TNPaBuTb 3aMpoc B CNyXOy KNMEHTCKON NOAAEPIKKU UMK
NPOBEPUTb CTaTyC OTNPABIIEHHOrO 3anpoca, nepeiaunTe no ccolnke http://
www.siemens.com/automation/support-request.

TenedoH
UTobbl OTNPaBWTbL 3aNpOC B CNYXKOY KNMEHTCKOW NOAAEPIKKU, MO3BOHUTE

no TeneoHy MeCTHOW ropAuen NMHUK. TeneoH MeCcTHOM ropsaven
NIMHWUK CM. Ha canTe https://w3.siemens.com/aspa_app/?lang=ru.
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Uepes MobUnbHOE NpuUnoxeHue

YcraHoBuTe npunoxeHue Industry Online Support komnaHuu Siemens
§ AG Ha ntoboe mobunbHoe ycTpoicTBO Ha base Android, Apple iOS nnu
Windows, uTtobbl:

e [lonyuunTtb AOCTYN K 06LWMPHON BUBAMOTEKE LOKYMEHTOB
Siemens, BKtoUuana pa3fenbl C UacTo 3alaBaeMbiMK BONPOCaMH U
MHCTPYKLHUAMM

® OTI'Ipa BWUTb 3anpocC B CJ'Iy)K6y KMUEHTCKOM nogaepP>xXKu Uin
npoBEPUTb CTAaTyC OTNPaBNeHHONo 3anpoca

e ObpatuTbCA K perMoHanbHOMY NpeAcTaBUTENIO OTAENA NpoAax,
TEXHUUYECKOM NOAAEPXKKM, 0DyueHMA KOMMaHuK Siemens U T. 4.

* 3apaTb BOMPOCHI M MOAENUTLCS 3HAHUAMM C APYTUMU KITMEHTaMK
Siemens 1 coobLLecTBOM NOAAEPKKNU KITMEHTOB

RUGGEDCOM ROS Bepcusa5.5 XiX
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BBepeHue

370 PyKOBOACTBO NO HAaCTpoMKe nporpammHoro obecneueHna RUGGEDCOM ROS
v5.5 ana ycrponcteB RUGGEDCOM RSG910C. B 3TOM pyKOBOACTBE OMNUCbIBAETCA
LUMPOKKUM CNEKTP PyHKLMI ONepaTopCKOro Knacca, AOCTYMHbIX ONepaLuoHHOM
cucteme RUGGEDCOM ROS (Rugged Operating System).

B naHHOM pasgene npeacraBneH 6a3oBbiv 0630p nporpammHoro obecneueHus
RUGGEDCOM ROS.

1.1 OcobeHHOCTU M NpeuMyLLecTBa

RUGGEDCOM ROS Bepcusa5.5

Huxe npuBeaeHo onuncaHune yHKUUM, goctynHbix B RUGGEDCOM ROS, u nx
npevmMyLLecTBa.

DyHKUMK KnbepbesonacHoCTH

KnbepbesonacHOCTb IBNAETCA KpaiHe Ba)KHbIM aCNeKTOM A1 MHOTUX
oTpacfiei NPOMbILLNIEHHOCTH, B KPUTUUECKMX 0BNacTsAX KOTOPbIX LUIMPOKO
NPUMeHseTcss aBTOMaTU3aLUnA U ceTu cBA3K. KnroueBble 0COBeHHOCTH
RUGGEDCOM ROS, HanpaBneHHble Ha pelleHne npobnem 6e3onacHoOCTH Ha
YPOBHE NOKanbHOMW BbIUUCIIUTENbHOW CETH, BKITHOUAIOT CleayHoLLMe acneKTbl:

Maponu MHOroypoBHeBble NMaposiv Nofb3oBaTeneil NpefoTBpaLLatoT
HeaBTOPMU30BaHHOE KOH(UIypHUpOBaHHe

SSH/SSL PaclwmpeHre BO3MOXHOCTEN 3alUMTbl NaponeM ans
nobaBneHus WKgpoBaHMA Naponei U AaHHbIX NO Mepe
nepeceyeHus UMK CeTH

BknioueHune/oTknoueHune BO3MOXHOCTb OTKNOUEHWUA MOPTOB AJ1A NpefoTBpaLleHuna

nopTos NPOXOXXAeHMA Tpadurka

802.1Q VLAN ObecneunBaeT BO3MOXHOCTb JIOTMUECKOr0 pasfeneHun
TpadmKa mexay npefonpeaeneHHbIMM NOpTaMu1 Ha
KOMMyTaTopax

SNMPv3 LndpoBaHHas ayTeHTUdHMKaALMA M 3aLLMTa AOCTYNa

HTTPS Be3onacHbIi focTyn K Beb-uHTepdeicy

YcoBepLLIeHCTBOBaHHbIW NPOTOKON CBA3yoLWero aepesa (eRSTP)™

Mpotokon eRSTP koMnaHWK Siemens NO3BONAET CO3aBaTb OTKA30yCTOMUMBbLIE
KONMbLEBbIE U MHOTFOCBA3HbIe ceTu Ethernet, BKNtOUatoLme pesepBUpPOBaHHbIE
KaHanbl CBA3M, KOTOPble OTCEKARTCA ANA NpeaoTBpalleHns obpasoBaHuA
netenb. MpoTtokon eRSTP peanu3yeT Kak STP, Tak n RSTP ana obecneueHun
COBMECTUMOCTH C KOMMEPUYECKUMU KOMMYTaTOpPaMu, B OTIIMUKUE OT APYTUX
NponpueTapHbIX KObLeBbIX peweHnin. GyHKuKnsa BbICTpOro nepexearta ponu
KOpPHEBOro KOMMYyTaTopa B Cllyuae OTKa3a KOpHeBOro kommyTtatopa RSTP B
MHOIOCBSAI3HOM Tononornun obecneunBaeT HbICTPYHO KOHBEPTEHLMIO CETEN.
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BseneHue

1.1 OcobeHHOCTH M NpenmMyLecTBa

Knacc cepBuca (IEEE 802.1p)

HekoTopble ceTeBble NPUNOXKEHUA, TaKMe KaK NPOTOKON ynpaBneHus

B peanbHoM BpeMeHu unu npotokon VolP (Voice over IP), TpebytoTt
NMPOrHO3npyemMoro BpemMeHun goctaBku Ethernet-kagpos. Kommytatopbl

MOTYT NPUBOAMTb K 3a4€P>KKaM M3-32 BHYTPEHHMX 3aNpoCoB, KOTOPbIe
bydhepm3npytoT Kaapsbl, a 3aTeM nepefaroT UX MO NPUHLKUNY "NMepBbIM NPULLEN
— nepBbIiM 0bcnyxeH". RUGGEDCOM ROS noppepxuBaeT knacc cepsuca (Class
of Service), KOTOpbIK NO3BONAET TPAHUKY, AN KOTOPOro BPEMSA ABMAETCS
KPUTHMUECKMM, NONajaTh B HaUano ouepeam, MMHUMU3NUPYA 3aepPXKy U CHUXKaA
3ppeKT apoxxaHua, obecneumBas Hagnexallyro paboTy TpeboBaTenbHbIX
npunoxeHn. RUGGEDCOM ROS obecneumnBaeT knaccudurKaumio npuopuTeTa
no nopty, Teram, MAC-agpecy u Tnny cepsuca (Type of Service, ToS) IP.
KoHurypupyembii anropuTm B3BeLLEHHOM "CpaBeannBoOi" opraHnu3aymm
ouepezes perynupyet cnocob Bbixoda KaApoB U3 ouepem.

VLAN (IEEE 802.1Q)

Virtual Local Area Networks (VLAN — BUpTyanbHble NOKanbHble
BblUMCNUTESIbHbIE CeTH) obecrneunBatoT pasgeneHe UsnUecKom

CeTW Ha HeCKONbKO OTAENbHbIX TIOTMUECKUX CeTel C HeE3aBUCUMbIMU
LWMpOKOBeLLaTeNbHbIMW fIOMEeHaMK. YpoBeHb besonacHocTh obecneumBaeTcs
TeM, UTO XOCTbl MOTYT NOMy4YaTb AOCTYN TONbKO K APYrMM XOCTaM B TOM

Xe cetn VLAN, a Takxe n3onupoBaHuem naBuH Tpacpmka. RUGGEDCOM

ROS nopaepxunsaet Ethernet-kagpel, TernpoBaHHble 802.1Q, 1 TpaHKOBbIe
rpynnbl VLAN. Knaccudurkauusa Ha ocHOBe nopTta obecrneunBaeT Ha3HaueHne
yCTapeBLUMX YCTPOMCTB cooTBeTCTBYOWNM ceTAM VLAN. Kpome Toro,
npegycmoTpeHa nogaepxka GVRP ana ynpoleHna KoHgpurypaumm
KommyTtatopos B ceTu VLAN.

ANCTaHUMOHHbIXH MOHUTOPUHI U HACTPOMKA C MOMOLLIbIO CUCTEMDI
ynpasneHus cetbro SINEC NMS

SINEC NMS — 370 nporpaMmMHas cMcTemMa yrnpasrneHUa ceTbto KOMMNaHuu
Siemens anA 0bHapy>XeHUA, MOHUTOPUHIA U YNpaBNeHUA NPOAYKTaMu
RUGGEDCOM, a Takxe gpyrumu yCTponcTBaMu C NOgAepxKon IP B ceTu.
[aHHbIN NONHOMYHKUMOHANbHbBIM NPOAYKT XapaKTepU3yeTcs BbICOKOM
CTeneHbto KOHUIYpUpOBaHUA 1 obecneunBaeT OTUeTbl O JOCTYNHOCTHU U
XapaKTePUCTUKAX CETEBbIX KOMMOHEHTOB U cnyxb. OTKa3bl YCTPOMCTB, CETU U
cnyb BbICTPO BbIABNAKOTCA, @ UHOPMALMA O HUX ONepaTUBHO NepefaeTca
nonb30BaTeNto, NO3BONAA COKPATUTb BPEMA MPOCTOA.

Cuctema SINEC NMS ocobeHHO nogxoauT ans AUCTaHLMOHHOIO MOHUTOPUHTA
1 KOH(OUTYPUPOBAHMUA MapLLPYTM3aTOPOB Siemens, KOMMYTaTOpPOB,
nocnefnoBaTeNbHbIX CepBepPOB M BecnpoBOAHOro ceTeBOro 0bopyaoBaHua
WIMAX. [Ina nonyuyeHua LONONHUTENbHOW MHOpMaLmu cMm. https://
www.siemens.com/sinec.

MpocToit npoTokon ceteBoro ynpasneHusa (SNMP)

Mpotokon SNMP obecneunBaeT CTaHUUKW yNpaBNEeHUA CETbHO
CTaHOApPTU3MPOBAHHbIM METOLOM OMNpPOCa YCTPOMCTB OT Pa3fNUUHbIX
nocTasBLMKOB. [logaep>xnBaemMble Bepcuu npotokona SNMP: v1, v2c u v3.
MpoTtokon SNMPv3, B uacTHOCTH, obecrneunBaeT yHKUMHM 3aLlMTbl (TakMe Kak

RUGGEDCOM ROS Bepcua5.5
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BseneHue

RUGGEDCOM ROS Bepcusa5.5

1.1 OcobeHHOCTH U NpenMyLLecTBa

ayTeHTUUKALMA, KOHPUAEHUMANTBHOCTb U KOHTPONb AOCTYNa), OTCYTCTBYHOLLME
B bonee paHHux Bepcuax SNMP. MNMogaep>Kka MHOrOUUCIEHHbIX CTaHAAPTOB
Management Information Base (MIB — 6a3a ynpasnatowen MHhopmaumm),
fenaeT BO3MOXHOM NPOCTYrO MHTerpauuto ¢ ntoboi Network Management
System (NMS — cuctema ynpaBneHus ceTbto). Elle ogHoM ocobeHHOCTbIO
SNMP, nogaepxuneaemort RUGGEDCOM ROS, ABnseTcA BO3MOXHOCTb
reHepupoBaTb trap-yBeOMJIEHMA BO BPEMA CUCTEMHbIX CODbITUI. CucTemMa
ynpasneHus ceTbto SINEC NMS oT KomnaHum Siemens MOXeT 3anucbiBaTh trap-
yBEeAOMIIEHUA OT PasfMuHbIX YCTPOMCTB, NPeAoCTaBAAA MOLLHbIA MHCTPYMEHT
ANA peleHuns ceTeBbix Npobnem. Kpome TOro, oHa N03BONSAET BbINOMHATb
rpadnuecKyro BU3yanusaunto CeTU U NOSTHOCTbIO MHTErpUpyeTCa Co BCEMU
npoayKTamu Siemens.

Network Time Protocol (NTP — ceTeBoW NpOTOKON BpEMEHH)

MpoTokon NTP aBTOMaTUUeCKn CUHXPOHU3UPYET BHYTPEHHME Uacbl BCeX
yctpomncTs nog ynpasneHnem RUGGEDCOM ROS B cetu. 310 no3sonseT
COOTHECTH CObbITHA, UMetoLLMe METKKU AaTbl U BPEMEHU, A1 NOUCKA U
yCTPaHEHWA HEUCNPaBHOCTEN.

OrpaHUueHUe CKOPOCTU Nepepauun uepes nopt

RUGGEDCOM ROS nopaepKmMBaeT KOHGOUTypupyeMoe orpaHMueHne CKopocTu
nepefauv AaHHbIX Ha KaXKablM NOPT AnNA OrpaHUUeHus OqHOA4pPEeCHOro

M MHOroagpecHoro TpaduKka. 3To MoXeT BblTb KpalHe BaXXHO B UaCTH
ynpaBneHnss NPponyCcKHOM CNOCOBHOCTbHO CETU ANA NOCTABLLMKOB YCIyT.
Kpome TOro, 310 obecneumrBaeT rpaHMUHYHO 3aLlMTy OT aTak TMnNa "0TKas B
obcnykmBaHmu" (DoS-aTak).

dunbTpauua LLMpoKoBellaTenbHoro wropma ("naBuH")
P p P

LLinpokoBeLlaTenbHble WTOPMbI “NaBUHbI" MPUHOCAT XaoC B CETb U

MOTYT MPUBECTU K BbIXOAY MPUCOEAUHEHHbIX YCTPOMCTB U3 CTPOA. ITO

MOXEeT OKa3blBaTb KaTaCTporuecKoe BIMAHNE Ha KPUTUUECKKU BaXKHOE
obopynoBaHune. RUGGEDCOM ROS no3BonaeTt orpaHMumnTb 3TO ABMEHUE NyTEM
mnbTpauuK WMpoKoBeLLaTeNbHbIX KaApPOB, UCMONb3YyA YyCTaHOBNEHHOE
nonb3oBaTeNieM NOPOroBoe 3HaueHue.

Al'perVIPOBaHMe KaHaJioB CBA3U

Ethernet—noprl MOTYT arpermpoBaTtbCA B €0MHbIN NTOrMUeCcKni KaHan CBA3M
nnbo cTtatmuecku, nubo OUHaMWUeCKH, anAa yBesimnyeHud I'IpOﬂyCKHOﬁ
CrnocobHOCTU CeTU U YpaBHOBELIMNBAHNA ceTeBOM HarpysKku.

3epkanupoBaHue NopToB

RUGGEDCOM ROS MOHO CKOH(UTIypupoBaTh Ha AybnnMpoBaHue Bcero
TpadMKa Ha OQHOM MOPTY Ha Ha3HAUEHHbIM 3epKanbHbIM NOPT. B coueTaHunu
C CeTeBbIM aHaNM3aTopoM 370 POPMUPYET MOLLHOE CPEACTBO NOUCKA U
YCTPaHEHWS HEUCMPABHOCTEN.

KoHurypupoBaHMe nopTa 1 ero cratyc

RUGGEDCOM ROS no3Bonsetr Ha annapaTtHOM ypoOBHE CKOHMUIyprUpoBaTb
ANA OTAeNbHbIX NOPTOB CKOPOCTb, AYMNEKCHbIA PeXUM, aBTOCOracoBaHue,
ynpaBneHne NOTOKOM AaHHbIX U MHOTOe Apyroe. 370 obecneunBaet
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BseneHue

1.1 OcobeHHOCTH M NpenmMyLecTBa

HaZnexallee COeAMHEHWe C yCTPOMUCTBAaMM, KOTOPbIe He OCYLLEeCTBAAIOT
cornacoBaHWe UK UMerT HeobbluHble HAaCTPOMKM. [leTanbHbli CTaTyC NOPTOB C
aBapuiHbIM onoBeLleHneM v trap-ysegomneHreM SNMP o npobnemax kaHana
CBA3M 3HAUMTENDBHO YNPOLLAOT MOUCK U YCTPAHEHWE HEUCMPABHOCTEN.

Cratuctuka noptoB U Remote Monitoring (RMON — gucTaHUMUOHHbIN
MOHWUTOPMUHT)

RUGGEDCOM ROS obecneunaeT NnoCTOAHHOE ODHOBMNEHWe CTaTUCTUKHK MO
nopTam, KOTopasa BKIOUAET CUETUMKM BaMTOB BXOAALLMX U MCXOOAALLMX NAKETOB,
a TaK)Xe fleTan1saumio no owmrbKam.

Kpome Toro npeflyCMoTpeHa nonHaa nogaep»ka cratuctukn RMON. RMON
obecneunBaeT KOMNNEKCHbIM cOOp AaHHbIX, aHaNM3 U 0bHapy>XeHWe moaenen
Tpaduka.

dOunbTpaynAa MHOroafApPeCcHbIX PaccbINoK

RUGGEDCOM ROS nogaep>knBaeT MHOroaZpecHble rpynnbl U BO3MOXHOCTb
AWHAMUUECKH NPUCOeAUHATLCA K MHOIOapeCHbIM rpynnamM 1 NoKuaaTb
“x ¢ nomouybto Internet Group Management Protocol (IGMP — npoTtokon
rpynnoBoro ynpaBfieHUs ceTu nHTepHeT) unu GARP Multicast Registration
Protocol (GMRP — npoTOKOS MHOTroaApecHoOM pernctpauum).

Peructpauusa cobbiTuit U onoBeLleHUA

RUGGEDCOM ROS peructpupyet Bce BaXKHble COBbITUA B SHEProHE3aBUCMMOM
CUMCTEMHOM >XypHane, obecneunBas BOSMOXXHOCTb aHANMTUUECKOrO MOMUCKa U
yCTpaHeHUs HeucnpaBHocTer. K cobbITUAM, NOMUMO NPOUEro, OTHOCATCA OTKa3
1 BOCCTAaHOBMIEHWE KaHana CBA3M, HEAaBTOPMU30BaAHHbIN AOCTYM, ObHapyKeHue
LWMpOKoBeLLaTenbHOro wropma ("naBuHbI"), a TakKe caMoAMarHoCTUKa.
OnoBeleHunA obecneunBatoT 0TObpaxeHNne MOMEHTANbHOIO COCTOAHMUSA
HegaBHWUX CODLITUM, KOTOPbIE eLLe 0XXUAAT NOATBEPXKAEHUA CETEBbIM
aAMUHUCTPATOPOM. [TUTaHWe BHELLIHEro annapaTHOro pene oTKKYaeTcs

B MPUCYTCTBMU KPUTMUECKMX ONOBELLEHUI, 0becneurBas BO3MOXHOCTb
BMeLLATeNbCTBA BHELLHErO KOHTpOnNepa.

Monb3soBaTtenbcknit HTML-untepceic Beb-b6paysepa

RUGGEDCOM ROS obecneunBaeT NpoCTon, MHTYMTUBHO-NMOHATHbIN
Monb30BaTeNbCKUM MHTepdeNC Ana KOHPUIYPUPOBAHUA U MOHUTOPUHTA C
MOMOLLbIO CTAHAAPTHOTO rpadruueckoro Beb-bpaysepa unu cTaHAapTHOro
TeNeKOMMYHUKaLMOHHOro nHTepdenca. Bce napameTpbl CUCTEMbI BKIIHOUALOT
NOAPODBHYHO MHTEPAKTUBHYHO CNPaBKy AfIA YNPOLLEHWA HACTPONKHU U
KoHgpurypupoBaHusa. RUGGEDCOM ROS obecneunBaeT TMNOBOM MHTEPENC U1
CTaHAAPTU3MPOBAHHbIM NpoLecc KOHMUIypaLunu, UTo ynpoLaetT MUrpaLmIo Ha
apyruve npoaykTblRUGGEDCOM.

MpepoTBpalieHue aTak "rpybou cunb!”

3awmTa oT Brute Force Attacks (BFA — ataka "rpybow cunbl") sBnaetcs
ctaHgapTom ana RUGGEDCOM ROS. B cnyuae (hMKCMPOBAHHOIO KONMUECTBa
HeydauHbIX MOMbITOK BXOAA BHELLUHEr0 XOCTa B CUCTEMY uepes UHTepdeinc
TepmuHana unu Beb-nHtepdenc cnyxba bnokmpyeTca Ha OAMH yac.

RUGGEDCOM ROS Bepcua5.5
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BseneHue

1.2 PekomeHaauymu no obecneueHmto 6€30nacHOCTH

MNoppep>kka IPv4/IPv6

RUGGEDCOM ROS nopaep»kmBaeT Kak agpeca IPv4, Tak 1 agpeca IPv6 (ana
oTAenbHbIX PYHKUKUM). [lONONHUTENbHY MHOPMALMIO O NOAAEPKKE NO
KaXX4OMYy NpOTOKONY CM. B pa3gene "llogaepkka ceTeBoro npotoKona
nHTepHeTa (CTpaHuua 13)".

1.2 PekomeHpauunm no obecneueHuto besonacHoctTu

Utobbl npeaoTBpaTuTb HeCaHKLI,I/IOHMpOBaHHbIﬁ A0CTYyn K yCTpOﬁCTBy,
BOCHOﬂbByl;‘ITer caejyrouwmmMmn peKkoMeHaaunamMm no obecneueHnto 6e30MacHOCTHU.

AyTteHTUpUKaLUA

RUGGEDCOM ROS Bepcusa5.5

CMeHUTE Naponu No YMOMUAHMWIO ANA BCeX YUETHbIX 3anucei nonb3oBaTenew 1
npoueccoB (ecnu NpUMEHUMO) A0 Pa3BePTbIBaHUS YCTPOMCTBA.

Mcnonb3yiTe HaeXXHble Maposin C BbICOKOM CTENEeHbIO paHAOMMU3aLMUK
(3HTpONKK) M Be3 NOBTOPAHOLMXCA CUMBONOB. He UCnonb3yiTe HEHaOeXHble
naponu, Takue Kak password1, 123456789, abcdefgh, a Tak»ke cnoBapHble
C/T0Ba UNKU MMeHa cObCTBEHHbIe B Ntoboi KoMBbUHaumK. [ina nonyueHun
AOMONHUTENBHOW MHAOPMALMK O CO34AHUM HAAEXKHbIX MAaponen CMm.
TpeboBaHUA K naponam B "KoHdurypupoBaHue naponen (CtpaHuua 129)".

Heobxoanmo ybeautbcs, uto Naposnv 3allmLLEeHbl U HE U3BECTHbI
HeaBTOPM30BaHHOMY MepcoHany.

ﬂapom/l He OOJ/IXHbl UCMONb30BaTbCA MNOBTOPHO ANA Pa3HbIX UMEH
noNb3oBaTenAa U CUCTeEM, a TaKXKe nocrne ncreyeHna nx CpokKa ﬂ,eVICTBMﬂ.

Ecnu ayteHTMdMKauma RADIUS BbinonHAETCA AUCTAaHLMOHHO, Heobxoanmo
ybeauTbes, uTo BeCb 0OMeH AaHHbIMUW NMPOUCXOAWT B Npeaenax 3alMLLeHHOro
nepuMeTpa UK Ha 3aLlMLLEHHOM KaHarne.

CreHepupy#Te 1 obecneubTe NoNb30BaTENbCKUI SSL-cepTUUKAT U XOCTOBbIM
Kntou SSH nepen BBOAOM YCTPOMCTBA B 3KCNNyaTauuto. [ina nonyueHus
AOMONHUTENBHOMN MHhOPMALMK CM. "YNpaBneHue KnrvamMu 1 ceptudmuKaTaMu
SSHISSL (CtpaHuua 149)".

Mcnonb3yiTe ayTeHTUDUKALMIO C MOMOLLbIO 06LLecTBEHHOrO Kntoua SSH. [1ns
noslyuyeHust LONONHUTENbHOW MHPOPMALMK CM. "YNpaBneH1e OTKPbITbIMU
knrouamu SSH (CtpaHuua 152)".

MpoTokon ayTeHTUMKaumu no naponto (PAP) He cuntaetca besonacHbIM
MPOTOKOJIOM U, MO BO3MOXHOCTH, [ONXKEH UCNOMb30BaTbCA B 3aLLMLLEHHON
ceTeBOM cpefe.

Obpatute BHMMaHKe Ha ntobble NPOTOKOMNbI KAHaNbHOIO YPOBHA, KOTOpbIE He
obecneunBatoT BHYTPEHHIOK ayTEHTUPUKALUIO MEXAY KOHEUHbIMUW TOUKaMMU,
Taknmu Kak ARP B IPv4, obHapyxeHne cocegHnx ycTponcTs/DAD B IPv6 n Wi-Fi
B 6ecnpoBOAHbIX CeTAX. 3N0YMbILUIEHHWKK MOTYT UCNONb30BaTh Ccnabblie mecTa
B 3TUX MPOTOKOJIAX AJIA aTaKW Ha XOCTbl, KOMMYTATOPbl U MapLUPYyTU3aTOPbI,
MOAKIIFOUEHHbIEe K CeTU 2-r0 YPOBHA, nyTeM nopun ARP-K3Lwla cuctem B
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1.2 PekomeHaaymu no obecneueHmnro 6€30nacHOCTH

MOACETH, U NyTEM NOCNeA0BATENBHOMO NepexsaTta Tpaduka. Heobxogumo
npeaycMOTpeTb NoaxoasLlne CpeacTBa 3aluTbl 0T Hebe3onacHbIX MPOTOKONOB
2-r0 YPOBHSA, TaKMe KaK 3alimnTa PM3MUECKOro AOCTyNa K NIOKanbHOM CETU U
MCMONb30BaHMeE 3aLUMLLEHHbBIX MPOTOKONOB bonee BbICOKOro YPOBHSA, UuTobbI
NpeaoTBPaTUTb HEABTOPM30BAHHbIM AOCTYN K CETH.

®dusnueckunit/ynaneHHbl focTyn

He nogkntouaiTe yCcTpOMCTBO K ceTu MHTepHeT. Pa3BepTbiBaHWE YCTPOMCTBA
LOIKHO OCYLLECTBAATLCA TONbKO B Npefenax 3alMLIeHHOro CeTeBoro
nepvmetpa.

DuU3nueckni JOCTYN K yCTPOMUCTBY AOMKEH UMETb TONIbKO aBTOPU30BaHHbIM
nepcoHan. 3N0yMbILNEHHUKN MOTYT U3BEeUb KPUTUUECKHU BaXKHYHO
MH(OPMaLMIO, TaKYH Kak cepTUdMKaTbl, KNOUKM U T. 4. (Naponu nonb3oBaTenei
3alUMLLEeHbI X3LWU-KOAAMM) UK NepenporpaMMUpOBaTh YCTPOMCTBO.

OrpaHuubTe JOCTYyN K NOCNefoBaTeNbHOM KOHCONM TaKXKe Kak v nroboi
du3nueckunit goctyn K yctporcTty. JOCTyn K nocnefoBaTenbHOM KOHCONM
NOTEeHUManbHO NO3BONAET NOMYUNTb HEABTOPU30BaAHHbIM JOCTYN K 3arpy3umnKy
onepaunoHHomn cucteMbl RUGGEDCOM ROS, Bkntouatowemy B cebs
MHCTPYMEHTanbHble CPeACTBA, KOTOPblie MOTYT BbITb MCMONTb30BaHbI AN
Mony4YeHmUs NOMHOro AOCTyNa K YCTPOMCTBY. [4NA nonyyeHWA 4ONONHUTENbHON
nHdopMaLuunmn ob orpaHMueHrK JOCTyna K MHTepdeicy 3arpysumka
onepaunoHHOM CUCTEMbI CM. "YnpaBneHue JOCTYNOM K MHTepdency 3arpy3umnka
onepaunoHHom cuctembl (CTpaHuua 42)".

BkntouaiTe TONbKO Cny>6bl, KOTOpble ByayT MCNONb30BaTbCA Ha YCTPOMCTBE,
BKNtouasa husnueckme noptbl. Hencnonblyemble husnvueckmre nopTol
MOTEHLMANbHO MOTYT CIY>XWTb ANA NONyUeHUA JOCTYNa K CETU 3a YCTPOMUCTBOM.

3epKanbHble NOPTbl 4OMNYCKAKOT ABYHANPaBAEHHbIW TpaduK (T. e. yCTPOMCTBO

He byneT bnoknpoBaTb TpahuK, BXOAALLMK uepe3 3epKalibHble NopTbl). s
NoBblLEHUSA 6€30MaCHOCTU CKOHUTYPUPYITE BXOAHYO hunbTpaLmio Ans
ynpaBneHns NOTOKOM TpadunKa, KOraa 3epKanmMpoBaHMe NOPTOB BKITHOUEHO.
[ns nonyyeHnA 4ONONHUTENBHOM MHPOPMALMK O BKITHOUEHUU 3epKannpoBaHus
nopTtoB cM. "KoHdurypupoBaHue 3epkanmpoBaHusa nopTtos (CTpaHuua 77)".
[ns nonyyeHWA [ONONHUTENbHOM MHAPOPMALMK O BKIOUEHWUU BXOLHOM
unbTpaumm cMm. "TnobanbHoe KoHgpUryprupoBaHue ceteit VLAN (CTpaHuua
170)".

[ina noBblWeHHOM 6€30NacHOCTM BKIHOUMTE BXOAHYHO (DUNbTPALMIO Ha BCEX
nopTax No ymonuaHuio. [Ins nonyueHua 4ONOAHUTENBHON MHOPMaLMKU O
BKJTFOUEHMU BXOOAHOM hunbTpaumu cm. "TnobanbHoe KOHUTypUpoBaHUe ceTen
VLAN (CtpaHuua 170)".

Ecnu paspewweH npotokon SNMP, To orpaHunubTte uncno IP-agpecos, KoTopble
MOTYT NOAKNOUATLCA K YCTPOWUCTBY, @ TaKXKe U3MEHUTE UMEHa CTPOK-KITHOUEHN.
Kpome Toro, ckoHdurypupyite SNMP ans Bbigauu trap-yBegoMneHumsa npu
owmnbKax ayTeHTUDUKauMK. nsa nonyyeHma 4ONONHUTENbHON MHOPMaL MK
cM. "YnpasneHune SNMP (CtpaHuua 281)".
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1.2 PekomeHaauymu no obecneueHmto 6€30nacHOCTH

MN3berarite ncnonb3oBaTb He3alWMLLEHHbIe Cny»bbl, Hanpumep, Telnet n
TFTP, nnb0 NOAHOCTbIO OTKAOUKUTE UX, €CINIK 3TO BO3SMOXHO. ITU CNY>Obl
MPUCYTCTBYHOT MO UCTOPUUECKMK CNOMKUBLLUMMCA NMPUUMHAM U MO YMONTUAHMIO
OTK/HOUEHDI.

OTknrounTte npotokon RCDP, ecnun ero ncnonb3oBaHWe He npeanonaraeTcs.

OrpaHWubTe UMCIIO pa3peLLeHHbIX O4HOBPEMEHHbIX CEaHCOB CNy>b Beb-
cepsep, Telnet n SSH.

CKOHMUTYypUpyHTE YAaneHHbIW BXOS B CUCTEMY TakMM 0bpa3om, utobbl
nepecbinaTb BCE XXypHanbl PErucTpaumm B LeHTPanbHbIM NyHKT. [AnA
nony4yeHus SOMNONHUTENbHOM MHOPMaLMK CM. "YripaBrneHue xXypHanamu
(CtpaHuua 61)" a TakKe UaCTo 3aaBaeMble BOMpPOChl no TeMe ""Kak
peanu3oBaTb 3alLUMLLEHHbIM aBTOMaTUUeCKUi Bxoa B cuctemy ROS™ (https://
support.industry.siemens.com/cs/ww/en/view/109756843).

@annbl KOHGUIypaunm npeacTaBneHbl B popmate CSV (3HaueHums C
pasgenuTensiMm-3ansaTbiMu) Ana yanobcrea ucnonb3oBaHua. ObecneubTe
Hagnexallyro 3aLuTy 3TUX PainoB KOHPUIYpPaLKUK, €CNIU OHU CYLLIECTBYHOT BHE
ycTponcTtBa. Hanpumep, wndpynte dannbl, XxpaHUTe Ux B 6€30NacHOM MecTe U
He nepefaBaiTe UX uepes He3alMLEHHbIE KOMMYHUKALMOHHbIE KaHalbl.

AOMUHUCTPUpPOBAHME hannoB KOHUIypaLmm, CepTUUKATOB U KIHOUeN
ABnAeTcA 06A3aHHOCTbIO BNajenbla yCTponcTBa. [Ans nosblieHuUA
KpUNTOrpadmueckom CTOMKOCTU UCMONb3yiMTe Kntoun RSA AnMHOM He MeHee
2048 6UT 1 cepTndmKaTbl, NognucaHHble ¢ nomowbio SHA256. MNepeg
BO3BPATOM YCTPOMCTBA B KOMMaHMUIO Siemens gana peMoHTa ybeautech B TOM,
uTO WM POBaHKE OTKNOUEHO (UTObbI Co3aaTb BepPCHULo haina KOHpUIypaLunu
B BM[E OTKPbITOro TEKCTA), a TakXKe 3aMeHUTe TeKyLlue cepTUdUKaTbl U KoUK
BPEMEHHbIMU O4HOPA30BbIMMU CEPTUPUKATAMM U KNOUAMHU, KOTOPbIE MOTYT
BbITb YHUUTOXKEHbI NOCNe BO3BpaTa yCTPOMCTBA.

MpUHUMaWTE BO BHUMAHWE HanMume BKIHOUEHHbIX Ha YCTPOMCTBE
He3alMLLEeHHbIX MPOTOKONOB. HeKoTopble NPOTOKONbI, Takke Kak HTTPS u SSH,
ABnaetcA be3onacHbIMU, a apyrue, Takme kak HTTP, MMS, Telnet u RSH, He
Hbinu paspaboTaHbl Ans 3ToM uenu. HeobxoanMmo npegycMoTpeTh NnoaxoasLyme
CpeacTBa 3aluTbl OT HE3ALMLLEHHbIX MPOTOKOMOB, UTObbI NPefoTBPaTUTL
HeaBTOPMU30BaHHbIM [JOCTYN K YCTPOUCTBY/CETH.

Bkntouute dhyHKLMKM Be30nacHOCTH Ha NopTax AOCTyna, Ans NpeAoTBpaLleHuUs
CaMOBOJIbHOTrO PMU3MUECKOrOo NOAKNOUEHWUA MOCTOPOHHKX. [AnA nonyyeHun
AOMNONHUTENBHOM MHOPMaLMK CM. "YnpaBneHue 6e30MacHOCTbIO Ha YPOBHE
nopta (CtpaHuua 140)".

AnnapaTHoe/nporpammMHoe obecneueHue

RUGGEDCOM ROS Bepcusa5.5

Bcerpa yctaHaBnuBaiTe NocnegHO BEPCUIO MUKPOMNPOrpaMMHOro
obecneueHus, BKNrOUas BCe UCNPaABNEHUA YA3ZBUMOCTU. AKTyanbHasn
MHdopmMaLuusa ob McnpaBneHUAX yA3BUMOCTM NPOAYKTOB Siemens JOCTyMHa Ha
canTe npombliwneHHoM besonacHoctH [https://www.siemens.com/globall/en/
homel/company/topic-areas/future-of-manufacturing/industrial-security.html]
WK Ha Ha caWTe C pekoMeHZauMaMKn no besonacHocTh cnyx6bl ProductCERT
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1.3 CooblieHns B CHCTEMHOM XKYypHane, OTHOCALHNEeCA K cucreme be3zonacHocTH

MonntUKa

1.3

[http://www.siemens.com/innovation/en/technology-focus/siemens-cert/cert-
security-advisories.htm]. [ins nonyueHusa o6HOBNEHUI peKoOMeHZaUUM No
He3onacHocTn NpoayKToB Siemens noanuwuMTech Ha RSS-pacchbinky Ha cavTe
Siemens ProductCERT Security Advisories unu npucoeguHsamnTecb K Ham B Twitter
— @ProductCert.

Bkntounte dpyHKumnto BPDU Guard ana nopToB, Ha KOTOPbIX HE OXKWAAOTCA
coobuieHmna BPDU RSTP.

Mcnonb3yiTe nocnegHoor Bepcuto Beb-6paysepa, coemectumyto ¢ RUGGEDCOM
ROS, ans obecneueHuna ncnonb3oBaHMA Hanbonee HeszonacHbIX BEpCUM
npoTokona 6e30nacHOCTM TpaHCNOpPTHOro ypoBHA (TLS) n kogos.

Ecnu npotokon Modbus He TpebyeTca nofib30BaTeNto, €ro MOXHO
AeakTuBupoBaTb. Ecnn HeobxoanmMo akTMBMpOBaTb NpoTokon Modbus,
peKoMeHayeTcAa cnefoBaTbh peKoMeHaumnam no obecneueHmo 6e3onacHoOCTH,
yKa3aHHbIM B HAaCTOALLEM PYKOBOACTBE, a TaKXXe CKOH(UIypHUpoBaTb
OKpY>KatoLLyto cpeay B COOTBETCTBUM C NepefoBbIMU NMPAaKTUKAMU 3aLLUTbI.

MpvMuUTe Mepbl NO NpefoTBPALLEHUIO AOCTyNa K BHELUHWUM HeHaaeKHbIM Beb-
CTpaHMLaM BO BpeMs AOCTyNa K YCTPOMCTBY uepes Beb-bpaysep. IT0 MOXKeT
MOMOUb B NPeAoTBPaLLEHUKU NOTEHLMaNbHbIX yrpo3 6e30nacHOCTH, TaKKUX KakK
nepexsaT CeaHca.

Insa obecneueHns onTMManbHOro ypoBHA be3onacHoCTH ucnonb3ymte SNMPv3
npv NroHOM BO3MOXKHOCTU. Mcnonb3ynTe HageXHble KUK ayTeHTUdUKaLnm

M yacCTHble KNtoun 6e3 NOBTOPSIOLLMXCA CTPOK (HanpuMep, abc unu abcabc) ¢
AaHHOM hyHKUMeER. Ansa nonyyeHMa 4ONONHUTENBbHON MHOPMaL MK O CO3AaHUM
HaAEXHbIX Maponen cM. TpeboBaHuMA K Naponam B "KoHdurypupoBaHue
naponen (CtpaHuua 129)".

Ecnu 310 He TpebyeTcs B KOHKPETHOM cxeMe ceTu, napameTp IP Forward
(nepecbinka IP) nonxeH bbITb ycTaHOBSMEH B Disabled (OTKNOUEHO), UTOObI
NpeaoTBPATUTL MapLLUPYTU3ALMIO MAKETOB.

Mepuoanueckn Npon3BoAUTE ayaUT YCTPOUCTBA, UTODbI rapaHTUPOBATL €ro
COOTBETCTBME 3TUM PEKOMEHAALMAM UMK NHOObIM BHYTPEHHUM NOAUTUKAM
be3onacHoOCTH.

M3yunTe Npouyto Nonb30BaTENbCKYH JOKYMEHTALWIO ANs APYrMX NPOAYKTOB
Siemens, UCNOMNb3yeMbIX MO COrMacoBaHMUIO C YCTPONUCTBOM, ANA NONyUEHUS
LOMONHWUTENbHbIX peKOMeHAaLUui no obecneueHunto 6e30nacHoOCTH.

CoobueHuna B CUCTEMHOM XXypHane, oTHOCALWMECA K cucteme
6e3onacHOCTHU

Huxxe npuBeneHbl cO0bLEeHMA 0 COBbITUAX CUCTEMbI 3aLLMTbl, KOTOpPble MOTYT
reHepupoBatbcss RUGGEDCOM ROS.
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1.3 COOﬁLLlEHMFI B CUCTEMHOM >KYypHarse, OTHOCALIMECA K CUCTeEME be3onacHocTH

KaTteropusa CoobuyieHue o cobbiTUH KaTeropusa Cepbe3HOCTb Ycnosue
SE_LOCAL SUCCESSFUL _LOGON {date} {time} INFO local0 Info Monb3oBaTtesnb
{temperature} Console user | (nokanbHble0) | (MHbOpMaLmMs)| ycnelwHo BoLwen
'{username}' logged in with B CUCTEMY uepes
admin level NOKanbHbIN
UHTepdeic
yCTpOWMCTBa.
SE_LOCAL_UNSUCCESSFUL_LOGON {date} {time} INFO local0 Info HeynauHas
{temperature} Failed (nokanbHble0) | (MHopMaums)| nonbiTKa BXoAa
Console user ‘{username}’ B CUCTEMY uepes3
login attempt NOKanbHbIH
MHTepdenc
yCTpOWMCTBa.
SE_NETWORK_SUCCESSFUL_LOGON {date} {time} INFO local0 Info Monb3oBaTtenb
{temperature} {protocol} (nokanbHble0) | (MHopMaLMs)| ycnewHo BoLen
user '{username}' logged B CUCTEMY
in with admin level {ip yepes ceTeBoOW
address} WHTepdeic
yCTPOMCTBaA.
SE_NETWORK_UNSUCCESSFUL_LOGON | {date} {time} INFO localO Info HeynauHas
{temperature} Failed (nokanbHble0) | (MHopMaLms)| MonbiTKa BXoA4a
{protocol} user B CUCTEMY
"{username}' login attempt yepes ceTeBoOM
{ip address} WHTepenc
yCTpPOMCTBaA.
SE_LOGOFF {date} {time} INFO local0 Info Monb3oBaTtesnb
{temperature} console user | (nokanbHble0) | (MHpOpPMaLKs)| Bbilen U3
"{username}, cmd: Logged cucTeMbl
out BPYUYHYO UnK
aBTOMaTHUUECKHU
“3-3a TalmayTa
uepes NoKanbHbIM
UHTepdeinc.
{date} {time} INFO local0 Info Monb3oBaTenb
{temperature} {protocol} (nokanbHble0) | (MHopMauus)| BblLLen U3
user '{username}’ ({ip cUcTeMbl
address}), cmd: Logged out BPYUHYHO MK
aBTOMaTHUUECKU
“3-3a TalMm-ayTa
uepes ceTeBOM
nHTEpdeinc.
SE_USER_AUTH_RADIUS_SERVER_NOT_ | {date} {time} INFO localO Info HeynauHas
AVAILABLE {temperature} RADIUS (nokanbHble0) | (MHopMaLMs)| MonbiTKa AOCTyna
Primary server is K cepBepy RADIUS
unreachable WNKU OTCyTCTBUE
oTtBeTa oT RADIUS.
SE_ACCESS_PWD_CHANGED {date} {time} INFO local0 Info AyTEHTUPULUPOBAHHBIN
{temperature} 'admin’ (nokanbHble0) | (MHopMaums)| Nonb3oBaTeNb
level password changed U3MEHWN
{date} {time} INFO cobCcTBEHHbIN
{temperature} {protocol} naponb.
user {'username'} {(ip
address)} Passwords Admin
Password — MODIFIED.
{date} {time} INFO local0 Info AyTEHTUULUPOBAHHBIN
{temperature} 'guest’ (nokanbHble0) | (MHopMaLMs)| nonb3oBaTeNb T
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1.3 CooblieHns B CHCTEMHOM XKYypHane, OTHOCALHNEeCA K cucreme b6e3zonacHocTH

KaTteropusa CoobuyeHue o cobbiTUH KaTeropusa Cepbe3HOCTb Ycnosue
level password changed U3MeHWN
{date} {time} INFO naponb Apyroro
{temperature} {protocol} nonb3oBaTtens.
user {'username'} {(ip
address)} Passwords Guest
Password — MODIFIED.

SE_USER_ACCOUNT_CHANGED {date> {time} INFO local0 Info YueTHan 3anuchb
{temperature} {protocol} (nokanbHble0) | (MHopMauus)| nonb3oBaTens
user {username} {ip U3MEeHeHa unu
address}, Passwords Guest Ha3HaueHa Ha
Username, old: {guest}, ApYryto porb.
new: {new username}

MODIFIED.

SE_USER_ACCOUNT_DELETED date> {time} INFO local0 Info YueTHan 3anuch
{temperature} {protocol} (nokanbHble0) | (MHopMaLus)| nonb3oBaTens
user {username} {ip yAaneHa.
address}, Passwords
Guest Username, old:

{username}, new:-
MODIFIED.

SE_ACCOUNT_LOCKED_TEMP {date} {time} WARN localO Warning MpenoTBpalyeHue
{temperature} Excessive (nokanbHble0X[penynpexneHueaTaku "rpyboit
failed {protocol} access/ cunbl” uepes
login attempts, service BPEMEHHYHO
locked. 6noKMpoBKyY

YUYETHOM 3anucK
nonb3oBaTtens.

SE_SESSION_LOCKED_INACTIVITY {date} {time} INFO 37C local0 Info CeaHc bbin
Console user 'admin’, cmd: | (nokanbHbie0) | (MHdopmauma)| 3abnokrMpoBaH
Logged out yepes HeKoTopoe

BpeMsi OTCYTCTBUSA
aKTUBHOCTH.

SE_RAS_SESSION_TERMINATED_ {date} {time} INFO 37C local0 Info YaaneHHbIi

INACTIVITY HTTPS user ‘admin’ logged | (nokanbHble0) | (MHpopMaLmsa)| ceaHc 3aBepLUeH
out (IP:192.168.0.200). yepes HeKoTopoe

BpeMsA OTCYTCTBUSA
aKTUBHOCTH.

SE_UNSUCCESSFUL_RAS_LOGON {date} {time} INFO local0 Info HeynauHas
{temperature} Failed (nokanbHble0) | (MHopMaLms)| NonbiTKa BXoA4a
{protocol} user yAaneHHoro
'{username}' login attempt nonb3oBaTena B
{ip address} cucTeMy uepes

YyCTPOMNCTBO
yAaneHHoro
fgoctyna.

SE_RAS_LOGOFF {date} {time} INFO localO Info YnaneHHblt
{temperature} {protocol} (nokanbHble0) | (MHopMaLms)| nob3oBaTeNb
user '{username}' {ip BbllIeN U3
address}, cmd: loggd out CUCTEMDI Yepes

YCTPOWCTBO
yAaneHHoro
poctyna.

SE_RAS_CONNECTION_CLOSED {date} {time} INFO local0 Info CoeguHeHUe
{protocol} user (nokanbHble0) | (MHopMaLKs)| yaaneHHoro

10

OO0CTyna 3aKpbITO.

RUGGEDCOM ROS Bepcua5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02



BseneHue

1.3 COOﬁLLlEHMFI B CUCTEMHOM >KYypHarse, OTHOCALIMECA K CUCTeEME be3onacHocTH

KaTteropusa CoobuyieHue o cobbiTUH KaTeropusa Cepbe3HOCTb Ycnosue

{'username'} closing

connection {(ip address)}

SE_SUCCESSFUL_DEVICE_ {date} {time} INFO local0 Info Joctyn K

IDENTIFICATION {temperature} {protocol} (nokanbHble0) | (MHopMaLus)| ycTporcTBy
port 1 authorized nonyueH uepes
addr {MAC address}, ycnewHyto

{VLAN ID} {date} {time} ayTeHTUHUKaLMIO

INFO{temperature} Secure nopta 802.1X.

port 1 learned addr {MAC

address}, {VLAN ID}

SE_UNSUCCESSFUL_DEVICE_ {date} {time}WARN 43C local0 Warning Doctyn K
IDENTIFICATION 802.1X port 1 auth failed, | (nokanbHble0X[1peaynpexneHUeyCTPOUCTBY

addr {MAC address}, {VLAN 3anpeLueH us-

ID} 3a HeyauHoM
ayTeHTUdUKaL UK
nopta 802.1X.

SE_SUCCESSFUL_DEVICE _ {date} {time} INFO local0 Info YcnelwHas

AUTHENTICATION {temperature}{protocol} (nokanbHble0) | (MHopMaLms)| ayTeHTUDMKaLKA
user {username} (pub id 1 yCTpoWcTBa uepes
fingerprint:{value}) logged ayTeHTUdHKaLnto
in with {role} access {ip Ha ba3e

address} cepTUdHUKaTa.

SE_AUDIT_LOG_CLEARED {date} {time}INFO local0 Info Monb3oBaTtenb

{temperature} Console user | (nokanbHble0) | (MHdDOpMaums)| yaanun

‘admin', cmd: clearlogs noKanbHbIK bydep

{date} {time} INFO perucTpauuu.

{temperature} clearlogs

SE_CONFIG_CHANGE {date} {time} INFO local0 Info Monb3oBarenb

{temperature} Console user | (nokanbHble0) | (MHDOPMaLKS)| UIMEHUN

{username}’, IP Services onpeneneHHble

Inactivity Timeout, old: napameTpbl

5 min, new: Disable — KOHUrypauuu.

MODIFIED {date} {time}

INFO {temperature}

Configuration changed

{date} {time} INFO local0 Info Monb3oBaTtesnb

{temperature} Console (nokanbHble0) | (MHOpMaLKs)| UHULMKUPOBAN

user {username}', Load cbpoc go

Factory Defaults Defaults 3aBOJCKUX

Choice, old: None, new: All HacTpoeK.

— MODIFIED.

SE_SOFTWARE_INTEGRITY_CHECK_ {date} {time} NOTE localO Owwnbka MpoBepka

FAILED {temperature} SFTP put file | (nokanbHbIe0) LEeNOCTHOCTH
main.bin from {ip address} MUKpPONpOrpamMMHg
by user {date} {time} INFO nporpaMMHoOro

Console user ‘{username}, obecneueHun

cmd: xmodem receive BbIABMIIA OLLUMOKY

main.bin {date} {time} LLeNlOCTHOCTH.

ERRO Downloaded file

main.bin is invalid: Bad

signature {date} {time}

NOTE Downloaded file with

invalid signature (-7711)

{date} {time} Downloaded

file main.bin is invalid:

Body CRC invalid

RUGGEDCOM ROS Bepcusa5.5
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1.4 CpaBHEHHE KOHTPOIUPYEMbIX M HEKOHTPOJIUPYEMbIX YCTPOHCTB

KaTteropusa CoobuyeHue o cobbiTUH KaTeropusa Cepbe3HOCTb Ycnosue
SE_BACKUP_SUCCESSFULLY_DONE {date} {time} NOTE local0 Notice Cucrema
{temperature} config.csv (nokanbHble0) | (3ameuaHue) | ycnelwHo co3gana

copied to A:\config.csv pe3epBHYHO KOMUIO
npu ycTaHOBKe
CbeMHOro

HOoCcUTenA.

1.4

12

CpaBHeHHWe KOHTPONUPYEMbIX U HEKOHTPONTUPYEMDbIX YCTPOUCTB

Yctpoictea nog ynpasneHueM RUGGEDCOM ROS MoryT 6bITb KOHTpONUpyeMbIMHU
(C) unu HekoHTponupyembiMu (NC).

* KoHTponupyembie KOMMYTaTOpbl UMeLOT BonbLle KpUnTorpauueckmx
hyHKUMA.

* HeKoHTponupyemblie KOMMYTaTOPbl UMEHOT OrPaHUUEHHYHO
KpunTorpagrueckyo yHKLUOHANbHOCTD.

UTobbl OnpenennTb, OTHOCUTCA YCTPOWCTBO K KOHTPONMUPYEMbIM UMK
HeKoHTponupyembiM, nepenante BDiagnostics » View Product Information.
MapameTp Classification B hopme Product Information yka3biBaeT, ABnaetca
YCTPONCTBO KOHTPOMMPYEMbIM UITM HEKOHTPOJSIUPYEMbIM.

Product Information access
admin
MAC Address:  00-0A-DC-76-37-40
Order Code: RS900-HI-D-TX-TX-TX
Classification: Controlled -
Serial Number:  900-0112-53653

Boot Version: v2.20.1.QA2 (Aug 15 2013 14:58)
Main Version: v4.1.0RC3 (Apr09 2014 11:35)

Required Boot:  v3.00

Hardware |D: RS900 (v2, 40-00-0067)

@  TMone KnaccudmKayuu

PucyHok 1.1 Mpumep dopmsbl "Product Information” (MHopmaLuua o npoaykTe)
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BseneHue

1.5 lNopaepxmBaemMbie ceTeBble CTAHAAPTbI

1.5 Noppnep>xMBaemble ceTeBble CTaHAAPTHI
RUGGEDCOM ROS nopaepxu1BaeTt cliefyroLme ceTeBble CTaHOapTbI:
Cranpapt Moptbl 10 Moptbl 100 | MopTtbl 1000 M6uUT/C NpumeuaHus
Mé6uT/c Mé6uT/c
IEEE 802.3x . . . PaboTa B nonHoCTbHO
LYyNNEeKCHOM pexxume
IEEE 802.3z . 1000Base-LX
IEEE 802.3ab . 1000Base-Tx
IEEE 802.1D . . . MAC-moCTbI
|IEEE 802.1Q . . . VLAN (BupTyanbHas JIBC)
IEEE . . . [MTpOTOKON MHOXECTBEHHbIX
802.1Q-2005 cBAsyoWwKx gepesbes (MSTP)
IEEE 802.1w . . . MpoTtokon BbicTporo
ceAsytowero aepea (RSTP)
IEEE 802.1p . . . YpoBHHM npuopuTeTa
IEEE 802.1x . . . YnpaBneHue ceTeBbiM
[OCTYNnoMm Ha base nopTos
IEEE 802.3 . 10Base-T
IEEE 802.3ad . . . ArpervpoBaHue
KaHasnoB CBA3M
IEEE 802.3ae . 10GBase
IEEE 802.3u . 100Base-TX/100Base-FX
IEEE . . . YnpasfieH1e TOUHbIM
1588-2008 BpemeHeM (PTP), Bepcua 2
M3K . . . lpoTokon pesepBUpOBaHUA
62439-2:2016 cpeabl nepegaun (MRP)
1.6 Noppep>XKa ceTeBOro NpPoToKona UHTepHeTa
RUGGEDCOM ROS nopnepxuBaeT Kak agpeca IPv4, Tak 1 rmobanbHble
MHOMBKMAYyanbHble agpeca IPv6 ana otaenbHbiX PyHKUKMI. [InA nonyueHumn
LOMONHUTENBHON MHOPMaLMK CM. "DyHKUKUKW, NoAAEepPKMBaEMble MPOTOKONaMM
IPv4 nlnnwu IPv6 (CTpaHuua 13)".
1.6.1 OyHKUMK, nopaepxkmBaemMble npotokonamu IPv4 n/unu IPv6
B Tabnuue HMXKe yKasaHbl PyHKUKMK, nogaepKmuBaemMble npoTokonamu IPv4 mivnu
IPv6.
OyHKUMA IPv4 IPv6
Ping . .

Cepsep Telnet

SSH-cepsep

SFTP-cepBep

RUGGEDCOM ROS Bepcusa5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02
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1.6.2 Aapec IPv4

1.6.2

1.6.3

14

OyHKUUA IPv4 IPv6
[octyn k Beb-cepBepy . N
KnueHt SNMP (v1, v2c, v3) . .
KnueHT Radius . .
Knnent TACACS+ . .
TFTP . .
CepBep/knuneHT NTP . .
Knnent DHCP .
YpaneHHbIl syslog-cepsep . .
RSH . .
lpoTokon nocnegoBaTeNbHOM o
nepenfauu
ARP .
CoobueHunna ceTeBOro .
obHapyxeHna®

a

I'Iou,qep»(MBaeT ceTeBble 3anpocChbl N CETEBYHO PACCHINKY.

Appec IPv4

Anpec IPv4 coctaBnset 32 6uta B ANMHY M 3aNUCbIBAETCA B BUAE TOUEUHO-
LM POBOro Bbipa)KeHWs, COCTOALLENO U3 UeTbIPEX OKTETOB, Pa3feNneHHbIX TOUKAMU.
Ka)kgoe uncno MoxeT BbiTb paBHbIM 3HAUEHWIO OT HynA Ao 255.

Mpumep: 192.168.0.1

Appec IPv6

RUGGEDCOM ROS nopaep>kvBaet rnobanbHble MHAWBUAYaNbHble agpeca IPv6 gns
ynpaBneHus.

OnvHa agpeca IPv6 coctaBnaet 128 6ut. OH COCTOMUT U3 BOCbMM 16-OUTHBIX OKTETOB,
pa3feneHHbIX ABOETOUMEM.

Anpeca IPv6 uacto copepikat nocnefoBaTefibHble WecTHajLaTepruyHble Nona C
Hynamu. [1BoriHOe ABOEeTOuME (::) MOXKET MCMONb30BaTbCA ANA CKAaTUA HyNel B
appece. Hanpumep, agpec IPv6 FF00:5402:0:0:0:0:0:32 MOXXHO NpeacTaBuTh B BUAe
FF00:5402::32.

®opmart agpeca IPv6:

Tpu KpalHWx neBbix nona (48 6MT) conepkat npedukc obbekTa. MNpedurkc
0bblUHO onpeaensieT uacTb 0bLLEelN CceTH, KOTOpYHo MHTepHET npoBanaep

pe3sepBUpyeT Anda onpegeneHHoro obbekKTa.

LleHTpanbHoe none — 310 16-6UTHbIN MOEHTUHUKATOP MOACETHU, KOTOPbLIV
pacnpenenseTca Ha KOHKPETHbIM 00beKT. UaeHTUdMKATOP NOACETU ONUCHIBAET
UaCTHYH TOMONOT MO, TAKXXe U3BECTHYH KaK TONONOrnsa obbekTta, NOCKONbKY

OHa ABJIAETCA BHyTPEHHeﬁ anAa obbekTa.

RUGGEDCOM ROS Bepcua5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02




BseneHue

1.7 Cxema Hymepaymu nopTos

* UeTblpe nocnegHue nonsa cnpasa npasbix (64 6uTa) coaepxaT MaeHTUdUKATOP
WHTepdenca.

2001:0db8:3c4d:0015:0000:0000:1a2f:1a2b

© © o

©O) MNpedukc obbekTa
@  WpeHTudpuKaTOp NnopaceTy
®  WpeHTUdDMKaATOpP MHTEpdeiica

PucyHok 1.2 MpumMep rnobanbHOro MHAMBKMAYaNnbHOro agpeca IPvé

1.7 Cxema Hymepauuu NopToB

[na bbicTpor naeHTUdMKaumMK Kaxkgomy nopTty yctporctea RUGGEDCOM RSG910C
npucBanBaeTca MaeHTUMKaTOp UK bykBa. Bce HOMepa NOpTOB Ha YCTPOMCTBE
HaHeceHbl METOAOM TpadpapeTHOM neuaTu.

EEEH
@ "ras

(=]

&

=

o]

PucyHok 1.3 RUGGEDCOMRSG910C Hymepauus noptoB (cTaHAapTHanA)

PekomeHayeTca Ucnonb3oBaTh 3TW MAEHTUMUKATOPbI A1 HACTPOMKK MPUMEHUMbIX
hyHKUMI Ha BbIBpaHHbIX NOpTax.

1.8 Cny»x6bl, poctynHblie Ha noptax TCP unu UDP

B nprvBeneHHOM HUXKe Tabnuue ykasaHbl cny»xbbl, goctynHble B RUGGEDCOM ROS.
Tabnuua copep>XuT cneayroLlyo MHPOPMALUIO:

*  Cnyx6bl

Cny»bbl, KOTOpPble NOAAEPKMUBAET YCTPOUCTBO.

RUGGEDCOM ROS Bepcusa5.5 '] 5
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BseneHue

1.8 Cnyx6bi, gocTynHbie Ha noptax TCP unu UDP

Homep nopTta

Homep nopTta, acCoUMMPOBAHHbIM C COOTBETCTBYHOLLLEN CYXDOMN.

MNopT oTKpbIT

CocTtosiHMe nopTa: ABNAETCA N1 NOPT OTKPbITbIM HUJTN 3aKPbITbIM MO YMONUYAHUIO,
M MOXHO N ero coctoAHne U3MeHUTb B HaCTpOﬁKaX.

NpumeuaHue

B HeKOTOpbIX Criyuasx cny0by MOXXHO OTKIMHOUMUTb, HO MOPT MOXET OCTaBaTbCsA
OTKpbITbIM (Hanpumep, TFTP).

CocTtosHue nopTa No yMoONnyaHUKO

CocTosiHME NopTa MO YMONUAHUIO (T. €. OTKPbIT UITK 3aKPbIT).

ABTOpM3auMA Npu Jgoctyne

YKasbiBaeT, Nnpon3BoAUTCA NN ayTeHTM(*)VIKaLI,MFI I'lOpTOB/CJ'Iy)K6 BO BpemA

Aoctyna.
Cnyx6bl Homep nopta Cnyx6a BkntoueHa/ ABTOpM3aLmA MpumeuaHune
OTK/IOUeHa npu gocryne

Telnet TCP/23 OTKNOUEHO Oa [locTynHo TonbKo
uepes UHTepgeincobl
ynpasfeHus.

HTTP TCP/80 BkntoueHa, — MNepeHanpasnsaer

nepeHanpasnAeT Ha Ha 443 ToNbKO Ha
443 KOHTPONIMPYEMbIX
BEpCUAX
HTTPS TCP/443 BkntoueHa (gonyckaet Oa [MpUMEeHUMO TONbKO
KOHMUIypupoBaHue) K KOHUTyprUpyeMbim
BEpCUAM
RSH TCPI514 OTkntoueHa Oa [ocTynHo TonbKo
(nonyckaet uepes UHTepgeNnchbl
KOHMUIypHUpoBaHue) ynpaBfeHus.
TFTP UDP/69 OTkntoueHa Het [locTynHo TonbKo
(ponyckaet uepes UHTepgeincobl
KOHUIypUpoBaHue) ynpasfeHus.

SFTP TCPI22 BkntoueHo Ha [locTynHo TonbKo
uepes uHTepdencobl
ynpaBneHus.

SNMP UDP/161 OTknroueHa Oa HocTynHo TonbKo

(ponyckaet uepes UHTepdencobl
KOHMUIypupoBaHue) ynpaBneHus.
SNTP UDP/123 BkntoueHa (gonyckaet Het [ocTynHo TonbKo
KOHMUIypHUpoBaHue) uepes UHTepgeNnchbl
ynpaBneHus.

SSH TCPI22 BkntoueHo Oa [ocTynHo TonbKo
uepes UHTepgeincobl
ynpasfeHus.

ICMP — BkntoueHo Het

1 6 RUGGEDCOM ROS Bepcua5.5
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BseneHue

1.8 Cnyxbsbi, goctynHbie Ha noptax TCP unu UDP

Cny»6bl Homep nopta Cny»xb6a BknroueHa/ ABTOpU3auuA MpumeuaHue
OTK/IOUEHa npu goctyne
TACACS+ TCP/49 (monyckaet OTKkNtoueHa Oa
KOHUrypupoBaHue) | (monyckaet
KOHUIypUpoBaHue)
RADIUS UDP/1812 ansa OTKkntoueHa Oa [locTynHo TonbKo
nepenauu (gonyckaet | (monyckaet uepes UHTepgencobl
KOHMUIypUpoBaHHe), | KOHUTypUMpoBaHUe) ynpaBneHus.
OTKpbIBaeT
CnyyaiHbli nopT Ans
NPOCNyLIMBaHUA
YnaneHHbIM UDP/514 (nonyckaet OTKnoueHa Het [ocTynHo TonbKo
CMCTEMHBIN XypHan KOHMUrypupoBaHue) | (gonyckaet uepes UHTepgeNnChbl
KOHMUIypHUpoBaHue) ynpasneHus.
TCP Modbus (cepsep) | TCP/502 OTKNtoueHa Het JocTynHO TonbKO
(ponyckaet uepes UHTepgeincobl
KOHMUIypHUpoBaHue) ynpasneHus.
TCP Modbus TCP/502 OTKNoUeHa Het
(kommyTaTop) (ponyckaet
KOHUIypUpoBaHue)
DHCP, areHnt DHCP UDP/67, 68 nocbinaetr | OTkntoueHa Het
coobuieHune, (ponyckaet
€Cnu paspeLleHo. KOHMUIypupoBaHue)
Ecnu coobuieHune
NPWHATO, TO OHO
BCerga npuxoamT
Ha npoueccop;
oTbpacbiBaeTcs,
ecnu cnyxba He
CKOHUIypUpoBaHa.
RCDP — BkntoueHa (gonyckaet Oa

KOHMUIypUpoBaHue)

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

17



BseneHue

1.8 Cnyx6bi, gocTynHbie Ha noptax TCP unu UDP
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Ucnonb3oBaHWe onepaynMoHHOU cuctembl ROS

B naHHOM pa3pgene paccmatpuBaeTtca ucnonb3osaHue RUGGEDCOM ROS.

RUGGEDCOM ROS Bepcusa5.5
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Mcnonb3oBaHue onepaynoHHoH cuctembl ROS

2.1 Bxog B cucremy

2.1 Bxopn B cuctemy
UTobbl BOMTK B CUCTEMY YCTPOMCTBA, CAENaNTe cneaytollee:

1. TNopkntounTech K YCTPOUCTBY HanpAMYH unu uepes Beb-bpaysep. Ans
nonyyeHuns AONONHUTENbHOW MH(DOPMALIMK O MOAKIIFOUEHUU K YCTPOMCTBY CM.
"MoakntoueHune K onepaumoHHomn cucteme ROS (CtpaHuua 47)".

Mocne yCTaHOBKM COeAuHEHMA nosiBRaeTcsa hopma BXoa B CUCTEMY.

(D—p
Ome

@®  lNone MMeHU Nonb3oBaTens
@  TMone napons

PrcyHok 2.1 JKpaH BxoAa B cucTeMy SSH (KOHCONbHbIN MHTepeic)

Username Password

Gr—r

(@  Tone uMeHU Nonb3oBaTens
@  Mone napons
(@  KHoMKa noatBepKaeHWs

PucyHok 2.2 JKpaH Bxofa B cucTemy (Beb-nHTepdeic)
NpumeuaHue
o yMONUaHUIO HA YCTPOMCTBE YCTaHOBNEHbI CneayoLue UMs Nofib3oBaTens u
naponb:
Mma nonb3oBaTtens Maponb
admin admin
20 RUGGEDCOM ROS Bepcua5.5
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Mcnonb3oBaHne onepaynmoHHoH cuctembl ROS

2.2 Bbixog n3 cucremel

A 3AMETKA

yrp03a 6esonacHoCTM — PUCK HEaBTOPHU30BaHHOIO AOCTyMNa n/unu
ncnonb3oBaHUA

Mepen BBOAOM YCTPOMCTBA B 3KCMNyaTaLMiO HEOOXOAMMO CMEHWUTb Naponb
aAMUHKCTpaTOpa MO YMONUaHWK, UuTobbl NPefoTBPaTUTb HEABTOPHU30BAHHbIN
AocTyn.

[na nonyueHus 4ONONHUTENbHOWM MHpOpMaLMK 06 M3MEHEHUKU Naponen CMm.
"KoHdpurypuposaHue naponei (CtpaHuua 129)".

2. B none User Name BBeauTe MMA YUETHOM 3anNnCH, CyLLEeCTBYIOLLLEN Ha
yCTpOKUCTBe.

B none Password BBeauTe naponb AnA yUeTHOM 3anucy.

4. Haxmute Enter unu Submit (Tonbko Beb-uHTEpPENC).

2.2 Bbixop U3 cucrtembl

UT0bbl BbINTH U3 CUCTEMbI YCTPOMCTBA, NeperanTe Ha OCHOBHOM 3KpaH M caenamnte
cnepytolee:

*  Urtobbl BBINTM M3 NOAKNHOUEHUA Uepe3 KOHCOSb UKW U3 NOAKIHOUEHMSA NO
npoTokony SSH, Haxxmute CTRL + X.

e U10bbl BbINTH U3 BED-UHTEpdelica, HaxkmuTe Logout.

SIEMENS

System Name access

Product Information admin

Log out

MAC Address:  00-0A-DC-11-29-39
Order Code: 6GKE0248GS211D0ZA0T
Classification Controlled

Serial Number.  RSG2488-0113-0012

Main Version: v4.1.0.QA8_2 (Nov 27 2013 12:36)

Hardware ID: RSG2438

©O) BbIXxog, U3 cuCTEMbI

PucyHok 2.3 Mpumep Beb-UHTepdelica

NMpumeuaHue

MpyY HaNMUMK OXKMAAKOLLMX NOATBEPXKAEHUA U3MEHEHWUIK KOHUTYypaunu
RUGGEDCOM ROS 3anpocuT noaTBepaeHue nepes OTMEHON U3MEHEHUH U BbIXOAa
M3 CUCTEMbI YCTPOMCTBA.

RUGGEDCOM ROS Bepcusa5.5 2‘]
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02



Mcnonb3oBaHue onepaynoHHoH cuctembl ROS

2.3 Ucnonb3oBaHue Beb-uHTepgherica

2.3

22

Ucnonb3oBaHue Beb-uHTepelica

Beb-nHTEepdhelic npeactaBnser cobor Graphical User Interface (GUI — rpacuueckuit
WHTepdenc nonb3oBaTens) Ha Beb-ocHOBe, 0TObpakatoLMit BaXKHYH MHOpPMaL Mo
W cpeacTBa ynpasneHusa B Beb-bpaysepe. MHTepdeic pa3geneH Ha Tpu obnacTwm:
HbaHHep, MeHI0 M OCHOBHaA obnacTb.

@— SIEMENS

[ System Name i Sadmin
Product Information admin

Log out

MAC Address.  00-0A-DC-11-29-39
Order Code: 6GK60243GS211D0ZA0T
Classification Controlled

Serial Number:  RSG2488-0113-0012

Main Version v4.1.0.QA8_2 (Nov 27 2013 12:36)

Hardware ID: RSG2488

Reload
©O) BepxHsa obnactb
©) bokosasa obnacTb
(®  OcHoBHas obnactb
PucyHok 2.4 Mpumep packnagku Beb-nHTepderica
Ob6nacTtb OnucaHue
BepxHss B BepxHeit obnact oTobpakaeTcs UMs CUCTeMbI s YyCTPOMCTBa.
BokoBan B 6okoBOW 06nacTV pacnonoeHa KHomMKa BbIX0A4a U3 CUCTEMbI U

CBOpPAYMBAEMbIV CMTUCOK CCbITOK, KOTOPbIM OTKPbIBAET pasfnuuHble
3KpaHHble hopMbl B OCHOBHOM obnactn. MHdopmaumto o

Bbixofe 13 cucteMbl RUGGEDCOM ROS, cm. B "Bbixoa U3 CUCTEMDI
(CtpaHuua 21)".

OcHoBHas B ocHOBHOM 0bnacTn oTobparkatoTcA napaMeTpbl M/UAK AaHHbIe,
OTHOCALLMECA K BbIOpaHHON DYHKUWK.

Kakaaa akpaHHas popMa OCHOBHOM 0611acTU COAEPKMUT 3aronoBOK, YPOBEHb
[0CTyMa TEKYLLLEro nonb3oBaTens, napaMeTpbl U/Mnu faHHble (B BUAE POPMbI UK
Tabnuubl) M cpeactea ynpasnenus (Hanpumep, add (gobasuTb), delete (yaanutb),
refresh (06HOBWTb) M T. A4.). B 3aronoBKe NnpeaycMoOTpeH AOCTYN K 3aBUCALLEN

OT KOHTeKCTa crnpaBouHoi cucteme (Help) ans skpaHHOM hopMbl, KOTOpasn
npenoCcTaBAAEeT BaXKHYH MHPOPMALMIO O AOCTYMNHbIX NapaMeTpax U/Mnu AaHHbIX.
LLlenkHWTe cCbINKy, UTOBbI OTKPbLITb CMPABOUHYH MH(OPMALIMIO B HOBOM OKHE.

Ecnu reHepupyeTca onoBelLeHWe, Ha KaXAoW 3KpaHHOU (hopMe BMECTO YPOBHS
[0CTyNna nonb3oBaTens oTobparkaeTcss COOTBETCTBYOLLEE YBEOMEHUE [0 TexX

nop, NOKa aBapuiHbIM cMrHan He byaeT copolleH. B yBegoMneHnn ykasbiBaeTcs
KONTMUECTBO aKTUBHbIX B JAHHbIM MOMEHT OnoBeLLeHui. [Ins nonyueHun
AOMNONIHUTENBHOW MH(POPMaLIMKM 0D ONOBELLIEHUAX CM. "YNpaBlieHWe ONOBELLEHUSIMMU
(CrpaHuua 108)".

RUGGEDCOM ROS Bepcua5.5
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Mcnonb3oBaHne onepaynmoHHoH cuctembl ROS

2.4 cnonb30BaHUE KOHCOJNIbHOrO MHTEepgerica

R access
@ Product Information admin < —@

MAC Address:  00-0A-DC-11-29-33
Order Code: BGKB0243GS211D0ZA01
Classification Controlled

( : ) Serial Number:  RSG2488-0113-0012

Main Version: v4.1.0.QA9 (Nov 29 2013 16:12)

Hardware 1D: RSG2488

Reload @
(»  3aronoBok
@ MapameTpbl U/vnu AaHHble
(®  VYpoBeHb [OCTyNa Unv yBefomneHue o6 onoseLleHnu
@ KHonka "Mepe3arpy3uTb”
PucyHok 2.5 MpuMep 31eMeHTOB TUMOBOM 3KPAaHHOW hOpPMbI
NpumeuaHue

Mpu xenaHnu Beb-MHTEPGENC MOXKHO OTKNOUKTL. 1A nonyueHus
LAONONHUTENBHOM MHOPMaLMK CM. "BkitoueHunel/oTkntoueHne Beb-nHTepdenca
(CtpaHunua 108)".

2.4 Ncnonb3oBaHUe KOHCONMbHOro UHTepdenca

KoHconbHbIM MHTepdec npeacTaBnseT cobol rpadmuecknin nHTepdenc
nonb3oBaTens (GUI), opraHM3oBaHHbIV B BUAe nocsieqoBaTeslbHOCTM MeHH0. B
OCHOBHOM WM NOJMb3YHTCA Uepes NOAKIHOUEHUE MO KOHCONH, a TaKXKe uepes
NOAKIOUEeHME C UCNONb30BAaHWEM Pa3fMUHbIX IP-cepBUCOB, TAaKUX KaK CeCCUU
Telnet, RSH (Remote Shell) n SSH (Secure Shell), a Takxe yaaneHHoe UCMONHEHUE
KoMaHpg uepe3 SSH.

MpumeuaHune

IP-cepBMUCbl MOXXHO OFPaHUUKTL B LefiAX perynMpoBaHuA 4OCTyna K ycTponcTay. Ana
noflyueHunsa JONONHUTENbHOW MHOPMaLnUK cM. "KoHdurypuposaHue IP-cepBurcos
(CtpaHuua 92)".

Kaxxaan skpaHHasA hopMa COCTOMUT U3 CUCTEMHOIO MAEHTU(MKATOPa, Ha3BaHMUSA
TeKyLLero MeHt 1 NaHenn KoMaHza. B npaBoM BepxHeM yriy Kaxaoh sKpaHHOM
hopMbl yKa3blBatOTCA ONOBELLEHUA.

RUGGEDCOM ROS Bepcusa5.5 23
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Mcnonb3oBaHue onepaynoHHoH cuctembl ROS

2.4 icnonb30BaHMWe KOHCObHOIO MHTEpPherica

®—>Systerf. Name Main Mens | & aramus:

dministration
Ethernet Ports
Ethernet Stats

Spanning Tree
(g) Virtual LAN=

Claszes of Service
MAC Address Tables
Network Discovery
Diagnostics

@—)cCI‘RL} Z-Help 5-5hell X-Logout

NpoeHTUdDMKaLKA cUcTeMbI
Pa3nuuHble MeHHO
MaHenb KOMaHAa

NmAa meHto

NHauKkaTop onoBeLleHua

@O

PucyHok 2.6 MprYMep KOHCONbHOTO UHTepdeiica

NMpumeuvaHue

CUCTEMHbIN naeHTUUKATOP MOXET KOHUTyprpoBaTbCA nonb3osatenem. [Ana
NoflyyeHns ONONHUTENbHOM MHDOPMALIMK O HACTPOMKE MMEHU CUCTEMDI CM.
"KoHdurypupoBaHue cucteMHon MHopmaumu (Ctpanuua 107)".

Hasurauua no uHtepdeicy

Mcnonb3yWTe cnepytoLine CpeacTBa ynpaBneHusa Ana HaBUrauun Mexay
3KpaHHbIMKU POPMaMK B KOHCONbHOM UHTepderice:

Enter BbibepuTe 3neMeHT MeHIO U HaxkMuTe Enter, uToObl NepeiTH B NOAMEHIO UK B
3KpaHHY hopMy CHU3Y.

Esc HaxxmuTe Esc, utobbl BepHYTbCS K NpefblayLlei 3kpaHHOM dhopMme.

KoHdurypupoBaHue napameTpos

Mcnonb3yiTe cneaytolme cpeacTBa ynpaBneHua ansa Bblbopa v KOHGUIypUpoBaHUs
napamMeTpoB B KOHCONIbHOM MHTepderice:

Crpenku BBepx/ Mcnonb3yiTe CTpenku BBEpX M BHU3 AnA Bbibopa napamMeTpos.
BHU3
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Mcnonb3oBaHne onepaynmoHHoH cuctembl ROS

KomaHpabl

2.5 Mcnonb3oBaHue nHTepenca KOMAHAHONH CTPOKHU

Enter Bbibepute napameTp 1 HaxkmuTe Enter, utobbl NepeiTy K ero peakTpoBaHUIO.
HaxmuTe Enter elue pas, utobbl NOATBEPAUTD U3MEHEHHE.

Esc Mpu pefakTUpoBaHUW NapamMmeTpa HaxkmuTe Esc, uTobbl OTMEHUTL BCe
U3MEHEHMUS.

MNaHenb KOMaHA COAEPXHUT CNMUCOK pa3nMuHbIX KOMaHA, KOTOpble MOXKHO NoAdaBaTb
B KOHCOJIbHOM MHTepQJePICG. HeKOTOpre KOMaHAbl ABNAKOTCA CneunanbHbIMW ONA
KOHKPETHbIX 3KPaHHbIX (bOpM. Cnucok CTaHOAPTHbIX KOMaHA:

Ctrl + A MoaTBEPAMTL U3MEHEHWSA, BHECEHHbIE B KOHUTYPaLMIO Ha TeKYLLEN SKpaHHON
dhopme.

NMpumeuaHune
Mepen BbIXOAOM M3 3KpaHHOM hopmbl RUGGEDCOM ROS aBTOMaTUUECKU
3anpoCKuT NoNb30BaTeNA NOATBEPANTb BHECEHHbIE U3MEHEHMSA.

Ctrl + 1 BcTtaBMTb HOBYHO 3aNUChb.

Ctrl + L YpanuTtb 3anuchb.

Ctrl +S OTkpbITb CLI-nHTEpPDEWC.

Ctrl + X 3aBepLuaet TekyLwmi ceaHc. KomaHaa AOCTynHa TONbKO B FMaBHOM MEHHO.

Ctrl +Z OT0bpasnTb BaXkHYH MHPOPMaLIMIO O TEKYLLEN 3KPaHHOM hopme unu

BbIDpaHHOM MapameTpe.

2.5 Ucnonb3oBaHue nHTepdeiica KOMaHAHOW CTPOKHU

Command Line Interface (CLI — nHTepdelic KomaHAHOM CTPOKK) obecneunBaeTt
KoMnnekc komaHa ans obHoeneHns RUGGEDCOM ROS, reHepupoBaHuA
CEPTUMMUKATOB U KITHOUEN, OTCNIEXMBAHMA COObITUI, MOUCKA M yCTPaHEHUA
HeucnpaBHOCTEM U T. 4. JOCTyN K KOMaHOHOM CTPOKe OCYLLeCTBNAETCA uepes
KOHCONbHbIA MHTepdenc c NoMoLLbio KoMbrHauun knasuw Ctrl-S.

2.5.1 AoctynHble CLI-komaHAbl

B KOMaHAHOWM CTpOKe JOCTYyMNHbI cnefyroliMe KOMaHAbl:

KomaHpa

OnucaHue ABTOpVI3OBaHHbIe
nonb3oBaTesnu

alarms all

[oka3biBaeT CMMCOK AOCTYMHbIX ONOBELLEHUN. Guest (FocTb), Operator
(Onepatop), Admin

OnuuoHanbHble U/vnu HeobxognMMble NapaMeTpbl
(AgMUHUCTpaTOop)

BKJTHOUAHKOT:

* all 0To6pa>+<aeT BCe AOCTyNnHble OnoBeLleHNA

arp

Moka3biBaeT Tabnumuy cootBetctBMA MAC-agpecos IP- Admin (ALMUHUCTpaTOP)
agpecam.

banner { -? } {

cr{ -1}y {-£} {-

s <enter>{ text }
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Mcnonb3oBaHue onepaynoHHoH cuctembl ROS

2.5.1 foctynHbie CLI-koMaHAb!

KomaHpa

OnucaHue

ABTOpU3OBaHHbIE
nosnb3oBaTenu

| -s { text } } -e
{ line number } -d
{ line number }

OnuuoHanbHble nivnu HEO6XO,ClVIMbIe napaMeTpbl
BKNMKOUAKOT:

e { -2} 0OtobpaxkaeT cnpaBoUHyto MHpOPMaLMIO 06
ONUMAX KOMaHA,.

¢ {-c}Ouunwaet cogepxxumoe thaina baHHepa.

e { -1} Otobpaxaet pain baHHepa C
MHIOEKCMPOBAHHbIMW HOMEpPaMH CTPOK.

e { -f} BoccraHaBnuBaeT 3aBoAcKoi baHHep no
YMOSUAHMIO.

e -s <enter> { text } BBOAMTTeKcT B hain
6aHHepa. CylecTByrOLMM TEKCT DaHHepa CTUpaeTcs U
3aMeHseTcs Ha HoBbIW. MpuHKumaeT go 8190 cumBonos
W noaaep kmMBaeT Habopbl ynpaBnatoLLUX CUMBOJIOB AJ1A
penakTMpoBaHMA TeKCTa.

e -s { text } BBoauTTeKkcT B hain baHHepa.
Mcnonb3yeTca ana nsmeHeHus davna uepes
TepMmuHan. CyLlecTBYOLWKI TEKCT BaHHepa CTMpaeTcs 1
3aMeHsAeTcs Ha HoBbIW. [MpuHKumaeT go 500 cMmBOnOB,
Makcumym 250 cnos.

* -e { line number } Pepaktupyet BbibpaHHYytO
CTpoKy haina baHHepa.

* -d { line number } YpanaeT BblbpaHHY CTPOKY
caiina baHHepa.

clearalarms Ypanset Bce onoBeLLeHus. Operator (Onepatop), Admin
(AAMUHUCTpaTOp)
clearethstats [ all | | Yganser CTaTUCTUKY NoakNtoueHui no Ethernet ana ogHoro | Operator (Onepatop), Admin
{ port } 1 UM HECKOMbKKUX MOPTOB. (AgMUHUCTpaTOp)
OnuuoHanbHble U/vnu HeobxoguMMble NapamMeTpbl
BKJIHOUAHOT:
* all ouuLyaeT CTaTUCTUKY AJ1A BCEX NOPTOB
e {port}cnucok HOMepOB NOPTOB C pasaenuTenem-
3ansaToi (Hanpumep, 1,3-5,7)
clearlogs YpanseT cUCTeMHbIe XXYpPHanbl U XKypHanbl dpatanbHbIX Admin (AgMUHUCTpaTOP)
cboes.
clrcblstats [ all | YpanseTt cTaTUCTUKY IMAarHOCTUKKW Kabenei ans ogHoro unu | Admin (AgMUHKUCTpaTOp)
{ port } ] HECKONbKWX NOPTOB.
OnuroHanbHble U/vnu HeobxoauMMble NapaMeTpbl
BKJIHOUAHOT:
* all ouuLLaeT CTaTUCTUKY AJIA BCEX NOPTOB
e {port}cnucok HoMepoB NOPTOB C pa3aenuTenem-
3anatoM (Hanpumep, 1,3-5,7)
clrstpstats OuuLlaeT CTaTUCTUKY ANs BCEX NMOPTOB. Operator (Onepatop), Admin
(ABMHHUCTpaTOp)
cls OuuLLaeT 3KpaH. Guest (FocTtb), Operator
(OnepaTtop), Admin
(ABMHHUKCTpaTOop)
dir PacneuaTtbiBaeT NUCTUHT AUPEKTOPUU BHYTPEHHeM namMaTu. | Guest (lTocTb), Operator
(Onepatop), Admin
(AAMUHUCTpaTOp)
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Mcnonb3oBaHne onepaynmoHHoH cuctembl ROS

2.5.1 fJoctynHble CLI-KomaHAbI

KomaHpa

OnucaHue

ABTOpU3OBaHHbIE
nonb3oBaTenu

exit

3aBepLuaeT ceaHcC.

Guest ([ocTb), Operator
(Onepatop), Admin
(AAMUHUKCTpaTOp)

factory

AKTUBHUpPYET 3aBOSCKON PEXUM, B KOTOPOM [JOCTYMHbI
[OMNONHWUTENbHbIe 3aBOACKME KOMaHAbI, UCNONb3yeMble Ans
TECTMPOBAHMA W yCTpaHeHUa npobnem. JoCTynHO TONbKO
Ans nonb3oBaTtenen kateropuu admin (aaMUHUCTpaTOP).

A 3AMETKA

OnacHOCTb ANA KOHUrypaL M — PUCK NOBPeEXAeHUN
MUKponporpammMHoro obecneueHus

HenpaBuibHOE UCMONb30BaHKWe 3aBOACKMX KOMaH MOXeT
HapyLWwwWTb paboTy YCTPOMCTBA M/MAW NepeBecTy ero B
Hepabouee COCTOsIHME, BbIBECTH M3 KOTOPOro YCTPOMCTBO
CMOTYT TONbKO CMELMaNUCTbl NPeanpUATUA-U3rOTOBUTENA.

Admin (ALMUHKUCTpaTOP)

flashfiles { info
{ filename } |
defrag }

Habop onarHocTMuecknx KomaHa afia otobpaxkeHusn
MHOopMaLMK 0 hannoBoi cucTeme M Ans fedparMeHTaLmu
hnew-namsTym.

OnuuoHanbHble U/Mnu HeobxoanMMble napamMeTpbl
BKJTIOUAHKT:

e info { filename } Noka3biBaeT MHGOPMaLMIO 00
yKasaHHoOM caine B hanoBom cuctemMe Ha dneLu-
[ucKe

* defrag paedparmeHTupyeT cainbl B hainoBom
cucTeMe Ha doneLl-gucke

[ononHutenbHyto MHpopMaumto o KoMaHae flashfiles
CM. B pa3gene "AGMUHUCTPUpPOBaHKeE DalnoBOM CUCTEMDI
Ha crew-gucke (CTpaHuua 40)".

Admin (ALMHWHUCTpaTOP)

flashleds { timeout }

3aXKuraet CBETOAMOAHbIE MHOWKATOPbl Ha yCTpOVICTBe Ha
YKa3aHHO€& KOMnM4YecCTBO CEKYHA.

OnunoHanbHble U/vnu HeobxognMMble NapaMeTpbl
BK/THOUAOT:

e { timeout } NPORONXKHUTENBHOCTb B CEKYHAAX PEXMUMA
MepLaHWA CBETOLMOAHbIX MHAMKATOPOB. UTO6bI
OCTaHOBWTb MepLaHWe CBETOAMOAHbIX MHAMKATOPOB,
3aaiTe anA TaiMm-ayTa 3HaueHue 0 (Honb).

Admin (AZMUHKUCTpaTOP)

fpgacmd

MpepocTaBnAeT AOCTYN K MHCTPYMEHTY yrpaBneHua
FPGA ans novMcka HeMcnpaBHOCTEM, CBA3AHHbIX C
CUHXPOHM3aL el BpeMeHu!

Admin (ALIMUHKUCTpaTOP)

help { command }

OTobpakaeT KpaTKoe ONucaHue yKasaHHOM KoMaHabl. Ecnu
KOMaHJa He yKa3aHa, oTobparkaeT CMCcoK BCeX AOCTYMHbIX
KOMaHJ, BKtouas ornvcaHue Ans KaxnoMn.

OnunoHanbHble U/vnu HeobxogMMble NapameTpbl
BK/THOUAOT:

¢ { command}— “MA KOMaHAbI.

Guest (FocTb), Operator
(Onepatop), Admin
(AgMUHUCTpaTop)

ipconfig OtobpakaeT Tekywui IP-agpec, Macky noacetv v wnto3 no | Guest (Foctb), Operator
ymonuaHuio. 3Ta KomaHaa obecneunBaeT e4UHCTBEHHbIN (Onepatop), Admin
cnocob onpeneneHuns 3HaueHU Npu ucnonb3zoBaHuu DHCP. | (AnMuHMCTpaTop)

loaddflts CbpacbiBaeT KOHUIypaLMK O 3aBOLCKUX HACTPOEK. Admin (AZMUHKUCTpaTOP)
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Mcnonb3oBaHue onepaynoHHoH cuctembl ROS

2.5.1 foctynHbie CLI-koMaHAb!

KomaHpa

OnucaHue

ABTOpU3OBaHHbIE
nosnb3oBaTenu

logout

Bbixon 13 060onouku.

Guest ([ocTb), Operator
(Onepatop), Admin
(AAMUHUKCTpaTOp)

logs

OTobpaxkaeT 3anNnch B CUCTEMHOM XypHane B obonouke CLI.

Admin (ALMUHKUCTpaTOP)

passwd { user name }
{ new password }

MN3MmeHsieT naposb BbIGpaHHOro Nosib3oBaTens.

OnuuoHanbHble U/vnu HeobxognMMble NapameTpbl
BK/HOUAHOT:

* {user name}— cywecTBylollee UMA NONb30BaTENA
(user_name) B RUGGEDCOM ROS.

* {new password}— HOBbli1 Naponb, KOTOPbIN
3aMEHMUT CyLLECTBYHOLLMI Naposib BbIBPaHHOroO
nonb3osartens.

[laHHasa KoMaHa HefoCTynHa B ceaHcax Telnet.

Admin (AZMUHKUCTpaTOP)

ping { address }
{ { count }
{ timeout } }

Mocbinaet s3xo-3anpoc ICMP Ha yfaneHHoe NofKoueHHoe
YCTPOMCTBO. [INA KaX[oro NpUHATOro oTBeTa oTobpaxaeTcs
BPeMSA MPOXOXKAEHUS CUrHana B 060MX HanpaBlieHUsIX.
KomMaHaa MoXeT NpUMeHATbCA ANnA MPOBEPKHU BO3MOXXHOCTH
COeAMHEHMUA C COCeAHMUM NOAKITFOUEHHbIM YCTPOMUCTBOM.
I70 TaKXKe Mone3Hbl MHCTPYMEHT AJ1A TeCTUPOBaHMA
apeHAO0BaHHbIX KaHaNOB CBA3M. JTa KOMaHa TaKxe
BKIIFOUAeT BO3MOXHOCTb OTNPAaBKW KOHKPETHOrO uncna
ping-KOMaHf C YKa3aHHbIM UHTEPBAIOM BPEMEHMU, B
TeueHue KOTOPOoro HeobxoaMMO *aaTb OTBETa.

OnunoHanbHble U/vnu HeobxoauMMble NapaMeTpbl
BK/THOUAOT:

e {address}— ueneBoi IP-agpec.

¢ { count}— KonMuecTBO 3X0-3aNpoCOB 4151 OTNPABKM.
o ymonuaHuio 4.

e { timeout }— WHTepBan BpeMeHU B MUITUCEKYHAAX
018 OXXKMAAHMA KaXkaoro oTeeTa. lnanasoH ot 2 go 5000
cekyHA. Mo ymonuanuto 300 MUNIUCEKYHA.

MpumeuaHune

YCTpONCTBO, NPOBEPSAEMOE C MOMOLLbIO PiNg-KOMaHAbI,
AOMKHO NMOAAEPXKMBATb IX0-3aNpPOChl U 3X0-0TBeThl ICMP.
B Hauane ucnonHeHus ping-KkoMaHabl Bblaaetcs ARP-
3anpoc ana onpepeneHna MAC-agpeca yctpoictsa. Ecnu
YCTPOWCTBO, NpOBEPSiEMOE C MOMOLLbIO PiNng-KOMaHAbI,
He HaxoQMTCA B OOHOW CEeTU C YCTPOMCTBOM, NepeaaroLnum
ping-3anpocbl Ha Apyrve yCTPOWCTBa, TO AOSIKEH ObITb
3a[aH W3 N0 YMOMUaHWIO.

Guest ([ocTb), Operator
(Onepatop), Admin
(AAMUHUCTpaTOp)

purgemac Ouuwaet Tabnuuy MAC-agpecos. Operator (Onepatop), Admin
(ABMHHUCTpaTOp)

random BbigaeT cnyuaiHble uMcna unv unMcno ana uHuumnanusaumu. | Admin (ALMUHKUCTpaTop)

reset BbinonHAeT annapaTHbIi mepe3anyck KOMMyTaTopa. Operator (Onepatop), Admin

(AaMUHUCTpaTOp)

resetport { all |
{ ports } }

28

CbpacbiBaeT oguH UnNu Heckonbko Ethernet-noptos, uto
MOKeT BbITb MONE3HbIM ANst TPUHYAUTENBHOIO MOBTOPHOMO
COrnacoBaHMWsl CKOPOCTU Nepefaun U AynneKCHOro Pexuma,
nunbo B CUTyalMsX, KOrga napTHep Nno COeAUHEHUIO
(pUKCHUpYeTCs B HEBEPHOM COCTOSIHUM.

Operator (Onepatop), Admin
(AOMHHUKCTpaTOP)
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Mcnonb3oBaHne onepaynmoHHoH cuctembl ROS

2.5.1 fJoctynHble CLI-KomaHAbI

KomaHpa

OnucaHue

ABTOpU3OBaHHbIE
nonb3oBaTenu

OnuuoHanbHble nivnu HEO6XO,ClVIMbIe napaMeTpbl
BKNKOUAKOT:

e all cbpacbiBaeT BCe NOpPThI

e {ports}cnucok HOMepoB NOPTOB C pa3fdenuTenem-
3anatoM (Hanpumep, 1,3-5,7)

rmon MoKa3blBaeT MMeHa BCex [0MNYCTUMbIX 0ObEKTOB A/if Guest (Foctb), Operator
onoBeLyeHuit RMON. (Onepatop), Admin
(ABMHHUKCTpaTOp)
route MoKa3blBaeT KOH(UIYpaLMIO LWIHO30B. Guest (FTocTb), Operator

(OnepaTtop), Admin
(ABMHHUCTpaTOp)

sfp { port } { base
| alarms | diag

| calibr | thr |
all | no parameter
specified }

Moka3biBaeT HOpMaLMIo AnA ycTporcTea SFP
(KOMMNaKTHbIN MOZYNbHbIM NpUemMonepenaTurK) U ero
AMarHocTuky. Ecnu onunoHanbHble unu Heobxoanmble
napameTpbl He UCNONb3YHOTCA, 3Ta KOMaHAa oTobparkaeT
6a30BYH0 M pacCLUMPEHHYH MHDOPMaLMIO.

OnuroHanbHble u/unu HeobxoarWMble NapameTpbl

BKIIHOUAHOT:

e {port}—Homep nopta, AN KOTOPOro TpebytoTcs
LaHHble

* base oTobpaxaeT 6a30Byt0 MHDOPMaLKIO

* alarms oTobparkaeT hnarv onoBeLeHUI U
npenynpexaeHum

o diag oTobparkaeT U3MepeHHble AaHHble
g9

e calibr oTobpaxaeT KanMbPOBOUHbIE JaHHble ANA
BHeLLHeHN KannbpoBKHU

e thr oTobpakaeT AaHHble O MOPOroBbIX 3HAUEHUSIX
* all oTobparkaeT BCe AMATHOCTUUECKHE laHHble

Admin (ALIMUHKUCTpaTOP)

sql { default |

delete | help | info
| insert | save |
select | update }

ObecneunBaet SQL-nogobHbIM MHTEpdeic Ana ynpaBneHus
BCEM CUCTEMHOM KOHMUIypaumein u napameTpamm
COCTOAHWA. Bce MMeHa KOoMaHz, onepaTopos, Tabnuubl 1
CTONBLOB HEUYBCTBUTENbHBI K PETUCTPY.

OnunoHanbHble U/vnu HeobxoguMMble NapaMeTpbl
BK/THOUAHOT:

e default ycTaHaBNMBaeT 4fiA BCeX 3anucei B Tabnuue
(Tabnuuax) 3aBOACKME 3HAUEHHA MO YMOMUAHUIO
* delete NO3BONSET yAaNATh 3aNnUCK U3 Tabnuubl

* help npefoctaBnsieT CNpaBKy Ans Kakon-nnbo
KOMaHAbl unu onepatopa SQL

e info Noka3blBaeT pasfnuUHyo MHOPMaLUIO O
Tabnuuax B 6a3e AaHHbIX

o insert NO3BONAET BCTaBNATb HOBblE 3aNUCHU B Ta6J'|l4Ll,y

* save CoxpaHseT ba3sy AaHHbIX B 3HEPrOHE3aBUCUMOM
namaTu

® select O6an.l,aETCF| C 3anpoCcoMm K base OaHHbIX U
BbIBOAUWT Ha 3KpPaH Bbl6paHHbIe 3anuncu

* update no3BonsaeT 0OHOBAATL CyLLECTBYIOLLME 3aMUCH
B Tabnuue

[lononHuTenbHyO0 MHPOPMaLMIO O KOMaHAe sql CM. B
pa3gene "Mcnonb3oBaHue koMaHa SQL (CtpaHuua 35)".

Admin (AZMUHUCTpaTOP)
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Mcnonb3oBaHue onepaynoHHoH cuctembl ROS

2.5.1 foctynHbie CLI-koMaHAb!

KomaHpa OnucaHue ABTOpM30OBaHHbIE
nonb3oBaTenu
sshdigest OtobparkaeT MaeHTUPUKALMOHHYH METKY XOCT-Kntoua Admin (AnIMUHUCTpaTOP)
yCTpOWMCTBa.

sshkeygen [ rsa | leHepupyeT HoBble Kntoun RSA nnu DSA B ssh. keys. Admin (ALMUHKUCTpaTOP)
dsa ] [ 1024 | 2048 | | AnuHa Knrouen moxeT coctaBnAaTh 1024, 2048 vnn 3072
3072 1 { N} ouT.
sshpubkey CocTaBnaeT CNUCOK, yaanseT u obHoBAseT 3anucu Kntouei B | Admin (AgMUHKUCTpaTOp)

chaine sshpub.keys.

sslkeygen { keytype }
{ N}

leHepupyeT HOBbIM SSL-cepTudmkaT B ssl.crt.

OnuuoHanbHble u/unu HeobxoanMble NapamMeTpbl
BKJ/IHOUAHOT:
e {keytype}— Tin kntoua: rsa unu ecc

¢ { N}— konuuectBo 6UT B gnnHe. [JlonyctuMble pa3mMepsl
ana knrouen RSA: 1024, 2048 unu 3072. onyctumbie
pa3mepbl ans knrouen ECC: 256, 384 unun 521.

Admin (ALMUHKUCTpaTOP)

svcmod
snmpaccess } { -
{ GroupName } | -
{ GroupName } }
SecurityModel }
SecurityLevel }
ReadViewName }
WriteViewName }
NotifyViewName }

-S

-sm
-sl
-rv

AVA
-nv

[ O T Sy

N3meHsAeT rpynnbl goctyna SNMP.

OnuunoHanbHble Ulnnu HeO6XO,EI,MMbIe napamMmeTpbl
BKNMKOUAKOT:

* -i { GroupName } CO3[A€T HOBYI rpynmny [OCTyNa C
YKa3aHHbIM MMEHeM Trpynmnbl UKW U3MEHSeT NapameTpsbl,
CBsI3aHHbIe C YKa3aHHOM rpynnok JocTyna, ecnu oHa
yXKe cyliecTByeT

e -d { GroupName } yAanseT yKasaHHy rpynny
foctyna

e -sm { SecurityModel } yKa3blBaeT MOaelb
6€30nNacHOCTU ANA UCNONb30BaHMSA

¢ -sl { SecurityLevel } yKa3blBaeT ypOBeHb
6e3onacHoct SNMP ana HasHaueHUsi yka3aHHOM
rpynne goctyna. flonycTumble 3HaueHus: authPriv
(cBsi3b C ayTeHTUMKaLMEN U KOHUAEHUMANBHOCTbIO),
authNoPriv (cBs3b C ayTeHTUUKaALUMEH 1 Be3
KOHMMAEHUMANBbHOCTH) UK noAuthnoPriv (cBa3b 6e3
AyTEHTUUKALUMM U KOHDUOEHLMANBHOCTH).

e -rv { ReadViewName } uaeHTUdUUMpPYeET
nogpa3saen (nogpasaenst) MIB, K KOTOpbIM 3Ta 3anuchb
pa3speluaet OCTyn ANA UTeHUA. [lonyCcTUMble 3HaUeHUA:
noView, V1Mib unu allOfMib.

e -wv { WriteViewName } naeHTuduumpyert
noapasaen (nogpasaensl) MIB, K KOTOpPbIM 3Ta 3anucb
pa3speluaet 4OCTyn ANA 3anucu. [lonycTuMble 3HaUeHUA:
noView, V1Mib unu allOfMib.

e -nv { NotifyViewName } WAeHTUDULKUPYET
noapasaen (nogpasaensl) MIB, K KOTOpbIM 3Ta 3anucb
paspellaeT 4OCTyn Ans yBegoMeHun. JonycTuMble
3HaueHus: noView, VIMib unu allOfMib.

Admin (AgMUHUCTpaTOP)

svcmod
{ snmpgroup } { -
i { UserName } | -
d { UserName } }
{
{

—-S

-sm
SecurityModel } -g

group }

30

M3MeHseT COOTBETCTBUA FPynn Nofib3oBaTeNiei Moaensam 1
ypoBHAM besonacHocTn SNMP.

OnuuoHanbHble nivnu HeO6XO,EI,VIMbIe napaMeTpbl
BKMKOUAKOT:

e -i { UserName } -sm { SecurityModel }
CO37,aeT HOBOE UMSA MOMb30BaTENs U NPOQHb 3aLLUMTHI,
KaK yKa3aHo, UM U3MeHAET napamMeTpbl, CBA3aHHble

Admin (ALMHUHUCTpaTOP)
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Mcnonb3oBaHne onepaynmoHHoH cuctembl ROS

2.5.1 fJoctynHble CLI-KomaHAbI

KomaHpa

OnucaHue ABTOpU3OBaHHbIE

nonb3oBaTenu

C YKa3aHHbIM UMEHEM NOJIb30BaTeNIA N I'IpO(i)VIJ'IEM
3alWKThbl, €CliM OHU yXKe CyLLeCTBYHT

-d { UserName } -sm { SecurityModel }
yhansaeT ykasaHHOe MMA nonb3oBaTtens u npodunb
3alLMUTbI

-g { group } yKa3blBaeT rpynmny, KOTOpOK
NPpUHaAnexat UMA nonb3oBaTenda n I'IpOCbMJ'Ib 3aWunTbI

svemod -s

{ snmpuser } { -
i { UserName } | -
d { UserName } }
-c { Community }
-ip { IP } -ap

{ protocol } -

ak { key } -pp

{ protocol } -pk

{ key }

N3meHsieT nonb3oBaTeneit SNMP.

OnuuoHanbHble nivnu HEO6XO,ClVIMbIe napaMeTpbl
BKKOUAKOT:

-i { UserName } co3[aeT HOBOE UMA MNofib3oBartens,
KaK YKa3aHo, Unru U3MeHAET NapameTpbl, CBA3aHHbIe

C yKa3aHHbIM MMEHEM MONb30BaTenA, eciiu OHO yXKe
cyuiectsyeT

-d { UserName } yOansaeT yKa3zaHHOE UMSA
nosnb3oBarena

-c { Community } yKa3blBaeT CTpoKy gocryna SNMP
(ana SNMPv1 unu SNMPv2c).

-ip { IP } KOHMMWrypupyeT yKasaHHbIM IP-agpec,
NoAfiexallni MCNoNb30BaHUIO AN ayTEHTUdMKALWK
SNMP

-ap { protocol } KOHMUrypupyet
ayTeHTUUKaUMO SNMP € MOMOLLbIO YKa3aHHOIo
npoTokona ayTeHTUdHKaLnUK. JonyCTUMble 3HaUEHUSA:
noAuth, HMACMDS5 mnn HMACSHA.

-ak { key } ycTaHaBnMBaeT CeKpPeTHbIN Kntou (M3 0
unu 6+ CMMBONOB), NOANEXALLWUIA UCMONb30BaHUIO ANA
ayTeHTUdHKaumm SNMP

-pp { protocol } KOHMUrypupyeT

WK poBaHMe AaHHbIX Uepes YKa3aHHbIA NPOTOKON
KOHMMAEHLMANBHOCTU. [lonycTUMble 3HaueHus: noPriv
unu CBC-DES.

-ak { key } ycTaHaBNMBaEeT CEKPETHbIW Kntou (M3 0
Wnu 6+ CUMBONOB), MOANEXaLLUI UCMNOMNb30BaHUIO AN1A
WM POBAHUA [aHHbIX

Admin (ALIMUHKUCTpaTOP)

svemod -s { radius }
{ -ip { 1} | -ip
{21} ) -ip { IP}
-ak { AuthKey } -

pt { Port } -ux

{ UsernameExtension }
-mr { MaxRetries } -
to { timeout }

RUGGEDCOM ROS Bepcusa5.5
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N3meHAeT cepsep 3awnTbl RADIUS.

OnuuoHanbHble nivnu HEO6XO,ClVIMbIe napaMeTpbl
BKNKOUAKOT:

-ip { 1 } ycTaHaBnMBaeT yKa3aHHbIN cepsep B
KauecTBe ocHoBHOro cepsepa RADIUS

-ip { 2 } ycTaHaBnMBaeT yKa3aHHbIN cepBep B
KauecTBe pe3epBHOro cepsepa RADIUS

{ 2 } -ip ypansaeTt ocHoBHoW cepBep RADIUS
{ 1 } -ipypanset pe3epBHbIi cepBep RADIUS
{ IP } yka3biBaeT |IP-agpec cepBepa RADIUS

—lp
_lp
_lp
-ak

-pt { Port } yKa3biBaeT HOMep IP-nopTa Ha cepBepe
RADIUS

-ux { UsernameExtension } onpepgensaer
addurke, pobasnaembiii Npu oTNpaBKe UMEHU

{ AuthKey } yKa3blBaeT KIOU ayTeHTUdHKaLunn
017 COBMECTHOI0O MCnonb3oBaHuA ¢ cepBepomM RADIUS

Admin (ALIMUHUCTpaTOP)
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Mcnonb3oBaHue onepaynoHHoH cuctembl ROS

2.5.1 foctynHbie CLI-koMaHAb!

KomaHpa

OnucaHue

ABTOpU3OBaHHbIE
nosnb3oBaTenu

nonb3oBaTtensa Ha cepep RADIUS ana ayTeHTUMKaALMUK.
3HaueHuA MOTYT BKNHOUaTb NpeAonpeaesieHHble
KntoueBble coBa (3aKMOUEHHbIe B OrpaHUUnUTENU

%) N1 onpepeneHHble NOIb30BaTeNIeM CTPOKM.
MpeponpeneneHHble KntoueBble cnosa: %Username

% (MMs, CBA3aHHOe C Npodunem nonb3osaTens),
%IPaddr% (agpMUHWUCTpaTUBHbIW IP-afpec cepBepa
ceTeBOro gocryna), %SysName% (cucremHoe

MMS, Ha3HaueHHoe yCTpoMrcTBy) M %SysLocation%
(dhr3nueckoe pacrnonoxeHue ycTpoiCTBa).

-mr { MaxRetries } yKa3blBaeT MaKCMMalnbHOe
KONMUYEeCTBO NOMbITOK ayTeHTUdMKaTOpa
ayTeHTUULMPOBATb NONb30BaTeNA B Clyyae KaKow-
nnbo owmnbku. Mpu NpeBbILLEHNN YKa3aHHOTO 3HaUeHHUA
npoucxoanT cboi ayTeHTUdDUKaLWK.

-to { timeout } yKa3blBaeT CKONbKO MUNNUCEKYHA
(mc) ayTeHTUDUKaTOp ByaeT kAaTbh OTBETA OT CepBepa
RADUS nepef NOBTOPHOM MOMbITKON ayTeHTUUKaLNH.

svemod -s

{ tacacsplus }
ip { 1} | -ip
{21} 1} -ip { IP}
-ak { AuthKey } -
pt { Port }
{ UsernameExtension }
-mr { MaxRetries } -
to { timeout } -apl

{ AdminPrivilege } -
opl { OperPrivilege }
-gpl

{ GuestPrivilege }

{ -

—ux

32

N3meHAeT cepsep 3awntbl TACACS+.

OnuuoHanbHble nivnu HEO6XO,ClVIMbIe napaMeTpbl
BKNMKOUAKOT:

-ip { 1 } yCTaHaBnuBaeT yKa3aHHbl1 cepBep B
KauecTBe ocHoBHoOro cepsepa TACACS

-ip { 2 } ycTaHaBnMBaeT yKa3aHHbIN cepBep B
KauecTBe pe3epBHOro cepsepa TACACS+

_ip
_lp

{ 2 } -ipypansaet ocHoBHOM cepBep TACACS+
{ 1 } —-ipypanset pe3epBHbIK cepsep TACACS+
-ip { IP } ykasbiBaer |P-agpec cepBepa TACACS+

-ak { AuthKey } yKa3biBaeT KNtoU ayTeHTUMKaALMK
017 COBMECTHOI0 MCnonb3oBaHuA ¢ cepsepoM TACACS+

-pt { Port } yKa3biBaeT HOMep IP-nopTa Ha cepBepe
TACACS+

-ux { UsernameExtension } onpegensaeTapdukc,
pobasnaemMbli Npu oTNpaBKke MMeHW NoMb30oBaTens
Ha cepBep TACACS+ ans ayTeHTUUKALMWMK.
3HaueHuA MOryT BKtoUaTb NpegonpeaeneHHble
KNtoueBble CNOBa (3aKoUeHHble B OrpaHUuUUTENH
%) Wnv onpefeneHHble Nonb3oBaTeNEM CTPOKH.
MpeponpeneneHHble Knrouesble cnosa: %Username
% (MM#A, cBA3aHHOE C Npodunem nonb3oBaTens),
%IPaddr% (agpMUHWCTpaTUBHBIN IP-agpec cepBepa
ceTeBOro gocryna), %SysName% (cuctemHoe

MMsl, Ha3HaUeHHOoe yCTpouncTBy) M %SysLocation%
(dhr3nueckoe pacrnonoxeHue yCTpONCTBa).

-mr { MaxRetries } yKa3blBaeT MaKCMMalnbHoe
KONTMUeCTBO MOMbITOK ayTeHTUdMKaTOpa
ayTeHTUHLMpPOBaTb NONb30BaTENA B Cllyuae KaKom-
nnb0o ownbKK. Mpu NpeBbILLEHUN YKAa3aHHOTO 3HAaUEHUSA
npoucxoauT cboi ayTeHTUDUKALNK.

-to { timeout } YKa3blBaeT CKONIbKO MUMNMUCEKYHS
(mc) ayTeHTUmKaTop ByaeT xpaaTb oTBeTa OT

cepepa TACACS+ nepes MOBTOPHOWM MOMbITKOM
ayTeHTUDHUKALMH.

Admin (ALIMUHUCTpaTOP)
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Mcnonb3oBaHne onepaynmoHHoH cuctembl ROS

2.5.1 fJoctynHble CLI-KomaHAbI

KomaHpa

OnucaHue

ABTOpU3OBaHHbIE
nonb3oBaTenu

e -apl { AdminPrivilege } yKa3blBaeT ypOBEHb,
[10 KOTOPOro afAMUHUCTPATUBHbIE NONb30BaTENIN MOTYT
KoHurypupoaTb cepBep TACACS+. 3HaueHUs JOMKHbI
COOTBETCTBOBATb OAHOM MU HECKOSIbKUM OMUMAM,
unucneHHo onpegeneHHsiM (o1 0 go 15) B chaitne
KoHdmrypaumnn TACACS+.

¢ -opl { OperPrivilege } yKa3blBaeT YpOBeHb,
[0 KOTOPOTro NOoMNb30BaTeENM MOTYT KOH(UIYpUMpPOBaThb
cepBep TACACS+. 3HaueHusA OOMKHbI COOTBETCTBOBATb
OOHOM UNM HECKOMBKUM OMUMUAM, UNCIIEHHO
onpeneneHHbiM (0T 0 go 15) B chaitne KOHDUIypaLumm
TACACS+.

¢ -gpl { GuestPrivilege } yKa3blBaeT ypoBeHb,
[0 KOTOPOTO FOCTeBble NONb30BaTENU MOTYT
KOoHurypupoBaTb cepBep TACACS+. 3HaueHUs JOMKHbI
COOTBETCTBOBaTb OAHOW MK HECKONbKUM OMUMAM,
uucneHHo onpegeneHHbiM (o1 0 go 15) B chaiine
KoHurypauun TACACS+.

telnet { dest }

3anyckaet ceaHc Telnet. HaxmuTe Ctrl-C, utobbl 3aBepLUmnTb
ceaHc.

OnuuoHanbHble nivnu HEO6XO,ClVIMbIe napaMeTpbl
BKTKOUAKOT:

e {dest}—IP-agpec cepBepa

Guest ([ocTb), Operator
(Onepatop), Admin
(AAMUHUCTpaTOp)

tftp { address }
[ put | get ]
{ source } {

target }

3anyckaet ceaHc TFTP. Haxxmute Ctrl-C, utobbl 3aBepLumnTh
ceaHc.

OnunoHanbHble u/unu HeobxoarWMble NapameTpbl
BK/IOUAHOT:
e {address}—IP-agpec ynaneHHoro cepsepa TFTP

* put yKka3biBaeT, uto TFTP byaeT BbirpyxaTb MCXOAHbIN
hann ana 3ameHsbl hakna HazHaueHuUA

e get yka3biBaeT, uto TFTP byaeT 3arpy»aTb UCXOOHbIN
chain ons 3aMeHbl harina HazHaueHun

e {source} - ums ucxoaHoro daiina
* {target}-umsa daina, koTopbli byneTt 3aMeHeH

Admin (AgMUHUCTpPaTOP)

trace

3anycKkaeT TpaCCMPOBKY COObITUI. BbinonHUTE KOMaHAy
trace ? Af5 NONyyYeHUs JONOMHUTENbHOW CNPaBOYHOWM
MHOpPMaLHUK.

Operator (Onepatop), Admin
(ABMHHUCTpaTOp)

type { filename }

[loka3blBaeT cofep>knMoe TeKCTOBOro cbaﬁlna.

OnuunoHanbHble Ulnnu HeO6XO,EI,VIMbIe napaMeTpbl
BKNKOUAKOT:

e { filenamel} - umsa daina gna uteHus

Guest (FocTtb), Operator
(OnepaTtop), Admin
(ABMHHUCTpaTOp)

usermod { -b | -
r { username }

{ old user name }
{ new user name }

RUGGEDCOM ROS Bepcusa5.5

}

Habop komaHa ana otobpaxkeHusa yaaneHusa U U3MEHeHUs
CYLLECTBYHOLLMX MMEH MOJib30BaTeNeN.

OnuuoHanbHble U/Mnu HeobxoanMMble napamMeTpbl
BKJTIOUAHKT:

* -b NpocMaTpuBaET CyLLeCTBYHOLLNE UMEHA
nonb3osaTeneit B RUGGEDCOM ROS.

. -r { username } yAanseT yKa3daHHOE UMSA
nonb3oBaTenAa ana oTKnryeHua yHETHOﬁ 3anucu
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Mcnonb3oBaHue onepaynoHHoH cuctembl ROS

2.5.2 TpaccupoBKa cobbiThii

KomaHpa OnucaHue ABTOpHU3OBaHHbIE
nonb3oBaTenu
* {old user name}u{new user name}onpegenaer
UMA Nonb3oBaTens, noanexallee U3SMeHEeHUH
[laHHaA KomMaHaa HepoCTyMnHa B ceaHcax Telnet.
version PacneuatbiBaeT BepCUIO NPOrpaMMHoOro obecneueHus. Guest (FocTtb), Operator

(OnepaTtop), Admin
(ABMuHUCTpaTOop)

xmodem { send
| receive }
{ filename }

OtkpbiBaeT ceaHc XModem.

OnuunoHanbHble M/unu HeobxoauMble NapamMeTpbl
BKIHOUAOT:

e send oTnpaBnsAeT pann KIUEeHTy.

* receive nonyuyaet ain oT KNMUeHTa.

e { filenamel}-umaA daina ana uteHus.

Operator (Onepatop), Admin
(AAMUHUCTpaTOp)

2.5.2 TpaccupoBka cobbiTuit

CLI-komMaHLa TpaccMpoBKU NpefyCcMaTpuBaeT CPeACcTBa ANnA NpocneXnBaHuaA
paboTbl pa3nnuHbIX NPOTOKONOB, NOAAEPXKMBAEMbIX YCTPOMCTBOM. TpaccMpoBKa
obecneunBaeT NogpobHy MHDOPMaALMIO, BKIOUAA OTObpaXkeHne pe3ynbTaTos
fexkoaunposaHua STP-nakeTos, akTuBHOCTU IGMP-npotokona u MAC-agpecos.

NMpumeuvaHue
TpaccupoBKa npegHasHaueHa ansa 1oro, utobbl NpegocTaBnATb NOAPOOHYHO
MHOPMaLMIO OMbITHbIM Nofib3oBaTensAM. CnegyeT MMeTb B BUAY, UTo ntobas

TpaCCMPOBKa OTKMNKOUYEHAa NMPHU HAaUaJIbHOM 3anycCkKe yCTpOVICTBa.

nopﬂﬂ,OK BbIMOJIHEHNA TPAaCCUPOBKH cobbiTuA:

1. BoWauTe B cMCTEMY YCTPOMCTBA B KauecTBe agMUHUCTpPaTOpa U nepenanTe B
KoMaHaHyto obonouky CLI. Ina nonyyeHns 4ONONHUTENbHON MHOPMaLMK
0 nopsiaKe AoCTyna K KoMaHgHoM obonouke CLI cM. "Mcnonb3oBaHue

WHTepdelca KomaHaHon cTpoku (CTpaHuua 25)".

2. Onpep,enMTe MPOTOKOJIbl U AOCTYNMHbIE CBA3aHHbIE OMNMLUKWKW NyTEM BBOAA:

trace

Ecnu HeO6XO,EI,VIMa onuuAa, Takaa Kak alloff unm allon, onpegenute Kakme
onunun AOCTyNHbl ANA XenaeMoro npoToKoJia, BBeAA C KliaBUaTypbl:

trace { protocol }

NpumeuaHue

Ecnu Heobxogumo, pacwunpbTe obbem TPaCCUMPOBKH NMYyTEM CBA3bIBAHUA
MPOTOKONIOB N COOTBETCTBYHOLLNUX MM OnuuiM BMeCTe C MOMOLLbHO BepTMKaﬂbHOVI

nHuuM (|).

34
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Mcnonb3oBaHne onepaynmoHHoH cuctembl ROS

2.5.3 YaaneHHoe ucnonHeHne komaxg uepes RSH

3. BbibepuTe TMN TPAaCCUPOBKM, BBEASA C KNaBUaTypbl:
trace { protocol } { option }

rpe:

* { protocol }—NpPOTOKON AfA TPACCUPOBKMU

* { option }— ONuuA AnNA UCNONb30BaHUA BO BPEMSA TPACCUPOBKHU
Mpumep:

>trace transport allon
TRANSPORT: Logging is enabled

4. HauHWTe TPACCMPOBKY, BBEAS C KNaBUaTypbl:

trace

2.5.3 YpaneHHoe ucnonHeHne komaHpg uepes RSH

DyHKLMIO yaaneHHoW KoMangHoW obonoukn (Remote Shell, RSH) MoxHO
Mcnonb3oBaTb C pabouen cTaHUKMK, UTODbI YCTPOMCTBO BbIMNOMHANO KOMaHAbl TaKUM
e obpasoM, KaK ecnu bbl OHM BBOAMNMCL No npurnaweHnto Command Line
Interface (CLI — nHTepdenc kKomaHaHoM cTpoku). CUHTaKCKMC KoMaHAabl RSH 06bIuHO
MMeeT CneayroLni Bua:

rsh { ipaddr } -1 { auth token } { command string }

roe:
e { ipaddr }—agpec unu npeobpasoBaHHOe MMS yCTPOMCTBA.

* { auth token } — umA nonb3osaTens (guest (roctb), operator (0ObIUHbIN
nonb3oBaTesNb, onepaTop) Ui admin (aAMUHUCTPATOP)) U COOTBETCTBYHOLLMM
naponb, pasfeneHHble 3anaTon. Hanpumep, admin,secret.

* { command string } — CLI-komanaa RUGGEDCOM ROS gns BbinofHeHUA.

NpumeuaHue
BbibpaHHbIM ypoBeHb fOCTyna (COOTBETCTBYET MMEHUW NONb30BaTeNs) AOMKeEH
NoAAEepPXMBaTb JAaHHYHO KOMaHAy.

MpumeuaHune

Bce BbIxoaHble AaHHble KOMaHAbI ByayT BO3BpaLLeHbl Ha pabouyto CTaHUMI,
nepenasLlyo KOMaHay. Henb3a ncnonb3oBaTb KOMaHObl, KOTOpble 3anycKaroT
WHTEpaKTUBHbIe fuanoru (Hanpumep, trace).

2.5.4 Mcnonb3oBaHue KomaHg SQL

B RUGGEDCOM ROS npepycmoTpeH SQL-nogobHbI KOMaHAHbIM npoueccop,
KOTOPbIV MO3BOMAET OMbITHbIM MOJIb30BaTENAM BbIMONHATb HEKOTOPbIE OnepaLuu,
KOTOpble HEBO3MOXHbI B TpaauLuMoHHoM Beb- unu CLI-uHTepdeiice. Hanpumep:

RUGGEDCOM ROS Bepcusa5.5 3 5
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Mcnonb3oBaHue onepaynoHHoH cuctembl ROS

2.5.4 Ucnonb3zoBaHue KomaHg SQL

* BOCCTaHOBﬂeHMe3aBOﬂCKMX3HaHeHMﬁ[K)yMOﬂHaHMK)ﬂﬂﬂCOﬂepmaHMﬂ
onpep,eneHHoH Ta6J'IMU,bI, HO He KOHCbMpraLWIM B LEeNoM.

e [louck Tabnuu B B6a3se faHHbIX ANA onpeaeneHHbIX KOHUrypaLumi.

* BHeceHue B Tabnuubl U3MEHEHWH, 0DYCTOBNEHHbIX CYLLECTBYHOLUMHU
KOHMUTypaLnamu.

B kombuHaumm ¢ RSH komaHabl SQL obecneunBatoT cpeacTsa, NO3BONAIOLMNE
3anpallurBaTbh U KOHPUIYpUPOBaTb HONbLIOE YMCNO YCTPOMCTB U3 OQHOIO LiEHTPa.

NpumeuaHue
MepeueHb BCcex NapaMeTpoB, AOCTYMHbIX N0 KOMaHAe sql cM. B"[octynHbie CLI-
koMaHpabl (CTpaHuua 25)".

MpumeuaHune
MNpaBa uTeHus/3anucK AnAa Tabnuu, cogepKallumx Naponm Man COBMECTHO
MCNONb3yeMyHo CEKPETHYH MH(OPMaLNIO, HeAOCTYMHbI C MOMOLLbO KOMaHA SQL.

2.5.4.1 Mounck Hy>xHOW Tabnuubl

MHorue SQL-koMaHabl paboTatoT C KOHKPETHbIMK Tabnuuamu B 6ase AaHHbIX U
TpebytoT yKasbiBaTb UMs Tabnuubl. [locne nepexoaa B cUCTEME MEHIO K TpebyemMomy
MEHH0 U HaXaTusa KoMBbuHaumu knasuw Ctrl-Z 6yaet nokasaHo uma Tabnuubl. byayTt
npuvBefeHbl UMsi MEHIO U COOTBETCTBYOLLIEE eMy MMs Tabnuubl B 6a3e AaHHbIX.

Apyrum cnocobom nonyumTb MMA Tabnuubl ABNAGTCA 3aNyCK Cneaytolen KoMaHabl:
sql info tables

3Ta KOMaH[a TaKe NoKa3sblBaeT MUMEHA MEHIO U COOTBETCTBYHOLLME UM MMEHA
Tabnuu B 6a3e AaHHbIX, B 3aBUCMMOCTH OT NOAAEP>KUBAEMbIX YCTPONCTBOM
dyHKUMR. Hanpumep:

Table Description

alarms Alarms

cpuDiags CPU Diagnostics
ethPortCfg Port Parameters
ethPortStats Ethernet Statistics
ethPortStatus Port Status

ipCfg IP Services

2.5.4.2 N3BneueHune nHopmaumm

B naHHOM pa3pene paccMaTpUBAKOTCA PasfiMUHble METOAbI U3BNEUEHUS
“HopMaLmMK o Tabnuuax U napameTpax.
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Mcnonb3oBaHne onepaynmoHHoH cuctembl ROS

2.5.4 Ucnonb3oBaHue KomaHg SQL

N3BneueHne nHchopmaumm us Tabnuubi

Mcnonb3yiTe cnegytoline KOMaHabl ANna oTobpaxkeHnsa CBOAHOM MHPOPMaLMK O
napameTpax B Tabnuue, a Takxke 0b UX 3HAUEHUAX:

sql select from { table }

roe:

e { table }—umsaTabnuubl

Mpnmep:

>sgl select from ipAddrtable

IP Address Subnet IfIndex IfStats IfTime IfName
172.30.146.88 255.255.224.0 1001 17007888 2994 vlanl

1 records selected

MU3BneueHue MHpopmaLumn o napameTpe 13 Tabnuubl

Mcnonb3yiTe crneaytollyto KOMaHay Ans u3BneueHuss UHGOPMaLMUU O KOHKPETHOM
napameTpe 13 Tabnuubl:

NpumeuvaHue

MMA napameTpa JOMKHO BbITb TAKMM Xe, KaK 0TobparkaemMoe B CUCTEME MEHHO,
€CJIY TONbKO UMs He coaepKuT npobenbl (Hanpumep, ip-agpec). Mpobenbl
HeobxoaANMMO 3aMeHATb Ha HUXXHME noauepKMBaHus (Hanpumep, ip_address).
[pyro# BapuaHT: UMA napameTpa HeEOBXOAMMO 3aKNHOUUTb B BOMHbIE KaBbIUKK
(Hanpumep, "ip address").

sql select { parameter } from { table }

roe:

. { parameter } — WUMA NapamMeTpa
e { table }—wuMsa Tabnuubl
Mpumep:

>sql select "ip address" from ipSwitchIfCfg

IP Address
192.168.0.1

1 records selected

N3BneueHue nHpopmaumm us Tabnuubl c nomowbio onepatopa Where

Mcnonb3yiTte cnedytoLyo KOMaHay Ana oTobpakeHWUa KOHKPETHbIX NapamMeTpoB 13
Tabnuubl, UMetoLLen ocoboe 3HaueHue:

sql select from { table } where { parameter } = { value }

roe:

e [ table } —wuMATAbONULUBI

RUGGEDCOM ROS Bepcusa5.5 3 7
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Mcnonb3oBaHue onepaynoHHoH cuctembl ROS

2.5.4 Ucnonb3zoBaHue KomaHg SQL

2543

38

e { parameter } — WUMA NapamMeTpa

* { value } —3HaueHMWe NapameTpa

Mpumep:
>sql select from ethportcfg where media = 1000T
Port Name ifName Media State AutoN Speed Dupx FlowCtrl
LFI Alarm

1 Port 1 1 1000T Enabled On Auto Auto Off
Off On

2 Port 2 2 1000T Enabled On Auto Auto Off
Off On

3 Port 3 3 1000T Enabled On Auto Auto Off
Off On

4 Port 4 4 1000T Enabled On Auto Auto Off
Off On

4 records selected

[lononHuTe yTOUHUTE pe3ynbTaTbl C MOMOLLbIO ONepaTopoB and UMK Or:

sql select from { table } where { parameter } = { value }
{ and | or } { parameter } = { value }
roe:

e { table }—wuMsa Tabnuubl
* { parameter } — WUMs NapameTpa

* { value } —3HaueHuWe NapameTpa

Mpumep:
>sql select from ethportcfg where media = 1000T and State = enabled
Port Name ifName Media State AutoN Speed Dupx FlowCtrl
LFI Alarm

1 Port 1 1 1000T Enabled On Auto Auto Off
Off on

2 Port 2 2 1000T Enabled On Auto Auto Off
Off On

3 Port 3 3 1000T Enabled On Auto Auto Off
Off On

4 Port 4 4 1000T Enabled On Auto Auto Off
Off On

4 records selected

M3meHeHUe 3HaueHUH B Tabnuue

Mcnonb3yiTte cnefyroLlyo KOMaHAy AnA U3MEHEHUA 3HAaUEHWA NapaMeTPOB B
Tabnuue:

sql update { table } set { parameter } = { value }

roe:
e { table } —wuMsa Tabnuubl

. { parameter } — UMA NapameTpa
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2.5.4 Ucnonb3oBaHue KomaHg SQL

e { value }—3HaueHuWe napameTpa
Mpnmep:

>sql update iplcfg set IP Address Type = static
1 records updated

YCnoBuA TakXe MOXHO BKIOUNUTb B KOMaHAY, YTObbl NPUMEHUTb U3MEHEHUSA
TONbKO K MapamMeTpaM, KOTOpble COOTBETCTBYHOT KOHKPETHbIM TpeboBaHMAM. B
NPUBEAEHHOM HUXe Npumepe ynpaBneHne NoToKaMu MHPOPMaLMK BKITKOUEHO
Ha nopTax, KoTopble paboTatoT co ckopocTbto 100 MbBUT/C B nONHOAYNNEKCHOM
peXXMme C OTKNKOUEHHbIM ynpaBieHneM NoTOKaMu:

>sgl update ethportcfg set FlowCtrl = Off where ( Media = 100TX and FlowCtrl = On )
2 records updated

2544 C6poc Tabnuupbl

Mcnonb3yiTe cnegyroLlyo KOMaHay ana cbpoca Tabnuubl K 3aBOACKMM HAaCTPOMKaM
MO YMOJTUAHMIO:

sql default into { table }

roe:

e { table }—umsa Tabnuubl

2.5.4.5 Ucnonb3oBaHue RSH n SQL

KoMbBuHUpoBaHHWe cLeHapHueB yaaneHHOoMW KoMaHAHOM 060noukn u komaHa SQL
obecneunBaeT cpeacTBa, NO3BONAKOLME ONPALLMBATL U AAMUHUCTPUPOBATb
6onbLoe uncno yctporcts. C NOMOLLbIO 3TOr0 MeToAa MOXET BblTb MpoBepeHa
OO4HOPOAHOCTb KOHMUIypaLumn No y3nam cetu. Huxxe npeacraBneH NpocTon
npumep, Korga onpalinBaemble yCTPOMCTBA M3BNEKArOTCA U3 hbaina Devices:
C:> type Devices

10.0.1.1
10.0.1.2

C:\> for /F %i in (devices) do rsh %i -1 admin,admin sgl select from ipAddrtable
C:\>rsh 10.0.1.1 -1 admin,admin sgl select from ipAddrtable

IP Address Subnet IfIndex IfStats IfTime IfName
192.168.0.31 255.255.255.0 1001 274409096 2218 vlanl

1 records selected
C:\>rsh 10.0.1.2 -1 admin,admin sgl select from ipAddrtable

0 records selected
C:\
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2.6 Onpepenexue Bbibopku noptoB B RUGGEDCOM ROS

2.6

2.7

2.7.1

40

OnpepeneHue BbiIbopku noptoB B RUGGEDCOM ROS

MHorue yHKUMM B onepaLMoHHOM cucteme ROS MOXHO CKOHUIypupoBaTb AnA
0o4HOro 1 bonee NOPTOB Ha YCTPOMCTBE. HMUXKe ONMUCbIBAeTCA KaK yKa3aTb OAMH MOPT,
HECKONbKO NMOPTOB, BCE MOPTHI.

BbibepuTe ogmH nopTt, ykasaB HOMep nopra:

2

BbibepuTe fMana3oH NOPTOB, UCMONb3yA 3HaK Aeduca (-) Mexzay nepsbiM 1
MOCNeAHUM NOPTaMK B CMIUCKE:

1-4

BbibepuTe HeCKONbKO NOPTOB, ONpeaeNnuB NepeueHb C pasaenuTenem B Buae
3anAaTou:

1,4,6,9

1.4

MCI'IOJ'Ib3yHT€ onuuo A11 and Bbl60pa BCEX NOPTOB yCTpOﬁCTBa nnun, ecinn goCTynHo,
onuuto None, uTtobbl He Bbl6paTb HW OAWH U3 NMOPTOB.

ALMUHUCTPUpPOBaHUe (haliNnoBO CUCTEMDI Ha chneLl-ancKe

B naHHOM pas3gene paccmaTpuBaeTca ynpaBneHue )annoBoi CUCTEMOW.

MpocmoTp cnucka channoB cdnew-namaTu

Utobbl NpOCMOTPETb CMMCOK (halnoB, XpPaHALMXCA B AaHHbIA MOMEHT Ha dhneL-
namATH, coenanTe cnegytollee:

1.

BoiawnTe B cnuctemMy ycTpoMcTBa B KauecTBe adMUHUCTpaToOpa 1 nepenante B
KoMaHaHyto obonouky CLI. ina nonyuyeHWA 4ONOAHUTENbHON MHOPMaL MK
0 nopsaKe foCTyna K KomaHgHow obonouke CLI cMm. "Mcnonb3oBaHue
WHTepdelca KomaHaHow ctpoku (CTpaHuua 25)".

Beeante flashfiles. OTObpa3nTCA CNMCOK hannoB, KOTOpble B AaHHbIN
MOMEHT Haxo4ATCA Ha preLl-NaMATH, a TaKXKe UX PacnonoXXeHue u pasmep
3aHMMaeMon UMu NamMAaTU. Hanpumep:

Size

Sectors

>flashfiles

Filename Base
boot.bin 00000000
main.bin 00110000
syslog.txt 00260000

110000
140000
140000

1095790
1258403
19222
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2.7.2 lpocMoTp cBefeHni o chane neL-namaTu

2.7.2 MpocmoTp cBepeHu o caiine cdnew-namATU

Utobbl NpocMOTpeTb CBeAeHUA 0 daline, XpaHALWEMCA B AaHHbIM MOMEHT Ha dneLu-
namMATH, coenanTe cnegyrollee:

1.

BoiawnTe B cnuctemy ycTpoMcTBa B KauecTBe adMUHUCTpaToOpa 1 nepengnte B
KoMaHaHyto obonouky CLI. inAa nonyyeHWA 4ONOAHUTENbHON MHOPMaL MK
0 nopsaKe [oCTyna K KomaHgHow obonouke CLI cMm. "Mcnonb3oBaHue
WHTepderca KomaHaHon ctpoku (CTpaHuua 25)".

2. OtobpasuTe MHdopmMaLmto 0 haine, BBEAA C KNaBUaTypbl:
flashfiles info { filename }
roe:
* { filename } — wvMA banna, XpaHsLLerocs Bo dneLw-namMsaTu
OTO6pamaKﬂCﬂCBeﬂeHMﬂ,aHaﬂOFMHHMGyKa3aHHHN|HMme.
>flashfiles info main.bin
Flash file information for main.bin:
Header version H
Platform : ROS-CF52
File name : main.bin
Firmware version : v5.5.0
Build date : Sep 27 2014 15:50
File length : 2624659
Board IDs : 3d
Header CRC : 73b4
Header CRC Calc : 73b4
Body CRC : b4d4dl
Body CRC Calc : b4d4dl
2.7.3 HNedparmeHTupoBaHue channoBoin cMCcTeMbl Ha chnew-gucke

RUGGEDCOM ROS Bepcusa5.5

DedparmeHTaums dnew-naMaTi oCyLLECTBNAETCS aBTOMAaTUUECKH, Koraa
OTCYTCTBYET JOCTaTOUHOE KONMUECTBO NaMATH Ansi BUHapHOro 0bHOBREHUS.
OpHaKo hparMeHTaLMsi MOXET NPOU30MTU Npu NtobOI BbIrpy3ke HOBOro dakina B
Bnok. M3-3a hparMeHTaLMmK CEKTOPbI AOCTYNHOW NaMSATH OKa3blBatOTCS pasaeneHbl
CeKTopaMu, BbiAeneHHbIMU noA aksbl. B HEKOTOPbIX Clyuasx 4OCTYMHOM NaMATH
MO>eT BbITb JOCTAaTOUHO ANA BUHAPHOTrO OOHOBNEHMS, HO 3Ta NaMSATb MOXET DObITb
He AOCTYMHa B OAHOWM CNNOLWHOMW 0bnacTu.

UTobbI BbIMONHUTL AedpparMeHTaumto hnew-naMaTv, caenanTe cnegytollee:

1.

BolauTe B cCTEMy YCTPOMCTBA B KaueCTBe aiMMHUCTpATOpa U NepenauTe B
KoMaHAaHyto obonouky CLI. [1ns nonyuyeHMa [ONONHUTENBHOW MHOPMaLUK
0 nopsAaKe AocTyna K KoMaHaHow obonouke CLI cM. "Mcnonb3oBaHue
WHTepdelica KoMmaHaHoM cTpoku (CTpaHuua 25)".

BbinonHuTe AedparmMeHTauuto nelu-naMaTv, BBeas:

flashfiles defrag
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2.8 [loctyn K pexxumy BIST

2.8

2.9

42

HocTyn K pexxumy BIST

Pexxum BIST (Built-In-Self-Test— BCTpoeHHOE CaMOTeCTUPOBaHME) UCNONb3YEeTCA
TEXHWKAMM N0 0OCNY>KMBAHWUIO ANS TECTUPOBAHUA U KOH(DUTYPUPOBAHMSA
BHYTPEHHMX (DYHKLMIM YCTPOMCTBA. PeXXuM npefHa3HaueH Ana Ucnonb3oBaHuUA
TOMbKO B LieNAX NOMCKA U YCTPAHEHWUA HEUCMPABHOCTEMN.

A 3AMETKA

MexaH1ueckaa onacHOCTb — PUCK dausuquKoro noppexaneHua yCTpOﬁCTBa

Upe3MepHoe Ucnonb3oBaHue PyHKLKUI pexxuma BIST MoxeT NpuBeCTH K U3HOCY
YCTPOMCTBA, UTO B CBOKO OUepelb MOXeT NMPUBECTU K aHHYIMPOBAHUIO rapaHTUK.
He ncnonb3ynte dyHKLmMK BIST, ecnn nHOE He yKa3aHOo NpeacTaBUTENs MU ClyXObl
TEXHUUYECKOM NoAAEPKKKM Siemens.

UTtobbl nonyunTb OCTYN K pexxumy BIST, caenaite cnepytolLee:

A 3AMETKA
OnacHOCTb Ans KOH(Urypauum — pUCK HapyLueHUs obMeHa AaHHbIMU

He nogkntouaiTe yCTPOMCTBO K CETU, KOrAa OHO HaxoauTcs B pexume BIST. B aTom
peXxMme yCTPOMCTBO CO3AaeT Upe3MepPHbI MHOTOaApPeCHbIN TpaguK.

1.  OTKNHOUMUTE YCTPONCTBO OT CETU.

2. MNoakntountecb K RUGGEDCOM ROS uepes koHconbHoe USB-coeanHeHue u
NpUNoXeHue TepMUHana. na nonyyeHma JONONHUTENbHOM MHOPMaLMK CM.
"MopkntoueHune Hanpamyto (Ctpanuua 47)".

3. Tepesanyctute ycTpomcTBO. N nonyyeHUA JONONHUTENbHON MHOPMaL MK
cM. "Mepesanyck ycTporcTea (Ctpanuua 105)".

4. [pu nosBneHUM COOTBETCTBYIOLLEro 3anpoca BO BpeMs 3arpy3ku HaXxMuTe
Ctrl-C. MNoABuUTCA NnpurnaweHue Ha BBOA KOMaHabl aAns BIST.

>
5. BseguTe help AnA NpoCMOTPa CMMUCKa BCeX JOCTYMHbIX ONUMK B pexxume BIST.

[pyro# BapuaHT: K pyHKLMAM BIST MOXHO nonyumTb 4OCTYN uepes3 3aBOACKOM
pexuMm. [Ina nonyuyeHns AONOAHUTENbHON MHDOPMaLMK O 3aBOACKOM PEXUME CM.
"NoctynHble CLI-komaHabl (CTpaHuua 25)".

YnpaBneHue goCTynom K MHTepcency 3arpysumka
onepaumuoOHHOMN CUCTEMDI

B npuBefeHHbIX HWXKe pa3fenax OMUCbIBAETCA, KaK BKITFOUWUTb, OTKITFOUUTb U
NonyunTb OCTYN K MHTepency 3arpy3umka onepaumnoHHon cucteMbl RUGGEDCOM
ROS.
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2.9.1 BknroueHue/oTKnroueHne OCTyna K MHTepgescy 3arpy34nmKa onepaymMoHHON CMCTEMbI

MpumeuaHune

[locTyn K uHTepdency 3arpy3umka onepaymoHHON CUCTEMbI NO YMONUAHUIO
OTKIIFOUEeH Ha 3aBofe Ha Bcex yctponctBax RUGGEDCOM ROS Bepcun v5.5 . Bee
BBOAMMbIE€ Ha KOHCONM KOMaHbl UTHOPUPYIOTCA, @ NONb30BaTeNM aBTOMaTUUECKH
HanpaBnATCA Ha MHTepdenc nonb3oBatens RUGGEDCOM ROS.

NMpumeuaHue

Siemens peKoMeHAyeT OTKNKUMTb AOCTYN K MHTepdeicy 3arpy3urKka nocne
obHoBneHus c bonee paHHel Bepcun RUGGEDCOM ROS go RUGGEDCOM ROS
Bepcuu v5.5. [Ina nonyyeHWA 4ONOAHUTENbHON MHOPMaL MK 06 OTKNOUEHKUK
3arpysuvKa onepaumoHHOM CUCTEMDI CM. "BKtoueHne/oTKNoueHne goctyna K
WHTepdeNcy 3arpy3umnka onepaumoHHom cuctembl (CTpaHuua 43)".

2.9.1 BknroueHue/oTknroueHue poctyna K uHTepdency sarpysumka
onepaLyMOHHOMN CUCTEMDbI

UT0bbl BKNHOUMTD MK OTKNKOUMTD AOCTYN K MHTEpdency 3arpy3umka onepaLnmoHHOM
CMCTeMbI, CAeNnanTe cnegytrollee:

Cospaiite chann bootoption.txt

UTobbl BKNHOUMTDL UKW OTKITKOUMTb AOCTYN K 3arpy3umKy onepaumoHHON CUCTEMDI, Ha
YCTPOMCTBE AOMKEH NPUCYTCTBOBATb halin bootoption. txt.

Ecnu cbaiin HepgocCTyneH, caenanTe cneapytollee:

1.  Cnomouwpbto MK/HoyTbyKa co3panTe ann c MMeHeM bootoption. txt.

A 3AMETKA

Ecnu napameTp Security oTMeUeH CUMBONOM peLLeTKu (#) Unu He cyLlecTByeT
B harne, oH byaet co3gaH RUGGEDCOM ROS co 3HaueHnem no yMonvaHuio
nocrne nepesarpysku.

2. BkntouuTte B hanin cnenyroLLyro CTPOKY:
Security = [No | Yes]
* Security = No BKntouaeT JOCTyN K 3arpy3umKy onepaumoHHOM CUCTEMDI.

* Security = Yes oTKntouaeT AOCTYN K 3arpy3umKy onepaumoHHOM CUCTEMbI.
JTO 3HaUeHUe NO YMONUaHHUIo.

3. Bbirpysute ¢ann Ha yCTPOMCTBO, a 3aTeM NnepesarpysuTe yCTPOUCTBO.

BkntoueHue 3arpy3uuKa OI'IGpBU,VIOHHOFI cucTtem

UToObl BKNOUMTbL AOCTYN K 3arpy3UmnKy OnepaLMoHHOM CUCTEMDI, CAenainTe
cnepytollee:

1. Wcnonb3ysa MK/HoyTbyK nepengute K hanny bootoption. txt.
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2.9.2 [loctyn K uHTEephericy 3arpy34ymKa onepaymoHHON CUCTEMbI

HaﬁD,MTe canefyroLwyro CTPOKY U UBMeHUTE C
Security = Yes
Ha

Security = No

Bbirpy3suTe pain Ha yCTpOMCTBO, @ 3aTeM nepesarpysunte yCTPOMCTBO.

BbikntoueHue 3arpysumnka onepaumoHHOM CUCTEM

UT0bbl OTKNHOUKMTbL AOCTYN K 3arpy3umKy OnepauroHHOM CUCTEMDI, CAenanTe
cnegyrouee:

1.

Mcnonb3ya MKIHOyTOyK nepenaunTte K hanny bootoption. txt.

2. Hawnaute cnegyroLLyto CTPOKY U U3MEHUTE C
Security = No
Ha
Security = Yes
3. Bbirpysute ¢ann Ha yCTPOMCTBO, a 3aTeM NnepesarpysuTe yCTPOUCTBO.
2.9.2 AocTtyn K uHTepdency 3arpysunka onepaumoHHOK CUCTEMDbI

UTobbl nonyunTb OCTYN K MHTEpdENCY 3arpy3umKka onepaumoHHON CUCTEMDI,
coenavte cnegyrollee:

1.

MNopkntountecb K RUGGEDCOM ROS uepes KoHconbHOe coegnMHeHue RS-232 u
NPUNOXeHWe TepMUHana. Ansa nonyyeHma AONONHUTENbHOM MHOPMaLMK CM.
"MopkntoueHune Hanpamyto (CtpaHuua 47)".

2. Tepesanyctute yCTpOMCTBO. N5 NONyUYeHUA LOMNONHUTENBHON MHOPMaL MK
cM. "Mepesanyck ycTporictea (CtpaHuua 105)".
3. Kak TonbKo yCTpOMCTBO HauHeT 3arpyxaTbcsa, Hakmute Ctrl-Z. NoAsuTcA
npurnaweHu1e Ha BBo4 KoMmaHabl ana Uboot.
=>
4. BseauTe help AnAa NPOCMOTPa CMMCKa BCeX AOCTYNHbIX onuunit B Uboot.
2.10 BknroueHune/oTKNoUEHUEe KOHCONbHOM CNyX6bl

NokanbHasa kKoHconbHaa cny>kba B8 RUGGEDCOM ROS no ymonuaHuto BktoueHa. Ans
obecneueHna 4ONONHUTENbHOM BE30MNacHOCTU NOoNb30BaTeNb-aAMUHUCTPATOP NO
XenaHWK MOXeT OTKNHOUNTb U MOBTOPHO BKKOUMTb AOCTYN K NocnefoBaTebHOM
USB-koHconw .
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2.10 BKnroueHne/oTKnoYeHne KOHCONbHOM CyKbbl

MpumeuaHune

BknroueHne/oTKNOUEHUE KOHCONbHOWM CNy>bbl 4OCTYMHO TONbKO C MOMOLLbLO
KoMaHa SQL. [ins nonyueHua 4ONONHUTENBHOM MHOpMaumm cM. “Micnonb3oBaHue
koMaHA SQL (CtpaHuua 35)".

UTobbl BKNHOUMUTL/OTKNHOUKTD AOCTYN K KOHCONbHOM cny>xbe, caenanTe cnegyroulee:

1. BoWawuTe B cucTeMy yCTpoOMCTBa B KauecTBe aMUHUCTPATOpa U nepenante B
KoMaHAgHyto obonouky CLI. [1ns nonyueHua 4ONONHUTENBHOW MHOPMaLUK
0 nopsaKe focTyna K kKoMaHgHow obonouke CLI cm. "Mcnonb3oBaHue
WHTepdgerica KoMaHaHoW cTpoku (CTpaHuua 25)".

2. BknrouMTE UK OTKIHOUKMTE KOHCONbHYHO CNy> by, BBEAA:

BknroueHue

sql update consoleServices SET Local Console Service
Enabled

OTKnoueHue

sql update consoleServices SET Local Console Service =
Disabled

M3MeHeHuUA BCTYNAT B CMNYy HEMeOQNEeHHO NpK diefyrouwemM Bxo[e B JIOKanbHYH
KOHCOJb.
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2.10 BknroueHne/oTKnoueHMe KOHCOMbHOM Cyxbbl
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B naHHOM paspene NpuBEAEHO ONMCaHWe 3a[au Mo 3anycKy BO BpeMs
nepBOHAUYanbHOro BBOAA YCTPOMCTBA B IKCMyaTaUMo. ITW 3aaum

BKITFOUAKOT MOAKIHOUEHUe K ycTponctBy u goctyn K RUGGEDCOM ROS, a takxe
KOH(hUrypMpOBaHME OCHOBHOM CETH.

A 3AMETKA

yrpo3a 6e3sonacHoCcTM — PUCK HEaBTOPU30BAHHOIO AOCTyMna n/mnu
UCNoJib30BaHUA

Siemens pekomMeHAyeT BbINOHWUTL Cliefytolime AeUCTBUA nepes BBOAOM
YyCTPOMCTBA B 3KCMNyaTaLMIo:

3aMeHUTb 3aBOACKOM CaMOMOANMUCaHHbIM cepTudmkaT SSL Ha cepTndmkar,
NoANMCaHHbIN [OBEPEHHbIM LeHTpoM cepTudukaumm (CA)

* CKoHdurypupoBatb KnueHT SSH Ha ucnonb3oBanue diffie-hellman-group 14-
shal vunu nyuwe

3.1 MogknroueHue K onepaumoHHon cucteme ROS
B OaHHOM pa3faene npuBeaeHo onncaHne pasfinuHbiX METOA0B NOAKITHOUEHNA K
YCTPOMCTBY.

3.1.1 IP-appec no ymonuaHuto

IP-appec yctpownctea no ymonuaHuio: 192.168.0.1/24.

3.1.2 MopakntoueHue HanpamMyro

Hoctyn Kk RUGGEDCOM ROS ans ynpaBneHus, a Tak>Xe NOUCKa U yCTpaHeHUA
npobnem MOXHO OCyLLeCTBUTb HanpAMYo uepe3 , USB-KOHCOMb MKU-COeAUHEHHUS.
KoHconbHOe coegnMHeHne obecneunBaeT AOCTYN K KOHCONbHOMY UHTepdercy u CLI.

[ns nononHuTenbHOM 6€30NaCHOCTU KOHCOMbHYHO CNY»KOY MOXHO OTKMOUKTb. [ns
NONYyUYEHWUs ONONHUTENbHON MHPOPMaLMK 0D OTKNHOUEHUU KOHCONBbHOM CNy>K6bl
cM. "BknroueHunel/oTKNOUeHUE KOHCONbHOW cnyxbbl (CTpaHuua 44)".
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3.1.3 YoaneHHoe nogKinroyeHue

Mcnonb3oBaHWe KOHCoNbHOro noprta anAa USB

3.1.3

UToObl YCTAHOBUTb KOHCONbHOE COeIMHEHMWE C YCTPOWCTBOM, CAENanTe cneaytoLee:

1.

MopkntounTe pabouyto cTaHuuMto (TepMuUHan unu pabouyto ctaHuuto ¢ MO
3MYNALMK TEPMUHANA) K UNK KOHconbHOMY USB-nopTy ycTpowcTea. Ana
nonyyeHus AONONHUTENbHOM MHOPMaLMKU O NOCNefOoBaTeIbHOM KOHCONbHOM
USB-nopte cM. "PyKoBOACTBO No ycTaHoBKe RSG910C".

NpumeuaHune
CKopoCTb Nepefauun AaHHbIX 4J1A YCTPOMCTBA NPUBOAMUTCA HA BHELLHEN CTOPOHE
Kopnyca pAagoM C nocfiefoBaTtefibHbIM KOHCONbHbIM USB-nopTtom .

CKOHHrypupyiTe pabouyro CTaHLMIO, KaK YKa3aHO HUXKe:
* CkopocTtb (B bogax): 57600

¢ KonuuectBo bMTOB AaHHbIX: 8

e KoHTponb no uetHocTu: OTCyTCTBYET

* VYnpaBfieHWe NOTOKOM AaHHbIX: BbIK.

*  WpeHTndurkatop oKOHeuHoro yctponcraa: VT100

e KonuuectBo CTOMOBbIX OMUTOB: 1

MoakntounTe ycTponcTBo. Mocne yCTaHOBKK CoeAnHeHUs nosiBnaeTca hopmMa
BXOZa B cuCTeMy. [ina nonyueHUs AOMNONHUTENbHOM MHpOpMaLMK O BXoae B
cucTeMy YCTpoKMCTBa cM. "Bxop B cuctemy (CtpaHumua 20)".

YpaneHHoe nogKnrouyeHue

be3sonacHbii 1 yaaneHHbit goctyn kK RUGGEDCOM ROS MOXHO nonyunTb yepes Beb-
bpaysep, TepMuHan unu pabouyro ctaHumto ¢ MO smMynALUK TepMUHana.

Mcnonb3oBaHue Beb-bpaysepa
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Beb-bpay3sepbl obecneunBatroT bezonacHoe NogkntoueHue K Beb-nHTepdency ana
ucnonb3zoBaHua RUGGEDCOM ROS meToaa cBsi3u SSL (ypoBeHb 3allMLLEHHbIX

cokeToB). SSL wudpyeT TpaduK, KOTOPbIM OOMEHMBAETCA CO CBOMMMU KITMEHTAMM.

Beb6-cepBep RUGGEDCOM ROS rapaHTUpyeT, uto BeCb 0bMeH MHhopMaLmein ¢
KMMEHTOM SIBAAOTCA KOH(UAEHLMANbHbIM. ECNW KNWeHT 3anpalunBaeT 4OCTyN
yepe3 Hebe3onacHbIM HTTP-NoOpT, KNMEHT aBTOMATMUECKM NepeHanpaBiseTca Ha
6e3onacHbIi nopT. [locTyn K Beb-cepBepy uepes SSL byaet obecneunBaTbCsa TONbKO

AONA TeX KNUeHTOB, KOTOpPble NpeaoCTaB/iAT ﬂGVICTBMTGJ’IbHOG MMA nNonb3oBaTena U

naponb.
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3.1.3 YoaneHHoe nogKinroyeHue

UTobbl yCTaHOBUTbL COeAMHEHUEe uepe3 Beb-Opay3ep, caenaiTte cneayroulee:

1.

Ha pabouelt cTaHuMK, MCNONb3yeMOK ANA AOCTyNa K YCTPOWUCTBY, HacTpouTe
Ethernet-nopt ana ncnonb3oBaHusa IP-agpeca B noaceTH ycTponcraa. IP-agpec
no ymonuaHuio: 192.168.0.1/24.

Hanpumep, utobbl CKOHUIYpUpPOBaTb YCTPOMCTBO ANA MOAKMOUEHUA K
ogHOMY M3 focTynHbix Ethernet-nopTtos, Ha3HaubTe IP-agpec Ethernet-nopty Ha
pabouer cTaHUMK B AnanasoHe ot 192.168.0.3 0o 192.168.0.254.

OTkpoiTe Beb-6pay3sep. CNucok pekomeHayeMbix Beb-bpay3epoB cM. B
"CucteMHble TpeboBaHuA (CTpaHMua xviii)".

A 3AMETKA

MpY NOAKNHOUEHMM K YCTPOWCTBY HeKoTopble Beb-6pay3epbl MOryT COO6LWMKTD,
uTo CcepTUdMKaT Beb-cepBepa He MOXeT BblTb MPOBEPEH NO KaKUM-NMbo
M3BECTHbIM cepTUdUKaTaM. ITO OXKMAaemMoe NoBefeHWe, U MOXHO be3onacHo
[aTb YKa3aHue bpay3sepy NpuHATL cepTudurKaT. Kak TonbKo cepTudmkat
Byoet npuHAT, obMeH AaHHbIMK C Beb-cepBepoM uvepes 3ToT bpay3ep byaer
Be3onacHbIM.

A 3AMETKA

Anpeca IPv6 nonHbl BbiTb 3aKNtOUEHbl B KBagpaTHble CKOOKK (Hanpumep,
https://[2001:db8:123::2228]).

B agpecHow cTpoke BBeguTe IP-agpec NOAKNHOUEHHOro K CeTU NopTa.
Hanpumep, utobbl nonyumTb AOCTYN K YCTPOMCTBY, UCNonb3ys ero IP-agpec
no yMONuaHu1io, BBeauTe https://192.168.0.1 1 HaxxmuTe Enter. lNocne
YyCTaHOBNEHUA COeMHEHUA NOABUTCA IKPaH BXOAa B Beb-nHTepdenc.

[ns nonyyeHUsa 4ONONHUTENBHOM MHPOPMALMK O BXOAE B CUCTEMY YCTPOMCTBA
cM. "Bxop B cuctemy (CtpaHuua 20)". InA nonyyueHwUs 4ONONHUTENbHOM
WHopMaumnmn o Beb-nHTepdeice cm. "Micnonb3oBaHue Beb-nHTepdenica
(CtpaHuua 22)".

Ucnonb3oBaHMe OKOHEUHOro yCTpoﬁcma Wi nporpamMmMHOro obecneueHus IMynAUuuun
OKOHeUHOoro yCTpOﬁCTBa

RUGGEDCOM ROS Bepcusa5.5

OKOHeUHOoe YCTPOWCTBO UM KOMMbIOTEP C MPOrpamMMHbIM obecrneueHnem
3MYNALMMU OKOHEUHOTO YCTPOWCTBa obecneunBaroT 4OCTYN K KOHCONbHOMY
nHTepgercy ana RUGGEDCOM ROS uepe3s cepBucol Telnet, RSH (Remote Shell) unu
SSH (Secure Shell).

NpumeuvaHue

IP-cepBMCbl MOXXHO OFPaHMUKTb B LENAX perynMpoBaHuaA 4OCTyna K ycTponcTtay. Ans
noflyueHns ONONHUTENbHOW MHOPMaLnK cM. "KoHdurypuposaHue IP-cepurcos
(CtpaHuua 92)".
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3.2 YcraHoBka USB-agpariBepa nocnegoBatenbHok koHconn RUGGEDCOM (tonbko Windows)

Utobbl YCTaHOBUTb COeAMHEHNE Uepe3 OKOHeUHOe yCTpOﬁCTBO U nporpamMmMHoOe
obecneueHune IMYNIALUHUN OKOHEUHOTO yCTpOl‘/‘ICTBa, coenavTte canegyroulee:

1.

BbibepuTe cepsuc (Hanpumep, Telnet, RSH nnu SSH).

2. BeeguTe IP-agpec NoAKNKOUEHHOTO K CETU NopTa.
3. TloaknrouuTe yCTPOMCTBO. [Tocne yCTaHOBKU coeiMHEHMSA nosBnAeTca hopma
BX0Aa B cucTemy. [InA nonyyeHuns 4OMNONHUTENbHOM MH(bOpMaLUWKM O BXOAE B
cucTeMy yCTporcTBa cM. "Bxop B cuctemy (CtpaHuua 20)".
3.2 YcraHoBKa USB-gpanBepa nocnenoBaTtesibHON KOHCOJMM

RUGGEDCOM (tonbko Windows)

Ha pabouwnx ctaHuusax nog ynpasneHrem OC Microsoft Windows gonxeH 6biTb
yctaHoBneH USB-gpanBep nocnegosatenbHoi koHconn RUGGEDCOM nepeg
NOAKIOUYEHMEM K KOHCONIbHOMY MHTepdency uepes nopTt nocnefoBaTenbHOM
koHconu USB Type-B. 310oT gpariBep MOXKHO nonyuntb y Cnybbl NOAAEPIKKK
KnueHToB Siemens.

UTtobbl ycTaHoBUTL USB-gpavBep nocnegoBatenbHoi koHcon RUGGEDCOM
BPYUHYIO, CAeNanTe ciepytollee:

1.

50

MonyunTe yCTaHOBOUHbIM NakeT y Cny>Kbbl NOAAEPIKKK KITMEHTOB Siemens.
[na nonyueHna OONONHUTENbHOM MHGOpMaLmn 0b obpalieHnn B Cnyxby
NoALeP KKK KNUEHTOB cM. "KnueHTckan nogaeprkka (CtpaHuua xviii)".

Ypanute ¢ paboueit CTaHUKMKM BCe paHee yCTaHOBNEHHble apanBepbl "USB-
nocnenoBaTenbHasA nepefaya AaHHbIX".

Ybeautech, uto USB-nopT nocnegoBaTenbHOM KOHCONM HE MOAKMHOUEH K
pabouel cTaHUMM.

[Baxkabl LLeNKHWUTe Setup . exe. MOABUTCA MacTep YCTaHOBKM.
CnepyiTe UHCTPYKLMAM Ha 3KpaHe, uTobbl yCTaHOBUTb ApainBep.

MoakntounTe pabouyro CTaHUMIO K YCTPOMCTBY C NOMOLLbto Kabena USB
Standard-A k Standard-B.

OtkpoMTe Device Manager (ucneTuep yCTPOMCTB): HaXKMKUTE KHOMKY Start,
wenkHuTe Control Panel, 3atem HaxkmuTe System and Security, a 3aTem B
System wenkHuTe Device Manager.

RUGGEDCOM ROS Bepcua5.5
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3.3 KoHo1ryprnpoBaHue 0OCHOBHOMN CETH

8. YbeawuTecb, uto nopTbl pacno3HaHbl B Ports (COM & LPT).
4 ‘? Paorts (COM 20 LPT)
- )T Communications Port (COMY)
PucyHok 3.1 MopTt nocnegosatenbHoi KoHconn RUGGEDCOM
3.3 KoHdurypupoBaHne oCHOBHOM ceTH

UToObl CKOHDUIYPUPOBATL OCHOBHYHO CETb, CAENANTE CneaytoLLee:

1.

RUGGEDCOM ROS Bepcusa5.5

MoAKNoUMTE KOMMNbBIOTEP K OAHOMY M3 NOPTOB KOMMYTaTOpa W
CKOH(UTYpUpYITE KOMNbIOTEP TaKUM 0OPa3oM, UTobbl OH HAaXOAWNCA B TOM e
NOACETH, UTO U NOPT.

CKOHUrypupyHnTe KOMNbOTEP Ha UCnonb3oBaHue agpeca VLANT B kauectBe
LUMKO3a MO YMOSUaHMUIO.

MoaKntounTe BTOPOM KOMMbIOTEP K APYrOMY NOPTY TOrO K& KOMMYyTaTopa U
CKOH(UTypUpyHTe KOMMbIOTEP TaKWUM 06pa3oM, uTobbl OH HAXOAMNCA B TOW XKe
MOACETH, UTO U NOPT.

CKOHUrypupyHnTe BTOPOM KOMMbOTEP Ha UCnonb3oBaHue agpeca VLANT B
KauecTBe LWto3a No ymonuaHuio. IP-agpec no ymonuaHnuto: 192.168.0.1.

YbenuTech, uto 0ba NOAKMHOUEHHbIX K YCTPOWCTBY KOMMbrOTEPA MOTYT
OTNpaBnATb APYr APYTY ping-3anpocsl.
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3.3 KoHurypmpoBaHue 0CHOBHOM CETH
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YnpasneHue yCTPOUCTBOM

B naHHOM pasfene onMcbiBaeTCA Kak KOHMUTYPUPOBaTh U yNPaBnATb YCTPOUCTBOM
M €ro KOMMNOHEHTaMM, TAKUMU KaK MOAYNbHble MHTEPMENCbI, CUCTEMHbIE XXypPHanbl
n hamnnbl.

4.1 MpocmoTp nHpopmaumu 06 usgenunu

Bo Bpemsa novcka 1 yCTpaHeHUA HEMCNPABHOCTEN M NPUY 3aKa3e HOBOIo YCTPOMCTBA
COTPYAHMKHM Siemens MOryT 3anpalumMBaTbh CNeLManbHYy0 MHOPMaLUIO, TaKyH Kak
MoZenb, KOA 3aKa3a Win CepUNHbIA HOMep.

UTtobbl npocmoTpeTb MHopMauuto ob yctpoictee, nepeiaute B Diagnostics »
View Product Information. NMosasutca popma Product Information.

Ha skpaHe oTobpaxkaeTca cneaytowlasa MHopmauus:

MNapameTp OnucaHue

MAC Address KpaTkuit 0630p: ##-##-##-##-##-## where ## ranges 0 to FF

Moka3biBaeT yHWKanbHbii MAC-agpec ycTponcTBa.

Order Code KpaTkuit 0630p: CTpoka anivHol 57 cumBona(os)

MokasbiBaeT Ko/ 3aKa3a aHHOro YCTPOWCTBa.

Classification KpaTtkuit 0630p: CTpoka AnuHoi 15 cumBona(o.)
ObecneunBaeT KnaccUUKaLUIO CUCTEMDI.

3HaueHue Controlled (Kourposmpyemoe) yKa3biBaeT, uto
OCHOBHOE MUKpPOMpPOrpamMmmHoe obecneueHune npeacraBnaet
coboW KOHTPONUPYEMYHO BEPCUIO ONEPALUOHHON CUCTEMDI.
3HaueHue Non-Controlled (HexoHTpONMpyemoe)
yKa3blBaeT, UTO OCHOBHOe MUKponporpaMmHoe obecneueHue
npeactaBnset coboi HEKOHTPONMpPYEMYHO Bepchto. Controlled
(KouTposmpyemMmoe) OCHOBHOE MUKPOMPOrpaMmMmHoe
obecneueHne MoXeT paboTaTb Ha KOHTPONMPYEMbIX YCTPOMCTBAX,
HO He MoXeT paboTaTb Ha He KOHTPONMPYEMbIX YCTPOMCTBAX.
Non-Controlled (HekoHTpoJupyeMoe) OCHOBHOE
MUKponporpaMmHoe obecrneueHne MoxeT paboTaTb Kak Ha
KOHTPONUPYEMbIX YCTPOMCTBAX, TaK U Ha HE KOHTPONUPYEMbIX
YCTPOMCTBAX.

Serial Number KpaTkuit 0630p: Ctpoka anivHol 31 cumBona(os)

[oka3biBaeT CEPUMHbIA HOMEP YCTPOMCTBA.

Main Version KpaTtkuit 0630p: CTpoka AnuHoi 47 cumBona(oB)

MokasbiBaeT BepCuto U Aaty COOPKKM OCHOBHOIO MPOrpaMMHOr0
obecneueHuss onepaLUoHHON CUCTEMDI.
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4.2 lNpocMmoTp AuarHocTMyeckux cooblyeHni npoyeccopa

NapameTtp

OnucaHue

Hardware ID

MoKa3blBaeT TMM, HOMep MO KaTanory W annapaTHY PeBU3UHO
obopynoBaHus.

Mpumep: RSG910C, RSG910Cv2

Descr KpaTtkuit 0630p: CTpoka AnuHoi 57 cumeona(os)
OnucaHWe NpofyKTa OCHOBAHO Ha MAEHTUMKATOPE annapaTHOro
obecneueHus, KoAe 3aKasa 1 KnaccuguKkaLlmu.
4.2 MpocmoTp AMarHocTuUecKkux coobeHnm npoueccopa

UTobbl NpOCMOTPETb AMArHOCTMUECKYH MHGopMaumto LMY, nonesHyto Ana noucka
W yCTpaHeHWs HeucnpaBHocTel, nepeiante B Diagnostics » View CPU Diagnostics.
Moseutca chopma CPU Diagnostics.

Ha akpaHe oTobparkaeTcsa cnegytowlas MHopMaums:

NapameTp

OnucaHue

Running Time

KpaTkuit 0630p: DDDD days, HH:MM:SS

MpPOAOMKUTENBHOCTD BPEMEHU, B TEUEHWE KOTOPOTrO YCTPOMCTBO
HaxoAMNOCb BO BKITKOUEHHOM COCTOSIHUM B MOCNEAHUI pas.

Total Powered time

KpaTtkuit 0630op: DDDD days, HH:MM:SS

CymMMapHOe BpeMs BKITFOUEHHOTO COCTOAHUA YCTPOMCTBA.

CPU Usage KpaTkuit 0630p: Lienoe uncno ot 0.0 go 100.0

MpoueHTHasA AonA AOCTYMHbIX LMKNOB NpoLeccopa, UCnonb3lyemMas

ana paboTbl yCTPOMCTBA MO U3MEPEHUAM 33 MNOCNEAHIOID CEKYHAY.
RAM Total KpaTtkuit 0630p: Lienoe uncno ot 0 fo 4294967295

CymMapHoe KonmuectBo baiToB onepaTMBHOM NaMATU B CUCTeMeE.
RAM Free KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

CyMmapHoe KonuuecTBo 6aiiToB cBoOOOAHOM onepaTMBHOM
namATK.

RAM Low Watermark

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

CyMMapHoe KonuuecTBo BalTOB onepaTWBHON NaMATH, KOTOpble
He BbINK Mcnonb30BaHbl BO BpeMs paboTbl CUCTEMBI.

Temperature

KpaTkuit 0630p: Lienoe uncno ot -32768 no 32767

TemnepaTypbl NnaThl NPoLECCOpPa.

Free Rx Bufs

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295
CBoboaHble bydepbl nepeaaun (Rx).

Free Tx Bufs

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295
CBobopaHble bydepbl npuema (Tx).
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4.3 BoccTaHoBeHne 3aBOACKUX HACTPOEK M0 YMONUYAHUIO

4.3 BoccTtaHOBNeHue 3aBOACKMX HAaCTPOEK NO YMONUaHUIoO

HacTpoMKK yCTpOMCTBA MOXHO MOMHOCTbIO MM UAaCTUUHO BEPHYTb K 3aBOACKUM.
NckntoueHue rpynn napamMeTpoB M3 cbpoca K 3aBOACKMM HACTpoMKaM, Hanpumep,
perynupyroLine 6a3oBble BO3MOXHOCTU COEAUHEHUSA U OTHOCALLMECA K
ynpasneHunto SNMP, MOXeT OKa3aTbCA NONEe3HbIM, eCfih HEODXOAMMO COXPaHUTb
0bMeH faHHbIMM C YCTPOMCTBOM BO Bpems cbpoca.

BbibopouHbIit cOpoc KOHGUIYypaLMKU He 3aTparMBaeT CneayoLme rpynnol
napameTpoB:

* |P-uHTEepdeNcl
e |P-winto3bl
¢  SNMP-nonb3oBatenu

e Tabnuua COOTBETCTBWA rPyMnmn Nosib3oBaTenen MoaensiM U YpoBHSIM
besonacHoct SNMP

*  SNMP-goctyn
*  RUGGEDCOM Discovery Protocol™ (RCDP)

MonHbI UNK BbIBOPOUHBIW COPOC KOHPUIYpaLMK TaKXKe He 3aTparuBaeT
cnepyroLLme rpynnbl NapaMeTpoB:

e YacoBomn nosc
e (COBMr NeTHero BpeMeHHU

° I'Ipasvmo nepexoda Ha JieTHee BpemMA

MpumeuaHune

MeHenxepbl pe3epBUpOBaHUs cpeabl nepegaun (yctpoictea MRM) munu
aBTOMAaTUUeCKUEe MeHeKepbl pe3epBUPOBaHUA cpeabl nepeaaun (yctpoictea MRA)
HeobX0AMMO OTKIHOUUTL (DU3UUECKMU UK OTKIOUUTb KOMbLEBOM NOPT (Pa30MKHYTb
kKonbLo MRP), Haue KOHUTypaLMsa NO yMONUAHUIO MOXKET He BOCCTAHOBUTLCS AN
cnefyrownx napaMeTpos:

e RSTP-napametpbl nopTa
e [nobanbHble napameTpbl MRP
e Jk3emnnApbl MRP

[nAa nonyyeHns LONONHUTENbHOM MHGOPMaUMK O Konbuax MRP cMm. "YnpaBneHue
NPOTOKONIOM pe3epBUpoBaHus cpeabl nepeaaun (MRP) (CTpaHuua 235)".

[na nonyueHus JONONHUTENBHOM MHPOPMALMKU O KOHPUTYPUPOBAHUKU NapaMeTpoB
nopta cM. "KoHdurypuposaHue Ethernet-nopta (CtpaHuua 72)".

UToObl BOCCTAHOBWTL 3aBOJICKME HACTPOMKHK, CAenanTe cneaytollee:

1. NepenpuTte B Diagnostics » Load Factory Defaults. MNosiButca popma Load
Factory Defaults.
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4.4 Bbirpy3ka/3arpy3ka ¢panos

2. HeobxoanMo cKOHMUTYpHpOBaTh CreaytoLlne napamMeTpbl:

MpumeuaHune
Ecnu npentndmkatop VLAN ana agMUHUCTPaTMBHOTO IP-uHTepdeiica He 1,
HacTtpoika Defaults Choice Ha Selected aBTOMaTMUECKMW YCTAHOBMT €ro Ha 1.

Napametp OnucaHue

Defaults Choice KpaTtkuit 0630p: [ None | Selected | All ]

YcTaHOBKa HEKOTOPbIX 3aMucein, Hanpumep, UHTepdeiica
ynpasneHus IP-uHTepdeicamu, Wnro3a no yMonuaHuto,
HacTpoek SNMP Ha 3HaueHMe MO yMONuUaHuUIo NpUBedeT K
TOMY, UTO KOMMYTaTOp ByAeT HeAOCTYNEH ANA NMPUNOXEHUH
ynpasneHuA. ITOT napameTp No3BONAET NOb30BaTENtO
NPWUHATb peLleHure: 3arpy3nTb HACTPOMKK MO YMOMUAHUIO
TONbKO B BblbpaHHbIe TabnuLbl, UTO COXPAHWUT KOH(UIYpaLMIO
Tabnuu, KPUTUUHbBIX ANA 6a30BbIX MPUNOXKEHUH yNpaBneHus
KOMMYHUWKauWenh 1 KoMmyTaumnen, nMbo NpuHyanTENbHO
npuBecTH Bce Tabnuubl K HACTPOMKaM N0 YMONUaHUIO.

3. Haxwmwute Apply.

4.4 Bbirpyska/sarpyska cannos

CyLLecTByeT HECKONbKO MEXaHW3MOB Nepeaaumn pannos C yCTPOMUCTBA Ha XOCT-
KOMMbIOTEP M HaobopoT:

e Xmodem c ucnonb3oBaHuem obonoukn CLI B ceaHce koHconu Telnet, SSH mnu
RS-232

e TFTP-knueHT c ncnonb3oBaHMeM obonouku CLI B ceaHce KOHCONU U yaaneHHoro
TFTP-cepBepa

* TFTP-cepBep oT yaaneHHoro TFTP-knueHTa

* SFTP (3awuLLeHHbI npoTokon FTP uepe3 SSH) ot yaaneHHoro SFTP-knueHTa

NpumeuaHue

[nsa aBTOMaTU3auunun ynpasneHna pannaMm Ha yCTPOMCTBE MOXHO MCMONb30BaTb
cueHapuun. OoHaKo B 3aBUCMMOCTHM OT pa3mMepa Lenesoro danna (Mnu cdainnos)
MOXeT noTpeboBaTbCA 3adepxKa Mexay nobor nocnegoBaTenbHOM KOMaHAOM
3aMMCK 1 UTeHUA, MOCKONbKY dain Mor BbiTb He MOMHOCTbIO COXPaHEH A0 MOAAYM
KOMaHAbl Ha CunTbiBaHWe. PekoMmeHayeTcA obLlan 3a4epiKKa, paBHas NAaTH
CeKyHaM, HO cneflyeT MPOBeCTU TeCTUPOBAHKE ANA ONTUMU3ALUKN 3a[EPXKKH
ueneBoro camna (Mnu annos) U YCNOBKUM SKCNyaTaLnu.

MpumeuaHune

ConepxrMoe BHYyTpeHHeN hannoBom cnuctemMbl 3adpuKcnpoBaHo. Co3aaHue HOBbIX
halnoB 1 AMPEKTOPUI, a TaKXKe yaaneHue CyLLecTBYOWMX haiioB HEBO3MOXHO.
Mepe3anucaTb MOXHO TONbKO Panbl, KOTOpPble MOTyT BbITb BbIFPY>KeHbl Ha
YCTPOMCTBO.
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YnpasneHue ycTporcTBOM
4.4.1 Boirpyska/3arpy3Kka ¢arinos ¢ nomoubto npotokona XMODEM

RUGGEDCOM ROS byaet reHepupoBaTb SNMP-10BYLLKY U perucTpupoBaTb
coobLleHne B CUCTEMHOM XypHane ANna yKasaHuA fetanen nepefaun nu COCTOAHUA
npu nepegave GannoB Ha yaaneHHbIM KOMMNbIOTEP UK BHELIHWUI HOCUTENb UK C
HUX.

dannbl, KOTOpPbI€ MOTYT ObITb 3arpyeHbl UJn BbIrpy>XeHbl, BKITHOUAKOT:

* main.bin— 0CHOBHOW 0bpa3 MuUKponporpammeol npunoxeHna RUGGEDCOM
ROS

* fpga9%0xr.bin—paBOWUHbIK 0Bpa3 MuKponporpaMmmbl FPGA

* config.csv— nonHana 6a3a gaHHbIX KOHPUTypaLWKU B BUAE TEKCTOBOTO
darna ASCIl c pasgenutensimu-3anaTbiMu

* factory.txt —copaepxut MAC-agpec, apTUKyn 1 CepUiHbIK HOMep.
3aBoACKME AaHHble OOMXKHbI 6bITb MOANMUCAHDI.

* banner.txt — COLEPXMUT TEKCT, KOTOPbIM MNOABNAETCA HA 3KpaHe BXoAa B
cucTemy

* ssl.crt—SSL-ceptnudpmkat. CooepxuT Kak dann SSL-ceptndurkara, Tak 1
COOTBETCTBYHOLLMI haln ceKpeTHOro knroua RSA.

* ssh.keys— SSH-kntouu ana ycTponcrea

4.4.1 Bbirpy3ska/3arpyska cainos c nomoubto npotokona XMODEM

UTobbl BbIFPYy3UTb MK 3arpy3unTb dhain c ncnonbsosaHem XMODEM, caenavite
cnepyrolee:

NpumeuaHue

[na gaHHoro metofa TpebyeTca XOCT-KOMMbIOTEP C 3MYNATOPOM TEPMUHAnNa nnu
nporpammMHoe obecneueHune Telnet, a TakXKe BO3MOXXHOCTb nepefayu AaHHbIX MO
npotokony XMODEM.

1. YcTaHOBWTE COeAMHEHWE MeXY YCTPOWCTBOM M XOCT-KOMMbIOTEPOM.
Ans nonyyeHuA 4ONONHUTENBHOM MHOPMaumK cM. “TTogkntoueHue K
onepaunoHHom cucteme ROS (CtpaHuua 47)".

2. BonguTte B cMCTeMy YCTPOMCTBA B KauecTBe agMUHUCTpaAToOpa U nepenaunTe B
KoMaHaHyto obonouky CLI. Ina nonyuyeHWA 4ONOAHUTENbHON MHpOPMaL MK
0 nopsaKe foCTyna K KomaHaHow obonouke CLI cMm. "Mcnonb3oBaHue
WHTepdelica KomaHaHoM ctpoku (CTpaHuua 25)".
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4.4.2 Boirpyska/3arpy3ka ¢pa#nos ¢ nomoLybto KnueHta TFTP

4.4.2

58

3. B komaHgHoW cTpoke CLI HabepuTe:
xmodem [ send | receive ] { filename }
roe:
* send— oTnpaBnsAeT hann XoCT-KOMMbOTEPY

* receive — u3BnekaeT hain U3 XOCT-KOMMbIOTEPA

o { filename}— umsa caina (1. e. main.bin)

NpumeuaHue

Ecnun B amynATope TepmMuHana unu nporpaMmMHomM obecnevenuun Telnet
poctyneH npotokon XModem 1K, BbibepuTe Ana nepegayv AaHHbIX €ro BMeCTo
CTaHAapTHoM onuunu XModem.

4. Korpa ycTpOMCTBO OTBETUT, Press Ctrl-X to cancel, 3anycture
nepefauy XMODEM c xocT-koMnbtoTepa. YCTPOMCTBO yKaXeT, Korga nepegava
nHopmauunmn byaeT 3aBepLueHa.

MpumeuaHune

Ecnun anAa yctaHoBneHuA coeguHeHma mexay ycrpoinctsom RSG910C u xoct-
KOMMbOTEPOM Mcnonb3yetcs SSH, 3arpyska obpasa no npotokony XMODEM
3alMeT MHOIO BPEMEHM.

Huxxe npuBeneH npumep KoMaHaHoM obonouku CLI ycnewHow nepegaum
darna XMODEM:

>xmodem receive main.bin
Press Ctrl-X to cancel
Receiving data now ...C
Received 1428480 bytes. Closing file main.bin ...
main.bin transferred successfully
5. Ecnu dann Bbirpy3sunca, nepesanycrurte yCTporCcTBo. A nonyueHna
LONONHUTENbHOM MHOPMaLmu cM. "lMepesanyck ycTpoictea (CTpaHuua

105)".

Bbirpyska/3sarpyska ainoB ¢ nomMmoLlbto knueHta TFTP

UT0bbl BbIFPY3UTb MK 3arpy3uTb hain C UCNOnNb3oBaHWeM KnueHTa TFTP, caenaiiTe
cnepytrolee:

A 3AMETKA

yrpo3a 6e3onacHoCcTM — PUCK HEaBTOPU30BaHHOIO AOCTyna n/nnu
UCNoJib30BaHUA

B npoTtokone TFTP HeT MexaHM3MOB ayTeHTUdMKauuK. JTroboe ncnonb3oBaHue
KnueHTa unu cepsepa TFTP cnegyeT paccMaTpuBaTh KaK B BbICLLIEN CTENeHU
Hebe3onacHoe.
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4.4.3 Boirpyska/3arpy3ka ¢pasinos ¢ nomouybto cepsepa TFTP

MpumeuaHune
[nAa paHHoro metopaa Tpebyetca TFTP-cepBep, KOTOPbLIW AOCTYNEH Uepes CeTb.

1. Onpegenute IP-agpec KOMMbtoTepa, Ha KOTOPOM BbinonHAetcA TFTP-cepsep.

2. YCTaHOBMWTE COEMHEHUE MeXTYy YCTPOMCTBOM U XOCT-KOMMbIHOTEPOM.
[nA nonyueHus ONONHUTENbHOM MHGOPMaUnK cM. "TTogKItoUeHue K
onepauuoHHon cucteme ROS (CtpaHuua 47)".

3. Bongute B cMCTEMY YCTPOMCTBA B KauecTBe afMUHUCTpATOpa U nepenguTe B
KoMaHaHyto obonouky CLI. Ina nonyueHWsa 4ONOAHUTENBHON MHpOPMaL MK
0 nopsaKe AocTyna K kKoMaHgHow obonouke CLI cm. "Mcnonb3oBaHue
WHTepderica KoMaHaHoW cTpoku (CTpaHuua 25)".

4. B komaHgHoM ctpoke CLI HabepuTe:

tftp { address } [ get | put ] { source-filename }
{ destination-filename }

roe:
* get —KonupyeT (palsibl C XOCT-KOMMbIOTEPA HA YCTPOUCTBO
e put — KonupyeT (haisibl C yCTPOMUCTBA Ha XOCT-KOMMbIOTEP

* { address } —IP-agpec KOMNbrOTEpPA, HA KOTOPOM BbInosiHAeTcA TFTP-
cepsep

* { source-filename }— uMsa anna ana nepegavu

* { destination-filename } — uMa aina (Ha ycTporcTee unu TFTP-
cepBepe), KOTOpbIK byaeT 3aMeHeH BO BpeMs nepefauu AaHHbIX

Huxe npvBeaeH npumep ycnewHomn nepefauv danna TFTP-knueHTa:

>tftp 10.0.0.1 get ROS-CF52 Main v5.5.0.bin main.bin
TETP CMD: main.bin transfer ok. Please wait, closing file ...
TETP CMD: main.bin loading successful.

5. Ecnu dhaiin Bbirpy3unca, nepesanycrute ycTponcTeo. [Ina nonyueHun
LOMNONHUTENbHOM MHOPMaLMK cM. "lMepe3sanyck ycTpoictBa (CTpaHuua
105)".

4.4.3 Bbirpyska/3sarpyska cainos c nomoubto cepsepa TFTP

UTobbl BbIFPY3UTb MK 3arpy3unTb harn c ucnonb3oBaHuemM TFTP-cepBepa, caenanTe
cnepytouee:

A 3AMETKA

yrposa 6esonacHoCcTM — PUCK HEaBTOPU30BaHHOIO AOCTyMna n/nnum
MCNoJib30BaHUA
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4.4.4 Boirpyska/3arpy3ka ¢pasinos ¢ nomouybto cepepa SFTP

4.4.4

60

B npoTtokone TFTP HeT MexaHM3MOB ayTeHTUdHMKauuK. JTroboe ncnonb3oBaHue
KnueHTa unu cepsepa TFTP cnegyeT paccMaTpuBaTh KaK B BbICLLEN CTeNeHu
Hebe3onacHoe.

1. YcTaHOBWTE COeAMHEHUE MeXaY YCTPOWCTBOM M XOCT-KOMMbIOTEPOM.
[nsi nonyuyeHua AONONHUTENBHOM MHOPMaUmMK cM. "MoaKkntoueHue K
onepaunoHHon cucteme ROS (CtpaHuua 47)".

2.  WHuumanusunpywnte TFTP-cepBep Ha YCTPOMCTBE U 3aMyCTUTE Nepefayy AaHHbIX
no npotokony TFTP. CepBep yKaeT, Koraa nepefgaua MHgopmauuu byaet
3aBepLueHa.

Huxxe npvBeneH npumep ycnewHoro obmeHa gaHHbIMKU ¢ TFTP-cepBepom:

C:\>tftp -i 10.1.0.1 put C:\files\ROS-CF52_Main v5.5.0.bin main.bin
Transfer successful: 1428480 bytes in 4 seconds, 375617 bytes/s
3. Ech(baﬁn BHrpy3MﬂCﬂ,ﬂepe3aﬂyCTMTeyCTpOﬁCTBO.ﬂﬂﬂ nonyyeHuA
AOHOHHMTeﬂbHOﬁbﬂKpOpMauMV1CM."nepe3aﬂyCKyCTpOHCTBa(CTpaHMHa
105)".

Bbirpyska/3arpyska cainos c nomoubto cepsepa SFTP

SFTP (Secure File Transfer Protocol) — 3To npoToKon 3aliuLLeHHON nepedauu

harnnos, npeacTaBnAtowmn cobor MexaHn3M nepegaun ainos, B KOTOPOM

ncnonb3yetca SSH Ana WKW poBaHMA KaXKAoro KOMMNOHeHTa nepegaun gamna
MeX[y CeTeBbIM KIIMEHTOM U CEPBEPOM.

NpumeuvaHune

YcTponcTBo He UMeeT SFTP-KnuneHTa U, cnefoBaTenbHO, MOXET TOMbKO
nNPUHKUMaTL hannbl No npoTokony SFTP OT BHeLWHero uctouHuka. SFTP tpebyer
ayTeHTUMKaumMmn ans nepefaun amnna.

UTobbI BbIFPY3WUTb MK 3arpy3nTb (hain c ucnonb3oBaHueM SFTP-cepBepa, caenaimte
cnegytoulee:

MpumeuaHune
[ns naHHOro metofa TpebyeTcs XOCT-KOMMbIOTEP, HA KOTOPOM YCTaHOBMIEHO
nporpaMmMHoe obecneueHne SFTP-knueHTa.

1. YcraHosuTe SFTP-coegnHeHune mexay yCTPOMCTBOM M XOCT-KOMMbHOTEPOM.

2. 3anyctuTe nepepauy AaHHbIX no npotokony SFTP. KnueHT ykaxeT, Koraa
nepedauya AaHHbIX bydeT 3aBepLueHa.

Huxxe npuBeaeH npumep ycnewHoro obMeHa gaHHbIMKU ¢ SFTP-cepBepom:

user@host$ sftp admin@ros_ip

Connecting to ros ip...

admin@ros ip's password:

sftp> put ROS-CF52 Main v5.5.0.bin main.bin

Uploading ROS-CF52 Main v5.5.0.bin to /main.bin

ROS-CF52_Main_v5.5.0.bin 100% 2139KB 48.6KB/s 00:44
sftp> put ROS-MPC83 Main v5.5.0.bin main.bin

Uploading ROS-MPC83 Main v5.5.bin to /main.bin

ROS-MPC83_Main v5.5.0.bin 100% 2139KB 48.6KB/s 00:44
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4.5 YnpasneHue xypHanamu

sftp>

3. Ecnu dain Bbirpy3sunca, nepesanycrtuTe yCTPOMCTBO. [InA nonyyeHun
LONONHUTENBHOM MHOPMaLmK cM. "lMepesanyck ycTpoictea (CTpaHuua
105)".

4.5 YnpaBneHue xypHanamu

®annbl )xypHanoB daTtanbHbix cboeB (crashlog. txt) U CUCTEMHBIX XXypPHanoB
(syslog.txt) cogepxaT UCTOPUUECKYH MHDOPMALMIO O COBbITUAX, KOTOpble
npousoLwnu Bo BpeMs paboTbl yCTPOMCTBA.

XypHan cdatanbHbix c60eB COAEPXKUT OTNAAOUHYH MHPOPMALMIO, CBA3AHHYHO C
npobnemamu, KOTOopble MOTYT NPUBOAMUTL K He3annaHWPOBAHHbBIM Mepe3anyckam
YyCTPOWCTBA UM BNUATL Ha ero paboty. Pazmep daina 0 6anT ykasbiBaeT Ha TO, UTo
NofobHbIX HeNpeaBUAEHHbIX COBbITUI HE MPOUCXOAMNO.

CUCTEMHbBIN XKYPHaN COAEPXKMUT 3aNUCb BaXKHbIX CODbITUM, BKNOUAA 3anNyCKH,
M3MEHeHHUA KOHUrypaunn, 06HOBNEHUSA MUKPONPOrpaMMHOro obecneueHus
¥ NOBTOPHbIe MHULUManNU3aLmm 6a3 4aHHbIX B CBA3M C fobaBNeHUAMM
PYHKLMOHaNbHbIX BO3MOXHOCTENW. CUCTEMHBIN XXypHan byaeT HakannamMBaTbCA
MHMOpPMaLMA [O ero NepenoniHeHKs, MOKa OH He byaeT cogepaTb
npubnusutenbHo 2 merabaiTa gaHHbIX.

4.5.1 MpocmoTp NoKanbHbIX U CUCTEMHbBIX XXYpPHanos

NokanbHble KypHanbl haTanbHbIX COOEB U CUCTEMHbIE XKYPHasbl MOXHO
3arpy3uTb C yCTPOMCTBA U MPOCMOTPETb B TEKCTOBOM pefakTope. [1na nonyueHus
LOMONHUTENbHON MHPOPMaLMK O 3arpy3ke harnos XKypHanoB CM. "Bbirpyskal
3arpyska gamnos (CtpaHuua 56)".

UTobbl NPOCMOTPETL CUCTEMHDIN XypHan uepes Beb-uHTepdeic, nepenamTe B
Diagnostics » View System Log. MNoaButca chopma syslog.txt.

4.5.2 OuuncTKa NoKanbHbIX U CUCTEMHbIX XXypHaJioB

RUGGEDCOM ROS Bepcusa5.5

UT0bbl OUMCTUTD KaK NOKaNbHble MPOTOKONbI haTanbHbIX COObITUM, TaK U CUCTEMHbIE
XXypHanbl, BOMAWUTe B KOMaHAHY obonouky CLI u BBeguTe:

clearlogs

UT0bbl OUMCTUTD TONBKO NOKaNbHbIK CUCTEMHbIN XXypHan, BonauTte B Beb-
WHTepdelc 1 caenanTe cnegyoLlee:

1. NepenpuTte B Diagnostics » Clear System Log. NossuTca popma Clear System
Log.

2. Haxmwute Confirm.
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4.5.3 KoHhnrypupoBaHue 10KaIbHOro CUCTEMHOIO XXypHana

4.5.3 KoHdurypupoBaHue NOKanNbHOro CUCTEMHOIO XXypHana

UToObl CKOHDUTYPUPOBATbL YPOBEHb CEPbE3HOCTH NS NOKANbHOMO CUCTEMHOTO
)KypHana, caenaiTe crneaytoLlee:

MpumeuaHune

[nA MakCMManbHOM HafleXXHOCTU UCMONb3yNTe ANCTAHLMOHHbIN BXOL B CUCTEMY.
[ns nonyuyeHua 4ONONHUTENBHOM MHOPMaLMK CM. "YpaBneHue yaaneHHoM
pernctpaumen (CtpaHuua 62)".

1. Nepenpute B Administration » Configure Syslog » Configure Local Syslog.
Mossutca popma Local Syslog.

2. HeobxoaMmo CKOHMUIyprUpoOBaTb CneayroLmMe napamMeTpsbl:

MapameTp OnucaHue

Local Syslog Level KpaTkuii 0630p: [ EMERGENCY | ALERT | CRITICAL | ERROR |
WARNING | NOTICE | INFORMATIONAL | DEBUGGING ]

3HaueHue no ymonuaHuo: INFORMATIONAL

Cepbe3HOCTb COObLLEHHMSA, KOTOPOE BbiNo Co34aHo.

Hy>XHO OTMETUTb, UTO BbIBPAHHbIN YPOBEHb CEPbE3HOCTU
paccMaTpuBaeTCA Kak MUHWMaNbHbIM YPOBEHb CEPbE3HOCTH
LnA faHHOW cucTembl. Hanpumep, ecnu BbibpaH ypoBeHb
ERROR (OwubKa), To cMcTeMa nocbinaeT Bce coobLeHus
CUCTEMHOrO XYypHana, Co3faHHble C YPOBHEM CEPbE3HOCTU
ERROR (Owwubka), CRITICAL (KpuTtuueckuit), ALERT (Tpesora) u
EMERGENCY (ABapwus).

3. Haxwmwute Apply.

454 YnpaBneHue yaaneHHoOMW perucrpaumnen

[loNONHUTENbHO K NOKaNbHOMY CUCTEMHOMY >KYpPHany, KOTOpbIX BeAeTCA Ha
YCTPOMCTBE, MOXXHO CKOH(OUTYPUPOBATb YAANEHHbIM CUCTEMHbIM XKYPHan, a TakxXe
cobpatb BaxkHble coobuieHunna o cobbiTuax. Syslog-knueHT npeacTtaBnaet coboin
pe3naEeHTHYIO MPOrpamMMy Ha YCTPOMCTBE M noafepkmBaeT Ao 5 cboplumkos (Mnu
Syslog-cepBepoB).

MNpoToKON yAaneHHOro CMCTEMHOTIO XXypHana npeacraBnaeTt cobon TpaHCNOopPT Ha
ocHose UDP/IP, no3BONAOLLMI yCTPOMCTBY NOCbINATh No IP-ceTAM coobuieHuns ¢
yBeAOMNEHUAMM O CObbITUAX ANnA cOOPLUMKOB COODLLLEHNI O COBBbITUAX, KOTOPbIE
TaK)Ke Ha3blBatOTCA Syslog-cepBepamu (cepBepamMu CUCTEMHbIX KYpPHanoB). aHHbIN
NPOTOKON NpeAHa3HaueH AnA NpoCToro TpaHCNopTa 3TUX COobLLEeHUIM O COBbITUAX
OT reHepupyroLLEero yCTPOMCTBa K cobupatoLemy.

4.5.4.1 dopma CMCTEMHOro XypHana

RUGGEDCOM ROS nopaepkvBaeT hopMaTbl CUCTEMHbIX XXypHanoB RFC 3164 n RFC
5424, ncnonb3lyeMble AnA nepefaun yBeAoOMIEHUN O CODbITUAX.
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4.5.4 YnpaBneHue yaaneHHoOMH perncrpaymnen

Mockonbky RFC 3164 6bin 3amewteH RFC 5424, s31oT pa3gen noceAweH popmaTty RFC
5424,

Kaxkgoe coobuieHne yganeHHOro CUCTEMHOIO XypHana, coBmectumoe ¢ RFC 5424,
pa3feneHo Ha TpM vacTu cneayowunmM obpasom:

e 3arofioBoOK
e  CTpYyKTYpPUPOBAHHbIV 3NEMEHT

e CoobuieHune

3aronoBoOK

3aronoBokK co0bLeHUs BKOUAET criedytoLue nons:

PRI'| BEPCHMA | SP | TS [ SP | HN | SP | AN | SP [PID | SP |MID

PucyHok 4.1 MonAa 3aronoBKOB coobLeHnA
O6nactb OnucaHue
PRI 3HaueHwue npuopuTeTa (PRIVAL) npencraBnsiet cobol Kak
"KaTeroputo", Tak 1 "cepbesHoctb". PRIVAL = (Kateropusa * 8) +
Cepbe3HOCTb.
BEPCHA Bepcus npoTokona cMcteMHoro »ypHana RFC 5424 (Hanpumep,
"),
SP 370 none ucnonb3lyerca AnA npefcrasineHua npocrpaHcrea ASCIL.
TS MeTka BpemeHu B popmate YYYY-MM-DDTHH-MM-SSuZ. Mpumep:

"2020-10-06T20:14:47.476406-5:00" o3HauaeT 6 okTAbpA 2020
roga B 20:14:47, 476406 MUKPOCEKYH[ Ha CNeAyHoLLYHO CEKYHAY.
MeTKka BpeMeHU yKa3biBaeT, uTo MecTHoe Bpems -5 uacos ot UTC.

HN Mmsa xocTa. OHO yCTaHaBNMBaeTCA Af1A CTaTUUECKOro UMK
OWHaMuueckoro IP-agpeca ycTpoicTBa (B 3aBUCMMOCTH OT THMa IP-
afpeca, BbibpaHHOro Nonb3oBaTeNEM BO BpeMs KOH(UIypaLmu
nHTepdeica). Ecnm ycTpoicTBy He HazHaueH AMHAMUUECKU I
appec, ans obo3HaueHua nons ucnonbsyetca NILVALUE (t.e. "-").

AN APP-NAME. [Ina aToro nons Mcnonb3yeTca TMN LWaccu YCTPOMCTBa.
Hanpumep, "RSG910C".

PID NpoeHTndmkaTop npouecca

MID NoeHTUdUKaTop coobLueHus

CTPYKTYpPUpPOBaHHbIW 3N1I€EMEHT

CTPYKTYpUPOBaAHHbIM 3N1E€MEHT COCTOUT U3 UMEHMW M Nap NapaMeTpa-3HaueHun B
dopmarte "["SD-ID SP SD-PARAM) "]". Umsi 0603HauaeTca SD-ID. Mapbl napameTpa-
3HaueHuns obo3sHauatoTca "SD-PARAM".

B RUGGEDCOM ROS nHopmMaumna o KauecTBe BpeMeHU OTNpaBnsaeTcs ¢
ncnonb3oBaHueM SD-ID "timeQuality" 1 2 nap napameTpa-3HaueHus:
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4.5.4 YnpasneHue yaaneHHoM pernctpaymnen

CoobuieHue

Mpumepbl

4.5.4.2

64

* tzKnown: YKa3biBaeT, 3HaeT i OTNpaBuTeNb CBOM 4acoOBOM NOAC. NOCOKNbKY
RUGGEDCOM ROS coBmecTMM € yacoBbiM nosicoMm, tzKnown Bcerga nmeer
3HaueHue "1".

* isSynced: Yka3biBaeT, CUHXPOHU3MPOBAH N OTNPABUTENb C HAAEXHbIM
BHELIHWM MCTOUHUKOM BpeMeHU. 3HaueHure "1" yKka3biBaeT, uto B KauecTBe
MCTOUHWMKA BPEMEHM BblbpaHbl BELLHWE BeyLLMe Yacbl U 4OCTUTHYTA
CUHXPOHM3aUMA MeXIy BeayLMM U BeAOMbIM yCTPOMCTBaMU. 3HaueHue "0"
YKa3bIBaEeT, UTO NIOKanbHble Uacbl BbIOpaHbl B KAUECTBE UCTOUHWKA BPEMEHMU.

CoobueHne coaepxuTt coobuyeHne B cBobogHoM hopMe € MHDOPMaLKel o
cobbITUM.

Cnepytolee coobLeHre yKa3biBaeT Ha TO, UTO UCTOUHWK BPEMEHMU
CKOH(UTypHUpPOBaH Ha NOKanbHble Yachl:

<190>1 2020-10-08T23:48:57.582209-5:00 192.168.2.102 RSG2488 - - [timeQuality
tzKnown="1" isSynced="0"] RemoteSyslog update collector 192.168.2.101

Cnepnytollee coobLieHWe YKa3bIBAEeT, UTO UCTOUHWUK BPEMEHU CKOH(UIYPUPOBAH Ha
BHELLHMWE Yachbl:

<190>1 2020-10-08T23:40:31.534206-5:00 192.168.2.102 RSG2488R - - [timeQuality
tzKnown="1" isSynced="1"] RemoteSyslog update collector 192.168.2.101

[nAa nonyueHnsa JONONHUTENbHOM MH(OPMALMKU O KOHPUTYPUpPOBaHMK hopMaTa
CUCTeMHOrO XypHana cM. "[lobaBneHune yaaneHHoro Syslog-cepeepa (CtpaHuua
65)".

KoHdhurypuposaHue yaaneHHoro Syslog-knueHra

UT0bbl CKOHMUTypHpOBaThb yaaneHHbIM Syslog-KnueHT, caenaiTe cnegyroLlee:

1. Mepenpute B Administration » Configure Syslog » Configure Remote Syslog
Client. MosiBuTtCca dhopma Remote Syslog Client.

2. HeobxoaMmo CKOHMUIyprUpoBaTh CneayroLmMe napamMeTpsbl:

MNapametp OnucaHue

UDP Port KpaTkuit 0630p: Lienoe uncno ot 1025 no 65535 unu [ 514 ]
3HaueHue no ymonuaHuto: 514

NokanbHbiM UDP-nopT, uepes KOTOPbIM KNWEHT nocbinaet
HHopMaLumto cepaepy (cepBepam).

3. Haxwmwute Apply.
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4.5.4 YnpaBneHue yaaneHHoOMH perncrpaymnen

4543 MpocmoTp cnucka ypaneHHbix Syslog-cepsepos

UTobbl MPOCMOTPETb CMMCOK M3BECTHbIX yAaNneHHbIX CEPBEPOB CUCTEMHbIX
XypHanos, nepenaute B Administration » Configure Syslog » Configure Remote
Syslog Server. MNosasutcA Tabnuua Remote Syslog Server.

Ecnu ynaneHHble Syslog-cepBepbl He Bbln CKOHUTYpUPOBaHbI, obaBbTe
cepBepbl B COOTBETCTBUM C HEOHXOAMMOCTbHO. [INsi NoNyuyeHUA 4ONONHUTENbHOM
nHdopmMaumnm cm. "NobasnerHue yaaneHHoro Syslog-cepsepa (CtpaHuua 65)".

4.5.4.4 HobasneHune ynaneHHoro Syslog-cepsepa

RUGGEDCOM ROS nopnepxuBaet ao 5 yaaneHHbix Syslog-cepsepos (unu
cbopLMKoB). AHANIOFMUHO NOKANTbHOMY CUCTEMHOMY XYPHany yaaneHHblv
Syslog-cepBep MOXXHO CKOH(UIYpUPOBaTb Ha PerncTpaumo MHopMaLnmn Npu
KOHKPETHOM YypOBHE Cepbe3HOCTU. B XKypHan 3anucbiBarOTCA TONbKO cOobLLeHuA
C YPOBHEM CEPbEe3HOCTHU, KOTOPbIM paBeH CKOH(PUIYPUPOBAHHOMY YPOBHHO
Cepbe3HOCTU UMK NpeBbILIAET ero.

UTtobbl fOBaBKUTL yaaneHHbIN Syslog-cepBep B CMMCOK U3BECTHbIX CEPBEPOB,
caenanTe cnegyroulee:

1. Nepenpute B Administration » Configure Syslog » Configure Remote Syslog
Server. MNosButca Tabnmua Remote Syslog Server.

2. Haxwmwurte InsertRecord. MosButca popma Remote Syslog Server.

3. HeobxoaMMo CKOHMUIypUpOBaTh CneayroLmMe napamMeTpsbl:

MNapametp OnucaHue

IP Address KpaTkuit 0630p: Any valid IP address

IP-appec syslog-cepepa.

UDP Port KpaTkuit 0630p: Lienoe uncno ot 1025 no 65535 unu [ 514 ]
3HaueHue no ymonuaHuto: 514

Homep UDP-nopTta, Ha KOTOPOM NMPOU3BOAMUT NPOC/yLLUMBaHWE
yhaneHHbl cepsep.

Facility KpaTkuii 0630p: [ USER | LOCALO | LOCAL1 | LOCAL2 | LOCAL3 |
LOCAL4 | LOCALS5 | LOCAL6 | LOCAL7 ]

3HaueHue no ymonuaHuio: LOCAL7

KOMMOHEeHT NpuUnoXeHnsa Mnu onepatMoHHON CUCTEMDI,
KOTOpbI hopmupyeT coobuieHune xypHana. RUGGEDCOM

ROS conoctaBnfeT BCtO MHPOPMALIMIO CUCTEMHbIX KYPHaNOB C
OfJHOM KaTeropuen, HacTpanBaeMow Nosnb3oBaTenem.

Severity KpaTkuii 0630p: [ EMERGENCY | ALERT | CRITICAL | ERROR |
WARNING | NOTICE | INFORMATIONAL | DEBUGGING ]

3HaueHue no ymonuaHuto: DEBUGGING

Cepbe3HOCTb cO0DbLLeHMsA, KoTopoe bbino co3gaHo. CnepyeTt
OTMETWTb, UTO BbIDpPaHHbIN NONb30BaTeNieM YPOBEHb
CepbesHOCTH NPUHMMAETCA B KauecTBe MUHUMANbHOrO
YPOBHSA CEPbE3HOCTH ANs JaHHOM cucTeMbl. Hanpumep, ecnu
BblbpaH ypoBeHb ERROR (Owwnbka), To cucTeMa nockbinaeT Bce
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YnpasneHue ycTpoHCTBOM

4.6 YnpasneHue Ethernet-noptramu

Napametp OnucaHue

COODLLEHWA CUCTEMHOTO XKypHana, Co34aHHble C YPOBHEM
cepbesHocT ERROR (Owubka), CRITICAL (KpuTuueckui),
ALERT (TpeBora) u EMERGENCY (ABapwus).

Format KpaTtkuit 0630p: [ RFC3164 | RFC5424 ]
3HaueHue no ymonuaHuo: RFC3164

dopmaT coobLLeHMIH CUCTEMHOTO XXypHana, KoTopble
OTNPaBNATCA Ha YAaneHHbI syslog-cepsep.

4. Haxwmute Apply.

4545 YnaneHue ypaneHHoro Syslog-cepsepa

UTtobbl yaanuTb yaaneHHbln Syslog-cepBep M3 CMUCKa M3BECTHbIX CEPBEPOB,
coenavTte cnepyrollee:

1. Mepenpute B Administration » Configure Syslog » Configure Remote Syslog
Server. NosButcA Tabnuua Remote Syslog Server.

2. Bbibepute cepsep 13 Tabnuubl. MNossutca popma Remote Syslog Server.

3. Haxwmute Delete.

4.6 YnpaBneHnue Ethernet-noptamm

B naHHOM pa3pene paccmaTpuBaetcs ynpasneHue Ethernet-noptamu.

NMpumeuvaHue
NHdopmMaLmto 0 KOHUTYPUPOBAHWKN AUCTAHLUMOHHOIO MOHUTOPUHIa AnAa Ethernet-
NMOPTOB CM. B "YnpaBneHue AUCTaHLUMOHHbIM MOHUTOPHUHIOM (CTpaHuua 94)".

4.6.1 3awmTta KoHTponnepa c nomouwbho Link Fault Indication (LFI — nHagukaums
OTKa3a KaHana CBf3HM)

CoBpeMeHHble NPOMbILLMEHHbIE KOHTPONEPbl YUacTo HbbiBatOT 06OpPYAOBaHbI
pe3epBHbiMU Ethernet-noptamu, KOTOpble MCMONb3YHOTCA B Cllyyae OTKasa

KaHana cBA3u. Ecnu B 3TUX MHTepderncax ncnonb3lyetcsa cpefa nepefayum AaHHbIX
(HanpvmMep, ONTOBONIOKOHHAA), KOTOPasi UMeeT pa3felibHble TPaKTbl ANnA nepegauu
¥ NpUemMa, To TaKOM MHTepenc MOXeT DbITb YSI3BUMbIM B Cllyuae BO3HUKHOBEHUSA
pM3nUECKUX NOBPEXAEHUIN TONBKO B OAHOM W3 BYX TPAKTOB.

PaccMoTpuM npuMep ¢ AByMA KOMMyTaTopamMu (A v B), MOAKNOUEHHBIMU K
KOHTponnepy. KommyTtatop A NOAKMOUEH K OCHOBHOMY MOPTY KOHTponnepa, a
KOMMYTaTOp B NOAKNtOUEH K pe3epBHOMY NOPTY, KOTOPbIA KOHTpOnnep yaepxuBaeT
B HEaKTUBHOM COCTOAHWM, NOKa aKTUBEH KoMMyTaTop A. KomMyTaTop B fonxkeH
nepecbinatb Kagpbl B HanpaBieHWW KOHTposiepa uepes KoMmyTtatop A.
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YnpaneHue ycTpoHCTBOM

4.6.1 3awmTa KoHTponnepa ¢ nomouybto Link Fault Indication (LFI — uHAMKALUMA OTKA3a KaHaAa

RUGGEDCOM ROS Bepcusa5.5

cBA3M)

KommyTtaTtop A
KommyTaTop B

OCHOBHOM TpaKT nepefauu
Pe3epBHbIV TpaKT nepegaun
KoHTponnep

@OOOO

PucyHok 4.2 Mpumep

Ecnun nponcxopunt cbov TpakTa nepefaum OT KOHTPONNEpP K KOMMyTaTopy A,
KOMMyTaTOp A NpoAONXKaeT reHepMpoBaTb CUrHAN KaHana CBA3WU C KOHTPONepoM
uepes TpakT npuema. KoHTponnep npogonkaeTt BUAETb KaHan CBA3M C
KOMMYTaTOPOM A ¥ He MepeKNUaeTca Ha pe3epBHbIV NOPT.

Ha pucyHke nokasaHa HeobxoauMMoCTb B MeTOAe YBeAOMITEHUA NapTHepa no
COEIMHEHMIO O NpPONaJaHMK CUrHana, NOATBEPXKAAOLLEro LenoCTHOCTb KaHana.
Takol meToa cnocob MCXOAHO CyLLecTBYyeT B OAHMX CpeAax nepefauun AaHHbIX, HO
OTCYTCTBYET B APYrHX.

100Base-TX, 1000Base-T, BcTpoeHHas pyHKLMA aBTOMaTUUECKOro cornacosaHusa (8
1000Base-X nepefaBaeMOM CUIrHane aBTOMaTUMUeCKOro cornacoBaHuA
yCTaHaBnMBaeTCs cneunanbHbli onar Remote Fault Indication
(YpaneHHaa MHOWKaUMA OTKa3a)).

Kananbil cBs3n 100Base-FX MHAMKauKMA oTKasa Ha ganbHeM KoHue Far-End-Fault-

Indication (FEFI) npencraBnset coboi CTaHaapTHYH (OYHKLMIO,
onpepensaemyto ctaHgaptom IEEE 802.3 onAa kaHanoBs CBA3UW 3TOro
TMNa. 3Ta yHKUMA BKNtOUaeT B ceba cneaytolee:

* [lepepaua FEFI

I'Iepe,qaua MO,D,VICbMLlMpOBaHHOI'O CUrHana uenoCTHOCTU MUHKUU
CBA3U B Cliydae OGHapy)KeHMFI OTKa3a KaHasa cBs3u (T. e. B
TOM Cnyuyae, Korga CMrHan Hanmuma CBA3U He NpUHUMaeTCAa OoT
napTHepa no COEAUHEHUID).

* [etektupoBaHue FEFI

MHOMKauna noTepu CBA3M B TOM cinyyae, Korga curHan FEFI
NPUHWMAETCA OT MapTHepa NO COEAUHEHMIO.

Kananbi cBsa3u 10Base-FL OtcyTCTBYET CTaHA4apTHaA NoaAepXxKa.

KaHanbl cBA3n 10Base-FL He nMetoT cOBCTBEHHOrO MexaH13Ma ONoBeLLeHMA
napTHepa no coeanHeHuto. Kpome toro, nogaepkka FEFI B kaHanax cBa3n 100Base-
FX aBnaetcA HeobaA3saTenbHOM cornacHo ctaHaapTy IEEE 802.3, a 310 03HauaeT, uto
HeKoTopble MapTHepPbl MO COeAUHEHUIO MOTYT He obecneunBaTb TaKOW NOAAEPXKKMU.

Siemens npeanaraeT paclUMpPeHHY PYHKLMIO MHAMKALWM OTKa3a KaHana
cBA3m (LFI) ana kaHanoB CBA3W, KOTOPble He UMErT CODCTBEHHOrO MexaHU3Ma
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4.6.2 [TpocmoTp cocTosAHmA Ethernet-nopTtoB

OonoBeLlleHWs NnapTHepa No coeanHeHuto. Ecnn dyHkumA LFI BKnroueHa, To curHan
LeNnoCTHOCTU NIMHWK CBA3WU reHepupyeTca YCTPOMCTBOM Ha OCHOBaHMWU NpuemMa
curHana ceAasu. Ecnn kommytatopy A B npyBefeHHOM paHee npuMepe He yaaeTcA
NMPUHATb CUTHAN HaNMUKUA CBA3M OT KOHTPONIepa, TO OH NPeKpaTUT reHepupoBaTb
curHan ceasu. KoHTponnep obHapy» 1T 0TKa3 KaHana CBA3M U NePeKNYnTCA Ha
pe3epBHbIM NOPT.

A 3AMETKA
OnacHOCTb ANa KOH(MUrypaLumum — pUCK HapyLueHUs obMeHa AaHHbIMU

Ecnu oba napTHepa no cBs3M NOAAEPKMBAOT hyHKUHMIO LFI, TO OHa He gomxHa
ObITb BKNtOUEHA Ha 0benx CTOpOHaxX KaHana cBA3u. Ecnu 3ta hyHKUMS BKItOUEHa
Ha 0beunx CTopoHax, To CBA3b HMKOTAA He ByaeT ycTaHOBMEHa, MOCKOMbKY Kaxzaan
CTOpOHa byaeT »aaTb Nepefaun CMrHana CBA3W OT NapTHepa Mo COEAUHEHMIO.

KOMMyTaTOp TaKXXe MO>XHO HAaCTPOUTb TaKNUM o6pa30M, uTOObI OH yAanAan 3anmcum
ONnA NOPTa KOHTpOJU1epa U3 Ta6J'IMLl,bI MAC-a)J,peCOB. Kap,pbl, npegHasHaueHHble

ANA KoHTponnepa, byayT nepefaBaTbCa Ha KOMMyTaTop B, oTKyaa oHu byayT
nepecblyiatbCA Ha KOHTpoOnnep (I'IOCJ'Ie TOro KakK KOHTponnep nepenacr CBOM I'IepBbIVI
Kaap).

4.6.2 MpocmoTp coctosHuA Ethernet-nopToB

UTobbl NpoCMOTpETL TEKYLLee COCToAHME Kaxkaoro Ethernet-nopTa, neperigute B
Ethernet Ports » View Port Status. MoasutcAa Tabnuua Port Status.

B aToM Tabnuue otobparkaetca cnegyrowias MHMOPMaUna:

MNapameTtp OnucaHue

Port KpaTtkuit 0630p: 1 to maximum port number

Homep noprta.

Name KpaTtkuit 0630p: CTpoka AnuHoi 15 cumeona(o.)

OnwncatenbHoe ums, KOTOpO€E MOXeT UCNOoJ1b30BaTbCA ANA
VI,EI,eHTVICbVIKaLlVIVI yCTpOVICTBa, NOAKNKOUEHHOIO K 3TOMY MOPTY.

Link KpaTkuit 0630p: [ ---- | Down | Up ]

CocTofAHuKe cBA3U nopTa.

Speed KpaTtkuit 0630p: [ | TOM | 100M | 1G | 10G ]

TekyLUasn CKOpPOCTb Nepeaaun nopra.

Duplex Kpatkuit 0630p: [ ---- | Half | Full ]

TekyLMIi OyNAEeKCHbIM peXxum nopra.

Media KpaTtkuit 0630p: CTpoka AnuHoi 31 cumBona(os)

MpenocTaBnsieT Nonb30BaTENHO ONMUCAHWE TUMNA YCTAaHOBNEHHOM Ha
NopT Cpeabl Nepefayuun faHHbIX AN MOAYNbHbIX U3nenui. Umeite
B BMAY, UTO ONTOBOJIOKOHHAA Cpeaa nepefayun AaHHbIX MOXeT
6bITb ofHOMOZ0BOM (SM), MHoromogosoi (MM), MmosKeT bbITb
npefHasHaueHa Ans KOPOTKUX PacCcTOAHUMI, BONbLUMX PaCcCTOSHUN
WNK oueHb BonbLUKMX PacCTOAHWM, € pasbemamu Tnna LC, SC, ST,
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4.6.3 BeiBOog AnarHocTukm ans scex Ethernet-noptos

NapameTtp OnucaHue
MTRJ v 1.n. Ana moaynew ¢ TpaHcusepamu SFP/GBIC onucaHue
oTobpaxkaeTca B COOTBETCTBMM CO cneuudurkaumnein SFF-8472, ecnu
TpaHcUBep ycTaHoBMeH B MoAynb. Hanpumep: 10/100/1000TX
RJ45, T00FX SM SC, 10FX MM ST, 1000SX SFP LC'S SL M5.
4.6.3 BbiBOA anarHoctuku ana scex Ethernet-noptos

UTobbl NpOCMOTPEeTh CTAaTUCTUKY Ans Bcex Ethernet-nopTos, nepeviaute B Ethernet
Stats » View Ethernet Statistics. NoasuTca Tabnuua Ethernet Statistics.

B 3ToM Tabnuue otobparkaetcs cnegyowan MHGopMaLms:

NapameTtp

OnucaHue

Port

KpaTkuit 0630p: 1 to maximum port number

Homep nopra.

State

KpaTtkuit 0630p: [ - | Down | Up ]

KOMMyHMKaLl,VIOHHbIl’I CTaTyC nopTa.

InOctets

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuectBo OKTeToB B NPUHATbLIX N HE coepXallnX owmnbok
nakKeTtax (Hal'lpaBJ'IeHHbIe+I'pyI'II'IOBbIe+LIJVIpOKOBeLLLaTEJ'IbeIe) n
0T6pOLIJeHHbIX nakeTtax.

OutOctets

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuectBo OKTeTOB B ycnewHo nepenaHHbIX NakeTax.

InPkts

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuectBo NpUHATLIX YCMeLHo nepeaaHHbIX MaKeToB
(HanpaBneHHble + rpynmnoBble + LWMPOKOBELLATENbHbIE) U
OTOPOLLEHHbIX MAKETOB.

OutPkts

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

Konunuectso yCnewHOo nepefaHHbIX NaKeToB.

ErrorPkts

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonuuectBo 1 TMN OLLIMOOUHBIX MaKeTOB.

4.6.4 BbiBO4 AMArHOCTUKU ANA KOHKpeTHbiX Ethernet-nopToB

UTobbl NpOoCMOTpPETb CTaTUCTUKY ANA KOHKPeTHbIX Ethernet-nopToB., neperauTe B
Ethernet Stats » View Ethernet Port Statistics. Nosasutca Tabnuua Ethernet Port

Statistics.

B s3ToM Tabnuue otobparkaetca cneayrowias MHOOPMaUna:

Napametp

OnucaHue

Port

KpaTkuit 0630p: 1 to maximum port number

Homep noprta.
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4.6.4 BbiBO4 AMArHOCTMKM A/11 KOHKPETHbIX Ethernet-nopTos

70

NapameTtp

OnucaHue

InOctets

KpaTkuit 0630p: Lienoe uncno ot 0 o 18446744073709551615

KonnuectBo OKTeTOB B NMPUHATbBIX N HE coAepKallnx oLKnboK
nakKeTtax (HarlpaBJ'IEHHbIe+rpyﬂﬂOBbIe+LUVIpOKOBELLI,aTeﬂbeIe) n
OT6pOUJeHHbIX nakeTtax.

OutOctets

KpaTkuit 0630p: Lienoe uncno ot 0 o 18446744073709551615

KonnuectBo OKTeTOB B ycnewHo nepefaHHbIX NakeTax.

InPkts

KpaTkuit 0630p: Lienoe uncno ot 0 o 18446744073709551615

Konunuectso MPUHATbIX yCNEeLwWHO nepefaHHbIX NaKeToB
(Hal'lpaBJ'IEHHbIe + rpynnosble + LIJVIpOKOBeLLLaTEJ'IbeIe) n
OT6pOLIJeHHbIX NnakKeToB.

OutPkts

KpaTkuit 0630p: Lienoe uncno ot 0 o 18446744073709551615

Konunuectso yCcnewHo nepenaHHbIX NakKeToB.

TotalInOctets

KpaTkuit 0630p: Lienoe uncno ot 0 o 18446744073709551615

CyMMapHOe KOfIMUYECTBO OKTETOB BO BCEX MPUHATLIX NaKeTax.
BkntouaeT B cebsa oKTeTbl, OTOpOLLEHHbIe U3-3a OWKBOK, a TaKxKe
OKTETbI B COCTaBEe TeX NaKeToB, KOTOPble BbliM NPUHATHI HO

He BbInK NepefaHbl B MaTPULLy KOMMYTaLUMKU AN AanbHerLwen
06paboTKK. ITO UMCNO JOMKHO OTPaXKaTb BCE OKTETbI AHHbIX,
MPUHATbIE MO KaHany CBA3MN.

TotalInPkts

KpaTtkuit 0630p: Lienoe uncno ot 0 o 18446744073709551615

KonuuecTBo NonyueHHbIX NakeToB. BkitouaeT B cebs nakeThl,
oTOpoLLEHHbIE U3-3a OLWIMBOK, a TaK»Ke NaKeTbl, KoTopble Hbinu
MPUHSATbI, HO He BbiNK NepeaaHbl B MaTPULY KOMMYTaUUK Ans
JanbHelwwen 0bpaboTKK. ITO UMCNO AOMKHO OTpaXKaTb BCe
MakeTbl, NPUHATbIE MO KaHany CBA3M.

InBroadcasts

KpaTkuit 0630p: Lienoe uncno ot 0 o 18446744073709551615

Konunuectso NMPUHATbLIX LUMPOKOBELATEe/IbHbIX MAaKeTOB.

InMulticasts

KpaTkuit 0630p: Lienoe uncno ot 0 o 18446744073709551615

KonunuecTtBo MPUHATbIX TPYyNMNOBbIX MaKeTOB.

CRCAlignErrors

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuectBo NpUHATLIX MaKeTOB, KOTOPbIE YAOBNETBOPSAIOT
CneayroLLMM YCNOBUSM:

e [InvHa JaHHbIX NaKeTa JaHHbIX HAXOAMTCA B UHTepBane oT 64
00 1536 OKTeTOB BKAKOUMUTENLHO.

e Lnknuueckunit n3bbiTouHbli kog (CRC) HenpaBUIbHbIN, TO €CTb
He COOTBETCTBYET COAEPXKMMOMY NaKeTa.

e CobbITHe KONNM3KK He Bbino 0bHapyKeHo.

* CobbiThe no3fgHen KONNM3nKn He Bbino obHapyKeHo.

OversizePkts

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuectBo NpUHATLIX MaKeTOB, KOTOPblE UMEIOT ANNHY AaHHbIX
6onblwe 1536 okTeToB M NpaBunbHbIA CRC.

Fragments

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuectBo NpUHATLIX NaKeTOB, KOTOPbIE YAOBNETBOPSIOT
cnefyroLMM YCITOBUSIM:
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4.6.4 BoiBO4 AMArHOCTHUKM A4N11 KOHKPETHbIX Ethernet-nopTtoB

NapameTtp

OnucaHue

e [InvHa AaHHbIX NaKeTa MeHblle 64 OKTETOB WNKW NakeTa be3
SFD v MeHbLUe 64 OKTETOB.

*  CobbiThe KonnM3nm He Bbino obHapyxeHo.
*  CobbiTMe no3gHen KonrM3sum He Bbiio obHapyKeHo.

e Lnknuueckunit n3bbiTouHbli kog (CRC) HenpaBUIbHbIN, TO €CTb
He COOTBETCTBYET COAEPXKMMOMY NaKeTa.

Jabbers

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuectBo NakeToB, KOTOPbIE YAOBNETBOPSIOT CNEAYHOLLUM
YCNOBUAM.

e [InvHa AaHHbIX NaKkeTa JaHHbIX bonblue 1536 oOKTeToB.

e Uuknuueckuit nsbbitouHblit kog (CRC) HempaBUNbHbIN, TO CTb
He COOTBETCTBYET COAEP>KUMOMY MNaKeTa.

Collisions

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuectBo NpUHATLIX NAaKeTOB, [4N1A KOTOPbIX bbina obHapyxeHa
KONU3us.

LateCollisions

KpaTtkuit 0630p: Lienoe uncno ot 0 fo 4294967295

KonnuectBo NpUHATLIX NAaKeTOB, 1A KOTOPbIX bbina obHapyxeHa
MO34HAS KOMIU3MS.

Pkto640Octets

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

Konunuectso NPUHATbLIX U NepenaHHbIX NakKeToB C pa3MepoM 64
OKTeTa. Bkntouaet B cebs NPUHATbIE N NepeaaHHble NMaKeTbl, a
TaKXe OT6pOLIJEHHbI€‘ NnakKeTbl U NNOKalibHble MPUHATbIE NaKeTbl. He
BKIItOUAEeT B cebs1 OTKNOHEHHbIe nonyyeHHble NakeTbl.

Pkto65tol270ctets

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonunuectBo NpUHATLIX U NepefaHHbIX MakeToB C pa3MepoM OT
65 o 127 okteToB. BkntouaeT B cebA NpuHATbIE M NepefaHHble
nakeTbl, @ TakXe oTOpOLUEeHHble NaKeTbl U NOKanbHble MPUHATbIE
nakeTtbl. He BKntouaeT B ceba OTKNOHEHHbIe NoMyYeHHble NaKeTbl.

Pkt128to2550ctets

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

Konnuectso NpUHATLIX U MepeAaHHbIX NakeTos C pa3MepoM oT
128 po 257 okTeTOB. BKNtouaeT B cebs NpuHATbIE U NepedaHHble
nakKeTbl, a TakXKe OTOPOLLEHHbIe NaKeTbl U JIOKanbHble NPUHATbIE
nakeTbl. He BKNtouaeT B ceba OTKNOHEHHble MOMyYeHHble NaKeTbl.

Pkt256t05110ctets

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuecTBo NpUHATLIX U NepeaaHHbIX NaKeToB C pa3MepoM OT
256 no 511 okrteToB. BkntouaeT B cebsa NpuHATLIE M NepeaaHHble
nakKeTbl, a TaKXXe oTOpOLUEHHbIe NaKeTbl U NOKanbHble NPUHATbIE
naketbl. He BKntouaeT B ceba OTKNIOHEHHbIE NONyUeHHble NaKeThl.

Pkt512t010230ctets

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuecTBo NpUHATLIX U NepeaaHHbIX NAaKeToB C pa3MepoM oT
512 pno 1023 okTeTOB. BKntouaeT B cebs NpuUHATbIE U NepefaHHble
naKeTbl, a TaKXXe OTOpOLUEHHbIe NaKeTbl U NOKanbHbIE NPUHATbIE
naketbl. He BKNtouaeT B ceba OTKIOHEHHbIE NONyUeHHble NaKeThI.
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YnpasneHue ycTpoHCTBOM

4.6.5 OUMCTKQ CTATUCTUKHK AN KOHKPETHbIX Ethernet-noptos

NapameTtp OnucaHue

Pkt1024tol5360ctets KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonuuectBo NPUHATBLIX U NepefaHHbIX NaKeToB C pa3MepomMm

ot 1024 no 1536 okTeToB. BkntouaeT B cebs npuHATbHIE U
nepeaaHHbIe NaKeTbl, @ TaKXXe OTOpOLIEeHHbIe NaKeTbl U
noKanbHble NPUHATbIE NaKeTbl. He BKNtouaeT B cebA OTKIOHEHHble
NnoJly4eHHble NakeTbl.

DropEvents KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuecTBo NpMHATbIX NaKeTOB, KOTOpble bblnn 0TOpOLLEHbI 13-3a
HexBaTKK bydepos npuema.

OutMulticasts KpaTkuit 0630p: Lienoe uncno ot 0 o 18446744073709551615

Konunuectso nepenaHHbIX rpynnoBbIX MaKeToB. He Bkntouaet B
cebn LWMpoKoBeLlaTelbHble NaKeTbl.

OutBroadcasts KpaTkuit 0630p: Lienoe uncno ot 0 o 18446744073709551615

Konunuectso nepenaHHbIX WWMPOKOBeLLATeTbHbIX MNaKeTOB.

UndersizePkts KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuectBo NpUHATLIX NaKeTOB, KOTOPbIE YA0BNETBOPSIOT
CnefyroLMM YCITOBUSIM.

o [InvHa AaHHbIX NaKeTa faHHbIX MeHblUEe 64 OKTETOB.
*  CobbiThe KonM3nm He Bbino obHapyxeHo.
e CobbITMe No3gHeN Konn3nm He Bblio 0OHapYKeHo.

e [lakeT UMeeT NPaBUNbHbIN LUKINUECKUI U3ObITOUHBIN KOZ
(CRQ).

4.6.5 OuuCTKa CTaTUCTUKU ANA KOHKpeTHbiX Ethernet-nopTtos

UTOObl OUMCTUTL CTaTUCTUKY, CODPAHHYIO ANA OAHOIO UKW HeckonbKkux Ethernet-
nopToB, CAenaiTe cneaytoulee:

1. Mepenpgute B Ethernet Stats » Clear Ethernet Port Statistics. MosiBUTCS hopma
Clear Ethernet Port Statistics.

2. BbibepuTe oauH Mnu Heckonbko Ethernet-nopTos.

3. Haxwmwute Apply.

4.6.6 KoHdurypupoBaHue Ethernet-nopta
UTtobbl ckoHMrypupoBsaTb Ethernet-nopt, caenawTe cnegytouee:

1. TNepenpute B Ethernet Ports » Configure Port Parameters. MNosauTcA Tabnuua
Port Parameters.

2. Bbibepute Ethernet-nopt. MNosiBuTCA hopma Port Parameters.
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YnpaneHue ycTpoHCTBOM

4.6.6 KoHpunrypmnposaHue Ethernet-nopta

3. HeobxoaMmo CKOHMUIypupoBaTh CneaytoLme napamMeTpbl:

MNapametp

OnucaHue

Port

KpaTtkuit 0630p: 1 to maximum port number
3HaueHue rno ymonuaHuto: 1

Homep nopta.

Name

KpaTkuit 0630p: CTpoka anvHol 15 cumBona(os)
3HaueHue No ymonuaHuo: Port x

OnwucaTenbHOE UMSA, KOTOPOE MOXET UCMOJb30BaTbCA AfS
MAEHTUMKALMM YCTPOWCTBA, MOAKIFOUEHHOrO K 3TOMY NOPTY.

Media

KpaTkuit 0630p: [ 100TX | TOFL | TOOFX | 17000X | 1000T |
802.11g | EoVDSL | 100TX Only | TOFL/100SX | 10GX ]

3HaueHue no ymonuaHuto: 100TX

Tun cpefbl Nepefauu 4na AaHHoro nopra.

State

KpaTkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHuto: Enabled

OTKNtoUeHMe nopTa NPUBELET K HEBO3MOXHOCTU Nepeaayn

W npuema NnobbiX KaApoB vepes 3TOT NOPT. TakKe npu
OTKITHOUEHWUM NOPTa HE NOCINATCA UMMYbCHbIE CUTHANbI
LLeNIoCTHOCTH IMHUM CBA3M, TaK UTO CBETOAWOAHbIN MHAMKATOP
CBA3KW/aKTUBHOCTK HWUKOrAa He byaeT ropetb. OTKNOUEHWe
nopTa MoXeT NoTpeboBaTbCA ANA BbIABNEHUSA U YyCTPaHEHMUA
npobnem, nnbo ana ero 3aLmTbl OT HECAHKLMOHUPOBAHHbIX
COeMHEHUN.

MpumeuaHue

OTkntoueHMe nopTa, AnA KOTOPOro 3aAaH TMN nepefatoLlen
cpenbl 802.11g, OTKNtOUaeT COOTBETCTBYIOLMIA BecnpoBoa-
HOM MoAaynb.

AutoN

KpaTtkuit 0630p: [ Off | On |
3HaueHue no ymonuaHuto: On

BKkntouaeT unu BbIKNOUaeT aBTOMaTUUECKOEe COrnacoBaHue
|IEEE 802.3. BkntoueHne aBTOMATUUECKOro COrfacoBaHumsA
NPUBOAMUT K COrlacoBaHUIO CKOPOCTU Nepeaauu u
[OYMNEKCHOro pexXMma npv obHapy>KeHUW KaHana CBA3M;
06a OKOHEeUHbIX YCTPOMCTBA AOMKHbI BbITb COBMECTUMbBIMHU C
yHKLMEN aBTOMATUUECKOr0 COrnacoBaHma Ana nonyyeHus
Haunyuwunx pe3ynbtaTtoB. ONTOBONOKOHHbIE Cpefbl
nepenauu AaHHbIX cO ckopocTbio 10 Mbut/c u 100 M6uT/

C He NoafepXUBatoT aBTOMaTUUECKOe COrnacoBaHue,

TaK UTO 3T cpefbl Nepefaumr AaHHbIX JOMXKHbI ABHbIM
06pa3om KoHMUIryprpoBaTbCa AN1A NONyAYynAeKCHOro Uu
NOMHOAYMNEKCHOro pexxuma. Pabota B nonHoaynnekcHoM
pexume TpebyeT KOHHUIyprpoBaHMA 0benx CTOPOH ASIA 3TOro
peXuma, MHaue Npu MHTEHCMBHOM CceTeBOM Tpadmke byayT
MMeTb MEeCTO CyLLeCTBEHHbIe MOTepU KaapoB.
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YnpasneHue ycTpoHCTBOM

4.6.6 KoHpurypuposaHue Ethernet-nopta

74

Napametp

OnucaHue

Speed

KpaTkuit 0630p: [ Auto | TO0M | T00M | 1G]
3HaueHue No ymonuaHuio: Auto

CkopocCTb Nepefaumn (Merabutbl B CEKYHAY UNK rMrabutobl B
cekyHay). Ecnu BKnroueHo aBTOMaTMUeCKoe CornacoBaHue,
TO AaHHbIV NapaMeTp npeactaBnaeT cobol CKopocTb
nepegavu U3 UMcna BO3MOXHbIX, Npeafiaraemyto B npotecce
aBTOMaTMUECKOro CornacoBaHus. Ecnn aBTomaTuueckoe
CornacoBaHWe OTKIFOUEHO, TO Afs MopTa yCTaHaBNWBaeTCA 3Ta
CKOPOCTb Nepeayu AaHHbIX.

AUTO o3HauaeT yBefoMeH1e 0 BCex Noaaepxu1BaeMblx
peXxMmax CKOpoCTH nepeaauvu.

Dupx

KpaTkuit 0630p: [ Auto | Half | Full ]
3HaueHue no ymonuaHuio: Auto

ﬂyI'IJ'IEKCHbIﬁ pexuMm. Ecnu BKNroueHo aBToMatyeckoe
cornacoBaHue, TO AaHHbIN HapaMETpHpEﬂCTaBﬂHeTCO60ﬁ
,D,yI'IJ'IEKCHbIlZ PeXnM U3 Uncrna BO3MOXHbIX, I'IpEIJ,J'IO)KEHHbIﬂ
B Mpouecce aBTOMaTUUECKOro cornacosaHua. Ecnum
aBTOMaTHUUeCKoe cornacoBaHMe OTKIIKOUEHO, TO AN1A NoOpTa
yCTaHaBIMBaeTCA 3TOT ﬂ,yI'IJ'IEKCHbIlZ pPexunm.

AUTO o3HauaeT 0b6bsiBNeHWe BCex NoAAePKUBaEMbIX
[YNNEKCHbIX PEXMMOB.

Flow Control

KpaTtkuit 0630p: [ Off | On |
3HaueHue no ymonuaHuto: On

YnpaBneHne NOTOKOM JaHHbIX MONE3HO AnA NpefoTBpaLLeHus
noTepu KaapoB MpU UHTEHCMBHOM CETEBOM TpadmKe.
Mpumepbl TaKOM CUTyaLMK BKItoUatoT B cebs nepepauy ¢
HECKONbKUX MOPTOB-UCTOUHUKOB Ha OAMH NOPT-NofyyaTenb
WK NaKeTHy nepefauy C BbICOKOCKOPOCTHOrO MopTa Ha nopT
C MeHbLLel CKOPOCTbIO paboThl.

Koraa nopT HaxoZuTcs B NONyAynneKCHOM pexume
ynpaBrieHWe NMOTOKOM [aHHbIX MPOU3BOAUTCS C MOMOLLbHO
"3amepnnsitolLei obpaTHOM peakunu"”, Korga KOMMyTaTop
UMWUTUPYET KONNK3UH, 3aCTaBnsAs YCTPONCTBO-OTNPaBUTENb
MOBTOPATbL Nepefavy B COOTBETCTBMU ¢ Ethernet-anroputmom
06paboTKM KONNU3KNA.

Korga nopT HaxoguTcA B MOMHOAYMIEKCHOM peXxume,
ynpaBneHue NOTOKOM AaHHbIX MPOU3BOANUTCA C MOMOLLbIO
kagpoB PAUSE, koTopble 3aCTaBAAOT yCTPOMCTBO-OTNPaBUTENb
npuocTaHaBAWBaTb Nepedauy Ha onpeaeneHHbIi Nepruoa
BPEMEHM.

LFI

KpaTkuit 0630p: [ Off | On |
3HaueHue no ymonuaHuto: Off

BkntoueHWe MHOMKaLKMK OTKa3a KaHana ceasu (LFI) nogasnser
nepefauy CMrHana LUenoCTHOCTU MHWUM CBSA3U, eCrn
NMPUHUMAIOLLMIA KaHan CBA3M BbIlWern U3 CTpos. ITo No3BonsieTt
YCTPOMCTBY Ha AanbHEM KOHLE NUHUKM OBHapy»XWBaTb OTKa3
KaHana CBA3u npu nobbix 06CTOATENbCTBAX.
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YnpaneHue ycTpoHCTBOM

4.6.6 KoHpunrypmnposaHue Ethernet-nopta

Napametp OnucaHue

MpumeuaHue
3Ta PyHKUMA He JomKHa ObiTb BKNtoUeHa Ha 0benx cTopoHax
KaHana CBs3M.

Alarm KpaTkuit 0630p: [ On | Off |
3HaueHue no ymonuaHuto: On

OTKNtOUEHME CUTHANOB TPEBOIM NO COCTOAHMIO KaHana CBA3M
NpvBeAET K NpeKkpaLleHu1to nepefayn OnoBeLLEHNH, a TaKXe
SNMP trap-yBegomnenuit LinkUp u LinkDown ans storo nopra.

Act on LinkDown KpaTtkuit 0630p: [ Do nothing | Admin Disable ]
3HaueHue no ymonuanuto: Do nothing

[eWictBre, BbINonHaemoe npu cobbitnm LinkDown
(CoepuHeHue npepBaHo) nopTta. ONuMK BKIKOUAIOT:

e Do nothing (Bes gmeiicTeuit) - HUKAKUX 0ENCTBUI He
npeanpuHUMaeTcs.

* Admin Disable (OTkJoUeHME CO CTOPOHH aIMM
umcTparopa) - CoctosaHWe nopTa Disabled (OTkntoueHo).
Ona napametpa State (CocTosiHWe) fOMKHO BbITb YCTaHOB-
neHo 3HaueHue Enabled (BekntoueHo) nepen BocCTaHOBME-
HUEM CBA3MN.

Downshift KpaTtkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHuto: Enabled

BkntoueHue Unu OTKNOUEHUE aBTOMATUUECKOrO COrNacoBaHus
Ha rurabutHom (1000Base-T) MOPTy C MOMOLLbIO ABYXMAPHOIO
BUTOro Kabens. Ecnu 3Ta onuua BKIOUEHa, YCTPOMCTBO

MO>ET OCyLLEeCTBNATb aBTOMATUUECKOe CorfnacoBaHue ¢
OpYyrMM napTHepoMm no KaHany csa3n 1000Base-T ¢ NOMOLLbHO
[BYXnapHoro kabens W ycTaHaBnvMBaTb COEAUHEHUE CO
ckopocTbto 100 Mbut/c nnan 10 MbuTc.

MpumeuaHune

Ecnu Ha ogHOM CTOPOHEe KaHana CBA3M XKeCTKO YCTaHOBMNEHbI CKOPOCTb
nepefauv M TUN AynneKCHOro peXxxMma, a NapTHep No CBA3M NPOU3BOAMUT
aBTOMaTUUeCKoe COorflacoBaHue, TO cyLlecTByeT bonbluaa BEPOATHOCT,

UTO CBAA3b HE yAaCTCA YCTaHOBUTb, NMbO OHa byaeT ycTaHoBneHa ¢

HeBepPHbIMW HAaCTPOMKaMM Ha CTOPOHE, rAe NMPOM3BOANNOCh aBTOMaTUUECKoe
cornacoBaHue. [MapTHep, BbIMOMHAOLLMK aBTOCOrNacoBaHME, aBTOMATUUECKH
MepeKnUMTCA Ha MONYyAYNIEKCHbIN peXuM Aaxke B TOM Cliyyae, eciu
pMKCMpPOBaHHAA CTOPOHA HAaXOAMTCA B MONMHOAYMNIEKCHOM pexkume. PaboTa B
MONHOAYMNIEKCHOM pexuMe TpebyeT KOH(UTyprpoBaHUsa obenx CTOpoH Ans
3TOro pexuMma, MHaue Npu MHTEHCMBHOM CeTEBOM Tpadhmke byayT UMeTb MecTo
bonbLioe KONMUECTBO UCMOPUYEHHbIX KagpoB 13-3a OWKMOOK. MNpKn HebonbLOM
obbeMe TpadhrKa KaHan CBA3M MOXKET IEMOHCTPUPOBATb MeHbLUe OLWKNBOoK

Wnu gaxke nx otcytcrTeue. Mo mepe pocta obbema TpadrKa Ha CTOPOHe C
(PMKCMPOBAHHbIM COrNacoBaHMEM NapaMeTPOB CBA3M HAUHYT TEPATbCA MAKeTbI,
TOrga Kak Ha CTOpOHe C aBTOMaTUUECKMM COrnacoBaHnem byayT UMeTb MecTo
upe3MepHble KONU3nn. M HakoHel, No Mepe NPUBANKEHUA MHTEHCUBHOCTH
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YnpasneHue ycTpoHCTBOM

4.6.7 KoHpnrypupoBaHue orpaHMUYeHns CKOPOCTHU nepeaaym yepes nopt

4.6.7

76

Tpadhmka K 100 % KaHan CBA3M CTaHET MOIHOCTbIO HEMPUIOAHbIM ANA
MCNONb30BaHUA. ITUX NPObneM MOXHO M3bexaTb, BCeraa XecTko HacTpauBas
Ha 0bounx coegMHAEMbIX NOPTax OAWMHAKOBble MapaMeTpbl.

4. Haxmwute Apply.

KoHdurypupoBaHue orpaHMUeHUs CKOPOCTH Nepepaumn uepes nopr

UT0bbl CKOHUTYPUPOBATL OrPaHUUEHME CKOPOCTU Nepefaun uepes nopT, caenanTe

canefgyroulee:

1. Nepenpute B Ethernet Ports » Configure Port Rate Limiting. MNosBuTcs
Tabnuua Port Rate Limiting.

2. BbibepuTte Ethernet-nopr. MNosiBuTCA hopma Port Rate Limiting.

3. HeobxoaMMo CKOHMUIYypMUpOBaTb CneayroLmMe napamMeTpbl:

NapameTtp

OnucaHue

Port

KpaTkuit 0630p: 1 to maximum port number
3HaueHue no ymonuaHuto: 1

Homep nopra.

Ingress Limit

KpaTkuit 0630p: Lienoe uncno ot 62 o 256000 mnu
[ Disabled ]

3HaueHue no ymonuaHuro: 1000

MakcrMManbHas CKOpPOCTb, NPW NPEBbILLEHUU KOTOPOWH
NPUHATbIE Kagpbl (TOFO TUMa, KOTOPbIA ONUCaH NapaMeTpoMm
"BXoAsLKe Kagpbl") OyayT oTOPOLLUEHbl KOMMYTAaTOPOM.

Ingress Frames

KpaTkuit 0630p: [ Broadcast | Bcast&Mcast |
Bcast&Mcast&FloodUcast | Bcast&FloodUcast | FloodUcast | All ]

3HaueHuWe no ymonuaHuto: Broadcast

3T10T napamMmeTp onpegendaeT Tunbl KaapoB, CKOPOCTb
NOoCTynNneHnA KOTOPbIX Ha ,El,aHHbIl\;i nopT AONIXKHa ObITb
orpaHunyeHa. OFpaHVILIeHVIe NMPUMEHAETCA TOJIbKO K
NPUHUMaeMbIM KaapaMm:

® Broadcast - TONbKO LUMPOKOBeLLaTebHble Kagpbl

* Bcasté&Mcast - LUMPOKOBeLLATeNbHbIE U FPYNMNOBbIE Kaj-
pbl

* Bcast&FloodUcast - LUMPOKOBELLATeNbHbIE Kaapbl U Ha-
npaBfieHHble Kaapbl C BEEPHOM pacCbinKowm

* Bcasté&Mcast&FloodUcast - lWUMPOKOBeLLaTeNbHble Kaj-
pbl, FPyNMnoBble Kafapbl U HanNpaBRneHHbIe Kafpbl C BEEPHOM
pacchbiKon

* FloodUcast - TONIbKO HanpaBfieHHble Kagpbl C BEEPHOM
pacchbikon

e All (Bce) - BCe MOMy4YeHHble Kafpbl
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YnpaBneHue ycTpoicTBOM
4.6.8 KoHhnrypnpoBaHue 3epKannpoBaHUA MOPTOB

Napametp OnucaHue

Egress Limit KpaTkuit 0630p: Lienoe uncno ot 62 go 256000 mnu
[ Disabled ]

3HaueHue no ymonuaHuto: Disabled

MaKcuManbHas CKOpoCTb, C KOTOPOM KOMMYTaTOp nepeaaeT
(rpynnoBble, LUMPOKOBELLATENbHbIE U HanpaBleHHbIe) Kagpbl
uepes JaHHbIM nopT. MNpu HeobxoanMMOCTUM KOMMyTaTop byaeT
oTbpacbiBaTb Kaapbl, UTobbl CPefHAA CKOPOCTb UCXOAALLEro
TpadhMKa COOTBETCTBOBAsA 3TOM MaKCUMalIbHOW CKOPOCTH.

4. Haxmute Apply.

4.6.8 KoHdurypupoBsaHue 3epkanupoBaH1a NOpToB

3epkanupoBaHue NOPTOB NpeacTaBnsaeT CobOM MHCTPYMEHT ANA BbIABNEHUSA U
yCTpaHeHus npobnem, Kotopbin AybnupyeT, unu 3epkanupyert, BeCb Tpaduk,
NPUHUMAEMbIR UMK NepefaBaeMbli uepes BblAefIeHHbIM NOPT, HAa YKa3aHHbIH
"3epkanbHbli" nopT. ECnK K nOpTy Ha3HaueHWA NOAKOUEH aHann3aTop NPOTOKONa,
TO NOTOK TpadhMKa He cofep Kallmx OoLWKNBOK KaapoB uepes Nobon NopT-UCTOUHUK
CTaHOBMTCA AOCTYMHbIM ANA aHanu13a.

A 3AMETKA

OnacHoOCTb ANna KOH(UrypaLuum — pUCK HapyLLleHUs obMeHa AaHHbIMU

Bbibupaiite NopT Ha3HauUeHUs, KOTOPbIA UMeeT Honee BbICOKYH CKOPOCTb, UeM
MOPT-UCTOUHUK. 3epKanupoBaHuUe NopTa, UMetoLlero ckopoctb 100 MbuT/c, Ha

nopT, UMetroLLMi ckopocTb 10 MBuUT/c, NpuBeAeT K HEBEPHOMY 3€PKaNUMPOBaHUIO
noToKa Kajpos..

A 3AMETKA

OnacHocTb AnA KOHCbIrIpraLI,VIVI — PUCK HapyLleHuUA obmeHa AaHHbIMHU

Kagpbl byayT otbpacbiBaTbCA, €ClK CKOPOCTb NPOXOXKAEHUA KapoB uepes
NOPT-UCTOUHMK C YUETOM AlynfieKkca npesbllliaeT CKOPOCTb Nepeaaun nopta
Ha3HaueHMA. MMOCKONbKY Ha MOPT Ha3HaueHUA ybnuMpyroTCA Kak nepefaBaeMble,
TaK ¥ MPUHUMaEMble yepe3 NOPT-UCTOUHUK Kaapbl, TO Kagpbl byayT TepaTbCs,
eCnu CyMMapHbIM TpadmK NpeBbillaeT CKOPOCTb Nepefaun nopTa Ha3HaueHUA.
JTa npobnema focTuraeT CBOEro KpamHero nNposiBleHnsa B TOM Ciyyae, Koraa
TpaduK uepes NONHOAYMNEKCHbIM NOPT, UMEKOLLMI CKOPOCTb nepedaun 100 Mbut/

C, 3epKanupyeTcs Ha NONyAynNeKCHbIM NOPT, UMEKOLLMIA CKOPOCTb nepedaumn 10
MobwuTlc.

A 3AMETKA

Mepen KOHMUIYpUPOBAHWEM 3epKaNMPOBaHKA NOPTOB 0bpaTUTE BHUMAHME Ha
cnepytoulee:

e 3epKanbHble NOPTbl AOMNYCKAIOT ABYHaNpaBieHHbIM TpaduK (T. . yCTPOWCTBO
He bynet 6BnoknpoBaTb TpaduK, BXOAALLMM uepes 3epKasbHble NopTbl). [Ans
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YnpasneHue ycTpoKcTBOM
4.6.8 KoHnrypnpoBaHue 3epKanmpoBaHUA MOPTOB

NoBblLEHWA 6€30NaCHOCTU CKOHPUIYPUPYHTE BXOLHYO (OMNbTpaL Mo Ans
ynpaBneHunsa NOTOKOM TpadurKa, Koraa 3epKanMpoBaHue NOpTOB BKIKOUEHO.
[nA nonyyeHna LONONHUTENbHOM MH(OPMaLMK O BKIOUEHUW BXOLHOWM
dunbTpauun cm. "TnobanbHoe koHpUrypuposarue cetert VLAN (CtpaHuua
170)".

* Tpaduk bygeT 3epKannupoBaTbCA Ha NOPT HAa3HAYEHMUA HE3ABUCUMO OT CETH
VLAN, KOTOPOM OH MPUHAANEXHUT. ITa MOXET ObITb KaK Ta e CeTb, UTO Uy
NnopTa-UCTOUHKKA, TaK U Apyras.

* Kappbl ynpasneHus ceTbto (Hanpumep, RSTP, GVRP 1 T. n.) He MoryT
3epKanupoBarbCA.

e Kaapbl ynpaBneHuss KOMMyTaTopaMu, reHepupyemMble KOMMYTaTOPOM
(Hanpumep, Telnet, HTTP, SNMP v T. n.) He MOTYT 3epKaiMpOBaTbCA.

MpumeuaHune

Kagpbl HeBepHOro hopmarta, NpUMHMUMaeMble Ha NOPT-UCTOUHKMK, He ByayT
3epkanupoBaTbcs. Ctoga oTHocaTcs ownbkn CRC, nakeTbl U3ObITOUHOTO U
HEenonHoro pasmepa, parMeHTbl, 6eCCMbICNIEHHbIE NAKEeTbI, KONTM3UKU U MO34HWE
KOMM3KK, a TaKXKe OTOpOLLEHHble CObbITUA.

UT0bbl CKOHUTypUpOBaTh 3epKanMpoBaHWe NopTa, CAenanTe cneaytoLlee:

1. TNepenpute B Ethernet Ports » Configure Port Mirroring. Moasutcsa popma
Port Mirroring.

2. HeobxoaMMo CKOHMUIyprUpoOBaTh CneayroLmMe napamMeTpbl:

Napametp OnucaHue

Port Mirroring KpaTkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHuto: Disabled

BkntoueHune 3epKannpoBaHKA NOPTOB NPMBOAUT K TOMY, UTO
BCe Kajpbl, NPpUHNUMaeMble U NepefaBaeMble yepe3 NopTbl-
MCTOUYHUKH, NepenaroTcAa Ha NOPT Ha3HaUYeHnA.

Source Port KpaTkuit 0630p: Any combination of numbers valid for this
parameter

KoHTponupyeMmblit(-e) nopt(-bl).

Source Direction KpaTkuit 0630p: [ Egress and Ingress | Egress Only |
3HaueHue no ymonuaHuio: Egress and Ingress

YKasbiBaeT, byfeT MM UMEeTbCA Kak UCXOAALLMM, TaK U
BXOAALLMI TpadhuK, UMK TONBKO UCXOAALLMIA TpadmK OT nopTa
MCTOUHMKa.

Target Port KpaTkuit 0630p: 1 to maximum port number
3HaueHHe No ymonuaHuto: 1

yCTpOVICTBO ANA MOHUTOPUHIa AOMKHO ObITb NOAKNHYEHO K
NOopTy Ha3HaUeHHA.

3. Haxwmwute Apply.
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4.6.9 KoHpnrypupoBaHue onpeaeneHus COCTOSHUA KAHANA CBA3N

4.6.9 KoHdurypupoBaHue onpeneneHusa COCTOAHUA KaHana CBA3U

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

UT0bbl CKOHMUTYpPUPOBaTL ONpeaeneHne COCTOAHUA KaHana CBA3M, CAenanTe
cnepyroulee:

1.

Mepenaute B Ethernet Ports » Configure Link Detection. MosaButcsa hopma
Link Detection.

HeobxoanMo cKOHGUIryprupoBaTh Cnefyroline napameTpbl:

NpumeuaHue

Ecnu BkntoueHo bbicTpoe onpeaeneHne COCTOAHUA KaHana CBA3M, TO CUCTEMa
npegoTBpalLaeT 3axBaTt npoweaypoin obpaboTkM U3MeHeHU COCTOAHUA KaHana
CBA3M BCEX JOCTYMHbIX pecypcoB npoueccopa. OfHaKo, ecnu He UCnonb3yeTca
dyHKumsa Port Guard, To noutn Bce pabouee BpeMs LeHTpanbHOro npoueccopa
bynet 3aHATO 06pabOTKOM YACTbIX U3SMEHEHWW COCTOSIHUA KaHana CBA3W,

UTO MOXEeT OKa3bIBaTb OTpULATENIbHOE BMAHME Ha BbICTPOTY pearMpoBaHuA
CUCTEMDbI B LIeSIOM.

MapameTp OnucaHue

Fast Link Detection KpaTkuit 0630p: [ Off | On | On_withPortGuard ]
3HaueHue no ymonuaHuro: On_withPortGuard

37oT NnapameTp obecneunBaeT 3aLLUTy OT HEUCMPABHbIX
OKOHEUHbIX YCTPOWCTB, FrEHEPUPYHOLLMX HEMPABUIbHbIA CUTHanN
LLeNIoCTHOCTH IMHMM CBA3W. [1p1 NOAKNHOUEHUU HEUCNIPABHOIO
OKOHEUHOr0 YCTPOMCTBA UM HECOOTBETCTBYHOLLLETrO
BOJIOKOHHOTO MOpPTa K YCTPOWCTBY, B TEUEHWE KOPOTKOrO
nepuona BpeMeHU MOXeT bbITb coobLyeHo 0 6onbLLoM
KONMUEeCTBE HEMNPEpPbIBHbIX U3MEHEHUI COCTOAHWUA NTUHUK
CBA3K. Takoe boNbLLOE KOMUMUECTBO NOXHbIX U3BMEHEHWUH
COCTOSIHUA NIMHUK CBA3M MOXKET NPUBECTU K OTCYTCTBUIO
peaKkLuMu cucTeMbl, Tak Kak bonbLuas uacTb (ecnu He Bce)
pecypcoB CUCTEMbI UCMONb3yrTCA AnA 06paboTkM U3MEHEH U
COCTOSIHUA NIMHWUK CBA3K. ITO, B CBOIO OUepefb, MOXET
BbI3BaTb Cepbe3Hble Npobnembl B ceTH, MOCKONbKY 06paboTka
RSTP ycTpoicTBa MOXET He BbIMOMHATLCA, UTO MO3BONAeT
opMHpoBaTb NETAIO B CETH.

[ins naHHOro napamMeTtpa JOCTYMHbI TPU pa3nuuHble
HaCTPOMKH:

e Off (BekJmoueHO) - 3HaueHue Off (BbiIKnoueHo) ana 370-
ro napameTpa NofHOCTbO OTKHOUaeT PyHKLHUIO BbiCTpo-
ro onpeneneHus pabouero cocTosiHUA NUHUK. KOMMyTaTO-
py byaeT Heobxoanmo bornblue BpeMeHU Anst obHapyxe-
HWS OTKa3a KaHana cBsi3u. 3To NpuBefeT K bonee npogon-
XWTENbHOMY BPeMEHW BOCCTAHOBIIEHUS CETH, A0 ABYX Ce-
KyHA.

* On (BxJoueHo) - B 0CODbIX Clyyasx, Korga B TeueHue
DJUTENbHBIX MHTEPBANOB BPEMEHU UMEKOT MECTO YacTble
M3MEHEHUSA COCTOSIHUA NIMHUK, KOTOPbIE ABNAKOTCSA HOP-
MasnbHbIMUW A5 3TOM IMHWM, TaKas HaCcTpoMKa nNpefoTBpa-
LLLaeT OTKIFOUEHME CUCTEMOM (PYyHKL MM BbiCTpOro onpeae-
neHusa pabouero COCTOAHWSA NUHKUM Anst nopTa. Ecnu upes-
MEpPHO UacTble U3MEHEHWA COCTOSHWUA KaHana CBs3n UMme-
OT MecTo Honee ABYX MUHYT ANA ONPEAENIEHHOro NopTa,
TO FeHepHpyeTcs onoBeLleHne, UTobbl NpesynpeanTb O Ha-
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Napametp

OnucaHue

pYLLEeHWU CUHXPOHM3aLIMKM KaHana cBs3u. Ecnu Bnocnes-
CTBMM UPE3MEPHO UACTble U3MEHEHUS COCTOSHUS NMUHUK
bynyT ycTpaHeHbl, TO onoBeLleHWe copacbiBaeTcs aBTOMa-
TUUeCKH. MOCKOMbKY 3Ta ONUMsA He OTKIoUaEeT DYHKLMIO
bbicTporo onpeneneHus pabouero COCTOAHUA NUHWUK, TO
YCTOMUKMBOE HapyLleHWe CUHXPOHU3ALMKU TMHUK MOXET
BITMATb Ha BPEMS peakLuK CUCTeMbI. 3Ty HACTPOWKY cneay-
€T NMPUMEHSTb C OCTOPOXKHOCTBIO.

* On_withPortGuard - 3T0O peKOMeHayeMas HacTpoWKa.
Mpu 3TOM HacTpolKke NPOAOMKUTENbHBIN Nepuoa (bonee
ABYX MUHYT) Upe3MEPHO YaCTblX U3MEHEHWUW COCTOAHUSA
NIMHWK, O KOTOPbIX COOBLL@eT MOPT, CAYXHT YKazaHWeM Ana
PYHKLUMM 3aLLUMTbI NOPTa NPOMU3BECTU NOCTOAHHOE OTKIIHO-
ueHwue bbiCTporo onpefeneHna paboyero COCTOAHUA NK-
HWW 1 NPUBOAMT K Bblfaue onoselleHuA. [pu oTkntouve-
HWK DyHKLKK BbicTporo onpegenexua pabouero cocros-
HWUA TMHWUM UpE3MEPHO YaCTble MU3MEHEHMWA COCTOAHMUA K-
HuK BonbLue He MOryT NPUBOAMUTb K PaCXOA0BaHMIO CyLlie-
CTBEHHOrO KOIMUeCTBa CMCTEMHbIX pecypcoB. lMpu oTKnto-
UeHHoM yHKLKK BbicTporo onpegenexua pabouero co-
CTOAHWA NUHUK NopTy noTpebyeTcA bonblue BpeMeHU Ans
obHapyXeH1A oTKa3a KaHana CBA3W. 3TO MOXeT MPUBECTH
K bonee NpofoNXUTENbHOMY BPEMEHW BOCCTAHOBEHUA
CeTu, A0 ABYX CeKyHA. lMocne Toro Kak yHKLMA 3aWuThl
nopTa OTKNOUUT BbiCTpoe onpeaeneHue pabouero cocTon-
HWUA TMHWUM ANA KOHKPETHOr O MOpTa, Bbl CHOBAa MOXeTe ero
BK/IOUWTb, YAaNAA COOTBETCTBYIOLLEEe ONOBELLEHME.

Link Detection Time

KpaTkuit 0630p: Lienoe uncno ot 100 go 1000
3HaueHue no ymonuaHuto: 100

MNHTepBan BpeMeHH, B TeUEHWE KOTOPOrO KaHal CBA3M AOMKeH
HeNpepbIBHO HAXOAUTLCA B aKTUBHOM COCTOSIHWM, MOKa
YCTPOWCTBO He CAenaeT BbIBOZ, UTO "CBA3b YCTaHOBMEHA".

YCTPOWCTBO NPOM3BOAMT YCTPAHEHMWE JIOXKHbIX MOBTOPHbIX
CUrHanoB nNpv obHapy»xeHWW kaHana cBasu Ethernet, utobbl
n36exaTb MHOXECTBEHHbIX peaKkL it Ha cnyuyaiHoe cobbiTue
npebe3ra KOHTaKTOB B NTMHUM CBsA3W (Hanpumep, Koraa kabenb
obpasyeT NpepbIBUCTbIN KOHTAKT MPU ero NoACOeAUHEHUU UNK
OTCOEANHEHUM).

3. Haxwmwute Apply.

YnpasneHue TpaHcuBepamu SFP

RUGGEDCOM ROS nopaep»1BaeT KOMMNaKTHble MOAYbHble MpuemMonepefaTunku
(TpaHcuBepbl SFP) ans obecneueHnn kaHanoB cBs3u 1000Base-X, 100Base-FX,
1000Base-T unu 100Base-TX link.

MpumeuaHune

[MockonbKy BONOKOHHO-ONTUUeCKKUe TpaHcuBepbl SFP 1000Base-X asnatoTcA
CTaHgaptusnpoBaHHbiMKM, RUGGEDCOM ROS nopaep»uBaeT bonbluyto uacTb
MoAenen AaHHoro tuna. [ina nonyyeHus ONONHUTENbHOW MHDOPMALUK CM.

RUGGEDCOM ROS Bepcua5.5
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4.6.10 YnpasneHue TpaHcuBepamu SFP

RUGGEDCOMkartanor TpaHcuepoB SFP [https://support.industry.siemens.com/cs/
ww/en/view/109482309].

HacToAaTenbHO pekoMeHAyeTCA UCNoNb30BaTb TOMbKO MOAeNn TpaHcuBepoB SFP,
onobpeHHble KoMNaHKel Siemens. Siemens NPOBOAWT LUMPOKOE UCMbITaHUE
3TUX TPAHCUBEPOB, UTObbI Y6eanUTbCA B MX CNOCODHOCTU BbIAEPXKMUBATL TAXKENblE
yCnoBwma sKkcnnyaTtauuu. MNpu ncnonb3oBaHKK Apyron mogenu SFP-TpaHcuBepa B
06513aHHOCTM NONb30BaTeNs BXOAWUT NPOBEPKA ee COOTBETCTBUA TPebOoBaHUAM K
OKpY>KatoLLen cpefe v 3KCnnyaTauMOHHbIM TpeboBaHUAM.

MegHble SFP TpaHcuBepbl 1000Base-T He ABNAOTCA CTaH4APTU3UPOBAHHbBIMM.
RUGGEDCOM ROS nopaepKnBaeT TONIbKO HEKOTOPble MOAENN AAaHHOMO TMNa.

NMpumeuvaHue
SFP-TpaHcHBepbl NOAAEPKUBAKOT 3aMeEHY B rOpsiUEM pexume.

Mpu yctaHOBKe TpaHcuBepa SFP B COOTBETCTBYIOLLMI CIOT HACTPOMUKU CKOPOCTH

M aBTOCOr1IaCOBaHWUA aBTOMATUUECKU KOPPEKTUPYHOTCA Ha COOTBETCTBYHOLLUE
3HaueHuA. Hanpumep, Npu yctaHoBKe TpaHcuBepa SFP 1 G ckopocTb nopTta
aBTOMaTUUeCKK MeHsAeTcA Ha 1 G, a aBToCorflacoBaHue yCTaHaBNMBaeTCA Ha Bkii..

NpumeuaHue

MN3-3a HeonpefeneHHOro BpeMeHU OXXWaaHWA, BbI3BaHHOIO BCTPOeHHbIM PHY,
TOUHOCTb BblAep>KMBaHUA BpeMeHu IEEE 1588 MoxeT 3HaunTenbHO CHUXKATbCA Ha
MeOHOM nopTe SFP.

4.6.10.1 TpeboBaHuA K TpaHcuBepam SFP

RUGGEDCOM ROS nopaep>knBaet Smart SFP, 7. e. nopT SFP aBTOMatMuecku
KOHMUIypUpyeTca Ana COOTBETCTBMA YCTAaHOBNEHHOMY TpaHcuBepy SFP. Hanpumep,
ecnu TpaHcuep SFP 1000Base-X ycTaHOBMEH B NOPT, KOTOPbIM NoAaepXuBaet
cTaHapTbl 100Base-X 1 1000Base-X, OH aBTOMaTUUYECKU CKOHMUTYpUpyeTCs B
kauectBe nopta 1000Base-X.

B 3aBMcMMOCTH OT TpebyeMoro Tvna cpeabl nepeaaun AaHHbIx nopTt SFP moxeT
HY>XAaTbCA B HEKOTOPOM SIBHOM KOH(PUTIYPUPOBAHUMU:

* [Ina kaHanos cBA3Kn 100Base- ckopocTb AOMKHa BbITb yCTaHOBNEHA Ha YPOBHEe
100 MbwuT/c, a aBTOCOIrNacoBaHMe — Ha BbiK/l. .

e [nsa kaHanos cBsA3n 1000Base-X, ckopocTb nopTta SFP gomkHa bbiTb
yCTaHoBneHa Ha ypoBHe 1 [buT/c, a aBToCOrnacoBaHne — Ha Bka. .

* [nsa kaHanos cBsA3n 1000Base-T uepes meaHbIM TpaHcuBep SFP ckopocTb nopTa
SFP MoxHO yctaHoBKUTb Ha 10/100/1000 MbuT/c nnn Ha ABTOMATHMYECKAA B
C/lyyae aBTOCOrNacoBaHUA.

* [nna kaHanos cBsA3n 1000Base-T uepes meaHbIn TpaHcuBep SFP
aBTOCOrNacoBaHWE MOXHO CKOH(OMIYPUPOBATb Ha BKJI. AnsA BCEX CKOPOCTEN.
ABTOCOIMacoBaHWe HEBO3MOXHO OTKOUKTbL AfiA ckopoctu 1 FouT/c.

RUGGEDCOM ROS Bepcusa5.5 8‘]
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e [lynneKCHbIM peXxuM He MOXeT KoHurypupoBatbca anda nopta 10G SFP+, Tak
uTO BCerfa NpUHyaMTenbHO YCTaHaBNMBAETCA NONHOAYMIEKCHbIA PEXUM.

[nAa nonyuyeHnsa JONONHUTENbHOM MHOPMALKKU O KOHUTYpUpoBaHun SFP-
TpaHCcMBepoB u apyrux Ethernet-noptos Ha ycTpoicTee cM. "KoHuUrypmupoBaHue
Ethernet-nopTta (CtpaHuua 72)".

MoHuTopHuHr nopTta SFP

RUGGEDCOM ROS nopgep>kuBaet "ropauyto” 3ameHy SFP-TpaHcMBepoB Ha nopTtax
SFP 1 aBTOMaTMueckn obHapykuBaeT, korga SFP-TpaHcuBep ygansaeTca unu
BCTaBnAeTCA.

Korga RUGGEDCOM ROS obHapy»xuBaeT, uto SFP-TpaHcHBep BCTaBneH B NOPT

SFP, oHa cunTbiBaeT MHOPMALMIO TPAHCMBEPA U ONpeaensaeT TN TpaHcMBepa. B
pe3ynbTaTte 3TOro peleHua nopT SFP Bynet npuHAT, NPUHAT U PEKOHUTYPHUPOBAH
unu orBeprHyT 8 RUGGEDCOM ROS.

Cnepytowan Tabnvua nokasbiBaeT, B Kakux cnydasax SFP-TpaHcuBep npuHumaerca
WK MPUHUMAETCA U PEKOHUTYPUPYETCA.

CkoHdurypupoBaHHasa| Tun obHapyxeHHoro | Tun obHapykeHHoro | Tun obHapy>KeHHOro
CKOpPOCTb SFP: 1000Base-X SFP: 100Base-FX SFP: 1000Base-T
MpUHATL 1
aBTOMaTHUUECKH
YCTaHOBMTb
1 Iéutic MpuHATDL ckopocte 100 Mow/ MpuHATDL
C M YCTaHOBUTb
aBTOMaTHUuecKoe
cornacosaHue
Ha BbikJl..
CpaBHHUTb MOZenb
TpaHcuBepa
CO CMUCKOM
MpuHATbL K nopAepXunBaeMbix
aBTOMaTUUECKH mogenein. MpuHATb,
100 M6uT/c YCTaHOBUTb CKOPOCTb MpuHATS €Cnun NpucyTCTBYEeT
1 IéuTt/c 1 ycTaHOBUTb B Cr1cKe. B vHom
aBTOMaTMuecKoe cryyae aBTOMaTUUECKH
cornacoBaHwue Ha Bkr.. YCTaHOBMWTb CKOPOCTb
1 T'BuT/C M ycTaHOBHTD
aBTOMaTMyecKoe
cornacosaHue Ha Bkii..

Ecnu TpaHcuBep npuHAT, Media napametp coctosHuA Ethernet Ports » Configure
Port Parameters noka3biBaeT nogpobHyto nHdopmaunto 0b atom SFP-TpaHcuBepe,
B TOM uucne kop cooTtBeTcTBUsA Gigabit Ethernet, cpeny nepegauu faHHbIX, TUN
pasbema u AnuHy N1MHKWK cBA3U. Hanpumep:

SFP 1000LX SM LC 10 km

SFP 1000T 100 m

Ecnu TpaHcMBep He pacno3HaH, OH oTBepraerca. TakxKe reHepupyeTcs
onoBeLleHWe, a nopT byaeT 3abNOKUPOBAH, TaK UTO CBA3b HE MOXKET BbITb

RUGGEDCOM ROS Bepcua5.5
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4.6.10 YnpasneHue TpaHcuBepamu SFP

yCTaHOBINEeHa, NoKa He byaeT 3aMeHeH TpaHcuBep. MapameTtp Media byaert
MoKa3sblBaTb, UTO OTBEPrHYTbIM SFP-TpaHCcKHBeEp He onpeaeneH. Hanpumep:

SFP Unidentified

Ecnun Ha nopt SFP He ycTaHOBNEH TpaHCKBep, TO NapamMeTp Media byger
NOKa3blBaTb, UTo SFP-TpaHCHMBEpP HE MOAKIHOUEH:

SFP Unplugged

4.6.10.3 OTobpaxkeHue nHopmauuu ansa nopta SFP

RUGGEDCOM ROS Bepcusa5.5

UTobbl 0TObpa3unTb AeTanbHyto MHOopmMauuto o nopTe SFP, caenante cnegyroulee:

1.

BorauTte B cuctemy u nepengute B KOMaHAHY obonouky CLI. [InAa nonyueHun
AOMNONHUTENBHON MHOPMaL MK O NopAaKe AO0CTyna K KomaHaHown obonouke CLI
cM. "Mcnonb3oBaHKe WHTepdgelica KoMaHaHow cTpoku (CTpaHuua 25)".

BeeauTe cnegyroLyro KOoMaHay:
sfp { port }

roe:
* { port }—HOMep nopTa
OT0b6pasuTCcs MHpopMaums o nopte. Hanpumep:

>sfp 1

ID: SFP

Extended ID: GBIC/SFP function is defined by serial ID only
Connector: LC

Transceiver:

Gigabit Ethernet Compliance Codes:
1000LX

Fibre Channel link length:

Long Distance (L)

Fibre Channel transmitter technology:
Longwave laser (LC)

Fibre Channel transmission media:
Single Mode (SM)

Fibre Channel speed:

100 MBytes/Sec

Baud Rate, nominal: 1300 MBits/sec
Encoding type: 8B10B

Length (9um) : 10 km

Length (9um) : 10000 m

Length (50um) : 550 m

Length (62.5um) : 550 m

Length (Copper) : Not specified
Vendor: XXXXXXX

IEEE company ID: XXXXXXX

Part number: XXXXXXXXXX

Revision: 0000

Laser wavelength: 1310 nm

>
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ObHapy)xeHue HeucnpaBHOCTEN Kabens

Mpobnembl ¢ NoAgKNOUEHUEM MHOTAA MOTYT BbITb CBA3a@Hbl C HEUCMPABHOCTAMM
B Ethernet-kabenax. ns ynpoLieHma noMcKa HeMcnpaBHOCTEN BPOAE KOPOTKHUX
3aMbIKaHWM, 0BPbIBOB M CNULLKOM AMHHbIX Kabenel, B RUGGEDCOM ROS
npeaycMoTpeHa BCTPOEHHanA yTUNUTa AMarHOCTUKK Kabenen.

MpocmoTp pe3ynbTaToB AMArHOCTUKKU Kabens

UTobbl NnpoCcMOTpeTb pe3ynbTaThl NpeablayLLMX AMarHOCTUUECKUX TECTOB,
nepengute B Ethernet Ports » Configure/View Cable Diagnostics Parameters.
MosBuTtcA Tabnuua Cable Diagnostics Parameters.

MpumeuaHune
[ns nonyuyeHna HDOPMaLMKM O TOM, KaK 3amnyCTUTb AMArHOCTUUECKUI TECT CM.
"BbinonHeHWe anarHoctuku kabens (CtpaHuua 86)".

B s3ToM Tabnuue otobparkaetca cneayrowas MHOOPMaUUA:

MapameTtp OnucaHue

Port KpaTkuit 0630p: 1 to maximum port number

Homep nopTa.

State KpaTkuit 0630p: [ Stopped | Started ]

3anycKaeT UKW oCcTaHaBAWBAET AMArHOCTUKY Kabensa ans
BblbpaHHOro nopta. ECiM NopT He NOAAEPKUBAET AUATHOCTUKY
kabens, To Ans napameTpa "cocToaHue" byaet otobpakatbes
3HaueHue N/A (HegocCTynHo).

Runs KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

Obuiee UuMCIo NOMbITOK BbINMOMHEHWA AUArHOCTUKM Kabens,
KOTOpOe [0MKHO bbiTb NPON3BEAEHO ANs BbibpaHHOro nopTa.
Ecnu 3agaHo 3HaueHue 0, TO AMArHOCTMKa Kabens BbIMONHAETCA
[l0 Tex Nop, NoKa npoueaypa AMarHoCTUKK He ByeT OCTaHOBNEHa
ABHbIM 0bpasom.

Calib. KpaTtkuit 0630p: Lienoe uncno ot -100.0 go 100.0

ﬂ,J'IFl KOppeKunn paCcyeTHOro paCcCToAHUA A0 MeCTa OTKa3a MOXeT
MCNonb30BaTbCA KaJ'IVI6DOBOLIHoe 3HaueHue. Nonb3oBaTenb MOXeET
BbIMOJIHNTb Cneagyrouine D,el’lCTBVIH ana KaJ'IVI6pOBKVI pacueTHoro
PaCCToOAHNUA OO HENCNPABHOCTU NP AUATrHOCTUKE Kabens:

1. BblbepuTe KOHKPETHbIM NMOPT, KaNnMbpoBKa KOTOPOro Heobxo-
VZIVER

2. TopkntounTe Ethernet-kabenb U3BecTHOM ANKMHbI (Hanpumep,
50 m) k nopTy.

3. HE NOOKMHOUANTE apyroit KoHel 3Toro Kabens k napTHepy
Mo CBA3M.

4. BbINnonHUTe AMArHOCTMKY Kabensa AnA nopTa HECKOMbKO pas.
HeuncnpasHocTtu Tuna OBPbIBA JIMHUW pnomkHbl BbIABAATLCA.

5. HaWgute cpepHee pacctosiHne Ao HeucnpaBHocT Tuna OBPbI-
BA JIMHWW, 3aperucTpupoBaHHOM B XXypHarne, U CpaBHUTE ero

RUGGEDCOM ROS Bepcua5.5
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4.6.11 ObHapyxeHne HencnpaBHoOCTel Kabens

NapameTtp OnucaHue

C U3BECTHOM ANIMHOMN Kabensa. Pa3HWLa MOXeT MCNONb30BaTbCA
B KauecTBe KanMbpOBOUHOr0 3HAUEHMS.

6. BseguTte kKanMbpoBOUHOE 3HAUEHME W BbIMOHUTE AUArHOCTH-
Ky kabens elle HeCKONbKo pas.

7. PacctoaHue oo HencnpaBHoCTH TMNa OBPbIBA JIMHUW pnomxkHo
ObITb TAKMM >Ke, UTo M AJIMHA Kabens.

8. PaccTosiHWe 10 HEWCMPABHOCTH A1l BbIOpaHHOrO nopTa Te-
nepb OTKanuMbpoBaHo.

Good KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

Uncno noBTOpPeHMi, B XoAe KoTopbix coctosiHne GOOD
TERMINATION (oTcyTcTBME OTKa3a) bbino onpeaeneHo Ha
KabenbHbIx Napax BbIbpaHHOro nopra.

Open KpaTtkuit 0630p: Lienoe uncno ot 0 go 65535

Uncno NoBTOPEHUH, B Xofe KOTopbIx coctosiHne OPEN (0bpbiB
NWHWK) BbINo onpeaeneHo Ha KabenbHbIX Napax BbiIbpaHHOTro
nopra.

Short KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

Uncno NoBTOPEHUH, B Xofe KOTopbix coctosHne SHORT (kopoTkoe
3aMblkaHuWe) bbino onpeaeneHo Ha KabernbHbIX Napax BblIbpaHHOroO
nopta.

Imped KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

Uncno noBTopeHMit, B xode KoTopbix coctoaHmue IMPEDANCE
MISMATCH (paccornacoBaHue NOSIHbIX CONPOTUBNIEHMIA) ObINO
[leTEKTUPOBAHO Ha KabenbHbIX Napax BblbpaHHOro nopTa.

Pass /Fail /Total KpaTkuit 0630p: CTpoka anivHol 19 cumBona(os)

3T0 Mose CoAepPXUT UTOroBble Pe3ynbTaTbl BbIMOTHEHHOM
[AMarHOCTUKM Kabensa Ha TeKyLUA MOMEHT.

. Pass (mMchnelTaHMe MNPOMIEeHO) - UMCNO yCNeLlHbIX MOMbITOK
BbIMONMHEHUA ANATHOCTUKHU Kabensa anAa BbI6paHHOI’O nopTta.

. Fail (muchnelTaHMe He MNPOMIEHO) - UNCIIO HeyCnellHbIX
MONbITOK BbIMNOJIHEHUA ANATHOCTUKH Kabens anAa Bbl6paHHOFO
nopra.

* Total (mTorO) - 06Luee UYMCJTO NONbITOK BbIMOJNIHEHUA ANa-
rHOCTUKHK Kabens ana Bbl6paHHOFO nopTa.

NMpumeuaHue

[nA KaXXgoro ycnewHoro AMarHoCTMUeCKoro UcnbliTaHma 3HaveHua ana Good,
Open, Short nnu Imped byayT yBennuneaTbCA Ha OCHOBE uMcna KabenbHbIX Nap,
NoAKNtUeHHbIX K nopty. [inAa nopta 100Base-T, umetowero ase KabenbHblie napobl,
KonuuectBo byaeT yBennunsaTbcs Ha ABa. [na nopta 1000Base-T, umetoLero
ueTblipe KabenbHble Napbl, KONMUECTBO byaeT yBeNMUMBATLCA Ha YeTblpe.

MpumeuaHune

Mpu 06Hapy>KeHMM HencnpaBHOCTM KabenA paccUMTbIBAaETCA pacyeTHOE pacCTosHKe
[0 HEMCNPaBHOCTH, KOTOPOE PErncTpupyeTca B CUCTEMHOM XypHane. B xypHane
yKa3biBaeTca kabenbHan napa, 0bHapy>KeHHaa HeUCNPaBHOCTb U 3HAUEHHUEe
PacCTOAHWUA 4O HEMCNPABHOCTU. [INA NofnyyeHUsa JONONHUTENbHOM UHpOPMaLMK O
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4.6.11 ObHapyxeHne HeucnpaBHocTel Kabens

CMCTEMHOM >XypHane cMm. "[poCcMOTp NOKanbHbIX U CUCTEMHbIX XKypHanoB (CTpaHuua
61)".

4.6.11.2 BbinonHeHWe AUarHoCTUKKU Kabens

[lnA npoBeAeHUsA AMarHOCTMUECKOro TecTa Kabens Ha OHOM MJTM HECKOMNbKKX
Ethernet-nopTax, caenaiTe cnegytoLlee:

1. Nopkntounte Ethernet-kabenb kateropuu CAT-5 (Mnu nyuiue) K BbIObpaHHOMY
Ethernet-nopry.

A 3AMETKA

BbibpaHHbIM Ethernet-nopTt 1 ero nopt-napTHep MoryT bbiTh 0ba
CKOHMUTYpHUpPOBaHbl Ha paboTy B pexxume Enabled (BkntoueHo) ¢
aBTOCOrNacoBaHWeM vnu B pexxume Disabled (OTkntoueHo). [ipyrue pexumbl
He peKOMEeHAYHTCA, MOCKONbKY OHM MOTYT CO3faBaTb NOMeXHU npoueaype
LAMArHOCTUKK Kabens.

2. Topkntouunte Apyron KoHew 3Toro kabens K aHanorMuHOMy CeTeBOMY
nopty. Hanpumep, nogkntouante nopt 100Base-T kK nopty 100Base-T, a nopT
1000Base-T nogkntouante kK nopty 1000Base-T.

3. B RUGGEDCOM ROS nepenaute B Ethernet Ports » Configure/View Cable
Diagnostics Parameters. MNossuTtcsa Tabnuua Cable Diagnostics Parameters.

4. Bbibepute Ethernet-nopr. MNoasutca oopma Cable Diagnostics Parameters.

B nyHKTe Runs BBeAUTE UMCIIO ANATHOCTUUECKUX TECTOB AJ15
nocnefoBaTeNibHOro BbiNoNHeHWA. 3HaueHue O yKa3biBaeT, uto Tect byaet
BbINONHATLCA DECKOHEUHO A0 TEX NOP, NMOKA €ro He OCTAaHOBMWT NOMb30BaTeSb.

6. B nyHkTe Calib. BBeguTe pacueTHoe 3HaUeHWe pacCTOAHUSA 1O HEUCNPABHOCTH
(DTF). Ona nonyueHus MHOPMaLMK O TOM, KaK onpenennTb 3HaueHue DTF cm.
"OnpepeneHne pacueTHOro pacctoaHuA ao HemcnpasHocTh (DTF) (CTpaHuua
87)".

7. Bbibepute Started.

A 3AMETKA

[lMarHoCTUUeCcKui TeCT MOXHO OCTaHOBUTb, BbibpaB Stopped v Haxkas Apply.
OZHaKO ecnu 0CTaHOBUTb TECT B MPOLECCe AMATHOCTUKU, OH MPOAOIIKHUTCA A0
3aBepLleHus.

8. Haxmute Apply. CoctoaHue Ethernet-nopTa aBTOMaTMUECKWU U3MEHUTCA HA
Stopped nocne 3aBepLlUeHUs UcnbiTaHus. [Ins nonyueHua MHpopmMaumuu
0 TeKYLLEM KOHTpOMe TecTa 1 NPOCMOTpe pe3ynbTaToB cM. "TlpocmoTp
pe3ynbTaTtoB AMArHoCTUKK Kabens (CTpaHuua 84)".
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4.6.12 Cébpoc Ethernet-nopTos

4.6.11.3 OuuncTKa AUarHoOCTUKU Kabens

UTobbl OUMCTUTL pe3ynbTaTbl AMArHOCTUKKM Kabens, caenanTe cnepytoulee:

1.

Mepenaute B Ethernet Ports » Clear Cable Diagnostics Statistics. [oasuTca
dopma Clear Cable Diagnostics Statistics.

2. Bbibepute ognH unun Heckonbko Ethernet-nopTos.
3. Haxwmwute Apply.
4.6.11.4 OnpepeneHue pacueTHOro PaccTosiHUA Ao HencnpaBHocTU (DTF)

UTobbl OnpenenuTb pacueTHoe paccTosaHue Ao HeucnpaBHoctu (DTF), caenavite
cnegyrolee:

1.

MopkntounTe Ethernet-kabenb kateropuu CAT-5 (Mnu nyulie) M3BECTHOMW ANUHbI
K yCTPOMCTBY. He noaknrouanTe Apyroin KoHew 3Toro kabensa K Apyromy nopry.

CKOHUTypHUpYyHTE YTUNNUTY AMArHOCTUKM Kabena Ha HECKONbKO BbIMONHEHWM
C BbibpaHHbIM Ethernet-nopTom 1 3anyctuTe TecT. [Ina nonyueHums
AONONHWUTENBHON MHOPMAL MK CM. "BbiNONHEHWE ANMArHOCTUKMK Kabensa
(CtpaHuua 86)". HencnpaBHOCTH THMa 0bpbiBa NMMHUM LOMKHbI BbISBNATHCS

W PErucTpUpoBaTbLCA B CUCTEMHOM XYpHarne.

O3HaKoMbTeCh C oWwWMbKaMu, 3aperucTpUupoOBaHHbIMU B CUCTEMHOM XypHane
W onpefenuTe cpegHee paccToAHWEe HEMCNPaBHOCTEN TUMa 0bpbiBa NUHUM.
[ns nonyyeHnA 4ONONHUTENBHOM MHOPMALMKU O CUCTEMHOM XypHane CM.
"MpoCMOTpP NOKaNbHbIX U CUCTEMHbIX >KypHanos (CTpaHuua 61)".

OTbpocbTe cpegHee pacCTosHWe OT ANUHbI kKabena ana onpegeneHus
KanubpoBOUYHOr0O 3HAUEHMS.

CKOHMUTYpPUPYITE YTUNUTY AUATHOCTUKKM Kabensi Ha BbINONHEHUE B TEUEHUE
HECKOMbKMX pa3 C HOBbIM KanMbpPOBOUHbIM 3HaUeHUEeM. PaccTosiHue

[0 HEUCNPABHOCTH TUMNa 06pbIBa NUHUK JOJKHO ObITb TAKUM 3Ke, UTO U
hakTUueckas anvHa kabens. PacueTHoe paccTosHWe Ao HeucnpasHocTH (DTF)
Tenepb ckanubposaHo AnA BbibpaHHoro Ethernet-nopra.

4.6.12 C6poc Ethernet-nopTtoB

WUHorpa bbiBaeT Heobxoanmo cObpocuTb KOHKpeTHbIN Ethernet-nopT, Hanpumep,
€Cnv NapTHep No CoelMHEHUIO (DUKCUPYETCA B HEBEPHOM COCTOSIHUK. ITO TaKxKe
ObiBaeT NONE3HO ANs NPUHYAUTENBHOIO NEPECOrIacoOBaHUS CKOPOCTHbIX W
AYNNEKCHBIX PEXUMOB.

UTobbl cOpocHTb KOHKpeTHbIe Ethernet-nopThl, caenaiTe cnepytoLLlee:

1.
2.
3.

RUGGEDCOM ROS Bepcusa5.5

MepehauTe B Ethernet Ports » Reset Port(s). NMoasutca dhopma Reset Port(s).
BbibepuTe oguH nnu Heckonbko Ethernet-noptoB ans cbpoca.

Ha>kmute Apply. BoibpaHHble Ethernet-nopTbl cbpacbiBatoTcs.
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4.7 YnpasneHue IP-uHtepgericamm

4.7 YnpasneHue IP-uHtepcdeincamm

RUGGEDCOM ROS no3BonseT CKOHUrypuposaTb No ogHOMY IP-uHTepdency ans
Kaxxgon nogcetu (unu VLAN) Bcero no 255 nHtepdeincos.

OAuH nHTepeinc gonxkeH bbiTb CKOHMUTYPUPOBAH Kak MHTepdenc ynpaBneHus.
Mo ymMOnuaHu1Io TONbKO Ha MHTepderce ynpaBneHusa, MoryT pabotatb IP-cepBuchl,
Takue kKak DHCP, IEEE1588, nocnepgoBaTtensHbiv cepep M LLDP, KoTopble BAUAIOT
Ha ycTponctBo Tem He meHee, RUGGEDCOM ROS MOXHO CKOH(UIypUpOBaThb
TaknMM 0bpa3oM, utobbl BCnomMoraTtenbHble MHTepdenCbl ynpaBneHusa 3anyckanu
cnefyroLmne cepBuChI:

* KomMmytauusa 3-ro ypoBHA
e MMS

* Modbus

* Radius/TacPlus

e YpaneHHasa obonouka

* YaaneHHbIW CUCTEMHbIN XXypHan

*  SNMP
* SNTP
e SSH

e TFTP
* Telnet

* Beb-cepBep

[nAa nonyueHnsa JONONHUTENbHOM MHOPMaunn cM. "KoHdurypuposaHue IP-
cepsucoB (CTpaHuua 92)".

Kaxxgomy IP-nHTepdeiicy nomkeH 6biTb Ha3HaueH IP-agpec. B cnyuae nHTepdeiica
ynpasneHus Tun IP-agpeca moxeT 6biTb cTaTueckum, DHCP, BOOTP unu
AWHaMUUecKUM. [Ina Bcex ocTanbHbIX MHTepderncoB IP-agpec fonxeH bbiTb
CTaTUUECKUM.

A 3AMETKA
OnacHoCTb ANA KOH(Urypaumum — pUCK HapyLueHUs obMeHa AaHHbIMU

N3meHeHWe nageHtndurkatopa ans cetm VLAN c nepegaueit Tpadumka ynpaBneHums
KOMMyTaTopamMu npuBeaeT K pa3pbiBy ntoboro aktneHoro TCP-coegnHeHuA
RawSocket (HecTpyKkTypupoBaHHbIW COKeT). Ecnu 3To npoun3onaeT, cbpocbTe Bce
nocnefoBaTenbHble MOPThI.

4.7.1 MpocmoTp cnucka IP-uHTepdencoB kKommyTaTopa

UTobbl NpOCMOTPETb CNMUCOK IP-MHTEphEeNCcOB KOMMYyTaTOPa, CKOHPUIYPUPOBAHHbIX
Ha ycTponcTBe, nepeiaunte B Administration » Configure IP Interfaces » Configure
Switch IP Interfaces. Moasutca Tabnuua Switch IP Interfaces.
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4.7.2 lobasneHune IP-uHTEeperica KOMMyTaTopa

Ecnu IP-uHTEpdheicbl KOMMyTaTOpa He BblNK CKOHUTYpHUpOBaHbI, LobaBbTe
HeobxoauMble IP-uHTepdeichl. na nonyuyeHuss LONONHUTENIbHOW MHPOPMALIMK CM.
‘NobaBneHue IP-nHTepderica kommytatopa (CtpaHuua 89)".

4.7.2 Hob6aBneHue IP-uHTepceinca kommyTaTopa

UTtobbl fobaBuUTb IP-uHTEpderc KoMmMyTaTopa, caenanTe cnegyroLlee:

1.

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

Mepenante B Administration » Configure IP Interfaces » Configure Switch IP
Interfaces. MNosButca Switch IP Interfaces Table.

HaxkmuTe InsertRecord. MNossutca popma Switch IP Interfaces.

HeobxoanmMo CKoHUrypupoBaTh CrieaytoLiMe napaMeTpbl:

A 3AMETKA

yrposa 6esonacHoCcTM — PUCK HEaBTOPHU30BaHHOIO A0CTyMNa n/unu
ncnonb3oBaHUA

IP-uHTEepdechl, KoTopble NpuHagnexat cetu VLAN c nepegauev Tpadmka
ynpasneHns KOMMyTaTopaMu unu BcnomorartenoHon cetn VLAN ¢ nepefauert
TpadunKa ynpaBneHMa KOMMyTaTopaMu, LOMXKHbI ObITb MOAKHOUEHbI K
[lOBEpeHHOM ceTw.

A 3AMETKA

OnacHocTb gnA KOHUTypaLum — pUCK HapyLueHUsi obMeHa AaHHbIMM.

N3meHeHue ngeHtndukatopa ana cetm VLAN ¢ nepegaven tpadumka
yrnpaBneHns KOMMyTaTopaMu NpUBEAET K pa3pbiBy ntoboro aktmeHoro TCP-
coeaunHeHus no npotokony RawSocket (HeCTpyKTypuUpOBaHHbIN cokeT). Ecnu
3TO Npou3onaeT, cbpocbTe BCe NocnefoBaTeNbHbIE MOPThHI.

MpumeuaHune

Mpwu cbpoce Bcex NapamMeTpoB KOHMUTypaL MK B HACTPOWKK MO YMONUaHUIO |P-
afpec 1 Macka noaceTu, CKoHHUrypuposaHHble ana cetn VLAN ¢ nepepavent
Tpad1Ka ynpaBneHmMa KOMMYTaTOpaMu, He U3MEHAROTCA; TaKXKe ANA HUX
ByneT HazHaueH No ymonuaHuto uaeHtnudukaTop cetn VLAN ID, paBHbii 1.
N3meHeHuA IP-agpeca BCTynatoT B cuNy HeMeaneHHo. Bce IP-coegnHenuns,
“MeroLLMe MecTo BO BpeMs u3MeHeHus IP-agpeca, byayT noTepsHbl.

NMpumeuaHune
Mpv MCNONb30BaHNM CUHTAKCUMUECKOro nNpeAcTaBneHna 32-6UToBbIX aapecos
B BMAE yeTbipex 8-BUTOBbIX LienbixX UMcen, pasgeneHHblX Toukamu ans 1Pv4,
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4.7.2 lobasneHune IP-uHTepherica KOMMyTaTopa

Hanpumep, 255.255.255.0, oHo bygeT aBToMaTMueckn npeobpa3oBaHo B
3KBWBANEHTHOE uncno 6uToB (Hanpumep, 24 6uta).

Napametp

OnucaHue

Type

KpaTtkuit 0630p: [ VLAN ]
3HaueHue no ymonuaHuto: VLAN

YKa3blBaeT TUN UHTepeNca, Anst KOTOPOro co3aaH 37oT IP-
WHTEpeic.

ID

KpaTkuit 0630p: Lienoe uncno ot 1 go 4094
3HaueHue rno ymonuaHuto: 1

YKa3blBaeT UAEHTU(UKATOP MHTepPdENCca, AN KOTOPOro
co3faH 370T IP-uHTepdeic. Ecnm tun nHtepdeica — VLAN,
npeacTaBnser naeHtudukatop becnposogHoi NBC.

Mgmt

KpaTkuit 0630p: [ No | Yes | Aux ]
3HaueHue rno ymonuaHuto: No

YKa3blBaeT, ABNSAETCS NW AaHHbIN IP-uHTepdeic nHTepdeicom
afMWHUCTPATUBHOrO yNpaBlieHUs1 YCTPOWCTBOM.

* Aux (BcnoMmoraTesibHENL) - NOAAEPKUBAET (PYHKLUK
ynpaBneHus

* Yes (Ja) - noanep>vMBaeT PyHKLMKU ypaBneHus 1 Ha-
3HaueHUA AMHaMKUUeCKUX agpecos, Hanpumep, DHCP

* No (HeT) - He NOALEPKMBAET (PYHKLMMU YNPABIEHUS UMK
Ha3HaueHWss AMHaMWUECKUX afpecoB

IP Address Type

KpaTtkuit 0630p: [ Static | Dynamic | DHCP | BOOTP ]
3HaueHUe no ymonuaHuto: Static

YKka3blBaeT, ABnsieTcsa nu IP-agpec ctaTMueckum, nubo
Ha3HauaeTca AMHaMmunueckn vyepes DHCP unn BOOTP. Onuwma
DYNAMIC (auHaMuueckui) aensetcs obwum cnyuaem
[MHAaMUUEeCKHU Ha3HauaeMmoro IP-agpeca. OHa obecneunBaet
nepekntoueHne mexagy nporokonamu BOOTP n DHCP, noka He
bynet nonyueH OTBET OT COOTBETCTBYHOLLErO CEPBEPA.

[ns uHTEepdecoB, He ABNAOLWMXCA HTEPdENCaMH
aAMWHUCTPATUBHOrO yNpaBrieHus, [OMKHO ObITb BbIOpaHO
Static (cTtaTMueckuit).

IP Address

KpaTtkuit 0630p: Any valid IP address
3HaueHue no ymonuaHuto: 192.168.0.1

Yka3sbiBaeT IP-agpec 3Toro uHTepdelica. IP-agpec 3to 128-
BuUTHOE uKCo, KOTOPOE 3aMMUCbiBAETCA C MOMOLLbIO BOCbMMU
nonen U3 yeTbipex LWecTHaALaTePHUUHbIX LMP, ANA KOTOPbIX
HauanbHble HYNKM MOTYT BbITb ONyLLEHbI, Pa3feneHHbIX
3HaKamu ABoeTouns. [lonoNHUTENbHYIO MHPOPMaLMIO

CM. B AOKYMEHTaLMKW AfIA UTEHUA B aBTOHOMHOM peXxuMme.
Azpec 4 BepcrMm MOXKeT BbITb 3alLIMPOBAH UETBIPLMSA
fecATUUHbIMK uncnamu ot 0 o 255, pasgeneHHbIMKU TOUKaMMU.
[lonyckaeTca ToNbKO MHAMBMAYaNbHbIN IP-agpec, KOTOpbIX He
HauuHaeTca ¢ "FF" nnu HaxoguTca B AnanasoHe ot 1.0.0.0 go
233.255.255.255 ana Bepcun 4.
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4.7.3 YaaneHue IP-nHTepgerica KoMMmyTaTopa

Napametp OnucaHue

Subnet Prefix KpaTkuit 0630p: Lienoe uncno ot 0 o 128
3HaueHue nNo ymonuaHuto: 24

YKa3blBaeT UMUCIIO CMEXHbIX CTapLUMX BUTOB, COCTABMASIOLLMUX
MacKy MOACeTH Ans TekyLlero uHTepderica. Hanpumep, 24
bynert cooTBeTCTBOBaTb Macke nogcetu IPv4 255.255.255.0,
a 64 byneT yKasblBaTb, UTO MacKa NOJACETU COCTOMUT U3 64
CTaplumx but (oeMcteutenbHo ana IPv6).

A 3AMETKA
Kaxzabi# IP-uHTepdenc LomKeH MMETb YHUKaNbHbINA CETEBOK
aapec.
4. Haxmwute Apply.
4.7.3 YpaneHue IP-untepdeiica kKommyTtaTtopa

Ona ynanexusn IP-uHTepderica KOMMyTaTopa, CKOHPUIYPUPOBAHHOIO HA
YyCTPOWCTBE, CAENaWTe creayroLlee:

1. Nepewnpute B Administration » Configure IP Interfaces » Configure Switch IP
Interfaces. Noasutca Tabnuua Switch IP Interfaces.

2. BbibepuTe IP-uHTEpheic n3 Tabnuubl. MNossutca popma Switch IP Interfaces.
3. Haxwmure Delete.

4.8 YnpaBneHue IP-wunto3zamu

RUGGEDCOM ROS no3BonsieT CKOHUrypupoBaTb A0 AecaTv IP-wnto3oB. Ecnun oba
napametpa Destination 1 Subnet nycTbl, Wnto3 cunTaeTca WNHO30M NO YMOMUAHHIO.

NpumeuaHue

KoHdurypaumsa wnro3a no ymonuaHuio He byaet usmeHeHa npu cbpoce Bcex
napamMeTpoB KOHUIypaLunu A0 3aBOACKMUX 3HAUEHUI MO YMONUAHMIO.

4.8.1 MpocmoTp cnucka IP-wnto3os.

UTobbl NPOCMOTPETb CMMUCOK IP-LNt030B, CKOH(PUTYPHUPOBAHHbIX Ha YCTPOWCTBE,

nepeiaute B Administration » Configure IP Gateways. MNosiButca Tabnuua IP
Gateways.

Ecnu IP-wunto3bl He BbinK CKOHUIYpUpoBaHbl, 4obaBbTe Heobxoanmble |P-wnto3bl.

[nAa nonyueHna LONONHUTENbHOM MHGOPMaumK cM. "[obasneHue IP-wnto3a
(CtpaHuua 92)".
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4.8.2 [lobasneHue IP-unro3a

4.8.2

4.8.3

4.9

92

[lobasneHue IP-lunto3a

MpumeuaHune
MNpepocTtaBneHHble DHCP agpeca IP-wnto3a byayT uMeTb NpUopuUTeT Hafg
CKOHUIYPUPOBaAHHbBIMUW BPYUHYO 3HAUEHUAMMU.

UTtobbl nobaBuTh IP-WNto3, caenanTe cnepytollee:

1.

4.

Mepengute B Administration » Configure IP Gateways. lNosBuTca Tabnuua IP

Gateways.

Ha>kmuTte InsertRecord. MNosasutca popma IP Gateways.

HeobxoanmMo CKoHhUrypupoBaTh creaytoLiMe napaMeTpbl:

Napametp OnucaHue
Destination KpaTkuit 0630p: Any valid IP address
YKa3biBaeT IP-agpec LeneBon cetu unu xocta. [inA wnro3a no
ymornuaHuto oba napametpa (aapecaT v NOACETb) YCTaHOBMEHDI
Ha 0.
Subnet KpaTkuit 0630p: Lienoe uncno ot 0 go 128
3HaueHue no ymonuaHuto: 0
YKa3sbiBaeT Macky IP-noaceTtun ycTporcTBa-agpecaTta. Ana
LuNk03a No ymonuaHuto oba napametpa (agpecaT v NOACeTb)
ycTaHoBneHbl Ha 0.
Gateway KpaTkuit 0630p: Any valid IP address
YKa3sblBaeT LWt03, KOTOPbIM ByaeT MCnonb3oBaTheca AnA
[oCTyna K agpecary.
Haxxmute Apply.

YpaneHue IP-wunto3a

OnAa ynanexus IP-winto3a, CKOHPUIypMPOBAHHOIO Ha YCTPOMCTBE, CAenanTe

Mepengute B Administration » Configure IP Gateways. lNosBuTca Tabnuua IP

BoibepuTe IP-unto3 n3 tabnuubl. Mossutca popma IP Gateways.

cnepytouee:
1.
Gateways.
2.
3. Haxwmwute Delete.

KoHdurypuposaHue IP-cepsucos

UTtobbl CKOHUIyprpoBaTb IP-cepBuUChl, 0becneumBaemMblie YCTPOMCTBOM, CAeNnanTe
cnegyrouee:

1.

Mepeiante B Administration » Configure IP Services. MosButcsa chopma IP

Services.
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4.9 KoHopurypmuposaHue IP-cepBmcoB

HEO6XOﬂMMOCKOH@MprMpOBaTbCﬂEﬂyKﬂuMeHapaMeTpMI

MNapametp

OnucaHue

Inactivity Timeout

KpaTkuit 0630p: Lienoe uncno ot 1 go 60 unu [ Disabled ]
3HaueHue no ymonuaHuto: 5

YKa3blBaeT, KOrAa KOHCoNb Npon3seaeT BIOKMPOBKY Mo
BpeMeHu 1 ByaeT oTobpaxkaTbCa 3KpaH BXOAa B CUCTEMY, €CU
OTCYTCTBYET aKTUBHOCTb Nofb3oBaTtens. Ecnu 3HaueHne paBHO
Hynt, TO TakM-ayTbl OTKNtOUeHbI. [1nA nonb3oBaTenei Beb-
cepBepa MaKCMManbHoe 3HaueHue TaiM-ayTa orpaHuueHo 30
MUHYTaMMU.

Telnet Sessions
Allowed

KpaTkuit 0630p: Lienoe uncno ot 1 go 4 unu [ Disabled ]
3HaueHue no ymonuaHuto: Disabled

OrpaHuumnBaeT uncno ceaHcos Telnet. Ecnv 3HaueHuWe paBHO
Hynto, TO Ntobol Telnet-gocTyn UCKNtOUEH.

Web Server Users
Allowed

KpaTkuit 0630p: Lienoe uncno ot 1 go 4 unu [ Disabled ]
3HaueHue nNo ymonuaHuto: 4

OrpaHWUMBaET UUCNO OAHOBPEMEHHbBIX NONib30BaTenei Beb-
cepBepa.

TFTP Server

KpaTkuit 0630p: [ Disabled | Get Only | Enabled ]
3HaueHue no ymonuaHuto: Disabled

MocKOMNbKY 3TO HECTOWKMIA NPOTOKON, AaHHbII NapameTp
MO3BOMAET NONb30BaTENO OFPaHUUMBATL UK OTKIOUATD
cnyxoby.

Disabled (OTkJimoueHO) - OTKNOUAET AOCTYN ANA UTEHUA U
3anucu uepes aTy cnyxoby

Get Only (Tosbko mnpmeM) - NO3BOJMIAET TONbKO UNTATb
channbl uepes sty cnyxoy

Enabled (BxJoueHo) - NO3BOJSET UATATb U 3aMUCbIBaTb
hainbl uepes 3Ty cnyxby

ModBus Address

KpaTkuit 0630p: Lienoe uncno ot 1 go 255 unu [ Disabled ]
3HaueHue no ymonuaHuto: Disabled

Onpegenset agpec Modbus, koTopblit cnegyeT UCnonb3oBaTb
NS aAMUHUCTPATUBHOrO ynpaBneHus uepes Modbus.

SSH Sessions Allowed
(Controlled Version
Only)

KpaTkuit 0630p: Lienoe uncno ot 1 go 4
3HaueHue nNo ymonuaHuto: 4

OrpaHuunBaeT uncno ceaHcos SSH.

MMS Sessions Allowed

KpaTkuit 0630p: Lienoe uncno ot 1 go 4
3HaueHue no ymonuaHuto: Disabled

OrpaHuumnBaet uncno ceaHcos MMS. Ecnu BbIBpaHO 3HaueHuUe
Disabled (OTtkntoueHo), To ntobot MMS-LOCTyN UCKITHOUEH.

RSH Server

KpaTkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHuto: Disabled

OTKNtouaeT/BKNOUAET AOCTYN Uepes yAaneHHY KOMaHLHY
obonouky.
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4.10 YnpasneHue AUCTAHYHUOHHbBIM MOHUTOPHUHIOM

Napametp

OnucaHue

IP Forward

KpaTkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHuto: Disabled

Perynupyet BO3MOXXHOCTb nepecbiniku IP mexay cetamun VLAN
B MocfiefoBaTte/ibHOM cepBepe unu IP-cermeHTax.

NpumeuaHune
Mpu 06HoBNeHun no RUGGEDCOM ROS Bepcun5.5, no ymonua-
HWIO yCTaHOBMEeHO 3HaueHwue { Enabled }.

Max Failed Attempts

KpaTkuit 0630p: Lienoe uncno ot 1 go 20

3HaueHue no ymonuaHuto: 10

MaKcMManbHOe KONMUeCTBO HeyauHbIX NOMbITOK 4OCTyna
Ha Kaxxayro cnyxby B npeaenax okHa HeyAauHbIX NOMbITOK
[0 6BNOKUPOBKM CNyxbbl. [ina Kaxkaoi cny>x6bbl Aonyckaertcs
MaKCMManbHOe KOTMUeCTBO MOMbITOK L0 BNOKUPOBKU. ITOT
napameTp cbpacbiBaeTca Ha 3HAUEHWE MO YMONUaHUIO NpU
cbpoce KOH(UrypaLmu B 3aBOACKUE HACTPOMKK, OAHAKO
CUETUMK HeyAauUHbIX NOMbITOK AN KOHKPETHOM CNy»bbl He
cbpacbiBaetcs.

Failed Attempts Window | KpaTkuit 0630p: Lienoe umcno ot 1 go 30
3HaueHue No ymonuaHuio: 5

Bpemsa B MUHyTax (MUH), B TeUEHUE KOTOPOro AOMKHO DbITh
NpeBbILIEHO MaKCMMaNbHOE KONIMUECTBO HeyAauHbIX MOMbITOK
BXOAa B CMCTEMY [10 BNOKMPOBKM cucTeMbl. Korga Bpems
UCTEKaeT, CUeTUMK HeYAaUHbIX NOMbITOK copacbiBaeTca Ha 0.
[JaHHbI NnapameTp cbpacbiBaeTca Ha 3HaUEHWE MO YMONTUaHWIO
npu cbpoce KOHMUrypaLun B 3aBOACKUE HACTPOMKH.

Lockout Time KpaTkuit 0630p: Lienoe uncno ot 1 go 120
3HaueHue no ymonuaHuio: 60

Bpems B MMHYyTax (MWUH) B TeueHWe KOTOPOro cnyxba octaetcs
3abNOKMPOBAHHOW NoCe AOCTUKEHUSI MAKCUMaNbHOMO

uMcna HeyaauHbIX NOMbITOK A4OCTYNa. [laHHbINW napameTp
cbpacbiBaeTcA Ha 3HaueHWe No yMonuaHuto npu cbpoce
KOHMUIypaLnW B 3aBOLCKUE HACTPOWKH, 38 UCKITIOUEHWEM
MHTepdeica ynpaBneHua yCTPOWCTBOM.

3. Haxwmwute Apply.

4.10 YnpasneHue oUCTaHLUOHHBIM MOHUTOPUHIOM

AWCTaHUMOHHBIM MOHUTOPUHT (RMON) ncnonb3yetcs ana cbopa M npocMoTpa
HaKOMJEHHbIX CTAaTUCTUUECKUX [aHHbIX, OTHOCALLMXCA K MPOU3BOAUTENBHOCTU U
pabote Ethernet-noptoB. OH Tak)ke NO3BONAET PErncTpUpoOBaTh 3aNMUCH CUCTEMHOTO
XypHana u/unu reHepuposaTb trap-ysegomnenvre SNMP, korga npesbilleHa yactoTta

BO3HWKHOBEHMSA 33aHHbIX CODLITUN.
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4.10.1 YnpaBneHune cpeactBamu paboTbl ¢ AAHHbIMU, cObupaembiMu npu nomowyu RMON

4.10.1 YnpaBneHue cpepcTtBamu paboTbl € AaHHbIMU, COBMpPaeMbiMKU NPU MOMOLLIU
RMON

CpenctBa paboTbl C AaHHbIMUK, COBUpaeMbIMU NPU AUCTAHUMOHHOM MOHUTOPUHTE
(RMON), c perynipHbIMW UHTEpPBaNaMu CoO34a0T BbIDOPKU M3 HaKanIMBaeMbIX
CTaTUCTMUeCcKKnX AaHHbIX RMON-MIB ans 3agaHHbIx Ethernet-nopTos.

4.10.1.1 MpocMoTp cnucka cpeacTB paboTbl ¢ AaHHbIMU, cobupaembimu npu nomowi RMON

UTobbl NpOCMOTPETb CMMCOK CPeAcTBa paboTbl C XPOHONOMMUECKUMU AAHHbBIMMU,
cobupaembimu npu nomown RMON, nepenaute B Ethernet Stats » Configure
RMON History Controls. Nosaswutca Tabnuua RMON History Controls.

Ecnu cpenctBa paboTbl ¢ cObMpaeMbiMKU AaHHBIMKU He Dbl CKOHPUIYPUPOBaAHbI,
nobaBbTe HeobxoanMble CPeACTBa ynpaBneHua. [Ansa nonyyeHusa 4ONONHUTENbHOM
nHdopmaumnm cMm. "[lobaBneHue cpenctBa paboTbl C AaHHbIMU, COBMPaeMbIMKU MPH
nomotr RMON (CtpaHuua 95)".

4.10.1.2 Hob6aBneHune cpepcTBa paboTbl C AAHHbIMU, cObMpaeMbiMu npu nomowm RMON

UTobbl fOBaBKUTL CpeacTBo paboThbl C AaHHbIMK, COBUpaeMbiMK Npu nomoln RMON,
coenamnTe cnegyrollee:

1. Mepewnpute B Ethernet Stats » Configure RMON History Controls. MNoasuTcA
Tabnuua RMON History Controls.

2. Haxwmwure InsertRecord. MNossutca ¢oopma RMON History Controls.

3. HeobxoaMmo CKOHMUIyprUpoOBaTh CneayroLmMe napamMeTpsbl:

MapameTp OnucaHue

Index KpaTkuit 0630p: Lienoe uncno ot 1 o 65535
3HaueHue no ymonuaHuto: 1

YKa3aTenb Ha 3anucb B faHHoW Tabnuue RMON History Control.

Port KpaTkuit 0630p: 1 to maximum port number
3HaueHHe No ymonuaHuto: 1

Homep nopTa.

Requested Buckets KpaTkuit 0630p: Lienoe uncno ot 1 go 5000
3HaueHue no ymonuaHuio: 50

MakcrMManbHOe UnCno CerMeHTOB NaMATH, 3anpallnBaeMblxX
NS HaKannvMBaHMA 3TOW CEPUM CTAaTUCTUUECKUX BbIDOPOK
RMON. UHTepsan: 1-4000. No ymonuaHuto 50.

Granted Buckets KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

Uncno cermMeHToB NaMATH, NpefoCcTaBleHHbIX ANlA
HaKkannuBaHWA 3TON Cepum cTaTUCTUUeCKMx Boibopok RMON.
370 none He pefakTUpyemoe.
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4.10.2 YnpasneHune onoBeljeHuamm RMON

Napametp OnucaHue

Interval KpaTkuit 0630p: Lienoe uncno ot 1 go 3600
3HaueHue no ymonuatuto: 1800

Uncno cekyHfl, B TeUeHMe KOTOpbIX MpoM3BOANTCS BbiIDOpKa
OaHHbIX Anf Ka)kgoro cermeHTa. MHTepsan: 1-3600. Mo
ymonuanuto 1800.

Owner KpaTtkuit 0630p: CTpoka aAnnHoi 127 cumeona(o.)
3HaueHue no ymonuaHuto: Monitor

Bnapeneu 3ToM 3anvcu. PeKkoMeHayeTCs HauMHaTb 3Ty CTPOKY
cnoBoM "monitor”.

4. Haxmwute Apply.

4.10.1.3 YnaneHue cpepacrtea paboTbl ¢ AaHHbIMU, cobupaembiMmu npu nomow RMON

UTobbl yaanutb cpeactBo paboTbl ¢ AaHHbIMM, cobrupaeMbiMu npu nomolm RMON,
caoenanTe cnegyroulee:

1. Mepenpute B Ethernet Stats » Configure RMON History Controls. lNoasuTcA
Tabnuua RMON History Controls.

2. Bbibepute B Tabnuue cpenctso pabotbl ¢ cobMpaeMbiMu faHHbIMK. [ToABKUTCA
dopma RMON History Controls.

3. Haxwmute Delete.

4.10.2 YnpasneHue onoBewweHnamu RMON

Ecnu ckoHUryprpoBaHbl 0NoBeLeHUA AUCTaHLMOHHOIO MOHUTOPUHTA,
RUGGEDCOM ROS npoBepsaeT COCTOAHME KOHKPETHOM CTaTUCTUUECKOM
nepemMeHHOM.

OnoBeLleHUss AUCTaHUMOHHOro MoHUTOpKHIra (RMON) onpeaenstoT BEpXHIOH

N HUXKHIOK rpaHuLbl A8 AONYCTUMbIX 3HAUEHUIM KOHKPETHbIX CTaTUCTUUECKUX
nepemMeHHbIX B 3alaHHOM UHTepBarne. 310 no3sonset RUGGEDCOM ROS
obHapyu1BaTb Npoucxoasaime cobbiTua bbiCTpee, ueM yKaszaHHas MaKCMManbHas
CKOPOCTb, U MefjfIeHHee, UeM MUHUMalNbHaA CKOPOCTb.

Ecnun ckopocCTb U3MEHEeHMA CTaTUCTUKK 3HAYEHUA BbIXOAMT 3a Npeaenbl, Bceraa
reHepupyetcsa onoeleHune Tuna INFO (MHpopMauroHHoe). Ans nonyyeHus
MHOPMaL MK 0 NPOCMOTpe ONoBeLeHU cM. “MpocMoTp 1 cbpoc PUKCHPOBAHHbIX
onoselleHuni (CtpaHumua 110)".

Kpome Toro, BbIX0f CTaTUCTUUECKOrO NapamMeTpa 3a npefenbl NOPOroBbiX 3HaUEHWUH
MO>eT NPUBECTU K AanbHenLWwmnm gencteuam. OnoseweHne RMON moxeT bbiTb
HaCTPOEeHO TakMM 0bpa3oM, uTobbl yKasbiBaTb Ha KOHKpeTHoe cobbiTne RMON,
KOTopoe cnocobHo reHepupoBaTh trap-yBegomneHve SNMP, 3anuch B XXypHane
cobbITUI, NMBO BbINONHATL 0b6a 3TUX AencTBUA. CobbiThe RMON TakXe MoXeT
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RUGGEDCOM ROS Bepcusa5.5

4.10.2 YnpasneHue onoselyeHuamm RMON

HanpaBnATb ONOBELEeHUA B CTOPOHY pPa3fIMUHbIX MOMb3oBaTesien, onpeaeneHHblX
ana SNMP.

OnoBeLLeHWe MOXET yKa3biBaTb Ha pa3NnuHOe cobbITME ANA KaXX[Oro NoOporoBoro
3HaueHus. Taknum obpa3oM, BO3IMOXHbI TakMe KOMBUHALUWMK, KaK trap on rising
threshold (trap-yBegomneHue npu nopore no pocty) wnu trap on rising threshold,
log and trap on falling threshold (trap-ysegomnexue npu nopore no pocry,
perucTpauyuma v trap-yBeoMaeHune npu nopore no crnagy).

Kaxxgoe onoewieHe RMON MoXeT 6bITb HACTPOEHO TaknM 0bpa3om, uTobbl ero
nepBbIi 3K3eMMNNAP BO3HMKAN TONbKO NPU BbIXOAE 38 BEPXHWM Npeaen, Npu Bbixoae
33 HWXKHWM Npeaen, nMbo npu Bbixoae 3a ntoboe NoporoBoe 3HaUeHHUe.

BO3MOXHOCTb 334aBaTb BEPXHEE U HUXKHEE MOPOrOBble 3HAUEHUA ANA BENMUUMHDI
M3MepAEeMOro CTaTUCTUUECKOro NapamMeTpa no3BonseT 4obaBnATb rMcTepesnc K
npoLeccy reHepMpoBaHWA OMOBELLEHUH.

Ecnu BennunHa namepAaemMoro B TeueHnMe HEKOTOPOro BPEMEHU CTaTUCTUUECKOTO
napameTpa CpaBHUBAETCA C eAMHCTBEHHbIM NMOPOroM, TO onoBeLleHuns byayT
reHepMpoOBaTbCA KaXKablM pa3, KOraa AaHHbIM CTaTUCTMUECKUI MapaMeTp
nepecekaet 37O €[JMHCTBEHHOE NOPOroBoe 3HaueHue. Ecnun BennunHa
CTaTMCTMUECKOro NapamMeTpa coBepLuaeTt konebaHus Bo3ne NOporoBoro
3HaueHus, TO OMOBeLLEeHWe MOXET reHepUpPoOBaTbCA B TEUEHWE KaX[oro nepmoaa
n3mMepeHusa. NporpaMMmUpoBaHUE BEPXHETO U HUXHErO NOPOroBbIX 3HAUEHWUH
YyCTpPaHAET NIOXHble ONoBeLLeHuA. BenMumHa ctaTucTMuecKkoro napameTtpa
LONXHa epemMecTUTbCA MeXAy NoporaMu, npexie 4yem CMOryT reHepMpoBaTbCA
onoselleHus. CneayroLwnMin pUCYHOK UNNTFOCTPUPYET CUITbHO pasnunyaromecs
MOAENIN FreHepUPOBaAHUA ONOBELLEHUA, KOTOPbIe ABAAKTCA pe3ynbTaToM
CTaTUCTUUECKOM BbIDOPKM M TOWM XKe CTaTUCTUUECKOM BbIDOPKK C MPUMEHEHHbIM
rMCTepe3ncom.

PucyHok 4.3 Mpouecc reHepupoBaHUA OMNOBELLEHNU

CywiecTByeT ABa cnocoba OUeHKH CTaTUCTUKK, uTOBbl onpeaenuTb MOMEHT, KOraa
HY>XHO reHepupoBaTb ONOBELLEHWE: PA3HOCTHbIM U aBCONKOTHBIN.

[nsi 60NbLUIMHCTBA CTAaTUCTUUECKUX AaHHbIX, HanpuMep, OLIMOOK NIMHUK CBSI3H,
LenecoobpasHo reHepMpoBaTh OMNOBELLEHWE, KOrAa NpeBbilleHa onpeaeneHHas
yacToTa owKboK. Mo yMonuaHWio perucTpauus 3anucy onoBeLLeHWa HacTpoeHa C
delta (pa3HOCTHbIM) METOAOM U3MEPEHUS, KOTOPbIM PacCMaTPUBAET USMEHEHMUS
CTaTUCTMUECKOTrO NapaMeTpa B Hauasle U B KOHLe nepuoaa U3amMepeHus.
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4.10.2 YnpasneHune onoBeljeHuamm RMON

OnoBellleHWe MOXeT NoTpeboBaThCs B Cyuae, Korga obuiee unu abcontoTHoe
uMcno cobbITUIM BbIXOAMT 3a OonpeaesieHHoe NoporoBoe 3HaueHue. B 3Tom cnyuae
yCTaHOBWTE TUM Nepuoaa n3MepeHus absolute (abcontoTHbIN).

4.10.2.1 MpocmoTp cnucka onoBeweHuit RMON

Utobbl npocmoTpeTb cnucok onoBeweHui RMON, neperianTte B Ethernet Stats »
Configure RMON Alarms. Nosasutca Tabnuua RMON Alarms.

Ecnu onoBelyeHunA He Bbinu CKOHUIypupoBaHbl, AobaBbTe HeobxoanMble
onoselleHusa. [Ina nonyyeHnsa 4ONONHUTENbHON MHpopMauumn cMm. "[lobaBneHue
onoseleHna RMON (CrtpaHuua 98)".

4.10.2.2 [Job6asneHue onoBeweHna RMON
UTtobbl nobaBuTb onoseweHne RMON, caenarte cnegyroLee:

1. TNepenpute B Ethernet Stats » Configure RMON Alarms. MNoasuTtca Tabnuua
RMON Alarms.

2. Haxwmwurte InsertRecord. Moasutca popma RMON Alarms.

3. HeobxoaMmo CKOHMUIyprUpoOBaTb CneayroLmMe napamMeTpbl:

MapameTp OnucaHue

Index KpaTkuit 0630p: Lienoe uncno ot 1 o 65535
3HaueHue no ymonuaHuto: 1

YKa3aTenb gaHHoOM 3anucu onoselleHna RMON.

Variable KpaTkuit 0630p: Lienoe uncno

MaeHTudurkaTop obbekta SNMP (OID) KOHKpeTHOro
nepeMeHHOro napameTpa, BbIbopKa KOTOPOro foMxHa
Npoun3BOAMTbCA. MOXeT MPOU3BOANTLCA BbIBOPKA TOMbKO

Tex MepeMeHHbIX NapaMeTpoB, KOTOPble paspeLuaroTca

B npegycMoTpeHHbiit ASN.1T tun npumutneos INTEGER
(INTEGER, Integer32, Counter32, Counter64, Gauge, unu
TimeTicks). CnMcoK 06BEKTOB MOXHO YBUAETH, BBEAS KOMaHAY
“rmon" B uHTepdeiice KoMaHAHOMN cTpokKu. Gopmat OID:
objectName.index1.index2... , rae dhopmaT yKkasaTens 3aBUCHUT
OT TMMNA UHOEKCHOro obbeKTa.

Rising Thr KpaTkuit 0630p: Lienoe uncno ot -2147483647 no
2147483647

3HaueHue no ymonuaHuto: 0

MoporoBoe 3HaueHWe NepeMeHHOro napaMeTpa, AN KOTOporo
npousBoauTcs Bblbopka. Ecnu Tekylliee 3HaueHWe napaMeTpa,
LIS KOTOPOro NMPOM3BOAMUTCA BbibOpKa, bonbLle 3TOro

nopora Uau paBHO EMY, a TaKXKe 3HaueHWe Ha NocneaHemM
WHTepBane BbI6OPKK BbINO MeHbLLEe 3TOro nopora, To byaet
reHepupoBaTbCA efMHCTBEHHOE cobbiThe. KpoMme Toro,
eIMHCTBEHHOE CcobbITHe DyfeT reHepupoBaThCs, e/ NepBas
BbIDOpKa, co3aHHan nocne perucTpauuny AaHHoOMW 3anuc,
MpeBbILLAET 3TOT MOPOT UM PaBHA eMy, a TaKKe napameTp
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4.10.2 YnpasneHue onoselyeHuamm RMON

Napametp

OnucaHue

"Startup Alarm" B 3Tol 3anucu UMeeT 3HaueHue Rising (PocT).
Mocne reHepUpoBaHWUA OMOBELLEHWUA O POCTE pPYroe TaKoe e
cobbITHe He ByfeT reHepupoBaThCS, NMOKa 3HaUeHUe, BblIbopKa
KOTOPOrO NPOWU3BOAMUTCA, HE CNAfEeT HWXKe NOPOroBOroO U He
[OCTUTHET 3HaUeHWs Nnopora no cnagy.

Falling Thr

KpaTtkuit 0630p: Lienoe uncno ot -2147483647 o
2147483647

3HaueHue no ymonuaHuto: 0

MoporoBoe 3HaueHWe NeEPeMEHHOro NapamMeTpa, Afis KOToporo
npousBoauTCA BbibopKa. Ecnu TeKyllee 3HaueHWe napameTpa,
AN1A KOTOPOro NPOU3BOANTCA BbIDOPKA, MEHbLLE 3TOr0

nopora unu paBHO eMy, a TaKXe 3HaueHWe Ha NoCcNeaHeM
WHTepBane BbiIbopkwu Hbino bonbLle 3Toro nopora, To byaer
reHepupoBaTbCs eMHCTBEHHOE cobbiTUe. Kpome Toro,
e[AMHCTBEHHOE CobbITHe ByaeT reHepMpoBaThbCA, €CNIM NepBas
BblbopKa, co3AaHHas nocne perncTpalmm AaHHOM 3anucy,
MEeHbLLIE 3TOr0 NOPOra UNv paBHa eMy, a TakXKe napamMeTp
"Startup Alarm" B 3Tol 3anvcu uMeeT 3HaueHue Falling (Cnag).
Mocne reHeprpoBaHWUA OMOBELLEHWUA O CNafe APYroe Takoe e
cobbiTHe He ByneT reHepupoBaTbCS, NMOKa 3HaUeHUe, BbibopKa
KOTOPOro NPOW3BOAMTCA, HE BO3PACTET Bbille NOPOroBOro 1
He JOCTUrHEeT 3HaUeHUA Nopora no pocTy.

Value

KpaTkuit 0630p: Lienoe uncno ot -2147483647 no
2147483647

3HaueHWe 06beKTa, MOHUTOPUHT KOTOPOTO MPOU3BOAMTCA,

B TeUeHUWe nocnegHero nepuoaa Bblbopku. MNpeacraBneHume
3TOr0 3HAUEHUs 3aBUCUT OT TUNa BbIBopKM ("abcontoTHas" unu
"pa3HocTHas").

Type

KpaTkuit 0630p: [ absolute | delta ]
3HaueHue no ymonuaHuto: delta

MeTopn BbI6OpKUM Ans BbIODpaHHOro NnepeMeHHOro napamMmeTpa
W BbIUMCIIEHUSI 3HAUEHWA ANA CPABHEHWA C MOPOrOBbIMU
3HaueHUsIMU. 3HaueHue TMNa BbIDOPKKU MOXKET BbiTb

"abcontoTHbIW" MNK "pa3HOCTHbLIN".

Interval

KpaTkuit 0630p: Lienoe uncno ot 0 o 2147483647
3HaueHue no ymonuaHuto: 60

Uncrno cekyHz, B TeUeHUE KOTOPbIX MPOM3BOANTCS BbibOpKa
[aHHbIX M CPaBHWBAETCA C MOPOraMu Mo pocTy W Mo crnaay.

Startup Alarm

KpaTtkuit 0630p: [ rising | falling | risingOrFalling ]
3HaueHue no ymonuanuto: risingOrFalling

OnoBelleHue, KOTOpO€e MOXeT ObITb NOCNAHO npu
HepBOHaHaﬂbHOMCO3ﬂaHMM3TOﬂ3aHMCM,ECﬂMCO6ﬂmﬂ6HO
yCﬂOBMeﬂﬂﬂBbmaHMOHOBGMEHMH.3HaquMEOHOBemeHMH

npwv 3anycke Moxet bbITb "poct”, "cnag”, "pocT unu cnag”.

Rising Event

RUGGEDCOM ROS Bepcusa5.5
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KpaTkuit 0630p: Lienoe uncno ot 0 o 65535
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COOTBETCTBYHOLLEN 3aMUCH, TO HUKAKUX accoLMaLMi He
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YnpasneHue ycTpoHCTBOM

4.10.3 YnpasneHue cobbituamu RMON

Napametp OnucaHue

CyLLecTBYyeT. B uacTHOCTH, €CNM 3TO 3HaUeHWe PaBHO HyNHO,
TO He ByaeT reHepuMpoBaTbCsA HUKAKOrO aCCOLMMPOBAHHOIO
cobbITuA.

Falling Event KpaTtkuit 0630p: Lienoe umcno ot 0 fo 65535
3HaueHue no ymonuaHuto: 0

YKa3aTesnib cobbITUA, KOTOPOE UCNONb3YeTCA NPU BbIXOAE
3a nopor no pocty. Ecnu B Tabnuue cobbITUi HeT
COOTBETCTBYIOLLEN 3aNUCH, TO HUKAKUX accoLMauni He
CyLLlecTBYyeT. B UaCTHOCTH, eCniv 3TO 3HaUEeHUe PaBHO HYIHO,
TO He byeT reHepMpoBaTbCsA HUKAKOro aCCOLMUPOBAHHOIO
cobbIThA.

Owner KpaTkuit 0630p: CTpoka anvHol 127 cumBona(os)
3HaueHue no ymonuaHuto: Monitor

Bnapeneu 3ToM 3anvcu. PeKoMeHayeTCs HaunHaTb 3Ty CTPOKY
cnoBoM "monitor”.

4. Haxmute Apply.

4.10.2.3 YpaneHue onoBeweHua RMON
UTtobbl yaanuTb onoBeweHMe RMON, caenavite cnegytoLlee:

1. Mepenpute B Ethernet Stats » Configure RMON Alarms. MNoasutcA Tabnuua
RMON Alarms.

2. Bbibepute onoBeweHue 13 Tabnuubl. MNosasutca popma RMON Alarms.

3. Haxwmute Delete.

4.10.3 YnpasneHue cobbitusmu RMON

CobbiTHs AUCTaHUMOHHOTO MoHUTOpHUHIa (RMON) onpefensitoT noBeaeHue
npodunei, UCNonb3yemMblX NpU pernucTpauuu cobbiTUit. ITM Npodunu
“cnonb3ytotcs onoseleHUsMU RMON ana oTnpaBKu trap-yBeJOMNEHWU U
perucTpaumm cobbITUi.

Kaxabli pa3 npu BO3HMKHOBEHWMW CODBITUA KaXaaa perncrpaLms 3anucu

MO>ET YKa3blBaTb, UTO 3aMWCb B XXypHase CUrHanoB TPEBOMM CO3AAETCA OT ee
“MeHU. Kaxkan 3anuch TakXe MOXKET yKa3blBaTb, UTO JONKHO NPOU3BOAUTHLCS
yBeloOMieHWe NoCpeacTBOM trap-yBegomMneHuit SNMP. B 3ToM cnyuae nonb3oBaTenb
Ans trap-yBefoMIIeHUn yKa3blBaeTcst Kak Community (CTpoKa-Kirou).

OnpepeneHbl ABa trap-yBegomneHus: risingAlarm (onoselleHue o pocTte) u
fallingAlarm (onoBeLlyeHue o cnage)
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YnpaneHue ycTpoHCTBOM

4.10.3 YnpasneHne cobbituamu RMON

4.10.3.1 MpocmoTp cnucka cobbitnn RMON

Utobbl npocmoTpeTb cnncok cobbituit RMON, nepenanTte B Ethernet Stats »
Configure RMON Events. MNoasutcs Tabnuua RMON Events.

Ecnun cobbitna He Bbinn CKOHMUIypUpoBaHbl, 4obaBbTe HeobxoanMble CObbITUA.
[nAa nonyueHnsa OONONHUTENbHOM MHOPMaUnK cM. "[lobaBneHune cobbitua RMON

(CtpaHuua 101)".

4.10.3.2 Job6asneHue cobbiTus RMON

UTtobbl nobaBuTb onoseweHne RMON, caenarte cnegyrouee:

1. TNepenpute B Ethernet Stats » Configure RMON Events. [NosButcA Tabnuua

RMON Events.

2. Haxwmwute InsertRecord. MNossutca dopma RMON Events.

3. HeobxoaMmo CKOHMUIyprUpOBaTb CneayroLmMe napamMeTpsbl:

OnucaHue

KpaTkuit 0630p: Lienoe uncno ot 1 o 65535
3HaueHue No ymonuaHuio: 3

YKa3aTenb AaHHOM 3anucu cobbita RMON.

KpaTkuit 0630p: [ none | log | snmpTrap | logAndTrap |
3HaueHue no ymonuaHuto: logAndTrap

Tun onoBeLleHUA, KOTOPOEe MOAYb NPOBEPKK byaeT BbifaBaTh
06 3TOM cobbiTMK. B cnyuae 3HaueHus "log" ana kaxgoro
cobbITMA AenaeTca 3anucb B Tabnuue CMCTEMHOrO XKypHana
RMON. B cnyuae 3HaueHua "snmp_trap" nocbinaercs trap-
yBefomMneHne SNMP Ha ogHy MM HECKONbKO CTaHLMM
aAMUHUCTPUPOBAHMSA.

NapameTtp
Index
Type
Community

KpaTtkuit 0630p: CTpoka aAnunHoi 31 cumBona(oB)
3HaueHue no ymonuaHuto: public

Ecnu gonxHo 6biTb oTnpaBneHo trap-ysegomnerune SNMP,
TO 3TOT NapameTp byaeT BNMcaH B None CTPOKU-KIIkoUa 3TOro
yBeAoOMNeHKA.

Last Time Sent

KpaTkuit 0630p: DDDD days, HH:MM:SS

3HaueHWe BpeMeHHu (OTCUMTbIBAETCA OT NOCNeaHewn
nepesarpysku) B TOT MOMEHT, KOTAa 3Ta 3anucb cobbITUA B
nocnefHWi pas reHepupoBana cobbiTve. Ecnu 3Ta 3anuch He
reHepvpoBana cobbiThit, To AaHHOe 3HaueHue byaet paBHo 0.

Description

KpaTtkuit 0630p: CTpoka aAnnHoi 127 cumeona(o.)
3HaueHue no ymonuaHuto: EV2-Rise

KoMMeHTapui, onucbiBatoLLMM 3TO cobbiTHe.

RUGGEDCOM ROS Bepcusa5.5
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YnpasneHue ycTpoHCTBOM

4.11 ObHoBNEHHE MUKPONPOrpaMMHoro obecneueHnsa/Bo3BpaT K bonee paHHek Bepcun
MWUKPONPOrpaMMHoro obecrneyeHus

4.10.3.3

4.11

4.11.1

4.11.2

102

Napametp OnucaHue

Owner KpaTtkuit 0630p: CTpoka aAnnHoi 127 cumeona(o.)
3HaueHue no ymonuaHuto: Monitor

Bnapeney 3Toi 3anucK cobbiThaA. PEKOMeHAYeTCA HauMHaTh 3Ty
CTPOKY CoBOM "monitor”.

4. Haxmute Apply.

YnaneHnue cobbitna RMON

UTtobbl yaanuTb cobbitne RMON, caenaite cnegytollee:

1. TNepenpute B Ethernet Stats » Configure RMON Events. [NosButcA Tabnuua
RMON Events.

2. Bbibepute cobbiTve n3 Tabnuubl. Mosasutca dopma RMON Events.

3. Haxwmute Delete.

O6bHoBNEeHMe MUKponporpaMmmMmHoro obecneueHusa/so3Bpar K
bonee paHHen BepCMU MUKpOMNpOrpamMmMHoro obecneueHums

B naHHOM pasfene onucaHo, Kak 0bHOBUTb MUKpONporpaMmHoe obecneueHune ans
RUGGEDCOM ROS vnu BepHyTbCA K ero bonee paHHew BepcuMm.

MpoBepka xeww-cyMmm

MNepen yCTaHOBKOW HOBOro MuUKponporpammHoro obecneueHna RUGGEDCOM
ROS pekomeHAayeTca NpoBepUTb Xel-CyMMy, uTobbl ybeantbcs, uto
MUKpOnporpammMmHoe obecneveHue ABNAETCA NOANMHHBIM U 6€30WMBOUHbIM.

MHCTPYKLUKMK NO NpOBEpPKE XeLU-CYMMbI, BKITFOUAsi CMUCOK XeLU-CyMM AN BCEX
yctporcTB 1 Bepcui RUGGEDCOM ROS, cm. B FAQ no "xew-cymmam RUGGEDCOM
ROS" (https://support.industry.siemens.com/cs/ww/en/view/109779935).

O6bHoBNeH1Me MMKponporpaMmMHoro obecneueHums

UT0bbl NONYyUnTb JOCTYN K HOBENLLIMM (DYHKLMAM U UCMIPABAEHNUAM, MOXET
notpeboBaTbcst 06HOBUTL MUKpoNporpaMmmHoe obecneueHne RUGGEDCOM ROS
BKJIHOUAA OCHOBHOE MUKpONporpaMmHoe obecneueHune, MUKPONpPOrpaMmmMHoe
obecneueHue 3arpysumKa onepaLmoHHOM CUCTEMbI U MUKPOMPOrpaMMHOe
obecneueHune FPGA. Bbinyckn MUKpoNporpaMmmMHoro obecneueHus, Bknouasn
obHOBNEHMS, [OCTYNHbI Npy 0bpalleHnn B Cnyxxby noanep»XKu Ha cante Siemens
Industry Online Support [https://support.industry.siemens.com]. ina nonyuyeHuns

RUGGEDCOM ROS Bepcua5.5
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YnpaneHue ycTpoHCTBOM

4.11.2 ObHOBNEHUE MUKPONPOrPAMMHOIo obecrneyeHuns

LOMNONHUTENBHOW MHOpMaumu cM. https://support.industry.siemens.com/My/ww/
en/requests.

[lBonuHble 0b6pasbl MUKpoNporpaMMHoro obecneueHus, nepedaHHble Ha
YCTPOMCTBO, XPaHATCA B SHEProHe3aBUMCMMOMN nell-namATK u TpebytoT cbpoca
YCTPOMCTBA, UTODbI BCTYNWUTbL B AENCTBME.

MpumeuaHune
IP-agpec, 3a4aHHbIN YyCTPOMCTBY, He byaeT nameHeH nocne obHOBNEHUA
MUKPOMpPOrpamMmbil.

NpumeuaHue

PekomeHayeTcA BKAKOUMTb JOCTYN K MHTepdency 3arpy3sumka BO BpeMs 3T0ro
npouecca B ciyyae HeobXoAMMOCTM aBapUUHOIo BOCCTAHOBNEHUA (Hanpumep, npu
OTKJIFOUEHWHW NUTaHWA BO BpeMsi 0bHOoBNeHMs ). [Ina noBbieHUsA 6e3onacHOCTH
Siemens pekoMeHAyeT OTKKUMTb AOCTYN K 3arpy3umKy onepaunoHHOM

cucTeMbl nocne obHoBneHUA. [Ana nonyyeHma AONONHUTENbHOM MHOpMaLmm 06
ynpaBneHune JOCTYMOM K 3arpy3umnKy onepaumoHHOM CUCTEMbI CM. "BkntoueHue/
OTK/IFOUEHMWe [0CTyNa K MHTepdency 3arpy3unka onepatMoHHOM CUCTEMbI
(CtpaHuua 43)".

Utobbl 06HOBUTL MUKponporpammy RUGGEDCOM ROS, caenaiTte cnegytolee:

1. BknouuTe JOCTYN K MHTepdeNCy 3arpy3unka onepalMoHHOM cuctembl. na
MONyUYeHUs AOMOMHUTENbHON MHDOPMaLMK CM. "BKNHOUEHUE/OTKITIOUEHKE
LOCTyNa K MHTepdeicy 3arpy3umnka onepaumoHHom cuctembl (CTpaHuua 43)".

2. 3arpysuTe Ha YCTPOMCTBO ApYryto BepCUIO IBOMYHOro obpasa
MUKpONpOrpaMmbl. ns nonyyeHusa 4ONONHUTENBHOM MHOPMALUK CM.
"Bbirpy3kal3arpyska annos (CtpaHuua 56)".

3. [epe3anyctute yCTpoOMCTBO, UTOObI 3aBEPLUMTD YCTaHOBKY. [InA nonyuyeHun
LONONHUTENBHOM MHOPMaumu cM. "lMepesanyck ycTpoictea (CTpaHuua
105)".

4. Bowgute B obonouky CLI n ybeautecb, uto HoOBas BEpCMA MPOrpaMMHOro
obecneueHunna ycTaHOBNEHA, BBeAA version. OTobpaxatoTca TekyLme
YyCTaHOBMEHHble BEPCUU OCHOBHOM MUKPOMNPOTrpaMMbl U MUKPOMPOrpamMMmbl
HauaNbHOM 3arpy3Ku.
>version
Current ROS-CF52 Boot Software v2.20.0 (Jan 01 5.5 00:01)

Current ROS-CF52 Main Software v5.5.0 (Jan 01 5.5 00:01)

>version
Current ROS-MPC83 Main Software v5.5.0 (Jan 01 5.5 00:01)

5. OTknounTe JOCTYyN K MHTepdENCY 3arpy3unka onepaLmMoHHOM cuctembl. na
MonyuYeHns SOMNONHUTENbHON MHDOPMaLMK CM. "BKNtOUEHWe/OTKIIIOUeHKe
[0CTyNa K MHTepdeincy 3arpy3umnka onepaumoHHon cuctembl (CTpaHuua 43)".
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4.11.3 Bo3Bpart k bonee paHHer BepCMU MUKPONPOrpaMMHOro obecrneyeHus

4.11.3

104

BOBBpaT K bonee paHHEﬁ BepCMn MUKpONpoOrpaMmMHOro obecneueHumsn

Kak npaBuno, Bo3BpaT K bosiee paHHel BEpCMU MUKPOMNPOrpamMMHOro
obecneuenna RUGGEDCOM ROS He pekoMeHAyeTCA, MOCKOSbKY 3TO MOXeT UMeTb
Henpenckasyemble nocneacTsua. ECnn, TeM He MeHee, Bbl XOTUTE BEPHYTbCA K
bonee paHHel Bepcun, To caenaTe cneaytoLlee:

MpumeuaHune

Mepen BOo3BpaToOM K Hbonee paHHeN BEPCMU MUKPONPOrPaMMHOro

obecneueHuna ybeautecb B TOM, UTO KOAbI TUMOB annapaTtHoro obecneuexusn

n FPGA, yCTaHOBJIEHHbIX B YCTPOMCTBE, NOALEPXKMUBAKOTCA CTapoOMn BepCHen
MUKponporpammMmHoro obecneueHuns. ObpatuTech 3a NOATBEPXKAEHUEM K
LAOKYMEHTaLUUK C MHpOpMaLMen 0 COOTBETCTBYHOLLLEM BEPCMU MUKPOMPOrPaMMHOIO
obecneueHuA.

NMpumeuaHue
He nponsBoauTe Bo3BpaT K bonee paHHen Bepcuu ana 3arpysumka RUGGEDCOM
ROS.

1.  OTKNroUMUTE YCTPONCTBO OT CETU.

2. BowpguTte B cucTeMy yCTPOMCTBa B KauecTBe aAMUHUCTpaTopa. [Insa nonyueHun
LONONHUTENBHOW MHGOPMaUnK cM. "Bxog B cuctemy (Ctpanuua 20)".

3. CpenaiTe NOKanbHYyH KOMUIO TeKyLLero darna KoHdpurypaumu. nsa nonyueHua
LOMONHUTENBHOM MHGOPMaLMK CM. "Bbirpyskal/3arpyska cannos (CtpaHuua
56)".

A 3AMETKA
OnacHOCTb ANst KOHPUTypaLUUu — PUCK HapyLLeHUst obMeHa AaHHbIMU

He noHw>alTe BEpPCUIO MUKPOMPOrpaMMHOro obecneueHus Npu BKIHOUEHHOM
WKPOBaHUK 1O BEPCUM, HE MOAAEPKMBAOLLEN LIMpOBaHHE.

4. BOCCTaHOBMTE Ha YCTPOMCTBE 3aBOACKME HAaCTPOMKKM MO yMONUaHuto. Ans
nonyyeHuns ONONHUTENbHOM MHOPMaLMK CM. "BOCCTaHOBNEHWE 3aBOACKMX
HacTpoek no ymonuanuto (CtpanHuua 55)".

5. 3arpysute v npuBeanTe B aKTUBHOE COCTOAHME CTapyro BEPCUO
MUKPOMNPOrpaMMHOro obecneueHuns 1 cBA3aHHble C Hell pannbl FPGA,
MCNOSb3yA Te XK€ MeTOAbl, KOTOPble MPUMEHAOTCA AN YCTAHOBKW HOBbIX
BEPCUI MUKpOMpPOrpaMMHoOro obecneuenus. [ina nonyueHua LONONHUTENbHOWM
nHGopmMaumu cM. "ObHoBIEHWE MUKpPONPOrpaMMHOro obecneueHus
(CtpaHuua 102)".

Ha>kmute Ctrl-S, utobbl nepeiTn K KOMaHAHOM CTPOKe.

OuuncTHTe BCe XXypHanbl, BBEAA:

clearlogs
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YnpaneHue ycTpoHCTBOM

4.12 Mepe3anycK ycTpokcTBa

8. OuuncTuTe BCe onoBeLlleHUA, BBeAA:

clearalarms

A 3AMETKA

yrposa 6esonacHoCcTM — PUCK HEaBTOPHU30BaHHOIo A0OCTyMNa n/unu
ncnonb3oBaHUA

MNMocne Bo3BpaTa K bonee paHHeN BepCMM MUKpPOMNporpaMMHoro obecneuenus
n painoB FPGA nmeiiTe B BUAy, UTO HEKOTOPbIE HACTPOMKK M3 NpeablayLuen
KOHMUIypaunn MoryT 6biTb NOTEPAHbI UK COPOLLEHbBI B HACTPOMKH

no ymMonuaHuto (BKNouas Naponu nonb3oBaTens Npu Bo3BpaTe OT
3aLUMLLIEHHONM BEPCUU), MOCKONbKY COOTBETCTBYHOLLME Tabnuubl Unu nona
MOFYT OTCYTCTBOBaTb B CTapOW BEPCUMU MUKPOMPOrpaMMHOro obecneueHus.
Mo 3TOM NpuuMHe nocne Bo3BpaTa K CTapon BEPCUMU YCTPOMCTBO AOMKHO BbITb
CKOHUIYpHpOBaHO.

9. CKOH(UrypupyHTe yCTPOMCTBO TpebyemMbiM obpasom.

4.12 MNepesanyck ycTponcTBa

UTtobbl Nnepesarpy3sutb YCTPOMCTBO, CAENanTe cneayroulee:
1. TNepenpuTte B Diagnostics » Reset Device. MNoasutca hopma Reset Device.

2. Haxwmute Confirm.

4.13 BbiBOA yCTpOMCTBA U3 3KCNyaTaLum

Mepen OTKMOUEHWEM YCTPOMCTBA HA MOCTOAHHOM OCHOBE WK AJ1A NPOBeAeHUs
TeXHUUeCKoro obcnyxnBaHUA TpeTbei CTOPOHOW HeObX0AMMO Npoaenathb
npoueaypy ero nofaHoro BbiBoAa M3 3KCNnyaTauuu. ITo BKIOUAET yaaneHue BCen
KOHMUAEHUMANBbHON MHOPMaLMHK.

UTobbl CHATb YCTPOMCTBO C 3KCMyaTaLuK, caenanTe cnegyroulee:
1. OTknouMTe OT YyCTPOMCTBA BCE CeTeBble Kabenu.

2. TlogkntounTech K yCTPOMCTBY uepes nocnefoBaTeflbHbIi KOHCOMbHbINA NOPT
RS-232. [InA nonyueHns [ONONHUTENbHOW MHDOPMaLMK CM. "TTogKntoueHue
Hanpsimyto (CTpaHuua 47)".

3. BoccTaHOBMWTE 3aBOACKME HACTPOMKMW YCTPOMCTBA. [N1A nonyueHus
[AOMNONHUTENbHON MH(OPMaL MK CM. "BoccTaHOBNEHME 3aBOACKUX HAaCTPOEK Mo
ymonuanuto (CtpaHuua 55)".

4. TMepenanTte B KOMaHAHYO CTPOKY. [Ins nonyueHUs AOMNONHUTENbHOM

MHopMauumn cMm. "Mcnonb3oBaHue MHTepdeica KoMaHaHOW cTpoku (CTpaHuua
25)".
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YnpasneHue ycTpoHCTBOM

4.13 BbiBOA yCTPOHMCTBA U3 SKCMIYaTALMM

5. BbIrpy3uTe Ha yCTPOMCTBO MYCTYHO Bepcuto haina banner. txt, utobbl
3aMeHUTb CyLecTBY WM hann. [Ina nonyyeHns 4ONONHUTENbHOWM
HOpPMaLMK O Bbirpy3ke arnos cM. "Bbirpyska/3arpyska cdannos (CtpaHuua
56)".

6. YbeaouTechb B yCrnewHOM Bbirpy3Ke, BBeAA:
type banner.txt

7. YpanuTe CUCTEMHbIe XXYpHanbl U XXypHanbl haTanbHbix cboes, BBeAA:
clearlog

8. CreHepupy#Te cnyyanHbii SSL-cepTudmnKaT, BBEAA:
sslkeygen

Ha 3aBeplueHue 3TOM onepaunm MoXeT NoTpeboBaTbCsA HECKONBbKO MUHYT.
Utobbl ybeantbca, uto ceptuduKkaTt bbin creHepupoBaH, BBeauTe:

type syslog.txt

Korpa B xXypHane nosasnaetca ppasa Generated ssl.crt was saved, 3TO
03HauaeT, uto SSL-cepTudmKaTt bbin co3aaH.

9. CreHepupywTe ciyuaHble SSH-knoun, BBEaA:
sshkeygen

Ha 3aBeplieHune 3TOM onepaunn MOXXeT FIOTpE6OBaTbCFI HECKOJ/IbKO MUHYT.
Utobbl y6e,EI,VITbCF|, uTO KNHOUM Bbinu CreHepunpoBaHbl, BBEAUTE:

type syslog.txt

Korpa B XXypHane nossnsaetca pasa Generated ssh.keys was saved,
3TO 03HauaeT, uto SSH-KnroUK bbINK CreHeprpoBaHbI.

10. BbimonHuTe fedbparMeHTaLMIO U CTUpaHUWe Bcer cBODOAHOM dnel-namaATH,
BBEAA:

flashfile defrag

Ha 3aBepLueHne 3TOM onepaunm MOXeT NnoTpeboBaTbCsA HECKONbKO MUHYT.
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ALMWHUCTPUPOBAHUE CUCTEMDI

B naHHOM pa3gene OonMCbiBaeTCA BbIMOMHEHME Pa3fNMUHbIX aAMUHUCTPATUBHbIX
3a4ay, CBA3aHHbIX C MUAEHTUMMKALMEN YCTPOMCTBA, pa3peLLeHUsAMU NONb30BaTeNen,
KOH(hUIrypMpOBaHMEM ONOBELLEHUI, CEPTUUKATAMM U KIKOUAMKU U T. 4.

5.1 KoHdurypupoBaHue cucteMHon nHdbopmauum

UTtobbl CKOHUIyprpoBaTb 6a30BYH MHDOPMALMIO, KOTOPAS MOXKET
MCNoNb30BaTbCA AN UAEHTUDUKALMKU YCTPOMCTBA, €ro pacnonoXeHusa ulvnu
BMafjenbla, caenamnte cnegyroulee:

1. Mepenpute B Administration » Configure System Identification. MNosBuTCA
dopma System Identification.

2. HeobxoaMMo CKOHMUIypUpoOBaTh CneayroLmMe napamMeTphbil:

Napametp

OnucaHue

System Name

KpaTtkuit 0630p: CTpoka AnnHoi 24 cumBona(oB)

Nma cuctembl oTobpaxkaeTca Ha Bcex RUGGEDCOM ROS
3KpaHax MeH0. 3TO MOXeT 0bneruntb MAeHTUMUKaLMIO
KOMMYTaTOpOB B Ballel CeTH NP1 TOM YCIOBUK, UTO KaXKAOMY
KOMMYTaTopy NPUCBOEHO YHWKaNbHOE UMS.

Location

KpaTkuit 0630p: CTpoka anvHol 49 cumBona(os)

3TOT MapaMeTp MOXHO UCMONb30BaTb AJ1A YKa3aHWs
(P13MUECKOro MeCTOHaXOXKAEHUSE KOMMYTATOpa.
MecToHaxoxaeHWe oTobpakaeTcsi Ha 3KpaHe BXoAa B CUCTEMY
B KauecTBe [OMNOMHWUTENBHOIO CPeACTBa, NO3BONAOLLErO
ybenuTbca B TOM, UTO Bbl UMeEeTe Aeno ¢ TpebyembiM
KOMMYTaTOpOM.

Contact

KpaTkuit 0630p: CTpoka anvHol 49 cumBona(os)

KoHTaKTHble AaHHble MOXHO MCMOMNb30BaTh ANA obneruexHus
MAEHTUMKaLMK 1L, OTBEYAIOLLEro 3a aAMUHUCTPUPOBaHUe
[aHHOro KoMMyTaTopa. Bbl MoXeTe BBECTM MMA, HOMep
TenedoHa, afpec 3NeKTPOHHOM NOoUTbl U T. M. 3TU CBeAEHUA
oTobpakatoTcA Ha 3KpaHe BXOAa B CMCTEMY, UTOObI K JAHHOMY
1LY MOXHO bbino 0b6patuTbes, ecnu noTpebyeTca noMoLb.

3. Haxwmwute Apply.
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5.2 Hactpo#iKa 3KpaHa BXoAa B CUCTEMY

5.2 Hactpoika akpaHa Bxoga B cuctemy

Utobbl NoKasaTb CO34aHHOE NONb30BaTeENEM COODLLEHWE-NPUBETCTBUE,
MHdopMaumnto 0b ycTponcTBe nnu Nobyro Apyryro MHOPMaLMIO Ha CTpaHuLe
BXOJa B CUCTEMY AnA Beb- U KOHCONMbHbIX MHTepdencoB, fobaBbTe TeKCT B hamn
banner.txt.

Ecnu dpaiin banner. txt NyCT, TO Ha CTpaHMLIE BXOAA B CUCTEMY MOABATCA TONbKO
nona ansa sBoga Username v Password.

UT0bbl 06HOBKTL (hain banner. txt, 3arpy3nTe ero C yCTPOWCTBA, U3MEHHUTE
¥ CHOBA 3arpysuTe Ha YCTPOMCTBO. [Ins nonyueHUs MHPOPMaLIMK O 3arpysKe u
BbIrpy3Ke hainos cMm. "Bbirpy3kalsarpyska annos (CtpaHuua 56)".

Kpome TOro, paiin banner. txt MOXXHO 0B6HOBWTbL C nomMouybto CLI-KoMaHAab!
banner. [N nonyyeHus JONOAHUTENBHON MHOPMaLmMK cM. “[locTynHble CLI-
koMaHabl (CTpaHuua 25)".

5.3 BknroueHunel/otknroueHune Beb-nHtepenca

B HeKoTOpbIX Clyuanx NONb30BaTENHO MOXKET NOTPeboBaTbCA OTKNHOUMUTL BED-
MHTepdelc ANna noBbileHUA KnbepbesonacHoCTH.

UTobbl OTKNHOUKMTL MK BKNOUKTL BeD-UHTEpdeNc, caenanTe cnegyrollee:

NpumeuaHue

Beb-nHTEpPENC MOXKHO OTKNOUKUTL Uepes Beb-uHTepdenc nonb3osaTtens,
cKkoHurypupoas napametp Web Server Users Allowed (JonyctMmoe KonmMuectBo
nonb3oBaTenen Beb-cepsepa) B popme IP Services form. [Ina nonyueHun
LAONONHUTENBHOW MHbopMaunu cM. "KoHdurypuposaHue IP-cepsucos (CTpaHuua
92)".

1. BowauTte B cMCTeMY YCTPOMCTBA B KauecTBe aflMUHUCTpaTOpa 1 nepenante B
KOMaHaHyto obonouky CLI. Ina nonyuyeHWa 4ONOAHUTENBHON MHpOPMaL MK
0 nopsake AoCTyna K kKoMaHgHow obonouke CLI cm. "Mcnonb3oBaHue
WHTepderica KoMaHaHoW cTpoku (CTpaHuua 25)".

2. Nepenaunte B Administration » Configure IP Services » Web Server Users
Allowed.

3. BbibepuTte Disabled, utobbl oTKNOUKNTL BED-UHTEPENC, UNK YKAXKKUTE
LOMNYyCTMMOE KONMUeCTBO Nonb3oBaTtenei Beb-cepeepa, UTobbl BKIOUKUTD
WHTEepdenc.

5.4 YnpasneHue onoBeLleHUAMHU

OnoBeLleHUs yKa3blBatoT Ha PErUCTpUpYyeMble YCTPOMCTBOM NPOUCXOAALLME
Ba)KHble UKW 3HaUUMBble COBBITUSA.

CyLiecTtByeT Ba TUNa ONOBELLEHUI:
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5.4.1 [IpocmoTp cnmcka npeaBap1TenbHO CKOHQUIYPUPOBAHHbIX OMOBELYEHM I

*  AKTUBHble onoBeLieHUA 0603HauatoT COCTOSAHUA PYHKLMOHUPOBAHMUS,
KOTOpble HE COOTBETCTBYHOT HOPMaSibHOMY pexxnMy paboTbl. K npumepam
aKTMBHbIX OMOBELLEHWIM OTHOCATCA CUTYaL MK, KOTAa He AeMCTBYHOT KaHanbl
CBSA3M, MO KOTOPbIM AOKHO OblTb YCTAaHOBNIEHO COEAMHEHUE, MTMDBO MOCTOAHHO
MMET MECTO UacTOTbl MOABMEHMA OLWNDOOK, NPEBOCXOAALLME OnpeeSieHHbIM
nopor. AKTUBHbIE OMOBELLEHWA aKTUBHbI NMOCTOSIHHO W yaanatoTcs (oumLatoTcs)
TONbKO MYTEM YCTPAHEHUSI UCXOAHOMN MPUUMHBI COOTBETCTBYHOLLLETO
onoBeLleHuA.

* [laccuBHble ONoOBeLWeHUA ABNAOTCA PETPOCNEKTUBHBIMM NO CBOEM NpUpOaE.
OHM obo3HauatoT cobbiTnaA, NpeacTaBnatowme cobo aHoManbHble yCoBuUA
B NMPOLUIOM M He BNUAKOLLME Ha TeKyllee pabouee coctosiHue. K npumepam
MAaCCMBHbIX ONOBELLEHWUIM OTHOCATCA OLWIMOKKN ayTeHTUHUKAL MK, TeHepupyeMble
6a3on MIB guctaHuMoHHOro MmoHuTopuHra (RMON) onoBeLLeHMA UK YacTOTbl
NosiBNeHMs OWNDBOK, KOTOPbIE NMULLIb BPEMEHHO NMPEBbLIWAKT ONpeaeneHHbIN
Nopor. 3TW ONOBELLEHUA MOXHO COPOCHUTb M3 CMUCKA OMOBELLLEHUH.

MpumeuaHune
[na nonyueHuns ONONHUTENbHOM MHOPMaunn ob onoselleHnsax RMON cwm.
"YnpasneHue onoselleHuaMur RMON (CtpaHuua 96)".

Korga nmeet mecto ntoboe M3 3TUX ONoBeLLEeHWI, B MPAaBOM BEPXHEM yriy
WHTepderica nonb3oBaTens otobpaxaerca coobuieHue. Ecnu nmeet mecto bonee
OOHOro OMnoBelleHus, B coobleHnn byaeT noka3aHO KOMMUECTBO OMOBELLEHUHN.
AKTMBHblE OMOBELLEHMA TaKXKe NPUBOAAT K cpabaTbiBaHUIO CBETOAUOLHOIO
MHOMKATOPA CYyXMX KOHTAKTOB aBapUMUHOM curHanum3auuun. CoobLieHne u MHAMKATOP
BynyT aKTUBHbI 10 TEX MNOpP, NOKa onoBelleHne He byaeT copoLleHo.

NpumeuaHue
OnoBeleHUA ABNAIOTCA HEMOCTOAHHbIMK MO CBOEW Npupoe. Bce onoselleHns
(aKTMBHbIE M MacCcMBHbIe) yAanATCA NpU 3anycKe.

5.4.1 MpocMoTp cnucka npeaBapuTENbHO CKOH(UIypUPOBaHHbIX OMNOBELLEHU

RUGGEDCOM ROS Bepcusa5.5

UT0bbl NpOCMOTPETH OMOBELLEHUSA, NPEABAPUTENBHO CKOHIUIYPUPOBaAHHbIE ANSA
yCcTpowcTBa, nepenaute B Diagnostic » Configure Alarms. MNosBuTca Tabnuua
Alarms.

MpumeuaHune

3TOT CNUCOK onoBeLLeHU (KOHPUTYPUPYEMbBIX U HEKOHUTYPUPYEMbIX) AOCTYNEH
yepes MHTepdenc KOMaHAHOM CTPOKKU C MOMOLLbIO KOMaHAbl alarms. [1nA
noflyueHus AOMNONHUTENbHOM MHDOPMaUnK cM. "focTynHble CLI-KoMaHAabl
(CtpaHuua 25)".

[ns nonyueHua nHdopmMauumn 0b MU3MeHeHUU NpeaBapUTeNbHO
CKOHUIypUpOBaHHOIO onoseLleHna cM. "KoHUrypupoBaHue onoBeLleHns
(CtpaHuua 110)".
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5.4.2 [IpocmMoTp M cbpPOC PMKCMPOBAHHbLIX OMNOBELYEHMUI

54.2

54.3

110

MpocmoTp n cbpoc hrUKCMpOBaHHbIX ONOBELLEHUM

UT0bbl NPOCMOTPETH CMMCOK OMOBELLEHUI, NpeaBapUTENBHO CKOHMUTYPUPOBAHHbIX
Ha cukcauuto, nepenaute B Diagnostics » View Latched Alarms. MNosButcA
Tabnuua Latched Alarms.

UTobbl COPOCHTb NAaCCHBHbIE OMOBELLEHWS U3 CMUCKA, CAENauTe cneaytoLlee:

1. TNepenpute B Diagnostics » Clear Latched Alarms. MNosiButca ¢oopma Clear
Latched Alarms.

2. Haxmwute Confirm.

KoHdurypupoBaHue onoBeLLeHHUs

Bce onoBelleHuA NnpeaBapuTeibHO CKOH(UIYPUPOBaHbI Ha YCTPOUCTBE, OAHAKO MX
MO>HO U3MEHUTb NOA4 KOHKPeTHOoe npuMeHeHue. K TaKUM M3MEeHeHUAM OTHOCATCA
BKNOUEHMWe/oTKroueHWe onpeaeneHHbiX PyHKUUN U U3MEeHeHUe BpeMeHH
obHOBREHMSA.

UTobbl CKOHMIYpHpOBaTb ONOBELLEHUE, CAENaNTe clieaytoLLee:

A 3AMETKA

OnoBelleHus yposHe# Critical (Kputuueckue) u Alert (Mpeaynpexaarolime) Henb3s

CKOHCbVIprMpOBaTb UK OTKNHOYUTD.

1. Nepenpute B Diagnostic » Configure Alarms. MNosBuTcA Tabnuua Alarms.
2. Bbibepute onoBelieHue. Moasutca popma Alarms.

3. HeobxognMo cKOHMUTyprpoBaTh CneaytoLlne napamMeTpbl:

Napametp OnucaHue

Name KpaTkuit 0630p: CTpoka anvHol 34 cumBona(os) unu
[ sys_alarm]

3HaueHMe No ymonuaHuto: sys_alarm

MmMa onoBelyeHus (Hanpumep, B TOM BU/E, KaK OHO MOyUY€eHo
uepes koMaHay CLI: alarms ).

Level KpaTkuii 0630p: [ EMRG | ALRT | CRIT | ERRO | WARN | NOTE |
INFO | DEBG ]

YpoBeHb Cepbe3HOCTM ONOBELLEHUA:

* EMRG (ABAPUA) - cepbe3Hbli OTKa3 yCTPOMCTBA, KOTOPbIN
NpvBEN K nepe3sarpyske CMCTEMDI.

* ALRT (TPEBOTA) - CEpbe3HbIl OTKA3 yCTPOMCTBA, KOTO-
pbii He NPUBEN K Nepe3arpy3ke CUCTEMDbI.

* CRIT (KPUTUUECKUIA) - UMEeT MeCTo cepbesHas
HeyCcTpaHuMas npobnema ¢ ycTpoNCTBOM.

* ERRO (OWMBKA) - UMEET MeCTO yCcTpaHuMas npobnema c
YCTPOWCTBOM, KOTOpasi He OKa3blBaeT CEPbE3HOr0 BAUAHUA
Ha PYHKLMOHUPOBaHHUeE.

RUGGEDCOM ROS Bepcua5.5
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5.4.4 OnoBelyeHUs CUCTEMbI 3ALYUTbI, CBA3AHHbIE C AYTEHTUDUKALNEH

Napametp

OnucaHue

. WARN ([IPEOYIIPEXIEHME) - BO3MOXHasA Cepbe3Han npo-
bnema, Bnustowas Ha PyHKLMOHUPOBaHWE CUCTEMbI B Lie-
nom.

e NOTE (YBEIOMJIEHUE) - 0OBHapy’>KeHOo yCnoBue, KoTopoe
HEe NPeAyCMOTPEHO MK HE PaspeLLeHo.

* INFO (MHO®OPMALIMA) - cobbITHE, KOTOpPOE ABNAETCA 3/1e-
MEHTOM HOpMaJlbHOTO beHKLlVIOHVIpOBaHVIFl, Hanpumep,
XOJ'IO,EI,HbIVI 3anyck, BXoA4 nonb3oBatend B CUCTEMY U T.M.

* DEBG (OTJIAIKA) - npegHa3HaueH TOIbKO ANA OTnagKu
Ha 3aBOJe-nU3rotoBuTerne.

3TOT NapaMeTp He KOHUrypupyeTcs.

Latch

KpaTkuit 0630p: [ On | Off |
3HaueHue no ymonuaHuto: Off

BkntouaeT puKCcaLmio NOsSIBNEHUS AAaHHOTO ONOBELLEHUS B
Tabnuue onoseLweHnn.

Trap

KpaTkuit 0630p: [ On | Off |
3HaueHue no ymonuaHuto: Off

Paspewaet otnpaBky SNMP-yBefoMneHua agnsa 4aHHoOro
OMnoBeLLeHHA.

Log

KpaTkuit 0630p: [ On | Off |
3HaueHue no ymonuaHuto: Off

Pa3peluaeT peructpaLmto NosBIEHWA AaHHOMO OMOBELLEHHWA B
daiine syslog.txt.

LED & Relay

KpaTkuit 0630p: [ On | Off |
3HaueHue no ymonuaHuto: Off

Bkntouaet cBeToAMoAHYH MHOWKAUNKO U Cpa6aTbIBaHMe pene
ONns 3TOro onoBelleHunA. Ecnu (*)VIKcaLlMFl He BKNUYeHa, TO 3TO
none oCTaHeTCA NyCTbIM.

Refresh Time

KpaTkuit 0630p: Lienoe uncno ot 0 go 60
3HaueHue no ymonuaHuo: 60

BpeMﬂ obHoBnEeHUs AnAa NaHHOro onoBeLlleHunA.

4. Haxmute Apply.

5.4.4 OnoBeLleH1A CUCTEMbI 3aLLUTbl, CBA3aHHbIE C ayTeHTUUKaLUen

B 3TOM pa3gene onucaHbl ONOBELLEHUA CUCTEMbI 3aLLMTbI, CBA3AHHbIE C
ayTeHTUMKaunemn, Kotopble MOryT bbiTb creHepupoBaHbl RUGGEDCOM ROS.

RUGGEDCOM ROS Bepcusa5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

111




A,qMMHMCTpMpOBCIHMe cncrembl

5.4.4 OnoBeLLyeHUs CMCTEMbI 3ALYMTbI, CBA3AHHbIE C AYTEHTUUKALMEH

5.4.4.1 OnoBeLleHUss CUCTEMbI 3aLUTbl ANs ayTeHTU(MKaLUKU NPU BXOAE B CUCTEMY

B RUGGEDCOM ROS npenycMoTpeHbl pasnnuHble onumMn BXo4a B CUCTEMY,
CBfi3aHHble C ayTeHTUUKaunen npu Bxoae B cucteMy. Nonb3oBaTenb MOXeT BOWUTH
B CUCTeMy ycTpoKncTBa nof ynpasneHuem RUGGEDCOM ROS, ucnonb3sys oguH U3 4
metonoB: Web, koHconb, SSH nnu Telnet. RUGGEDCOM ROS MoeT perncrpupoBatb
COObLEeHNA B CUCTEMHOM XYypHarne, nocbinaTb trap-yBegoMneHue ana n3BeLeHuns
SNMP-agMuHUCTpaTopa ulunu BbigaBaTb ONOBELLEHME, KOrAa UMeeT MecTo cobbiTne
yCNeLHOro U HeycnewHoro Bxoda B cuctemy. Kpome 1oro, Korga Ha ycTponcTse
CKOHUIrypUpOBaH HEHaAeXHbIM Naponb, NMHBO HeAOCTyNeH NepBUYHbIN CepBep
ayteHTudumkaummn ana TACACS+ nnum RADIUS, RUGGEDCOM ROS bygaet BbigasaTtb
onoBelleHus, oTnpaBnaTb trap-yBegomnernnsa SNMP u peructpupoBaTtb coobLieHun
B CUCTEMHOM XypHane.

Huxe npuBefeH CMMCOK COOBLLEHMI CUCTEMHOIO XXYpHana u CoobLLeHWI-
ONOBELLEHWW, OTHOCALLUMXCA K ayTEHTU(DMKALMM NONb30BaTENSA:

e (Co34aH HEHaeXHbIM Naposb

*  WHdopmaumna o BXxoae B CUCTEMY U BbIXOAE U3 CUCTEMDbI

* Upe3mMepHO MHOro HeyauHbIX NOMbITOK BXOAA B CUCTEMY
* Cepsep RADIUS HepocTyneH

e Cepsep TACACS HepocTyneH

* HenpasunbHbiit oTBeT cepBepa TACACS

e  Owwubka SNMP-ayTeHTUDMKaLKUK

NpumeuaHue

Bce onoBeLlleHna 1 coobLLEHMA CUCTEMHOTO XKYpHana, OTHOCALLMECA K
ayTeHTUMUKaLUKU NPKU BXOAE B CUCTEMY, ABAAIOTCA KOHPUIYypUpyeMbIMK. Ons
noflyueHns JONONHUTENbHOW MH(POPMALKUK O KOH(UTYPUPOBAHUK ONOBELLEHUN
cM. "KoHdurypuposaHue onoseleHus (Ctpanumua 110)".

Co3paH HEHapeXHbI naponb

RUGGEDCOM ROS reHepupyeT 3TO ONOBELLEHUE U PETUCTPUPYET COObLLEHUE B
CUCTEMHOM >XXypHane, korga B Tabnuue Passwords co3gaeTcs HeHafeXHbIM naponb.

Nmsa coobLueHun OnoselleHune SNMP trap- CUCTEeMHDbIN XXypHan
yBefomneHue
Co30aH HeHaAeXHbIN Oa Oa Ha
naponb

MCI'IOHbBYI-OTCﬂ KNKU#“ no yMmosiyaHUo

RUGGEDCOM ROS reHepupyeT 3T0 ONOBELLEHNE U PETUCTPUPYET COObLLeHHE B
CUCTEMHOM XXypHarne, Korga Mcnonb3yrTCA KNoUK WKUEHPOBAHUA MO YMONUAHMIO.
[nA nonyyeHnsa JONONHUTENbHOM MHOPMALMK O KITKOUAX MO YMOMUAHUIO CM.
"YnpaBneHue kntouamu u ceptudpmrkatamu SSH/SSL (CtpaHuua 149)".
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5.4.4 OnoBelyeHUs CUCTEMbI 3ALYUTbI, CBA3AHHbIE C AYTEHTUDUKALNEH

MpumeuaHune
Ina HekoHTponupyembix (NC) Bepcuit RUGGEDCOM ROS 310 onoBelyeHue
reHepupyeTca Nuilb B TOM Cllyuae, Koraa UCnonb3yrTca Knouun SSL no ymonuaHuio.

Nma coobLieHun OnoselleHune SNMP trap- CUCTEeMHbIN XXypHan
yBenomneHue
Mcnonb3yoTea Kiouu Oa Ha Ha
no yMONUaHuo

VIHd)opmau,vm O BXoae B CUCTEMY U BbiXoe U3 CUCTEeMbI

RUGGEDCOM ROS reHepupyeT 3TO ONOBELLEHNE U PETUCTPUPYET COObLLEHME B
CUCTEMHOM >XypHane, Korga UMeroT MeCTo yCrnellHble U HeyCMeLlHble NOMbITKK
BXOZa B CMCTeMy. TaKKe B CUCTEMHOM XypHarne peructpupyerca coobuieHue, Korga
nonb3oBaTenb C onpeaeneHHbIM YPOBHEM NPUBUNETUMA BbIXOAUT U3 CUCTEMBI.

MoNbITKK BXOAA B CUCTEMY PErMCTPUPYHOTCA He3aBMCMMO OT cnocoba, nocpeacTBoOM
KOTOPOro nonb3oBaTesNib NoflyyaeT JOCTyN K yCTPOUCTBY (T. e. SSH, Web, koHconb,
Telnet unu RSH). OgHako npu BbIXOAe NONb30BaTENA U3 CUCTEMbI COObLLEeHMe
perncTpupyeTca nuLlb B TOM Cllyyae, KOraa nonb3oBaTtesnb OCyLeCcTBAAN 4OCTYN K
ycTpomncTBy uepes SSH, Telnet unu KoHconb.

Mmsa coobieHus OnoseLlleHne SNMP trap- CuUCTeMHbIN XXypHan
yBefomMieHue
YcneLwHbiv BXoa B [a Ha [a
cmcTemy
Bxop B cucremy He Oa [a Oa
BbIMOJHEH
Bbixoag nonb3oBartens Het Het Ha
U3 CUCTEMDI

L{pesmepHo MHOro HeyaauHbIX NONbITOK BXO4a B CUCTEMY

RUGGEDCOM ROS reHepupyeT 3TO ONOBELLEHNE U PErUCTPUPYET CoobLleHne
B CUCTEMHOM XXypHane nocne 10 HeyaauHbIX MOMbITOK BXOAA MNONb30BaTeNs B
CUCTEMY B TeueHue NATU MUHYT. Kpome Toro, cnyxba, K KoTopoM nonbitanca
nofyunTb 4OCTYN NONb3oBaTenb, byaeT 3abnokMpoBaHa Ha OAMH yac, UTobbl
nNpeaoTBPaTUTL AaSIbHENLLWE MOMbITKMU.

Mmsa coobieHus OnoBeLllieHue SNMP trap- CuUCTeMHbIN XXypHan
yBegomneHue
UpesmMepHO MHOro Oa [a Oa

HeyAaUHbIX NOMNbITOK
BXOA4a B CUCTEMY

Cepsep RADIUS HepocTyneH

RUGGEDCOM ROS reHepupyeT 3TO ONOBELLEHUE U PETUCTPUPYET COObLLEHME B
CMCTEMHOM >XypHarse, Korfa nepsuuHbliit cepsep RADIUS HepocTyneH.
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5.4.4 OnoBeLLyeHUs CMCTEMbI 3ALYMTbI, CBA3AHHbIE C AYTEHTUUKALMEH

RADIUS HepocTyneH

Mmsa coobieHus OnoBeLllieHue SNMP trap- CUCTeMHbIN XXypHan
yBegomneHue
MepBHUUHbIN cepBep [a [a Ja

CepBep TACACS+ HepocTyneH

HenpaBunbHbI oTBeT cepBepa TACACS+

RUGGEDCOM ROS reHepupyeT 3TO OMOBELLEHNE U perncTpupyet cooblieHune B
CMCTEMHOM XXypHarne, korga nepsuuHbii cepep TACACS+ HefocTyneH.

TACACS HepocTyneH

Mmsa coobieHus OnoselleHune SNMP trap- CUCTEeMHDbIN XXypHan
yBefoMieHue
MepBHUHbIN cepBep [a [a [a

RUGGEDCOM ROS reHepupyeT 3TO OMOBELLEHWE U PerncTpupyet cooblieHune B
CUCTeMHOM XypHane, korga ot cepsepa TACACS+ nonyueH oTBeT C HenpaBUIlbHbIM

CRC.
Mmsa coobieHuns OnoselleHue SNMP trap- CUCTeMHbIN XXypHan
yBenomneHue
HenpaBunbHbIV OTBET Oa Ha [a

cepsepa TACACS

Owunbka SNMP-ayteHTUdMUKaLUK

5.4.4.2

114

RUGGEDCOM ROS reHepupyeT 3T0 onoBeLleHue, nocbinaet trap-ysegomneHue
06 owunbke ayTeHTUHUKALMK U perUCTpUpyeT coobliieHne B CUCTEMHOM
XypHane, Korga nporpamMMHbIM NPOAYKT ANA YNpaBneHUa CeTbro NbiTaeTcA
B3aumogercrteoBatb ¢ SNMP-areHtom RUGGEDCOM ROS, ucnonb3ys HeBepHble
MOEHTUUKALUOHHbIE AaHHbIE.

ayTeHTUUKaLMK

NmsA coobieHus OnoBeLlleHue SNMP trap- CUCTEMHDIN XKypHan
yBegomMneHue
Ownbka SNMP- Na Na [a

OnoseLweHUA OT CUCTEMDI ayTEHTM(bMKaLIMM npyv NOAKMHUEHUUN K NOPTY

Huxe NnpuBefeH CMMCOK COOBLLEHMI CUCTEMHOIO XXYpPHana v ONOBELLEHUH,

CBA3aHHbIX C KOHTposem goctyna K nopty B8 RUGGEDCOM ROS:
e Owwubka aBTOpM3aumm MAC-agpeca

*  3awmweHHbI nopt X 3anoMHun MAC-agpec B cetn VLAN X

* HapylweHue 3aWuTbl NopTa

RUGGEDCOM ROS Bepcua5.5
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5.4.5 Cnucok onoBelyeHui

Owunbka aBTopusaumnn MAC-agpeca

RUGGEDCOM ROS reHepupyeT 3TO ONOBELLEHNE U PErncTpUpyeT coobLyeHne

B CUCTEMHOM >XypHane, Koraa XocT, MOAKHOUEHHbIN K 3alMLLEeHHOMY NOPTY
YCTPOMCTBA, yuacTBYyeT B KOMMYHHUKaLKUK C ucnonbzosaHmem MAC-agpeca
MCTOUHMKKA, KOTOpbIM He bbin aBTopr3oBaH RUGGEDCOM ROS, nnbo konnuectso
AVMHA-MUUECKK 3anoMHeHHbIX MAC-agpecoB NpeBbICUNO0 CKOHPUIYPUPOBAHHOE
obuee konmnuectBo MAC-agpecoB, KOTOpble pa3peLlleHo AUHAMUUEeCKM 3aNOMUHaTb
yepes3 AaHHbIN 3aLWMLLEHHbIW MOPT. 3TO COObLEeHNEe NPUMEHUMO NULLb B TOM
cnyuae, KOrga ana pexxmMma 3aluTbl nopTa 3a4aHo 3HaueHune ctatmyeckmnin MAC-

aapec.

Mmsa coobieHuns OnoselleHue SNMP trap- CUCTeMHbIN XXypHan
ysefomneHue
Owwnbka aBTOpM3aLMH Oa [a Oa
MAC-agpeca

RUGGEDCOM ROS peructpupyet coobLieHne B CUCTEMHOM XYypHarne 1 nocbiiaet
trap-yBegomMmneHue ob nameHeHun KoHduUrypaumuu, korga MAC-agpec 3anomuHaeTcs
yepes 3aLuLleHHbIn nopT. MopT X yKa3blBaeT HOMep 3aLUULLEHHOrO NopTa U HOMep
cetn VLAN aToro nopta. 310 coobuieHune He KoHurypupyetca B8 RUGGEDCOM ROS.

Nmsa coobLyeHus SNMP trap-yBegomneHue CHUCTEMHDbIN XKypHan

3almLeHHbIR nopT X 3aNOMHMA [a Oa
MAC-agpec B cetn VLAN X

HapylieHue 3aLmTbl nopTa

370 coobLieHne NPUMEHMMO NULLIb B TOM Cllyyae, Korga Ans pexxMma 3alutbl nopTa
3aj4aHo 3HaueHue "802.1x unu 802.1x/IMAC-Auth".

RUGGEDCOM ROS reHepupyeT 3TO ONOBELLEHUE U PETUCTPUPYET COObLLEHUE

B CUCTEMHOM XKYPHane, KOraa XoCT, NOAKMHOUEHHbIM K 3alUMLLEHHOMY MOPTY,
MbITaeTCA YCTaHOBWTb CBA3b C UCMOMb30BaHWEM HEBEPHbIX MAEHTUUKALMOHHbBIX
AaHHbIX ONA BXOAA B CUCTEMY.

Mmsa coobLieHun OnoselleHune SNMP trap- CUCTEeMHbIN XXypHan
yBefomneHue
802.1x nopt [a [a [a
X — owmnbkKa
ayTeHTUdUKaLMK
[na 802.1x nopta X Het Het [a
aBTOPM30BaH agpec
XXX
5.4.5 Cnucok onoBeweHun

RUGGEDCOM ROS Bepcusa5.5

B cnepyrowei Tabnuue nepeuncneHbl Bce BO3MOXHble onoseweHna RUGGEDCOM
ROS 1 yka3aHo, MOXeT N1 nofib3oBaTenb CKOHPUIYPUPOBaTb ONOBELLEHME.

[nAa nonyyeHna ONONHUTENbHOM MHOPMALMKU O KOHPUIYPUPOBAHUHK
onoseLlyeHu cM. "KoHdurypuposaHue onoseleHuns (Ctpanmua 110)".
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Maponb agMUHKUCTPaTopa U3MeHeH | Mpumeuanue Bbikn Bkn. Bkn Bbikn Y
Mepepnaua Bootp — cfg He OwubKa Bkn. Bkn. Bkn. Bkn. N
BbINOJIHEHA
OwunbKa HauanbHOM 3arpy3Kku Kputnueckui Bkn. Bbikn. Bkn. Bkn. N
[pebe3r KOHTAKTOB B NUHWK CBA3KU | KpuTUueckui Bkn. Bkn. Bkn. Bkn. N
3awuTta BPDU akTMBHpOBaHa Owunbka Bkn. Bkn. Bkn. Bkn. Y
HecornacoBaHHasA CKOpPOCTb OwubKa Bkn. Bkn. Bkn. Bkn. N
NOPTOB rpynmnbl
HepocratouHo pecypcos ans MpegynpexaeHue Bkn. Het Bkn. Bkn. N
ClkMgr
OwunbKa OCHOBHOIO UCTOUHHMKA [MpenynpexaeHue Bkn. Bbikn. Bkn. Bkn. N
ClkMgr
KoHdurypauma nameHeHa Info (MHbopmaLun) Bbikn. Bkn. Bkn. Bbikn. Y
XypHan datanbHbix cboeB co3gaH | Kputnueckuin Bkn. Bbikn. Her Bkn.
[aponbHaAa cTpoka xpaHunuila MpumeuaHue Bbikn. Bkn. Bkn. Bbikn.
[aHHbIX U3MEHeHa
Owunbka uteHna fouepHei nnatol | KpUtnueckui Bkn. Bkn. Bkn. Bkn. N
Owubka ycTpoicTa Kputnueckui Bkn. Bkn. Bbikn. Bkn. N
OnoselyeHune besonacHoctv DHCP | MpepynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
Upe3smepHO MHOIO HeyfauHbIX MpegynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
NOMbITOK BXOAA B CMCTEMY
bbicTpoe onpeneneHue raHana KpuTtnueckui Bkn. Bkn. Bkn. Bkn. N
CBA3K OTKIIIOUEHO
Mepepava arina BbINOMHEHA MpumeuaHue Bbikn. Bkn. Bkn. Bbikn. N
GMRP He MOeT 3anOMHUTb MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
bonblue agpecos
Owubka GPS/IRIGB Owubka Bkn. Bkn. Bkn. Bbikn. Y
CoctosaHue GPS/IRIGB MpumMeuaHune Bkn. Bkn. Bkn. Bbikn. Y
Maponb ypoBHA "rocTb" n3MeHeH MpumMeuaHue Bbikn. Bkn. Bkn. Bbikn. Y
GVRP He MOXeT 3anoMHUTb MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
6onblue VLAN
OwmnbKa MaccmMBa AaHHbIX MpegynpexaeHue Bkn. Bbikn. Bkn. Bkn. N
Owwnbka BMC IEEE1588 MpepynpexgeHve Bkn. Bkn. Bbikn. Bbikn. Y
CocTonHue yaepxaHua IEEE1588 MpenynpexaeHve Bkn. Bkn. Bbikn. Bbikn. Y
Tabnuua cocrtasa rpynn IGMP MpenynpexaexHue Bkn. Bkn. Bkn. Bkn. Y
3anofiHeHa
Tabnuua nepecbinku IGMP Mcast MpegynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
3anonHeHa
HecooTtBeTcTBME cKOpoCTU/dpX B Owunbka Bkn. Bkn. Bkn. Bkn. Y
TpaHkKe
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MpepbIBUCTbIM KaHan CBA3W Owwnbka Bkn. Bkn. Bkn Bkn. N
Heponyctnumas KoHurypauuu Kputnueckni Bkn. Bbikn Bbikn. Bkn. N
KaHan cBfA3u pabotocnocobeH/He | MpeaynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
paboTtocnocobeH
Tabnuua yaanenHoro LLDP Info (MHbopmaLun) Bbikn. Bkn. Bkn. Bbik. N
M3MeHeHa
JlokanbHasA KOHCOSb OTKIOUeHa MpumMeuaHue Bbikn. Bkn. Bkn. Bbikn. N
JlokanbHasA KOHCOSb BKHOUEHa MpumeuaHune Bbikn. Bkn. Bkn. Bbikn. N
Bxop B cMCTEMY He BbIMOJSIHEH Info (MHbopmauun) Bkn. Bkn. Bkn. Bbikn. Y
MHpopMaums o BXOAe B CUCTEMY Info (MHbopmaLun) Bkn. Bkn. Bkn. Bbik. Y
AsTopu3aunn MAC-agpeca He Owunbka Bkn. Bbikn. Bkn. Bkn. Y
BbINOSIHEHA
MAC-agpec He 3anoMHeH MpenynpexaexHue Bkn. Bkn. Bkn. Bkn. Y
Tabnuua dpunbTpaumm Mcast CPU MpenynpexneHue Bkn. Bkn. Bkn. Bkn. Y
3anonHeHa
MHorokpatHas ownbka MRM [MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
konbua MRP Inst 1
OpHocTOpOHHAA ownbka Rx MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
konbua MRP Inst 1
Kosnbuo MRP Inst 1 pa3oMKHyTO MpepynpexneHune Bkn. Bkn. Bk Bkn. Y
Mopt Konbua MRP Inst 1 MpegynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
pa3beauHeH
MHorokpatHas ownbka MRM [MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
konbua MRP Inst 2
OpHocTOpOHHAA ownbka Rx MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
konbua MRP Inst 2
Kosbuo MRP Inst 2 pa3oMKHyTO MpepynpexneHune Bkn. Bkn. Bk Bkn. Y
MopT konbua MRP Inst 2 MpegynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
pa3beauHeH
MHorokpatHas ownbka MRM [MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
konbua MRP Inst 3
OpHocTopOoHHAA ownbka Rx MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
konbua MRP Inst 3
Konbuo MRP Inst 3 pa3oMKHyTO MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
MopT konbua MRP Inst 3 MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
pa3beauHeH
MHorokpatHas ownbka MRM [MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
konbua MRP Inst 4
OpHocTOpOoHHAA ownbka Rx MpenynpexaexHue Bkn. Bkn. Bkn. Bkn. Y
konbua MRP Inst 4
Konbuo MRP Inst 4 pa3oMKHyTO MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
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MopT konbua MRP Inst 4 MpenynpexaeHve Bkn. Bkn. Bkn Bkn. Y
pasbeguHeH
HoBas akTMBHas Tononorua STP Info (MHbopMmaumsa) Bbikn. Bkn. Bbikn. Bbikn. N
HoBbI# kopeHb STP INFO (MHOOPMALMA) | Bbikn. Bbikn. Bbikn. Bbikn. Y
CocTosiHue cnyx0bbl NTP usmeHeHo | Info (MHopmauusn) Bkn. Bkn. Bkn. Bbik. Y
Maponb ypoBHa "onepatop” MpumeuaHue Bbikn. Bkn. Bkn. Bbikn. Y
M3MeHeH
MopT noMeLleH B KapaHTUHHYHO MpumeuaHue Bkn. Bbikn. Bkn. Bkn. Y
VLAN
HapyleHa 3awmTa nopta MpegynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
CHoW UCTOUHMKA NUTAHKA MpepynpexaeHve Bkn. Bkn. Bkn. Bkn. Y
CmelleHue yacoB PTP npeBbiwaet | Info (MHdopmaums) Bbikn. Bkn. Bkn. Bbikn. N
[ONyCTUMbIN npesen
Ipoccmelictepckue uacol PTP Info (MHbopMmauma) Bbikn. Bkn. Bkn. Bbikn. N
M3MEHEHbI
LLlar BpemMeHU BeayLlero Info (MHopmauun) Bbikn. Bkn. Bkn. Bbikn. N
ycTpomcTBa PTP nsmeHeH
Cny»xb6a PTP 3anyuieHa Info (MHbopmauun) Bbikn. Bkn. Bkn. Bbik. N
Cny>x6a PTP octaHOBneHa Info (MHbopmaLun) Bbikn. Bkn. Bkn. Bbikn. N
Kntou ayteHTudumkauymm RADIUS MpumeuaHune Bbikn. Bkn. Bkn. Bbikn. Y
M3MEeHeH
CoctosiHue cny»x6bl RADIUS Info (MHbopmauun) Bkn. Bkn. Bkn. Bbikn. Y
M3MEHEHO
CboW yacoB peanbHOro BpEMEHHU Owunbka Bkn. Bbikn. Bkn. Bkn. N
BPDU c obpaTHO# cBA3bIO Owunbka Bkn. Bkn. Bkn. Bkn. Y
OnoselleHne RMON Info (MHbopMmaumsa) Bkn. Bbikn. Bkn. Bkn. N
OnoBeLlleHne COBMEeCTUMOCTHU C MpegynpexaeHue Bkn. Bbikn. Bkn. Bbikn. N
ROS FPGA
Hu3kuit yposeHb bydepa Rx MpumeuaHue Bkn. Bbikn. Bkn. Bkn. N
OnoBelueHune SFP Owunbka Bkn. Bkn. Bkn. Bkn. N
Kntou ayteHTndmkaumm SNMP MpumeuaHune Bbikn. Bkn. Bkn. Bbikn. Y
M3MEHEeH
Owunbka SNMP-ayTeHTUDUKALKUK MpegynpexaeHue Bkn. Bkn. Bkn. Bbikn. Y
Crpoka-kntou SNMP n3ameHeHa MpumMeuaHune Bbikn. Bkn. Bkn. Bbikn. Y
CekpeTHbI# kntou SNMP nameHeH MpumMeuaHue Bbikn. Bkn. Bkn. Bbikn. Y
Owunbka nobaBneHUs OTKPbITOro MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
Kntoua nonb3osarensa SSH
lNepenonHeHue cTeka MpegynpexaeHue Bkn. Bbikn. Bkn. Bkn. N
CobbiTnsa STP Info (MHbopmauun) Bbikn. Bbikn. Bkn. Bbik.
M3meHeHWe Tononoruu STP Info (MHbopMaumaA) Bbikn. Bbikn. Bbikn. Bbikn. Y
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Kntou ayteHTUdMKaumm Tacacs+ MpumMeuaHue Bbikn Bkn. Bkn Bbikn Y
M3MeHeH
HenpaBunbHbiit otBeT TACACS+ MpenynpexaeHue Bkn. Bkn. Bkn. Bkn. Y
CoctosiHue cnyx6bl TACACS+ Info (MHbopmauun) Bkn. Bkn. Bkn. Bbikn.
M3MEHEHO
He yaanocb nonyuuntsb IP-agpec KpuTtnueckui Bkn. Bkn. Bkn. Bkn. N
HewnsBecTHbIW privKey oT MpenynpexaeHue Bkn. Bkn. Bkn. Bbikn.
nonb3osartena SNMPv3
HepaspelueHHasa cKOpoCTb OwubKa Bkn. Bkn. Bkn. Bkn. N
Cbpoc cToporkeBoro Tamepa MpenynpexgeHve Bkn. Bbikn. Bkn. Bkn. N
WeakPswdAdmin MpenynpexneHune Bkn. Bkn. Bkn. Bbikn. Y
WeakPswdGuest MpenynpexneHune Bkn. Bkn. Bkn. Bbikn. Y
WeakPswdOper MpenynpexneHune Bkn. Bkn. Bkn. Bbikn. Y
WeakRadiusBackupKey MpenynpexneHue Bkn. Bkn. Bkn. Bbikn. Y
WeakRadiusPrimaryKey MpenynpexneHune Bkn. Bkn. Bkn. Bbikn. Y
WeakSnmpAuthKey MpenynpexaeHue Bkn. Bkn. Bkn. Bbikn. Y
WeakSnmpPrivKey MpenynpexaeHue Bkn. Bkn. Bkn. Bbikn. Y
WeakSSHKey MpenynpexgeHve Bkn. Bkn. Bkn. Bbikn. Y
WeakSSLKey MpepynpexgeHve Bkn. Bkn. Bkn. Bbikn. Y
WeakTacacsBackupKey MpenynpexneHune Bkn. Bkn. Bkn. Bbikn. Y
WeakTacacsPrimaryKey MpenynpexaeHue Bkn. Bkn. Bkn. Bbikn. Y
5.5 YnpasneHue cpainnom KoHcpurypaumu

®ain koHburypaumnun yctpoicrea Ana RUGGEDCOM ROS — 370 TeKCTOBbIM

ASCII hanin ¢ pacwnpeHrnem CSV (3HaueHUWe, pa3geneHHoe 3anATon) C UMEHEM
config.csv. Ero MOXHO 3arpy3uTtb € yCTPOMCTBA A1 NPOCMOTPA U CPaBHEHMA C

APYrUMU hainaMu KOHUIypaLmK, a TakKe Ans COXpaHEHWUA pe3epBHOMN KOMUMU.
Ero TakXe MOXHO nepesanucatb NyTeM BbIFPY3KW Ha YCTPOMCTBO NMOMAHOMO UK

YaCTUUHOrO harna KoHUrypaumu.

UTobbl NpefoTBpaTUTb HEABTOPM30BAHHbIM AOCTYN K CoAepKMMOoMY dalina
KOH(UTypaLUnm1, ero MoXHo 3anMdpoBaTh C MOMOLLbIO MAapPOs/NaposibHOM CTPOKMU.

RUGGEDCOM ROS Bepcusa5.5
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5.5.1 KoHpurypmupoBaHue LWMGpPOBAHUA AAHHbIX

5.5.1

120

KoHdurypupoBaHue linppoBaHUA faHHbIX

UTobbl 3aLMdpoBaTh harn KOHDUIrypaLMK 1 3aLLUTUTL ero C NoOMoLLbto napons/
NapoNibHOM CTPOKM, CAeNnanTe cnepytollee:

MpumeuaHune

LLinchpoBaHue faHHbIX HeAOCTYNHO Anst HeKOHTponupyeMbix (NC) Bepcuit
RUGGEDCOM ROS . lNpu nepeknroueHn Mexxay KOHTPONMpPYyeMOK U
HekoHTponupyemol (NC) Bepcuamu RUGGEDCOM ROS ybenutech B TOM, Uto
WwrdpoBaHue oTknoueHo. B npotuBHom cnyuae NC-Bepcusa RUGGEDCOM ROS
Oynet UrHopmMpoBaThb 3alMPOBaHHbIM hain KOHUTypaL MK 1 3arpy3uT 3aBOACKUE
HaCTPOMKK MO YMONUAHMIO.

NMpumeuvaHue
WndppyroTcs TONbKO KOHPMUIYypaLMOHHbIe AaHHble. Bce KOMaHabl U MeHa Tabnuy, B
harine KoOHUrypaummn COXpPaHAOTCA B BUAE HELUMMPOBAHHOIO TEKCTa.

NpumeuaHue

Ecnu chain KoHUrypaummn NnepeHoCHTCA Ha Apyrue yCTporcTBa, To ybeaurtech B
TOM, UTO Ha BCEX YCTPOMCTBAX CKOH(PUIYpMUpPOBaHa OfHa U Ta e NaponbHas CTpoKa.
B npotBHOM cnyuae dain KoHdUrypauum byaet oTBEpPrHyT.

NpumeuaHue
LWndpoBaHre JONXKHO BbITb OTKNHOUEHO Nepes BO3BPaTOM YCTPOMCTBA B KOMMAHMIO
Siemens unu nepepauen arna KoHpurypauuun B Cny>kby noaaep>Kku KNMeHTOB.

A 3AMETKA
OnacHoCTb ANA KOHUrypaLumm — pUCK HapyLLleHUsAs obMeHa AaHHbIMK

He noHwxalTe Bepcuto nporpaMmMHoro obecneueHns RUGGEDCOM ROS Huxe
RUGGEDCOM ROS v5.5 npu BkntoueHHOM WwiMdpoBaHuu. Nepen BO3BpaTOM K

bonee paHHel Bepcun NporpaMMHOro obecneueHumsa ybeaurecb B TOM, UTO Ha
yCTpoKncTBe Bblni BOCCTAHOBNEHbI 3aBOACKME HACTPOMKHK NO YMOMNUAHUIO.

1. MNepenpute B Administration » Configure Data Storage. MNoasutca hopma
Data Storage.

2. HeobxoaMmo CKOHMUIypUpoOBaTb CneayroLmMe napamMeTpsbl:

MNapametp OnucaHue
Encryption KpaTkuit 0630p: [ On | Off |
BknrouaeT/BbikntouaeT WKpOBaHUE AaHHbIX B hakne
KOHpMrypauuu.
Passphrase KpaTtkuit 0630p: Ctpoka aAnuHoi 31 cumBona(os)

3Ta naponbHas CTPOKa UCMONb3yeTCs B KAUECTBE CEKPETHOrO
KItoua Ans WrgpoBaHUa KOHMUTYPaLMOHHBIX AaHHbIX.

3awndpoBaHHble AaHHbie MOTYT BbITb el poBaHbl NHOLIM
YCTPOMCTBOM, CKOH(PUTYPUPOBAHHbBIM C TaKOW >Ke NapofbHOM
CTPOKOM.

RUGGEDCOM ROS Bepcua5.5
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5.5.2 ObHoBneHune havina KOHpUrypaymm

Napametp OnucaHue

Confirm Passphrase KpaTtkuit 0630p: Ctpoka aAnuHoi 31 cumBona(os)

JTa napoJibHaA CTPOKa UCMOJIb3yeTCA B KauecCTBe CEKPEeTHOro
KNnroua anAa LIJVICprBaHVIH KOH(*)MpraLlVIOHHbIX OaHHbIX.

3aWwnpoBaHHbIE AaHHble MOTYT BbITb el poBaHbl NHOOLIM
YCTPOWCTBOM, CKOH(PUIYPUPOBAHHbIM C TAaKOK »Ke NaposibHOM
CTPOKOM.

3. Haxwmwute Apply.

5.5.2 ObHoBneHue haimna KoHdUrypauum

Mocne 3arpy3Ku C yCcTporcTBa hainn KoHUrypaumm Moxet bbiTb OBHOBNEH C
MOMOLLbHO Pa3fNUYHbIX UHCTPYMEHTOB:

MpumeuaHune
[nsa nonyueHua nHOpPMaLMKn O Bbirpy3ke v 3arpyske annos cM. "Bbirpyskal
3arpyska gamnos (CtpaHuua 56)".

* Jlrobble nporpaMmbl ANA peaakTMpOBaHMA TEKCTa, CNOCODHbIE UMTaThb U
3anucbiBaTh annbl B koguposke ASCII

*  WHcTpymeHTbl ana obHapyXeHUA pasnuuuii/koppekunu dainos (Hanpumep,
yTUNKUTBI KoMaHaHoM ctpoku UNIX diff u patch)

*  CucTeMbl ynpaBneHus UCXoaHbIM kogoM (Hanpumep, CVS, SVN)

A 3AMETKA

OnacHoCTb ANA KOHUTrypaLUun — PUCK NOTEPU AaHHbIX

He pepaktupyiTe 3alundpoBaHHbIn hann KoHpuUrypaumu. Jlrobasa cTpoka, koTopas
penakTMpoBanach BpyuHyto, byaet UrHopupoBaTbhCs.

RUGGEDCOM ROS Tak»ke cnocobHa npuHUMaTb YacTUUHble OBHOBNEHUA
KoHduUrypauuun. Hanpumep, utobbl 06HOBKUTL NapaMeTpbl KOHPUTYpPaLUKUKU TONTbKO
ans Ethernet-nopta 1 6€3 U3MeHeHUs Kakux-nnbo apyrux napamMeTpos, nepenanTe
Ha YCTPOMCTBO (pain, KOTOPbIM COOAEPXKUT NULLb CNeayroLMe CTPOKH:

# Port Parameters

ethPortCfg

Port,Name,Media, State, AutoN, Speed, Dupx, FlowCtrl, LFI,Alarm,
1,Port 1,100TX,Enabled,On,Auto,Auto,0ff,0ff,0On,

5.6 YnpasneHne MMS

RUGGEDCOM ROS noaaep»xusaet npotokon MMS (cneuudmkaumn
NPOW3BOACTBEHHbIX CO0bLIEeHMI) cTaHaapTa MK 61850.
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AOMWHUCTPUPOBAHUE CUCTEMBI
5.6.1 OcHOBHbIe cBefjeHUA o npoTokone MMS

5.6.1 OcHoBHble cBefeHUsA o npoToKone MMS

RUGGEDCOM ROS nopaepxusaet ctaHgapt M3K 61850 — npoTtokon ynpasfieHus
¥ MOHUTOPUHTIA ANS MHTENNEKTYaNbHbIX 3NEKTPOHHbIX ycTpoMncTB (MIY) Ha
3NeKTPUUEeCKMX NOACTaHuMAX. CTaHAapT UCNOMb3yeT B KauecTBe TPaHCMOPTHOrO
npotokona npotokon MMS (cneundurKauma NporM3BOACTBEHHbBIX COODLLIEHMI), A
obbekTHaaA Moaenb KOMMyTaTopa onpeaensaet obbeKTbl, Noanexalime onpocy unu
KOHUIYpUPOBaHUIO.

MpoTtokon MMS yka3biBaeT cny>bbl ansa obMeHa AaHHbIMU B peanbHOM BPeEMEHMU
MEX[y CETEBbIMMU YCTPOMUCTBAMU M KOMMbBIOTEPHbLIMU MPUNOXKEHUAMU. OH
obecneunBaet 6a3oByto cMcTeMy OOMeHa COOBLLEHUAMU MEXAY NPOMbILLAEHHbIMU
YyCTPOMCTBAMM.

Mopenb AaHHbIX, UCnofib3yeMas npoTtokonomMm MMS, ocHOBaHa Ha NOrMUYeCcKux
y3nax, cogepxalmx Habop obbeKTOB AaHHbIX. ITU 0ObEKTbI AaHHbIX CoaepKaT
Habop aTpubyTOB AAHHbIX.

5.6.1.1 CocTtaBneHune otuetoB MMS

®dyHKuMA oTueta MIK 61850 ncnonb3lyeTtcs AnA arperMpoBaHma 0ObEKTOB AaHHbIX
M3 NIOTMUECKUX Y3M10B. ITW 0BbEKTbI AAHHbBIX MOXXHO OTNPABNATb KNWEHTY B BUAE
HeobyCnoBNeHHOro CObbITUMHO-YNPaBAAEMOro oT4eTa, UHULUUPYEMOTO KITMEHTOM.

Otuetr MMS ocHoBbIBaeTcsi Ha napameTpe MMS Sessions Allowed (Jonyctumoe
KonnyecTBo ceaHcoB MMS), KOTOPbI KOHTPOAUPYET KONMUUECTBO KITMEHTOB,
KOTOpble MOTYT OAHOBPEMEHHO co34aTb coefiuHeHna MMS ¢ KoMMyTaTopoMm noj
ynpasneHnem RUGGEDCOM ROS. [ina nonyuyeHWA 4ONONHUTENbHON MHOPMaL MK
0 KOH(UrypupoBaHuu coctaBneHma otuetoB MMS cm. "KoHdurypuposaHue |P-
cepsucoB (CtpaHuua 92)".

5.6.1.2 OTtueTbl/Habopbl faHHbIX
RUGGEDCOM ROS nopaep’kvMBaeT cnefyrolimMe Tunbl oTueToB/HabopoB AaHHbIX:
e LLDPStatus

OCHOBaHHbIW Ha BpEMEHM OTUET, NPUHAAeXaLLMi norMueckomy ysny LPLD,
yKasblBaroLWwmi coctosHue LLDP ycTpoicTBa. OH BKNtoUaeT Tpu obbekTa
AaHHbIx: LPLD.RemPortld (naeHTHdrKaTOp yaaneHHoro nopta), LPLD.RemChsld
(MpeHTUdMKaTOp WaccK yaaneHHoro nopta) M LPLD.RemAddr (agpec
ynpaBneHus yaaneHHowm CUCTeMOW).

e PortLinkStatus

OCHOBaHHbIM Ha COBbITUAX OTUET, NPUHAANEXKALLUUIK norMueckomy y3ny LPCP,
KOTOpPbIM YKa3blBaeT COCTOAHUE bnoka goctyna k cpege (MAU) cdhusnueckoro
nopta. OH BKkntouaeT obbekT AaHHbIX LPCP.Mau (cTaTyc KaHana cBs3u bnoka
AOCTyna K cpefe).
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5.6.1 OcHoBHble cBefieHUA o npoTokone MMS

PortStatistics

OCHOBaHHbIM Ha BpeMeHW OTUeT, MpUHaANexaluni normueckomy ysny LPCP,
KOTOpbIM YKa3biBaeT pabouee coctofiHMe usmueckoro nopta. OH BKArouaeT
ueTblpe obbekTa AaHHbIX: LPCP.AutoNgt (npu 3HaueHuu true (MCTUHA),

NOPT HAaXOAMUTCA B pexxnme aBTocornacoBaHus), LPCP.RxCnt (konnuectBo
COODbLLEHNI, MONYUEHHbIX C MOMeHTa npowwnoro cbpoca), LPCP.TxCnt
(konnuecTBo coobLLeHW, OTNPaBNEHHbIX C MOMEHTa NpoLunoro cbpoca) 1
LPCP.FerPort (uactoTa nosiBNeHUA oWMBOOUHbIX KagpoB Ha NopTe).

RSTPStatus

OCHOBAaHHbIM Ha CODbITUAX OTUET, MPUHAANEXALLMI Normueckomy y3ny LBRI,
yKa3blBatowmMi coctosHne RSTP ycTpowcTBa. OH BKItOUaeT Tpu 0bbeKTa AaHHbIX:
LBRI.RstpRoot (ycTpoicTBo aBnaetcs kopHeM RSTP unu HeT), LBRI.RstpTopoCnt
(cueTumk nameHeHum Tononoru RSTP) u LBSP.RstpSt (coctosiHme nopta RSTP).

SystemStatus

OCHOBaHHbIM Ha COBbITUAX OTUET, NPUHAANEXKALLMIK norMueckomy y3ny LPHD,
KOTOpbIH yKa3biBaeT pabouee coctoAHKe ycTporcTBa. OH BKIOUaeT ABa
obbekTa AaHHbIX: LPHD.PhyHealth (coctosiHue ycTtpoicTta) v LPHD.PwrSupAlm
(cocTosiHMe onoBeLLeHUst UCTOUHMKA NMUTAaHWUA YCTPOWMCTBA).

NpumeuaHue

®annbl ruggedcom. icd (M3K 61850, onncaHune BoamoxxHocTen N3Y ans
yCTpoWcTBa) U ruggedcom. iid (M3K 61850, MHCTaHUMMPOBAHHOE ONUCaHWe
M3Y ans ycTpowcTBa) coaepikaT CMUCOK IOFMUECKUX y3N0B, NOAAEPXKUBAEMbIX
RUGGEDCOM ROS. [Ina nonyuyeHnss MHPOPMaLMKM O 3arpy3ke 3TUX hanoB CM.
"Bbirpy3kal3arpyska gannos (CtpaHuua 56)".

5.6.1.3 MNoppep>xMBaemblie normuyeckue ysnol

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

RUGGEDCOM ROS nopaepxuBaeTt cnegyroLLme nornueckue yshbl:

Norunueckwii ysen OnucaHue

LLNO Obwuit nornueckui ysen, obecneumBatomii obulyto

MHopMaLmio 06 YyCTPOMCTBE B Lienom, Hanpumep, MHpopMaumsa o
NoCTaBLUMKE WU BepCUs NporpaMMHOro obecneueHus.

LPHD (cpu3nueckoe ycTpoicTeo) | MHopmaLuua 06 ypoBHE CUCTEMbI, HECYLLLEEM JTOTUUECKUE Y3Nbl,

OTHOCALWAACA K (*)VI3VILIeCKOMy yCTpOVICTBy, HanpumMmep, UMA
CHUCTEMbI U ONMMUCaHNEe CUCTEMDI.

LBRI (mocT) Nornueckuit y3en, obecneunBarowmii UHPOPMaLKIO,

OTHOCALLYHOCA K CBA3YHOLLEMY AePEBY, €CNIN YCTPONUCTBO
MCNOJb3yeTCs B KauecTBe MOCTa, Hanpumep, npuoputet RSTP u
MHTepBan mexay npueetctBusamu RSTP.

LPCP (nopT chu3nueckoi cBAsn) | JlorMueckuii ysen, KOTopblii obecneunmBaeT OTHOCALLYOCS K

NopTy MHCPOPMaLMIO ANA KaXKA0ro (hU3NUECcKoro nHTepdenca
YCTPOMCTBA, HanpuMep, COCTOsSTHWE aAMUHUCTPUPOBAHUS MOpTa U
COCTOAIHWE aBTOCOrNacoBaHMUs nopTa.

LPLD (obHapy»eHHe KaHana Norunueckuit ysen, KOTOPbIW NPefOCTaBASAET OTHOCALLYHOCS K MOPTY
nopra) WH(OpMaLMIo O NPOTOKONe 0bHapYKEHUsI KaHaNbHOMO YPOBHS

(LLDP) onsa Kaxporo hM3nueckoro MHTepderca ycTponcTaa,
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5.6.2 [IpocMOTp cnucKa npeaBapUTENIbHO CKOHGUIYPUPOBAHHbIX 0TyeToB MMS

5.6.2

124

JNornueckuii ysen

OnucaHue

HanpumMep, UAEHTUUKATOP NIOKANbHOMO NOPTa U UAEHTUUKATOP
yAaneHHoro nopra.

LBSP (MopT cBA3ytowero gepesa
MocTa)

JNornueckui ysen, Kotopblv obecneunBaeT OTHOCALLYHOCA K NOPTY
MHDOPMaLIMIO O CBA3YHOLLIEM [lepeBe AN KaXXaoro hM3nueckoro
WHTepdeica ycTpoicTBa, Hanpumep, coctosiHue nopta RSTP u
COCTOsIHME rpaHnuHoro nopta RSTP.

LCMF (punbtpaums MAC-agpeca
KaHana CBfi3M)

Noruueckuit y3en, HecyLLnii MHPOPMaLMIO O UNbTPaLMK
rpynnosbix MAC-aapecoB, HanpuMep, CMMCOK pa3peLleHHbIX
rpynnosbix MAC-anpecoB 1 CBS3aHHbIX MAEHTUDHUKATOPOB CeTel
VLAN.

LCVF (punbTpauuna KaHanos
cBA3u ceTu VLAN)

Nornuecknit ysen, obecneunBaroLLmMii OTHOCALLYHOCA K MOPTY
nHopmMaumto o KoHdurypauuu cetn VLAN, Hanpumep,
naeHtudukatop nopta VLAN unm npuoputet CoS.

UTobbl NPOCMOTPETL OTUETDI

MpocmoTp cnucka npeaBapUTENbHO CKOH(PUIypuMpoBaHHbIX oTuetoB MMS

MMS, npenBapuTeNbHO CKOHUIYPUPOBAHHbIE ANS

yCTPOMCTBa, nepenaute B Administration » Configure MMS. MosBuTca Tabnuua

MMS Report Configuration.

B aT0M Tabnuue oTobparkaeTtca cnefytoas MHGOpPMaLmUs:

MNapameTtp

OnucaHue

Name

KpaTtkuit 0630p: CTpoka AnvHoi 32 cumeona(oB) unu [ SysStatus ]
3HaueHue no ymonuaHutio: SysStatus

Mms otueta MMS (Hanpumep, MMsA Habopa AaHHbIX).

Status

KpaTtkuit 0630p: [ Disabled | Enabled ]
3HaueHHe no ymonuaHuto: Disabled

Cratyc coctaBneHus otuetoB MMS, 3anyLUeHHbI nin
M3MEHEHHbIW KNMEHTCKUM NpunoxeHueMm. Ecnu kakoe-nubo
KITMEHTCKOE MPUIOXKEHNE aKTUBMPYET (DYHKLMIO COCTaBNEHMUA
0TueToB O Habope JaHHbIX, CTaTyC 3Toro Habopa AaHHbIX
ycTaHaBnvBaetcsi Ha Enabled (BkntoueHo). Ecnu HKU ofHO
KITMEHTCKOE MPUIOXKEHUE He aKTUBUPYET DYHKLMIO COCTaBNEHHMA
0TueToB O Habope JaHHbIX, CTaTyC 3Toro Habopa AaHHbIX
ycTaHaBnvBaetcs Ha Disabled (OTkntoueHo).

EventDriven

KpaTtkuit 0630p: [ False | True ]
3HaueHUe No ymonuaHuio: True
KpuTepuit cocTaBneHus oTueToB:

* True (McTuHHO) - COCTaBNeHWe oTuyeTa OCHOBAHO Ha cobbl-
TMAX

. False (JIoxHO) - COCTaBNeHWe oTueTa OCHOBAHO Ha BpemMe-
HU
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5.6.3 KoHopurypmupoaHue otuetra MMS

NapameTtp OnucaHue

Period KpaTkuit 0630p: Lienoe uncno ot 30 go 1080 mnu [ Disabled ]
3HaueHue no ymonuanuto: 300

MHTepBan CoCTaBieHUA OoTUeTa B CEKYHAAX A1 OTUETOB,
OCHOBAHHbIX Ha BpeMeHW. ITOT NapameTp ycTaHoBneH Ha Disabled
(OTKNOUEHO) ANA OTYUEeTOB, OCHOBAHHbIX Ha CODbITUAX.

OnAa nonyueHna nHdopmaumm 0b nsmeHeHnn otueta MMS cm. "KoHduryprupoBaHue
otueta MMS (CtpaHuua 125)".

5.6.3 KoHdurypuposaHue otuetra MMS

Bce otuetbl MMS npeaBapuTenbHO CKOH(UIYPHUPOBAHbI Ha YCTPOMCTBE, OAHAKO WX
MO>HO U3MEHWUTb NOA KOHKPETHOE NpUMeHeHWe. K TaKUM M3MEHEHUsIM OTHOCATCA
BKIFOUEHWe/OTKNOUEHUE OnpeaeNieHHbIX OTUETOB U U3MEHEHWE UHTEpBana
COCTaBIEHWA OTUETOB.

UTobbl cKOHDUTypupoBaTb otueT MMS, caenaliTe creaytollee:

1. Nepenpute B Administration » Configure MMS. MosBuTtca Tabnuua MMS
Report Configuration.

2. Bbibepute otuet. Noasutca popma MMS Report Configuration.

3. HeobxoaMmo CKOHMUIyprMpoBaTh CneayroLme napamMeTpbl:

Napametp OnucaHue

Period KpaTkuit 0630p: Lienoe uncno ot 30 go 1080 mnu [ Disabled ]
3HaueHue no ymonuaHuto: 300

MHTepBan CoCTaBeHWs oTUeTa B CEKYHAAX AJ1A OTUETOB,
OCHOBaHHbIX HAa BPEMEHMU. ITOT NapaMeTp YCTaHOBMEH
Ha Disabled (OTkntoueHo) s OTYETOB, OCHOBAHHbIX Ha
cobbITUSAX.

4. Haxmute Apply.

5.6.4 Mpumep: KoHdurypuposaHue otuetos MMS

B naHHOM MpuMepe pacCMaTPMUBAETCA, KaK CKOH(UIYPUPOBATb YCTPOMCTBO Ha
reHepupoBaHue otuetoB MMS.
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5.6.4 Mpumep: KoHpurypmuposaHmne otuetoB MMS

lpuBeAeHHas HUXKe TONONOTrUA ONUCbIBAET CLUEHAPHUMN, MPU KOTOPOM UeTbipem
knueHTtam B JIBC otnpasnatotca otuetbl MMS ot RUGGEDCOM ROS:

o

o

T
?
l

o

o

®  RUGGEDCOM ROS

@  Otuetr MMS

® LAN

@ KnueHt

PucyHok 5.1 Tononorua — MMS

UT0bbl CKOHMUTYpHPOBaTb YCTPOMUCTBO Ha NonyveHne otyetoB MMS, BbinoNHUTE
yKa3aHHble HUXe AeUCTBUA:

1. [encTBMA Ha CTOPOHE KNMEHTa:

NMpumeuaHune

KoHurypauma KnMeHTa 3aBMCUT OT UCNONb3yeMOro KnueHTa MMS.
MoapobHble cBeAeHUsA O KOHUIypaL MK CM. B PyKOBOACTBE MO 3KCANyaTauuu
oT OEM-npou3ssoguTens.

a. Bknrouute nnun otkntoumte otueTbl MMS B COOTBETCTBMM C BallMMH
npegnouteHnaMu. Cnucok goctynHboix B RUGGEDCOM ROS oTueToB CM. B
"OTtueTbl/Habopbl agaHHbIX (CTpaHuua 122)".

b. CkoHHWrypupyiTe yCTPOMCTBO Ha NpefOCTaBlEHUE OTUETOB HAa OCHOBE
COBbITUI UNK OTUETOB Ha OCHOBE BPEMEHMW.

2. BbinonHute cnegytowme gencrena B RUGGEDCOM ROS:

a. CKoHGurypupyiTte gONyCTUMOE KONM4ecTBo ceaHcoB MMS,
uTobbl YKa3aTb, CKONbKO KNMEHTOB byayT nonyuatb oTyeThbl. Ha
Kaayro TOMOJOrmnIo fonyckaerca 4 ceaHca. nAa nonyueHus
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5.6.4 Mpumep: KoHpurypmuposaHmne otuetoB MMS

AOMNONHUTENBHON MH(OPMALMK O KOHUIYpUpPOBaHUKM ceaHcoB MMS cwm.
"KoHdurypuposaHue IP-cepercos (CTpaHuua 92)".

b. Ecnu Ha cTopoHe KnueHTa BbibpaHbl OTUETbl HA OCHOBE BPEMEHHU,
CKOHpUrypupynTe HeobxoanMbli BpEMEHHOW MHTepBan COCTaBeHMSA
oTueToB. [InA nonyyeHns ONONHUTENbHOM MHOPMaLUK CM.
"KoHurypuposaHue otueta MMS (Ctpanuua 125)".

3. Utobbl NnpoBepuUTb KOHGUIYypaunro, Heobxoanmo ybeauTbesa, uto
KaXXablM KNMeHT nonyyaet otuetbl MMS OT yCTPOMCTBa B COOTBETCTBUU C
KOHMUTypaunen.
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5.6.4 Mpumep: KoHpurypmuposaHmne otuetoB MMS
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be3onacHOCTb

6.1

B naHHOM pasaene onucbiBaeTCca KOHUIyprpoBaHue pyHKLMIM 6e30nacHOCTH
RUGGEDCOM ROS u ynpaBneHue nmu.

KoHdurypupoBaHue naponew

UTobbl CKOHMIYpHMpPOBaTb MApPONM AN OAHOTO UK HECKONbKUX Npodhunnen
nonb3oBaTens, caenanTe cnegyroulee:

1.

RUGGEDCOM ROS Bepcusa5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

Mepenpute B Administration » Configure Passwords. [Noasutca bopma
Configure Passwords.

NMpumeuaHue

Bce naponu nonb3oBatenein B RUGGEDCOM ROS fonHbl COOTBETCTBOBATb
YyCTaHOBNEHHbIM TpeboBaHUAM, UTODbI He OMNYCTUTb UCMONb30BaHUA
HeHaaeXXHbIX naponew. Mpu co3gaHnK HOBOroO Naponsa ybeautecb B TOM, UTO OH
COOTBETCTBYET cnefytoLMm TpeboBaHUAM:

[nvHa nomkHa ObITb He MeHee 8 CUMBOJIOB.

He nomkeH cogeprkatb B cebe nma nonb3oBatensa unu nobble 4 cuMmBona,
KOTOpble NPUCYTCTBYHOT B UMEHMW NONb30BaTeNs U UAYT OAMH 33 APYTUM.
Hanpumep, B cnyuae uMeHUM nonb3osatens Subnet25 Henb3A Ucnonb3oBaTb
naponb subnet25admin, subnetadmin wnu net25admin. OgHako
fonyckatrotca naponu net-25admin wnun Sub25admin.

[lomkeH conepratb XoTA bbl 0OANH ByKBEHHbIM CUMBON U OAHY LUdPY.
[lonyckaroTcs cneunanbHble CUMBONbI.

He nomkeH copeprkatb bonee 3 nocnegoBaTenbHO BO3PACTAOLLMX MU
ybbiBarowmnx undp. Hanpumep, naponu Sub123 n Sub19826 nonyckatotcs,
a Sub12345 He ponyckaeTcs.

Ecnun ckoHUryprMpoBaH HeHageXHbI Naponb, To byaeT reHepnpoBaTbCA
onoseLlleHne. OnoBeLLeHWe B CBA3M C HEHAAEXHbBIM NaponeM MOXeT BbITb
OTKNKOUEHO nonb3oBaTteneM. [N nonyyeHMa 4ONONHUTENbHON MHOPMaL MK
006 OTKNHOUEHMM ONOBELLEHMH CM. "YNpaBneHue onoBeleHnamn (CTpaHuua
108)".
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6.1 KoHpurypmupoBaHune naponei
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2.

HEO6XOﬂMMOCKOH@MprMpOBaTbCﬂEﬂyKﬂuMeHapaMeTpHI

MNapametp

OnucaHue

Auth Type

KpaTtkuit 0630p: [ Local | RADIUS | TACACS+ | RADIUSorLocal |
TACACS+orLocal ]

3HaueHue no ymonuaHuto: Local

AyTeHTUDUKALMA MO NaPOSH0 MOXET OCYLLeCTBAATLCA

C UCMOMNb30BaHWEM NTOKaNbHO CKOHMPUIYPUPOBAHHbIX
3HaueHwui, yaaneHHoro cepsepa RADIUS unu yganeHHoro
cepepa TACACS+. HacTpo#Kka 3Toro 3HaueHua ans OgHOMN 13
KOMOWHauuWi, koTopble BKtouatoT B ceba RADIUS vnun TACACS
+, TpebyeT HanMuusi CKOHUIypUpoBaHHOM Tabnuubl cepBepa
3aLUuThI.

HacTtpoiku:

* Local - ayTeHTUdHMKaLMA M3 NoKanbHOW Tabnuubl napo-
new.

* RADIUS - ayTeHTUdMKALMA C UCMONb30BaHWEM CcepBepa
RADIUS Tonbko ansa ceteBoro goctyna (HTTP/HTTPS, SSH,
RSH, Telnet). lnAa KOHCONbHOIO AOCTYNA ayTEHTU(UKALMIO
HeobX04MMO BbINOSIHWUTL U3 NOKaNbHOM TabnuLbl Napo-
new. Ecnu npu nokanbHOM ayTeHTMdMKaLMKn nponsonaer
cOoMl, BbINONHWUTE ayTEHTUUKALMIO C MOMOLLbIO CepBepa
RADIUS.

* TACACS+ - ayTeHTU(MKaLMA C UCNONb30BaHKEM cepBe-
pa TACACS+ Tonbko ans ceteBoro goctyna (HTTP/HTTPS,
SSH, RSH, Telnet). ina KoHCONbHOIO AOCTYNa ayTEHTU(U-
KaLunto HeobXoaMMO BbIMOMHUTL U3 OKaNbHOM Tabnuubl
naponew. Ecnu npu nokanbHoW ayTeHTUHUKALUW NPOU30I-
fet cboi, BbINONHWUTE ayTEHTU(MKALMIO C NOMOLLbHO Cep-
Bepa TACACS+.

* RADIUSOrLocal - ayTeHTU(dHKALMA C MCMONb30BaHWEM
RADIUS. Ecnu cepBep HepocTyneH, To ayTeHTUUKaLKA
MPOW3BOAMTCA U3 NOKaNbHOM Tabnuubl Naponen.

* TACACS+OrLocal - ayTeHTUdHKaLMA C UCMONb30BaHNEM
TACACS+. Ecnu cepBep HefoCTyneH, TO ayTeHTUdMKaLna
NPOW3BOAMTCA U3 NOKaNbHOM Tabnuubl naponen.

Guest Username

KpaTtkuit 0630p: CTpoka AnuHoi 15 cumBona(os)
3HaueHMue No yMOnuaHuo: guest

CoOTBeTCTBYHOLLMIM Naponb HaXoAMTCA B Mone napons
nofib30BaTeNiA U3 KaTeropuu "roctb"; paspeLueH TONbKO
NPOCMOTP, HE MOXET U3MEHATb HACTPOMKM MK 3aMycKaTb
Kakune-nMbo KOMaHAbI.

Guest Password

KpaTtkuit 0630p: CTpoka aAnuHoi 19 cumeona(os)

CooTBeTCTBYyHOLLEE MMA MONb30BaTENA HAXOAMTCA B Nose
MMeHM Nonb3oBaTeNs U3 KaTeropuu "roctb"; paspeLleH ToNbKO
NPOCMOTP, HE MOXET U3MEHATb HACTPOMKKM MK 3anycKaTb
Kakune-nMbo KomMaHabl.

Confirm Guest Password

KpaTtkuit 0630p: CTpoka AnuHoi 19 cumeona(os)

CoOTBETCTBYHOLLEE UMA NONb30BATENA HAXOAWUTCA B None
MMEHW NoNb30BaTeNA U3 KaTeropuu "rocTb”; paspeLleH TonbKo

RUGGEDCOM ROS Bepcua5.5
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6.2 OUMCTKa KOHUAEHUNANbHbIX JAHHbIX

Napametp

OnucaHue

NMPOCMOTP, HE MOXET U3MEHATb HACTPOMKU WUIK 3aMnycKaTb
Kakune-nMbo KoMaHzbl.

Operator Username

KpaTkuit 0630p: CTpoka anvHol 15 cumBona(os)
3HaueHUe No yMonuaHuto: operator

CoOTBETCTBYHOLLMIA NapOSib HAXOAUTCA B NoJie Nnapons
Nnonb30BaTens U3 KaTeropuu "onepaTtop”; He MOXeT U3MEHATb
HacTPOMKKM, MOXeT cbpacbiBaTb ONOBELLEHUSA, CTaTUCTUKY,
CUCTEMHbIEe XXypHanbl 1 T. M.

Operator Password

KpaTkuit 0630p: CTpoka anvHol 19 cumBona(os)

CooTBeTCTBYHOLLEE MMSA NOMNb30BaATENs HAXOLUTCA B Nore
MMEeHM Nonb3oBaTeNa U3 Kateropuu "onepatop”; He MOXeT
M3MEHATb HAaCTPOMKHM, MOXeT cObpacbiBaTb ONOBELLEHMUS,
CTaTUCTUKY, CUCTEMHbIE JKYpHarnbl U T. M.

Confirm Operator
Password

KpaTkuit 0630p: CTpoka anvHol 19 cumBona(os)

CooTBeTCTBYHOLLEE MMSA NOMNb30BaTENs HAXOLUTCA B Nore
MMeHHW Mosnb30BaTens U3 KaTeropuu "onepaTop”; He MOXeT
M3MEHATb HAaCTPOWKHM, MOXeT cbpacbiBaTb ONOBELLEHMUS,
CTaTUCTUKY, CUCTEMHbIE KYPHarnbl U T. M.

Admin Username

KpaTkuit 0630p: CTpoka anvHol 15 cumBona(os)
3HaueHHUe no ymonuaHuto: admin

CoOTBETCTBYHOLLUMI MAPOJib HAXOAUTCA B MOJie Napons
Nonb30BaTeNs U3 KaTeropuu "agMUHUCTpATOP"; NOMHbIM AOCTyN
OnA uTeHMA/3anrMcK KO BCEM HACTPOMKaM M KOMaH4aM.

Admin Password

KpaTkuit 0630p: CTpoka anvHol 19 cumBona(os)

CooTBeTCTBYHOLLEE MMA NONb30BATENA HAXOAWUTCA B None
MMEHM NoNb30BaTeNs U3 KaTeropuu "aAMUMHUCTPATOpP"; MOMHbIN
[OCTYN AnA uTeHMAl3anncK KO BCEM HaCTPOMKaM U KOMaHAaM.

Confirm Admin Password

KpaTtkuit 0630p: Ctpoka AnuHoi 19 cumeona(os)

CooTBeTCTBYytOLLEE MMA MONb30BaTENA HAXOAMTCA B Nose
MMEeHW NoNb30BaTeNsa U3 Kateropmu "afMMHUCTPaTop"”; MOMHbLIN
[OCTYN ANA uTeHMAl3anncK KO BCEM HAaCTPOMKaM U KOMaHAaM.

Password Minimum
Length

KpaTkuit 0630p: Lienoe uncno ot 1 go 17
3HaueHue no ymonuaHuo: 1

CKOHMDUTYpPHUPYINTE MUHUMANbHYO ANTMHY CTPOKKW Napons.
HoBbl Naposb, He COOTBETCTBYHOLLMI TpeDOBaHUAM K ASIMHE,
OyneT OTKIOHEH.

3. Haxwmwute Apply.

6.2 OuuncTtka KoHUaEeHUMUaNbHbIX AAHHbIX

Ecnv napameTp yctaHoBREH Ha enabled (BkntoueHo), BO BpeMsi 3arpy3Kku
CUCTEMbI MOMb30BaTENb CMOXKET YAANWUTb BCE XPaHALLMECA Ha YCTpOMUCTBe
KOH(UAEHUMaNbHbIE aHHbIE U KIFOUM, a TaKKe cOpoCcHTb BCe UMEHaA
nonb3oBaTesiel v Naposiv K 3aBOACKMM HaCTPOMKaM.

RUGGEDCOM ROS Bepcusa5.5
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6.3 YnpaBneHne ayTeHTUGHUKALMEN Nonb30BaTENEN

6.3

6.3.1

132

UTobbl OUMCTUTL KOHMAEHLMaNbHbIE AaHHbIE, cAenanTe cnegyollee:

MpumeuaHune

KoMaHzbl, ucnonb3lyemble B CriefyroLlen npoueaype, ABNAKTCA UyBCTBUTENIbHbIMHU
no BpeMeHw. Npu npeBbIleHUN YKa3aHHbIX NpefenoB BpeMeH! 40
npeaocTaBfeHns NOAXOAALLEro OTBETa YCTPOMCTBO NPOAOIIKHUT BbINONHATD
HOPMaslbHYH 3arpysKy.

1. TlogkntounTech K yCTPOMCTBY uepes nocnefoBaTenbHbIM KOHCONMbHbIM NOPT
RS-232. [ina nonyyeHnsa 4ONONHUTENbHOM MHOpMaunmn cM. "TlogkntoueHue
Hanpamyto (CTpaHuua 47)".

2. BbIkntouuTe M CHOBA BKNOUKMTE MUTaHWeE YCTPOMCTBA. Bo Bpema 3arpysku
NOABUTCA CredyHoLnii 3anpoc:

Press any key to start

3. B Tteuenue uetbipex cekyHa HaxxmuTe CTRL + r. [NosABuTCcA BaHHep gocTtyna, 3a
KOTOPbIM nocnieayeT npuriialleHne Ha BBO4 KOMaHzbl:

>

4. BepguTe crefyroLyro KOMaHay 1 Haxxmute Enter B TeueHue 30 cekyHA:
clear private data

5. MMpw 3anpoce "Bbl yBEpPEHbI, UTO XOTUTE OUUCTUTb KOH(UAEHUMANbHbIE AaHHbIE?
(OalHeT)?", oTBETLTE Yes (ga) v HaXxxmuTe Enter B TeueHue nNAaTH cekyHA. Bea
KOH(UTypauus 1 Knouun Bo new-namMaTv byayt obHyneHbl. B xypHane
cobbiTui ByaeT co3gaHa 3anucb. annbl crashlog.txt (ecnu nmeroTca) u dannbl
syslog.txt byayT coxpaHeHbl. YCTPOMCTBO aBTOMATUUECKKU Nepe3arpy3unTcs.

YnpaBneHue ayTeHTU(pUKaLUen nonb3oBaTeneu

B naHHOM pasgene npvMBeAeHO ONMMCaHWE Pa3NUUHbIX METOAOB ayTeHTUMDUKaLNUK
nonb3oBaTenen.

MeTtopbl ayTeHTUUKaLUm

RUGGEDCOM ROS nopaep»kvMBaeT cnefytoLimMe BapuaHTbl ayTeHTUUKALMUK:
nokanbHyto, Ha RADIUS cepsepe, Ha TACACS+ cepBepe, Ha RADIUS cepBepe
nnu nokanbHyto M Ha TACAS+ cepBepe unu nokanbHyro. BoibpaHHbI MeToa
HacTpauMBaeTCcA C MOMOLLbIO NapameTpa Auth Type.

[ns nonyyeHua 4ONONHUTENBHOW MHCOPMALMK O KOH(UITYPUPOBAHWUK NapamMeTpa
Auth Type cM. "KoHdurypuposaHue naponei (CtpaHuua 129)".

B cnenytowev Tabnuue nokasaHbl BO3MOXHOCTU AOCTYNa Nonb3oBaTenen
B Pa3NMUHbIX CLeHAaPMAX C MCMONb30BaHMEM NOAAEPKUBAEMbIX METO0B
ayTEHTUDMKaALMMK.

RUGGEDCOM ROS Bepcua5.5
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RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

6.3.1 MeTtoabl ayTeHTMGUKALNU

Tvn MeTop/cueHapui | YueTHble AaHHble MeTopn poctyna
ayTeHTUdUKaLMUKU | ayTeHTUUKaLUK AnAa poctyna NoKanbHas Ceb (SSH/
B cuctemy KOHCONb Telnet/WebUI)
JlokanbHbIN JlokanbHas JloKanbHbIN v v
ayTeHTUdHKaLumA
AyTeHTUbuKauus | RADIUS x x
cepsepa RADIUS
RADIUS AyTeHTndpukaums | RADIUS v v
cepsepa RADIUS
JlokanbHas JloKanbHbIN v v
ayTeHTUdMKaLmMA
Cepsep JloKanbHbIN v x
HefoCTyneH RADIUS « «
HeBepHbIi 06wWmMi | llokanbHbIV v x
Ko RADIUS x x
HenpaBunbHbIv JToKanbHbIM v x
MOPT Ha3HauYeHNA [oapis « «
TACACS+ AyteHTudpunkaumna | TACACS+ v v
cepsepa TACACS+
JlokanbHas JlokanbHbIN v v
ayTeHTUHUKaLMA
Cepsep JloKanbHbIN v x
HefoCTyneH TACACS+ < "
HeBepHbIi 06wWmMi | NloKanbHbIM v x
Ko TACACS+ x x
HenpaBunbHbIv JloKanbHbIN v x
MOPT HasHaueHNA [acace. « «
RADIUSorLocal AyteHTuduKkauus | RADIUS v v
cepsepa RADIUS
JlokanbHas JloKanbHbIN x x
ayTeHTUdUKaLKMA
CepBep JToKanbHbIM v v
HeAoCTyneH RADIUS < "
HeBepHbli 0bwmit | NokanbHbIN x x
Ko RADIUS x x
HenpaBunbHbIv JToKanbHbIM v v
MOPT Ha3HaueHNA [oapi s « «
TACACS+ unu AyteHTudukaumsa | TACACS+ v v
NOKanbHbIN cepBepa TACACS+
JlokanbHas JlokanbHbIN x x
ayTeHTUHUKaLKMA
Cepsep JTokanbHbIM v v
HefoCTyneH TACACS+ < "
HeBepHbIi 06wWmMi | NloKanbHbIM x x
Ko TACACS+ x x
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6.3.2 KoHHUrypmpoBaHue paclumpeHmnii MMeH nosb3oBaTesnes

6.3.2
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Tvn MeTop/cueHapui | YueTHble AaHHble MeTopn poctyna
ayTeHTUdUKaLMUKU | ayTeHTUUKaLUK AnAa poctyna NoKanbHas Cetb (SSH/
B cucremy KOHCONb Telnet/WebUI)
HenpaBunbHbIi TNokanbHbIN v v
NOPT Ha3HaUeHNa [1aacs, < <

KoHdurypupoBaHue pacluiMpeHUin UMeH nonb3oBaTenei

Ecnu HacTpoeHa ayTeHTUMKauna nonb3osaTtenen ¢ nomoubto RADIUS nnun TACACS
+, RUGGEDCOM ROS MO0»HO HacTpouTb Ha AobaBneHune BaXKHOM Ans cepBepa
ayTeHTUMUKaUMKN MHPOPMALMK K KaXXaoMy nMeHu nonb3osatena. Ctoga Moxer
BxoauTb IP-agpec NAS, MMs cMCTeMbI, pacnonNoXeHWe CUCTEMbI MNK NtoboK Apyron
onpegeneHHbIM Nofb3oBaTeNeM TEKCT.

Ecnu napametp Username Extension octaBneH nycTbiM, Ha cepBep
ayTeHTUdMKaunn byaet nocbinaTbCs TONbKO MMS MONb30BaTenNs.

NpumeuaHue
PaclumMpeHns MTHOPUPYHOTCA, eCNK BKItOUeHa ayTeHTMdKKaumaA IEEE 802.1x

Ha 6a3e nopta. RUGGEDCOM ROS ocTaHeTcA Npo3pauHom 1 He ByaeT BHOCUTb
W3MEeHeHWM B MMA nonb3osaTtens. [Ana nonyyeHuA JONONHUTENbHOM MHOPMaL MK
06 ayteHTMdMKaumm IEEE 802.1x cM. "KoHuenuunsa 6€30nacHOCTM Ha YpOBHe nopTa
(CtpaHunua 140)".

UTobbl CKOHDUTYPUPOBATL pacllMpeHUe UMEHU NoNb3oBaTens, caenamnTe
cnegyrouee:

1.

2.

Mepenpute B Administration » Configure Security Server » Configure
Common Security Parameters. lNosiButca oopma Common Security

Parameters.

HeobxoaMMO CKOHGUIyprUpoBaTb CneaytoLLimMe napaMeTpbl:

MNapametp

OnucaHue

Username Extension

KpaTkuit 0630p: CTpoka annHoi 127 cumeona(o.)

Onpepensaet oopMaT BCEX MMEH Nonb3oBaTenew,
oTnpasneHHbIx Ha RADIUS nnu cepsep TACACS+ ann
ayTeHTUdMKaLMK. K MMeHW nonb3oBaTens MOXKHO A0baBUTb
npedgurKc unu cyddrKc C NOMOLLbIO NpefonpeaeneHHbIX
KNHOUEBbIX CNOB (3aKNHOUEHHbIX B OrpaHUunTenu %) unu
onpepeneHHble Nonb3oBaTeNeM CTPOKH.

3aKfueHHble B OrpaHUUYUTENN 3HAUEHNA BKITKOUAKOT:

%Username%: uMs, CBA3aHHOE C NpodunemM nonb3oBaTens
(Hanpumep, admin, oper u 7. a.)

%IPaddr%: ynpasnsatowmi IP-agpec kommyTaTopa,
[efCTBYHOLLMI B KauecTBe cepBepa ceTeBoro goctyna (NAS).

%SysName%: UMs CUCTEMBI, MPUCBOEHHOE YCTPOMCTBY.

%SysLocation%: pacnono»xeHne CUCTEMbI, MPUCBOEHHOE
yCTPOHCTBY.

RUGGEDCOM ROS Bepcua5.5
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6.3.3 YnpasneHnue ayteHTugpukaymnen RADIUS

Napametp OnucaHue
Bce npefonpepeneHHble KNtOUEBble CNI0Ba UyBCTBUTENbHbI K
perucrpy.
Mpumepsbl:

%Username%@ABC.com
%Username%_%SysLocation%

Ecnv paclumpeHue He onpeaeneHo, Ha cepeep
ayTeHTUHUKaLUK NOCHINAETCA TONbKO UMS MOMb30BaTENS.

3. Haxwmwute Apply.

6.3.3 YnpaBneHue ayteHTucukauymen RADIUS

RUGGEDCOM ROS Bepcusa5.5

RUGGEDCOM ROS MOXHO CKOH(UIypUpoBaTb Ha (DYHKLMOHUPOBaHWE B KauecTBe
knueHTta RADIUS v nepecnatb yueTHble flaHHble nonb3oBaTena Ha cepsep RADIUS
(cny>xba AMCTaHUMOHHOM ayTeHTUMDMKALKUKW NoNb3oBaTeNen) ANna yaaneHHom
ayTeHTUMMKaLUUKU U aBTOPU3aLUH.

Cny>ba RADIUS npeactaBnseT cobov NpoTOKON NPUKIAAHOTO YPOBHSA, paboTatoLmi
noepx UDP TpaHcnopTa, MCNONb3yeMbli ANA NepeHoca ayTeHTUPUKALUOHHOW,
aBTOPM3ALMOHHOM U KOHDUTYPALMOHHON MHPOPMaLMKU MeXIy CEPBEPOM CETEBOIO
noctyna (NAS), koTopoMy TpebyeTcst ayTeHTUULMPOBATL CBOM KaHarbl CBA3M, U
KONNEeKTUBHO MCMOJIb3yeMbIM CEPBEPOM ayTeHTUMKaumn. OHa obecneunBaeT
ayTEHTUMMKALMIO M aBTOPU3aLMIO A1 CETEeBOro AOCTyNa.

Cnyxba RADIUS Tak»Ke LWWMPOKO MCMONb3yeTcsa B COUeTaHWKU CO cTaHaapToMm IEEE
802.1X pns obecneueHns 6e30MaCHOCTU Ha YPOBHE NMOPTOB C UCMOJIb30OBAaHUEM
pacluMpaeMoro NpoToKosa ayTeHTudunkaumnu (EAP).

NpumeuaHue

RADIUS-coobuieHuna nepepatotca kak UDP-coobueHnsa. KommyTaTop v cepsep
RADIUS gonHbl MCNONb30BaTb OAMHAKOBbIN KNHOY ayTEHTUUKALUK U
LWKMDPOBAHMSA.

MpumeuaHune

RUGGEDCOM ROS nopaep>XmMBaeT Kak 3allMLeHHbIM paclumpAeMbli NPOTOKON
ayTeHTUdmMKauun (PEAP), Tak u npotokon EAP-MDS5. MpoTtokon PEAP aBnsietcs
bonee 3alUMLLEHHBIM U PEKOMEHAOBAH K UCNONb30BaHUIO, CNIM €ro NoAAepPXKUBaeT
3anpalumBatolLiee yCTPOMCTBO.

NMpumeuvaHue
[nAa nonyueHns oononHUTENbHOM MHMOpMaunn o npotokone RADIUS cm. RFC 2865
[http:/ltools.ietf.org/html/rfc2865].

[ns nonyueHus AONONHUTENbHOM MHPOPMALIMK O paclUMPSAEMOM NPOTOKoNe
ayTeHTUdUMKaumm (EAP) cm. RFC 3748 [http://itools.ietf.org/html/rfc3748].
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6.3.3 YnpasneHue ayteHTugukaymen RADIUS

6.3.3.1

6.3.3.2
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KoHdurypuposaHue cepsepa RADIUS

MpumeuaHune
NHdopmaumto no KoHurypupoBaHuto cepsepa RADIUS cM. B MHCTPYKLMK
M3roTOBUTENA KOHPUIYypUPYyEMOro cepBepa.

Cneuundurueckuit Ans npoussoautens atpubyt (VSA), nocbinaemblii Ha cepsep
RADIUS kak uacTb 3anpoca, UCnonb3yeTcs AnAa onpegeneHnsa ypoBHA JOCTyNa OT
cepsepa RADIUS. 3ToT aTpubyT MOXKHO CKOHOUIypHpOBaTb B paMKax cepBepa
RADIUS co cnegytolieit Hopmaumen:

ATtpubyt 3HaueHue
Cneumndurueckunin ana NoeHtndumkatop nponssoautens: 15004
NPOW3BOANTENA ®opmar: String

2
ATpubyT: { Guest, Operator, Admin } (FToctb, OnepaTop,
ALMUHUCTpaTOP)

MpumeuaHune

Ecnun B oTBeTHOM nakeTte oT cepBepa RADIUS oTcyTCTBYET ypoBeHb AOCTYyNa, A4OCTYyN
He pa3peLluaerTcs.

KoHdurypupoBaHue knueHta RADIUS Ha ycTpoiicTBe

KnuneHTt RADIUS MOXHO CKOH(MTypUpOBaTh Ha UCMONb30BaHMeE ABYX CEPBEPOB
RADIUS: nepBUUHOro 1 pe3epBHOro. Ecnn nepBuUHbIN cepBep HEOCTYMNEH,
YCTPOMCTBO aBTOMATUUECKM MOMbITAETCA NOAKITHOUUTLCA K PE3ePBHOMY CepBepY.

A 3AMETKA

RADIUS-KNMeEHT ncnonb3yeT NPpOTOKON ayTeHTUdMKaumm no naponto (PAP) ans
NPOBEPKK KOPPEKTHOCTK AocTyna. pyrue npoTOKOSbl ayTeHTU(UKALMHK He
noafep>KMBaroTCA.

CLI-koMaHAbl, OTHOCALLMECA K KOHGUTypupoBaHuto RADIUS-knMeHTa Ha YCTPOMCTBE,
cM. B "[loctynHble CLI-komaHabl (CTpaHuua 25)".

UTobbl CKOHUIYpHpOBaTb OCTYN K NEPBUUHOMY UK pe3EPBHOMY CEpPBEPY
RADIUS, coenaiTe cnegytoulee:

1. Nepeipute B Administration » Configure Security Server » Configure RADIUS
Server. MNossutca RADIUS Server Table.

2. Bbibepute B Tabnuue Primary unv Backup. MosiButca coopma RADIUS Server.

RUGGEDCOM ROS Bepcua5.5
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6.3.4 YnpasneHne ayteHTupukaymer TACACS+

3. HeobxoaMmo CKOHMUIypupoBaTh CneaytoLme napamMeTpbl:

MNapametp

OnucaHue

Server

KpaTkuit 0630p: CTpoka anvHol 8 cumBona(oB) unu
[ Primary ]

3HaueHue no ymonuaHwuto: Primary

370 none yKa3biBaeT, MpedHa3HaueHa Ny AaHHasa HacTpoiKa
[NA NePBUYHOIO UMW ANA Pe3epBHOro cepBepa.

IP Address

KpaTtkuit 0630p: Any valid IP address

IP-agpec cepsepa.

Auth UDP Port

KpaTkuit 0630p: Lienoe uncno ot 1 o 65535
3HaueHue no ymonuaHuio: 1812

IP-nmopT Ha cepBepe.

Max Retry

KpaTkuit 0630p: Lienoe uncno ot 1 go 10
3HaueHue o ymonuaHuto: 2

MaKcuMManbHOe KONMUeCTBO MNOMbITOK ayTeHTUdHUKaTOpa
CBA3aTbCA C CEPBEPOM ayTeHTUMUKAL MU, UTOObI
ayTEHTUMHULMPOBATb MONIb30BATENA B Cllyuae Kakon-nmbo
OLUMBKH.

Timeout

KpaTkuit 0630p: Lienoe uncno ot 1000 go 120000
3HaueHue no ymonuaHuto: 10000

Bpems B MUNNMCEKYHAAX, B TEUEHWE KOTOPOrO
ayTeHTUdMKaTop ByneT oxuaaTb OTBETA OT CepBepa
ayTeHTUUKALMK.

Reachable

KpaTkuit 0630p: [ No | Yes ]

CraTtyc cepBepa.

Auth Key

KpaTkuit 0630p: CTpoka anvHol 31 cumBona(os)

Kntou ayTeHTUMKaLMK A COBMECTHOTO UCMOJIb30BaHUA C
CepBepoM.

Confirm Auth Key

KpaTtkuit 0630p: Ctpoka AnuHoi 31 cumBona(os)

Kntou ayTeHTUdUKaLMK AN COBMECTHOFO MCMOMNb30BaHMSA C
cepBepomM.

4. Haxmute Apply.

6.3.4 YnpasneHue ayteHTupukaumnen TACACS+

TACACS+ (Cvctema ynpaBneHUA OCTYMOM K TEPMUHANAaM U KOHTponnepam)
npeacra.nset cobor NpoToKon ynpasfiieHUA 4OCTYNOM Ha ocHoBe TCP,

KOTOpbIM obecneunBaeT CepBUCHI ayTeHTUDUKALMKU, aBTOPU3ALIMK U yUueTa

Ha MapLupyTu3aTopax, cepBepax ceteBoro goctyna (NAS) 1 Apyrux ceteBblx
BbIUMCNUTENbHbIX YCTPOWCTBAX Uepes3 OAUH UKW HECKONbKO LieHTpanbHbIX CEpBEPOB.

RUGGEDCOM ROS Bepcusa5.5
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6.3.4 YnpasneHne ayteHTupukaymer TACACS+

6.3.4.1 KoHdurypuposaHume TACACS+
RUGGEDCOM ROS MOHO CKOH(UIypUpOBaTb Ha UCNONb30BaHWe ABYX CEPBEPOB
TACACS+: nepBHUHOro 1 pe3epBHOro. Ecnn nepBuuUHbIM cepBep HeOCTYyNeH,
YCTPOMCTBO aBTOMaTUUECKU MOMbITaeTCA NOAKNHOUUTLCA K pe3epBHOMY cepBepy.
CLI-koMaHAbl, oTHOCALMECA K KoOHurypuposaHuto TACACS+, cm. B "[locTynHble
CLI-komaHgb! (CTpaHuua 25)".
UT0bbl CKOHMUTYPUPOBATL AOCTYN K MEPBUUHOMY UK PE3EPBHOMY CEPBEPY
TACACS+, coenavte cnegyrouee:
1. Nepenpute B Administration » Configure Security Server » Configure TacPlus
Server » Configure TACACS Plus Server. Noasutca TACACS Plus Server Table.
2. Bbibepute B Tabnuue Primary unu Backup. MNoasutca coopma TACACS Plus
Server.
3. HeobxoaMMo CKOHMUIypUpOBaTh CneayroLmMe napamMeTpsbl:
MNapametp OnucaHue
Server KpaTtkuit 0630p: CTpoka AnnHoi 8 cumBona(oBs) Unu
[ Primary ]
3HaueHHe No ymonuaHuto: Primary
370 nore yKasblBaeT, NpefjHa3HaueHa v AaHHas HacTpoiKa
LSS NEPBMUHOIO UNK A1t PE3EPBHOMO CepBEpa.
IP Address KpaTkuit 0630p: Any valid IP address
IP-agpec cepsepa.
Auth TCP Port KpaTkuit 0630p: Lienoe uncno ot 1 o 65535
3HaueHue no ymonuaHuio: 49
IP-nopT Ha cepBepe.
Max Retry KpaTkuit 0630p: Lienoe uncno ot 1 go 10
3HaueHue No ymonuaHuio: 3
MaKcHMarnbHoe KONMUeCcTBO MOMbITOK ayTeHTU(HKaTOPa
CBA3aTbCA C CEPBEPOM ayTeHTUMKaL MK, UTOObI
ayTeHTUULMPOBATL MONb30BaTENA B Cllyuae KakoW-nmbo
ownbKu.
Timeout KpaTkuit 0630p: Lienoe uncno ot 1000 go 120000
3HaueHue no ymonuaHuto: 10000
Bpems B MunnuceKyHaax, B TeUEHUE KOTOPOro
ayTeHTUdMKaTop ByfeT oXknaaTb oTBETa OT cepBepa
ayTeHTUHKaLMK.
Reachable KpaTtkuit 0630p: [ No | Yes ]
CraTtyc cepBepa.
Auth Key KpaTtkuit 0630p: CTpoka AnuHoi 31 cumBona(oB) unu
[ mySecret ]
3HaueHue nNo ymonuaHuo: mySecret
Kntou ayTeHTUHKaLMK AN COBMECTHOFO MCMONb30BaHMS C
CepBepoM.
1 38 RUGGEDCOM ROS Bepcua5.5
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6.3.4 YnpasneHne ayteHTupukaymer TACACS+

Napametp OnucaHue

Confirm Auth Key KpaTtkuit 0630p: Ctpoka aAnuHoi 31 cumBona(os)

Kntou ayTeHTUdUKALMK AN COBMECTHOTO MCMOMb30BaHMUSA C
CepBepoOM.

4. YCTaHOBMUTE YPOBHMW NPUBKUNErUI ANS KaXA0ro TUNa nofib3oBatens
(a@MUHUCTpaTop, onepaTop MNK roctb). [Ans nonyyeHUa 4ONONHUTENbHOM
MHopmMaumnm cMm. "KoHdurypupoBaHue npuBmUneruin nonb3osatenem
(CtpaHuua 139)".

5. Haxwmute Apply.

6.3.4.2 KoHdhurypupoBaHue npusuneruin nonb3oBarenen

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

Kaxabii 3anpoc TACACS+ Ha ayTeHTUMKaLMIO BKItOUaeT aTpubyT priv_Ivl,

KOTOpPbIM MUCMonb3yeTcs ANA NpeaocTaBNeHMsa 4OCTyNa K yCTponcTay. 1o ymMonuaHuio
aTpubyT Mcnonb3yeT cnefyroLlne Anana3oHbl, Kak onpeaeneHo B hanne
KoHdurypaunn TACACS+:

* 15 npepcraBnsaeT ypoBeHb fgoctyna admin (QaMUHUCTPaTOP)
* 2-14 npencTaBnseT ypoOBeHb fOCTyNa operator (onepatop)
* 1 npeactaBnseT ypoBeHb AocTyna guest (roctb)

CLI-koMaHaa svcmod MCNonb3yeTca A8 KOHPUIYPUPOBaHUA NPUBKUIIErU
nonb3oBaTenda. BBognMMbie 3HaUeHUA JOMKHblI COOTBETCTBOBATb OAHOM UMK
HECKONbKUM ONUMAM, umcneHHo onpeaeneHHbiM (o1 0 go 15) B chakne
kKoHdurypaunn TACACS+, pacnonoxxeHHoM Ha cepBepe TACACS+.

[ns nonyuyeHua oononHUTENbHOM MHGopmMaumm o CLI-komaHae svcmod CMm.
"NoctynHble CLI-komaHabl (CTpaHuua 25)".

UTobbl CKOHUIYpHUPOBaTb YPOBHU NPUBKUIETMIM AN KAXKAOMO TUNA NONb30BaTens,
coenavte cnepyrollee:

1. Mepenpute B Administration » Configure Security Server » Configure
TacPlus Server » Configure TACPLUS Serv Privilege Config. MNosBuTca chopma
TACPLUS Serv Privilege Config.

2. HeobxogMmo CKOHMUIypUpOBaTh CneayroLmMe napamMeTpsbl:

Napametp OnucaHue

Admin Priv KpaTtkuit 0630p: Lienoe umcno ot 0 fo 15 vnu a range (e.g.
2-14)

3HaueHue no ymonuaHuto: 15

ypOBeHb I'IpVIBVIJ'IeFVIVI, I'IpVICBOGHHbIVI nonb3oBaTesko.

Oper Priv KpaTtkuit 0630p: Lienoe umcno ot 0 fo 15 vnu a range (e.g.
2-14)

3HaueHue no ymonuaHuto: 2-14

ypOBeHb ﬂpVIBVII'IerVIVI, ﬂpMCBOEHHbIVI nonb30BaTesko.
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6.4 YnpaBneHue 6€30MaCHOCTbIO HA YPOBHE NOPTA

6.4

6.4.1

6.4.1.1
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Napametp OnucaHue

Guest Priv KpaTtkuit 0630p: Lienoe umcno ot 0 fo 15 vnu a range (e.g.
2-14)

3HaueHue rno ymonuaHuto: 1

YpOBEeHb NPUBHUAErnUiA, MPUCBOEHHbIW MONb30BaTENHO.

3. Haxwmwute Apply.

ynpaBneHMe 6e30nacHOCTbIO HA YPOBHE NOpPTa

Cuctema 6be30nacHOCTH Ha YPOBHE NOpPTa UM KOHTPOMb AOCTYNa K NopTam
npeaycmMatpuMBaeT BO3MOXHOCTU (hUNbTPOBAaTb UK NPUHUMATbL TPAadUK OT
onpegeneHHbix MAC-agpecos.

Cucrema 6e30MacHOCTM Ha ypoBHe nopTa KoHTponupyeT MAC-agpeca UCTOUHMKaA

B MPUHMMaeMblIxX Kagpax v nposepsaeT ux cootBetcTeue cnncky MAC-agpecos,
pa3peLUeHHbIX Ans AaHHOro nopta. HepaspeleHHble Kaapbl OyayT oTunbTpOBaHbI
W, B KauecTBe BapuaHTa, MPUHABLUWUIA TaKKUe Kaapbl NOpT byaer oTkNtoueH
MOCTOAHHO MNK Ha YKa3aHHbIM Nepuof BpeMeHu. byaert BbliaHO onoBselleHue,
yKasbiBatoLee Ha obHapyXeHHbl HeaBToOpU3oBaHHbIM MAC-agpec.

Kagpbl AnA HEM3BECTHbIX a4pPeCcoB Ha3HAUEHMSA PACCbINAtOTCA Uepes 3aLlMLLEeHHbIe
nopTbl.

KoHuenuua 6e3o0nacHOCTU Ha YpoBHE nopTta

B naHHOM pa3gene pacCcMaTpMBatOTCA HEKOTOPbIE MPUHLMMbLI, UMEIOLLME 3HAUEHUE
ANs peanu3auuum besonacHocTU Ha ypoBHe nopta B RUGGEDCOM ROS.

AyteHTUMKaumna Ha 6ase ctatnueckoro MAC-agpeca

Ncnonb3ya 3ToT MeToA, KoMMyTaTop cpaBHUBaeT MAC-agpeca UCTOUHUKA B
NPUHATBIX Kapax C cogepxaHueM Tabnuubl ctatnueckux MAC-agpecos.

RUGGEDCOM ROS Takxxe nopgaep>KMBaeT oueHb rMbKyro KOHMUTypaLmnIo 3aLuThbl
nopta, KoTopas obecneunBaeT ceTeBbIM afMUHUCTPaTOPaM yaobHble cpeacTBa AnA
MCMONb30BaHMA 3TON PYHKLUWUKU B PA3fIUUHbIX CETEBbIX CLLIEHAPUAX.

Cratnuecknit MAC-agpec MOXHO CKOHPUIYpHUpPOBaTb, HE YKa3biBas ABHO HOMep
nopta. B aTom cnyuae ckoHduryprpoBaHHbit MAC-agpec bynet aBToMaTUUeCKH
pa3peLueH A4fA TOro NopTta, Ha KOTOPOM OH ObHapyXeH. 3TO N03BONAET NOAKUaTb
YCTPOMCTBA K NOHOMY 3aLMLLEHHOMY NOPTY KOMMYTaTopa, He Tpebys Kakoro-nnbo
PEKOH(UTYPUPOBAHMUS.

KomMMyTaTOp MOXHO TaK>Xe HacTPOWTb AnA 3aNOMWHaHKA (M, CnefoBaTenbHo,
aBTOpM3aLnK) NpeaBapuTeNbHO 3aaHHOro uncna nepsbix MAC-agpecos
MCTOUHMKA, MOCTYNUBLUMX Ha 3aLUMULLEHHbIM NOPT. 3TO MO3BONAET HaKanIMBaTb

RUGGEDCOM ROS Bepcua5.5
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6.4.1 KoHyenymsa 6e30n1acHOCTH Ha ypOBHe nopTa

Haanexalue be3onacHble aapeca Npy NepBoHayanbHOW HACTPOMKe aBTOpPU3aLUK
Ha base ctatnueckoro MAC-agpeca ans onpegeneHHoro nopta. 3tu MAC-agpeca
aBTOMAaTMUECKM BCTaBNAOTCA B Tabnuuy ctaTuueckux MAC-aapecoB v ocTatoTca
TaM, NOKa Nofib30BaTeNb HE YAANUT UX IBHbIM 0Opa3oM.

6.4.1.2 AyTteHTUpnKauma Ha 6a3e ctatnueckoro MAC-agpeca B konbue MRP

Ecnun 6e3onacHOCTb Ha ypoBHe nopTa ckoHdurypupoBaHa Ha MRC, MAC-agpec
noptoB Konbua MRM gonxeH b6biTb CKOHGHUIyprpoBaH B Tabnuue Static MAC
Addresses, uTobbl KONbLO OCTaBanOCb 3aMKHYTbIM.

UTobbl paspewnTb cBA3b (ping) Mexay yctponcteamu MRP B konbLe, Kaxaoe
YCTPOMCTBO C BKIKOUEHHOW Ha ero noptax MRP 6e30nacHOCTbIO Ha YpOBHe nopTa
nomkHo cogepxatb MAC-agpeca Bcex yCTPOMCTB B KoJbLie B ero Tabnuue Static
MAC Addresses.

OnAa nonyueHnsa nHdopmMaumm o KoHdurypuposaHuun MRP cMm. "YnpasneHue
NPOTOKONIOM pe3epBuUpoBaHuA cpeabl nepenaun (MRP) (CtpaHuua 235)".

OnAa nonyueHnsa MHpoOpMaLmm 0 KOHUrypupoBaHum ctatnueckoro MAC-agpeca cm.
"NobaBneHune ctatnueckoro MAC-agpeca (Ctpatuua 180)".

6.4.1.3 AyteHTudpunkaumnsa IEEE 802.1x

Cranpapt IEEE 802.1x onpenensier MexaHW3M AnA KOHTPONA AOCTyNa K CeTU Ha base
NOPTOB, @ TaKXXe NpefycMaTpMBaeT CpeacTBa ayTeHTUMUKALUU U aBTOPU3aLNUK
YCTPOMCTB, NPUCOEAUHAEMbBIX K NOPTaM NOKanbHOM CeTH.

XoTtsa ctaHpapT IEEE 802.1x uawe Bcero ucnonb3yetcs B 6ecnpoBoAHbIX CETAX, 3TOT
MEeTO/[ TaK>Ke peanu3oBaH B KOMMYyTaTOpax C NPOBOAHbIMWU COeAUHEHUAMM.

B cranpaprte IEEE 802.1x onpegeneHbl TP OCHOBHbIX KOMMOHEHTa MeToAa
ayTeHTUdMKaumm: Supplicant (3anpalumBatoLLee ycTpoicTBo), Authenticator
(ayTeHTHMMKaTOP) M Authentication server (cepsep ayTeHTUdMKaunn). RUGGEDCOM
ROS nopaeprkmMBaeT KOMNoHeHT Authenticator (ayTeHTUdHKATOP).

4=
—)

| —

(®  3anpalwuuBaroLlee yCTPOWCTBO
@  KommyTaTop-ayTeHTUMKaTOP
® LAN
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6.4.1 KoHyenuymsa 6e30n1acHOCTH HA ypoBHe nopTa

6.4.1.4
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®  CepBep ayTeHTUDUKaLMUK

PucyHok 6.1 Obuwana Tononorus ctanaapta IEEE 802.1x

A 3AMETKA

RUGGEDCOM ROS nopaepknBaeT 3alMLLEHHbIA paclUMpPsAeMbli MPOTOKON
ayTeHTUduKauumn (PEAP), EAP-npoTokon 6€30macHOCTM TPaHCMOPTHOrO YPOBHA
(EAP-TLS) u npotokon EAP-MD5. MpoTokonbl PEAP 1 EAP-TLS siBnAatoTcs bonee
3aLMLLEHHBIM Y PEKOMEHAOBAHbI K MCMONb30BaHMIO, ECIN UX NOALEPKUBAET
3anpalunBatoLLee yCTPONCTBO.

B ctanpaprte IEEE 802.1x ncnonb3yerca pacliMpaeMblii MPOTOKON ayTeHTUHUKAL MK
(EAP), koTopbl NnpeacTaBnset cobom HacTpauBaembl PPP npotokon
ayTeHTUMMKaLNK, KOTOPbIM NOAOEPKUBAET Pa3fiMuHble MeTOAbl ayTeHTUMUKALMUK.
CraHpapt IEEE 802.1x onpenensaer NnpoTOKON ANA KOMMYHUKaLWUKW MexXay
3anpawmnBaroLLMM YCTPOUCTBOM U ayTEHTU(MKATOPOM; 3TOT MPOTOKON Ha3bIBAOT
EAP uepes nokanbHyto cetb (EAPOL).

RUGGEDCOM ROS nopaep>kvMBaeT CBA3b C CEPBEPOM ayTEHTUMMUKALNKU, UCNONb3YA
npoTtokon EAP uepes RADIUS.

NpumeuaHue
KommyTaTop nogaepKmMBaet ayTeHTUUKALMIO TONbKO OAHOMO XOCTa ANA KaXKAoro
nopra.

MpumeuaHune

Ecnn MAC-agpec xocTa CKOHUrypupoBaH B Tabnuue ctatnuecknx MAC-agpecos, TO
OH byfeT aBTOPM30BaH [ja)ke B TOM Cllyuae, KOraa CepBepoM ayTeHTUMDUKALMK He
Bbina noaTBEpPXKAEHA ayTeHTUMKALMA XOCTa.

AyteHTudmkaumna IEEE 802.1X c ayteHTUdMKaumen Ha 6a3e ctatuueckoro MAC-
agpeca

[aHHbIN MeTog, TaKXKe Ha3bliBaeMbl 0bxonom ayTeHTUdMKaummn MAC-agpecoB
(MAB), WKpPOKO KCMoNb3yeTca AN1A YCTPOMCTB, TaKUX Kak TenedoHbl VolP u Ethernet-
NPUHTEpPbI, KOTOPble He NOoAAEPXKUBAtOT nNpoTokon 802.1x. ITOT MeTo No3BONAeT
BbINOMHATb ayTEHTUMKALMIO NOJOOHbBIX YCTPOMUCTB C MCNONb30BaHMEM TOM e
MHPaACTPYKTYpbl Basbl AaHHbIX, Kakas npumeHsieTcs B 802.1x.

I[EEE 802.1x c obxonom ayteHTUdmKaunn MAC-agpecoB paboTaeT cnegyroLmnm
obpasom:

1. YCTpPOWCTBO MOAKNOUAETCA K NOPTY KOMMYTaTOpa.

2. KommyTtaTop 3anomuHaetr MAC-agpec yCTponCTBa, NPUHAB NepBbl Kaap oT
3TOro ycTpoicta (Npy NepBoM COEAUHEHUU YCTPOMCTBO OBbIUHO NOCbINaeT
coobuieHne ¢ DHCP-3anpocom).

3. KomMmyTaTop nocbifiaeT Ha AaHHOe YCTPOMCTBO coobuleHne EAP-3anpoc,
MbITaACb HauaTb ayTeHTUdMKaLMIo No npotokony 802.1X.

RUGGEDCOM ROS Bepcua5.5
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6.4.1 KoHyenymsa 6e30n1acHOCTH Ha ypOBHe nopTa

4. Y KOMMyTaTopa UCTeKaeT BpeMsa TanM-ayTa npu oxuaaHum EAP-oTBerta,
MOCKOJIbKY YCTPOWCTBO He nopaepxuBaet npotokon 802.1x.

5. KommyTtaTtop nocbinaet coobuieHne ayTeHTUHUKALKUKU Ha cepBep
ayTeHTUdMKauum, nucnonb3ya MAC-agpec 4aHHOMO YCTPOMCTBA B KauecTBe
MMEeHM NoNb30BaTeNA U Mapons.

6. KoMMyTaTop BbINOMNHAET ayTeHTU(UKALWUIO YCTPOUCTBA UKW OTBEPraeT ero B
COOTBETCTBMM C OTBETOM OT CepBepa ayTeHTUDUKALUMK.

6.4.1.5 OrpaHuueHHble ceTu VLAN

RUGGEDCOM ROS no3BonseT nonb3oBatenaMm CKOHpUrypuposatb nopTbl 802.1X
B pexxume Guest VLAN (lFocteBas JIBC) wnu Quarantine VLAN (KapaHtuHHas J1BC),
uTObbl OrpaHUUUTL CNYXDbl KNMEHTaM, KOrAa NpoucxoauT cbor ayTeHTUMKaL MK
I[EEE 802.1x unun 802.1x/IMAC-Auth. Hanpumep, adMUHUCTPATOP MOXET peLuunTb
OrpPaHUUMUTb JOCTYN TONMbKO K MPUHTEPAM, MHTEPHETY UM KOHKPETHbIM 3arpy3kam
ANA HeayTeHTUMUUMPOBAHHbIX NONb30BaTeNnen.

Mocne yKa3aHHOT0 UMCNa HeyAauHbIX MOMbITOK ayTEHTUMKALMH,
CKOHMUTYPHUPOBAHHbIM MOPT aBTOMATUUECKU NMEPEKHOUMTCA Ha KAPaHTUHHYHO
(Quarantine) unu roctesyto (Guest) cetb VLAN, B 3aBUCMMOCTU OT peXXnMa
6e30nacHOCTU Ha ypOBHE NOpTa M HAacTpoeK 6e30MacHOCTH KNKeHTa:

* Ecnu noagkntoueHHoe yCTPOMCTBO noaaepxuBaet besonacHocTb 802.1x, HO He
NPOLUNO ayTeHTUMKALMIO, NOPT NepekntoumTcs Ha Quarantine VID.

* Ecnu noakntoueHHoe yCTPOMCTBO HecoBMecTMMO ¢ 802.1X, a 6e30nacHOCTb Ha
YypOBHe nopTa ycTaHoBNeHa Ha 802.1X, nopT cTaHeT uieHoM rocteBoi (Guest)
cetn VLAN, Korga ucteuet BpeMst ayTeHTUDMKALNUM.

Ecnu ycTpoicTBO-KNMEHT NOMeELLaeTcsi B KapaHTUHHY (Quarantine) unu rocteByto
(Guest) cetb VLAN, reHepupyeTtcs trap-yBegomneHme SNMP. OnoBelyeHune
npeaynpeauT nonb3osatensa 06 MU3MeHeHWU cTaTyca nopTa.

Ecnu nopt siBnsieTca uneHoM KapaHTMHHOM (Quarantine) cetn VLAN, onepauuoHHasn
cuctema ROS nonbiTaeTca BbINOAHUTL MOBTOPHYHO ayTEHTUUKALMIO KITMEHTA

C YyCTAHOBMIEHHbIM MHTEepPBaNoMm. KnueHTbl, He npollefLine ayTeHTUdHKaLmIo,
oCTatoTCA B KapaHTUHHOW (Quarantine) cetn VLAN Ao Tex nop, NoKa yCnewHo He
NPOVAYT NOBTOPHYIO ayTEHTUMKALMIO UK NOKa PrU3nUecKas CBA3b He NponajerT.
Ecnun noBTOpHan ayTeHTUMKALMA 3aKaHUMBAETCA HeyAauen, NopT ocTaeTca
uneHom KapaHTMHHoW (Quarantine) cetn VLAN.

B rocteBbix (Guest) cetax VLAN nonbiTKM NOBTOPHOW ayTEHTUMKALUK He
npeanpuHumarotca. Mpu nonyveHunun kagpa EAPOL-cTapT OT KnuMeHTa NopT BepHeTCA
B HeayTeHTU(HULMPOBAHHOE COCTOAHWE W YAANUT AOCTYN KIMEHTa U3 rocTeBOM
(Guest) ceti VLAN, utobbl NpOAOMIKUTL MPOLLECC ayTEHTUDUKALNM.
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B npuBeaeHHOW HMXKe Tabnuue yKa3aHo, Kak MPOUCXOAMT onpeaeneHune nopra
B KapaHTuHHyto (Quarantine) unu rocteByro (Guest) ceTb Nocne HeyagauHoOM

ayTeHTI/ICbMKaLI,I/IMZ

Pexxum 6e3onacHocTu
Ha ypoBHe nopTa

be3onacHOCTb KnueHTa

PasmelueHue nocne
HeyAauHOM MONbITKU
ayTeHTUDUKaALUK

802.1x

Mopaepxxunsaet 802.1x

KapaHTuHHas cetb VLAN

He nopanep>xxusaet 802.1x

l[octeBas cetb VLAN

802.1x/IMAC-Auth

Moppepxusaet 802.1x

KapaHTuHHas cetb VLAN

He nopgaepxuBaet 802.1x

KapaHTuHHas cetb VLAN

[na nonyyeHusa JONONHUTENBHOM MHOPMaLMK O KOH(UTYPUPOBAHUU roCTEBOW/
KapaHTUHHOWM ceTn VLAN cMm. "KoHduryprupoBaHue 6e30nacHOCTM Ha YpOBHE NopTa

(CtpaHuua 145)".

Onpepnenenue ceteit VLAN c ucnonb3oBaHMeM TyHHeNbHbIX aTpubyToB

RUGGEDCOM ROS nopaepxkusaet onpegenedue VLAN ansa aBTopM3oBaHHOro nopra
C UCNONb30BaHUEM TYHHENbHbIX aTpUbyToB, Kak onpeaeneHo B RFC 3580 [http://
tools.ietf.org/html/rfc3580], korga ans pexxmma 6e30nacHOCTU Ha YPOBHE NopTa
3afaHo 3HaueHune 802.1x nnn 802.1x/IMAC-Auth.

B HekoTOpbIX Clyuanx MoXeT noTpeboBaTbCs pas3peLlmTb pa3MelleHre nopTa B
KoHKpeTHoW ceTn VLAN, ncxopna us pesynbraTta ayTeHTUdUKaumMu. Hanpumep:

* uyTobbl NpY NEepemMeLLeHNAX B Npeaeniax CeTM KOHKPETHOe YCTPOMCTBO,
nmeroLee onpegeneHHoln MAC-agpec, MOrno OCTaBaTbCs B OOHOM U TOM Xe
VLAN, ckoHurypupyiTe kKommyTaTopbl ans pexkuma 802.1X/IMAC-Auth

*  ytobbI NPU BXOAE B CUCTEMY M3 PA3NUUHbBIX MECT KOHKPETHbIM NOMb30BaTeNDb,
MMELLMIM onpeeneHHble MAeHTUMUKALMOHHbIE JaHHble AN1A BXOA4A B CUCTEMY,
MOTF OCTaBaTbCA B OAHOM M ToM e VLAN, CKOHUTrypupyHTe KOMMYTaTOpPbI A1A

pexuma 802.1X

Ecnu RADIUS-cepBep »kenaet MCnonb3oBaTth 3Ty PYHKLMIO, TO OH yKa3biBaeT

Tpebyemyto ceTb VLAN, BKNtouan TyHHenbHble aTpnbyTbl B coobLieHne Access-
Accept (goctyn-gonyck). RADIUS-cepBep Mcnonb3yeT cneaytolmMe TyHHeNbHble
atpubyTbl AnA Ha3HaueHusa VLAN:

e TUN TyHHensa Tunnel-Type=VLAN (13)

* TUN cpeabl nepegauun TyHHena Tunnel-Medium-Type=802

*  naeHTUUMKaATOp NpUBaATHOM rpynnbl TyHHena Tunnel-Private-Group-ID=VLANID

ObpatuTe BHMMaHuWe, uto napameTp VLANID 12-pa3pagHbii U NPUHMMAET 3HAUEHUA
oT 1 o 4094 BkntountenbHo. ATpubyT Tunnel-Private-Group-ID npeactaBnaeT coboi
CTPOKY, KaK onpeaeneHo B ctangapte RFC 2868 [http://tools.ietf.org/html/rfc2868],
Tak uTo uenouncneHHoe 3HaueHune VLANID kognpyeTca B BUAE CTPOKM CUMBOOB.

Ecnu TYHHeJIbHblIE anM6yTbI He BO3BpallleHbl CepBepoM ayTeHTMqJMKaLlMM, TO
Ha3HaueHHaA AJ1d NopTa KOMMYTATOpPa CETb VLAN ocTaeTca HEM3MEHHOMN.

RUGGEDCOM ROS Bepcua5.5
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6.4.2 llpocmoTp cnucka aBTopu3oBaHHbix MAC-agpecos

6.4.2 MpocmoTp cnucka aBTtopusosaHHbIXx MAC-agpecoB

UTtobbl npocmoTpeTb cnncok MAC-agpecoB, NONyUYeHHbIX OT 3aLMLLEHHbIX MOPTOB,
nepenante B Network Access Control » Port Security » View Authorized MAC
Addresses. Moasutca Tabnuua Authorized MAC Addresses.

MpumeuaHune

Otobparkatotcs Tonbko MAC-agpeca, aBTOPM30BaHHbIE HA CTaTUUECKUX
MAC-nopTtax. MAC-agpeca, aBTop13oBaHHble ¢ nomoLbto IEEE 802.1X, He
oTobpaxkatoTcs.

B 3ToM Tabnuue otobparkaetca cneayrowas MHOOPMaUUA:

MapameTtp OnucaHue

Port KpaTkuit 0630p: 1 to maximum port number

MopT, Ha kKoTopoM 6bin 3anomHeH MAC-aapec.

MAC Address KpaTkuit 0630p: ##-##-##-##-##-## where ## ranges O to FF

ABTopu3oBaHHbIM MAC-agpec, 3anOMHEHHbI KOMMYTaTOPOM.

VID KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

VLAN-ugeHTudmkaTop Toi cetn VLAN, B KOTOpOM hyHKUHUOHMpPYET
naHHbIt MAC-agpec.

Sticky KpaTtkuit 0630p: [ No | Yes ]

3TOT NapameTp OnucbiBaeT, MOryT 1M aBTopu3oBaHHble MAC-
afpeclycTpoicTBO BbITh NepeMeLLeHbl Ha He3aLUULLEHHbIX MOpT
WK HeT.

* Ila - aBTOpM30BaHHble MAC-agpec/ycTpoiCcTBO He MOTyT BbITb
repemMelLeHbl Ha Ipyro NopT KOMMYyTaTopa

* Her - aBTOpu3oBaHHble MAC-agpec/ycTpoicTBO MOTyT BbiTb
nepeMeLLeHbl Ha He3aLLMLLEeHHbIV MOPT KOMMYyTaTopa

Ecnv MAC-appec He yKasaH B CNUCKe, caenanTe cneayroulee:

*  CKOHUrypupy#HTe 6€30MacHOCTb Ha YpOBHe nopTa. [na nonyueHus
AOMONHUTENBHON MHOPMaLmMK cM. "KoHduUrypupoBaHue 6e30nacHOCTM Ha
ypoBHe nopTta (CTpaHuua 145)".

*  CkoHurypupywTe IEEE 802.1X. [InA nonyyeHWa 4ONONHUTENbHOWM
nHdopMauuu cm. "KoHdurypuposaHue IEEE 802.1X (Ctpanuua 147)".

6.4.3 KoHdurypupoBaHue 6e30nacHOCTU Ha YPOBHe nopTa
UTtobbl CKOHMIyprpoBaTb be3onacHOCTb NOpTa, cAenamnTe cnegyroulee:

1. Nepenpute B Network Access Control » Port Security » Configure Ports
Security. MNosiBuTCA Tabnuua Ports Security.

2. Bbibepute Ethernet-noprt. MNosiBuTCA hopma Ports Security.
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6.4.3 KoHpurypupoBaHme 6€30MacHOCTM HA YPOBHE NopTd

3. HeobxoaMmo CKOHMUIypupoBaTh CnefytoLme napamMeTpbl:

MNapametp

OnucaHue

Port

KpaTtkuit 0630p: 1 to maximum port number
3HaueHue rno ymonuaHuto: 1

Homep nopta.

Security

KpaTkuit 0630p: [ Off | Static MAC | 802.1X | 802.1x/IMAC-
Auth ]

3HaueHue no ymonuaHuto: Off

BkntouaeT unu BblKNtoUaeT PyHKLMIO 3aLUMTbl MOpTa.
[JocTynHbl iBa TUMA KOHTPONSA JOCTYNa K NOpTy:

* Ha base cratnueckoro MAC-agpeca. lNpu ucnonb3o.a-
HWW 3TOro MeToAa paspelueHHble MAC-agpeca [OMKHbI
6bITb YKa3aHbl B Tabnuue ctatnueckux MAC-agpecos. Ecnu
HekoTopble MAC-apeca HeM3BeCTHbI 3apaHee (UNu Hens-
BECTHO, C KaKWM NOPTOM OHW ByayT COeAnHEHbI), TO OCTa-
€TCA BapuaHT CKOHUTypUpoBaTb KOMMYTATOP AJS1A aBTO-
MaTMUeCcKOoro 3anoMuHaHua Hekotoporo uucna MAC-agpe-
coB. [ocne 3aNoOMUHaHKA 3TW agpeca He yCTapeBatoT, MoKa
He Npou3BefAeH nepesanyck yCTPOWCTBa MM He NpepBaHo
coefuHeHue.

* AyTeHTudukauma no ctangapty IEEE 802.1X.

e |EEE 802.1X c MAC-ayTeHTUDUKALMEN, TaK)Ke HA3bIBAEMOW
obxoa MAC-ayTeHTUHUKAUMK. MpH UCNONb30BaHUKU 3TOM
OMUMK YCTPOMCTBO MOXET BbIMOMHATb ayTEHTUDUKALMIO
KnneHToB Ha ocHoBaHWK MAC-agpeca KiineHTa, ecnu uc-
TEKNO BpeMs TaM-ayTa Ans ayTeHTUdmKauuu IEEE 802.1X.

Quarantine VID

KpaTkuit 0630p: Lienoe uncno ot 1 go 4096 unu [ None ]
3HaueHue no ymonuaHuto: None

NoeHTudmkatop VLAN ana kapaHTUHHOW cetv VLAN.
MpUMEHWMO NULLb B TOM Clyuyae, Korga B nosne "sawmra”
3a4aHo 3HaueHue "802.1x" unu "802.1x/IMAC-Auth". MopT
bynet nomelleH B KapaHTUHHYO ceTb VLAN, eciu KIUeHT He
npollen ayTeHTUUKaLKIO.

Guest VID

KpaTtkuit 0630p: Lienoe uncno ot 1 1o 4096 unu [ None ]
3HaueHue no ymonuaHuto: None

NoeHtudumkatop VLAN ana rocteBoi cetrt VLAN. MpuMeHUMO
NULLb B TOM Cllyyae, Korga B norse "3awurta” 3agaHo 3HaueHue
"802.1x". MopT byneT nomeLleH B rocteByto cetb VLAN, ecnu
KIMEHT He nogaepxuBaet ctaHaapT 802.1x.

Autolearn

KpaTkuit 0630p: Lienoe uncno ot 1 go 16 unu [ None ]
3HaueHue no ymonuaHuto: None

MpUMEHWMO NULWLb B TOM Cryyae, Korga B nosne "sawmra”
3afaHo 3HaueHue "ctatuueckunii MAC-agpec”. 3T0T napameTp
onpegensetr MakcumanbHoe konuuectso MAC-agpecos,
KOTOpble MOTYT BblTb AMHAMWUYECKM 3aNOMHEHbI Af1A AaHHOTO
nopta. Ecnu ans nopta CKOHPUIypupoBaHbl CTaTUUECKUE
agpeca, To haKTMUEeCKOe UMCIIO afpecoB, KOTOPble pa3peLleHo
3aMOMHMTL, OyAeT paBHO 3HAUEHUIO 3TOrO NapamMeTpa 3a
BblueTOM uucna ctatuecknx MAC-agpecos.
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6.4.4 KoHpurypmupoarue IEEE 802.1X

Napametp

OnucaHue

Sticky

KpaTkuit 0630p: [ No | Yes ]
3HaueHue no ymonuaHuio: Yes

MpUMEHWMO NULLb B TOM Clyuyae, Koraa B nosne "sawmra”
334aHO 3HaueHue "ctatmuecknit MAC-agpec”. U3meHeHune
nosefeHua nopta Ha Sticky (npueAaska) unu Non-sticky (bes
NMPUBA3KHK).

Ecnu napametp Sticky (npuBsizka) umeeT 3HaueHue "Oa", To
pa3pelueHHble 4na gaHHoro nopta ctatnueckne MAC-agpeca
"npuBA3bIBatOTCA" K 3TOMY NOPTY, @ KOMMYTATOP HE NO3BONUT
YAANUTb UX U3 NopTa (B Criyyae OTCYTCTBUA COeAMHEHHWS C 3TUM
MOPTOM) MUNIM NEPEMECTUTb Ha APYroi NopT.

Ecnu napametp Sticky (npuBsi3ka) uMmeeT 3HaueHue "HeT", TO
paspeLleHHble Ana AaHHoro nopta ctatvueckne MAC-agpeca
MOTyT BbITb MepeMeLLeHbl Ha He3aLLMLLEHHbIW NOPT.

Shutdown Time

KpaTtkuit 0630p: Lienoe uncno ot 1 go 86400 unu [ Until reset |
Don't shutdown ]

3HaueHue no ymonuanuto: Don't shutdown

YKa3biBaet npoaO/IKNUTENDBHOCTb BpEMEHN OTKTHOUEHHWUA NOPTa,
ecnn nMmeeT MeCTo HapyLlleHne 6e3onacHOCTH.

Status

KpaTtkuit 0630p: CTpoka AnuHoi 31 cumBona(os)

OnucbiBaeT coCcToAHMe be3onacHOCTH nopTta.

MpumeuaHune

CywecTByeT HECKONbKO CUeHapueB, Npu KoTopbix ctaThueckne MAC-agpeca

MOTYT BbITb NepemeLLeHbl:

» Ecnu kaHan cBA3u pabotocnocobeH/He paboTtocnocobeH Ha 3aLlMULLEHHOM
nopte 6e3 npuBA3KM agpecoB

* Ecnu TpadhuK nepekntoyaeTcs C 3allMLLIeHHOro nopta 6e3 npuBs3Ku

agpecoB UK Ha Hero.

MpumeuaHune

Tpadmk TepsieTcsa o Tex nop, Noka ucxogHbit MAC-agpec BxogAawero Tpadumka
He ByaeT aBTOpM30BaH BHOBb B COOTBETCTBMM C Tabnuuen ctatnuecknx MAC-

afpecos.

4. Haxmute Apply.

6.4.4 KoHdurypuposaHue IEEE 802.1X

Mopanok KoHpUrypupoBaHus ayteHTUdMKaumnu IEEE 802.1X Ha ba3e noprTa:

1. Mepenpute B Network Access Control » Port Security » Configure 802.1X.
MosasuTca Tabnurua 802.1X Parameters.

2. Bbibepute Ethernet-noprt. MNosButca popma 802.1X Parameters.
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6.4.4 KoHpurypmpoBaHue IEEE 802.1X

3. HeobxoaMmo CKOHMUIypupoBaTh CnefytoLme napamMeTpbl:

NapameTtp OnucaHue

Port KpaTtkuit 0630p: 1 to maximum port number
3HaueHue rno ymonuaHuto: 1

Homep nopta.

txPeriod KpaTtkuit 0630p: Lienoe uncno ot 1 fo 65535
3HaueHue no ymonuaHuro: 30

Bpems oxupaHua naketa EAP Response/ldentity (oTBeT/
MAEHTUdMKALMA) OT CyNMNIMKaHTa 40 NOBTOPHOM Nepegauu
nakeTa EAP Request/Identity (3anpoc/uaeHTrdrKaumsa).

quietPeriod KpaTtkuit 0630p: Lienoe uncno ot 0 fo 65535
3HaueHue no ymonuaHuto: 60

Mepuopa BPeMeHH, B TeUEHME KOTOPOro HE NMPOU3BOAATCSH
MOMbITKK NONYUYMTb MH(OPMALMIO CyNnAWKaHTa nocne
Hey#auHOro ceaHca aBTopU3aLuK.

reAuthEnabled KpaTkuit 0630p: [ No | Yes ]
3HaueHue no ymonuaHuto: No

BKntoUueHWe UMK OTKIFOUEHWE NEPUOLUUECKON NOBTOPHOW
ayTeHTUHKaLMK.

reAuthPeriod KpaTkuit 0630p: Lienoe uncno ot 60 o 86400
3HaueHue no ymonuaHuo: 3600

MHTepBaJ’I BpeMeHUn Mexay nepuoanyecKMMm NnOBTOPHbIMHU
ayTeHTVICbMKaLLVIHMM CynnivkKaHTa.

reAuthMax KpaTkuit 0630p: Lienoe uncno ot 1 go 10
3HaueHue No ymonuaHuto: 2

Uuncno nonbIToK I'IOBTOpHOVI ayTeHTM(i)MKaLlMVI, KOTOpble
pa3pellaeTca cagenatb 4O TOro Kak nopt nepeﬁ,qu B
HeaBTOpPM30OBaHHOE COCTOAHUE.

suppTimeout KpaTkuit 0630p: Lienoe uncno ot 1 go 300
3HaueHue no ymonuaHuio: 30

Bpemsa oxupaHua oTBeTa CynniunKaHTa Ha naket EAP ot
cepBepa ayTeHTUdHKaL MK,

serverTimeout KpaTkuit 0630p: Lienoe uncno ot 1 go 300
3HaueHue no ymonuaHuio: 30

Bpems oxngaHuA oTBeTa cepBepa ayTeHTUdUKaLMK Ha NaKeT
EAP oT cynnnukaHTa.

maxReq KpaTkuit 0630p: Lienoe uncno ot 1 go 10
3HaueHue no ymonuaHuto: 2

MakcumanbHoe uMcno NOBTOPHbIX Nepeday naketa EAP
Request (3anpoc) oT cepBepa ayTeHTUMUKALKUK CYNMIUKAHTY
[10 NMpeKpalleHns ceaHca ayTeHTUdHUKaLUMK No Talm-ayTy.

4. Haxmute Apply.
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6.5 YnpasneHune kntouamu mn ceptupukatamu SSH/SSL

6.5 YnpaBneHue kntouamu u ceptudpmkaramu SSH/SSL

RUGGEDCOM ROS ucnonb3yet cepTudurKatbl M Kntoun X.509v3, utobbl co3gaBatb
3allMLLEHHbIE COEAMHEHUSA ANA yaaneHHoro Bxoda B cuctemy (SSH) v Beb-goctyna
(SSL).

A 3AMETKA

Vrpoaa 6e3onacHOCTU — PUCK HEaBTOPU30BaHHOIO AocCTtyna n/vnun
MCNoJib30BaHUA

Siemens pekomeHAayeT BbINOHWUTb Clieflytolme AeNCTBUA nepes BBOAOM
YCTPOMCTBA B 3KCMyaTaLMIo:

* 3aMeHMWTb 3aBOACKOM CaMOMNoAMNUCaHHbIN cepTudmKat SSL Ha cepTudmKar,
MOANWCaHHbIN OBEPEHHbIM LLeHTPOM cepTudukaumm (CA)

*  CkoHUrypupoBatb KnueHT SSH Ha ncnonb3oBaHue diffie-hellman-group14-
shal vnu nyuwe

NMpumeuaHue
TonbKO afMUHUCTPATUBHbIE NOMb30BaTENMU MOIYT 3aMMUCbIBaTb Ha YCTPOMCTBO
cepTUdUKaTbl U KINHOUK.

Kaxpoe yctpoicteso RUGGEDCOM ROS noctaBnseTcs € YHUKanbHbIM
camonognucaHHbiM SSL-ceptudpmnkatom ECC 256 m napo# xocT-kntouern SSH RSA
2048, koTopble reHepupyroTCA Ha 3aBoAe. ALMUHUCTPATOP MOXET BbIrPy3uTb
HOBbIM CepTUdUKAT U KNtOUK B CUCTeMy B ntoboe BpemsA, uTo npueeaet

K nepe3anucu cyulectByrownx. Kpome toro, goctynHol CLI-komaHabl Ana
nocnefoBaTenbHOro reHepuMpoBaHuA SSL-cepTudmKaTta U napbl XOCT-Knrouen SSH.

B RUGGEDCOM ROS ncnonb3yerca Tpu TUMNa CEPTURMUKATOB U KNtOUEN:

MpumeuaHune

CnenyeT n3beraTb NpUCYTCTBUE B CETU YCTPOMCTBA Nog ynpaBneHuem ROS ¢
KNoUuaMu Mo yMOJUaHULo, AaXke BpeMeHHO. Jlyulle BCero Kak MOXHO cKopee
€0o34aTb COBCTBEHHbIE CePTUUMKATBI U KINHOUM, NPEANOUTUTENBHO eLLE [0
NOAKIOUEHUA YCTPOWUCTBA K CETH.

NpumeuaHue

CepTUMKAT M KNHOUKM MO YMONUAHUIO ABAAOTCA ODLLMMK ANs BCeX BEPCUI
RUGGEDCOM ROS 6e3 cepTtudmrkaTa unm pannos Kntouei. [oatomy BaxxHo nnbo
pa3peLumnTb BbiMOMHEHWE aBTOMATUUECKOro reHepupoBaHUA Kntouer, nubo
npeaocTaB1Tb NONb30BaTENbCKUE KNOUKU. TakKMM 0bpa3om, Npu yCTaHOBEHUH
3aLMLLEHHOrO COeIMHEHUA C YCTPOMNCTBOM ByayT UMeTb MecCTo, N0 MeHbLLEN Mepe,
YHWKanbHble, @ B NyyLleM cllyyae — npocnexxmBaeMble U NPOBepPAEMbIe KITHOUM.

* [lo ymonuaHuto

CraHpapTHble cepTuduKat u kntoun SSLISSH BctpoeHbl B RUGGEDCOM ROS
n asnAtoTcA obwmmu ana scex yctponcts RUGGEDCOM ROS ¢ ogHUM 1 TeM
Xe MUKponporpamMmmMHbiM obecneueHnem. Ecnu genctButenbHble dpainbl SSL-
cepTudmKaTa unu knrouen SSLISSH oTcyTcTBYHOT Ha yCTporcTBe (UTO 0BbIUHO
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6.5.1 SSL-cepTncpmkatnl

6.5.1

150

NPOMCXOAMT Npu obHoBNEeHUK ¢ bonee ctapoi Bepcuu ROS, KoTopas He
NOAAEPKMBaAET KOHPUIYpHUpyeMble MONb30BaTENEM KIOUM U, CefoBaTeNlbHO,
He NoCTaBMANachb C YHUKANbHbIMW CTEHEPUPOBAHHBIMM Ha 3aBOJE KITKOUaMH),
TO BPEMEHHO UCMOSb3YOTCA CEPTUMMUKAT U KNKOUM NO YMONUAHUIO; 3TO CAeNaHo
ANA TOro, utobbl K YCTPOMCTBY MOXHO ObINI0 MOAKMKOUUTBLCA C UCMONb30BaHUEM
SSH n SSL (HTTPS).

ABTOMATUUECKU reHepupyemble

Ecnun ncnonb3ayrotca SSL-ceptudunkat u kntoun SSLISSH no ymonuanutio,

T0 RUGGEDCOM ROS HeMeaneHHO HauMHaAeT reHepnpoBaTb B POHOBOM
peXXMMe YHUKanbHbIM cepTUduKaTt u kntoun SSLISSH. 3TOT npouecc MoxeT
3aHATb HECKONbKO MUHYT B 3aBUCMMOCTU OT ASIMHbI TpebyeMoro Knroua u

OT 3aHATOCTM YCTPOMCTBA B 3TO BpeMA. Ecnn BO BpemMa aBTOMaTUUeCKOWH
reHepauMu cepTUUKATOB M KItOUEW 3arpy>KatoTca Nonb3oBaTebCKue
cepTUdUKAT M KNHOUK, TO NpoLedypa reHepaumu NpepbiBaeTcs, Tak uto byayT
MCMNOJb30BaTbCA MONb30BaTENbCKUE CEPTUMDUKAT U KITHOUM.

FeHepupyemble nonb3oBaTtenem (pekomeHayeTcs)

Monb3oBaTenbCkue cepTUdUKATbI U KNKOUM — 3TO CaMblil 6e30nacHbIM BapUaHT.
OHu patoT MoNb30BaTeNt0 NOMHbIM KOHTPONb Ha4 aAMUHUCTPUPOBAHUEM
cepTudmrKaTa 1 Knouer, no3BonatoT obecneumBaTb CepTUGQMKATDI,
noAnucaHHble NYBNUUHBIM MW MECTHBIM LLEHTPOM CEPTUdMKALNU, aKTUBUPYIOT
YEeCTKO KOHTPONMMpPYeMbIi OCTYN K UACTHbIM KITFoUuaM, a Takxke obecneumBarot
NMONMHOMOUYHOE pacnpocTpaHeHue SSL-cepTudmkaTos, nobbix cepTnudmkatos CA
W OTKpPbITbIX SSH-KNtouen.

NpumeuaHue
UacTHbi kntou RSA unu EC, cooTBeTcTBYOLWMIM SSL-cepTudmKaTy, 4ONMKeH bbb
pobasneH Kk ceptudurkaTty B pamne ssl.crt.

SSL-ceptucukatbi

RUGGEDCOM ROS nopgep»kuBaet SSL-cepTuduKaTtbl, KOTOPble COOTBETCTBYHOT
cneayroLwwmnM cneumpuKaymam:

dopmaT undpoBsbix ceptudurkatos X.509 v3
®opmaTt PEM

Ana koHTponupyembix Bepcnin RUGGEDCOM ROS: napa kntouer RSA, annHa
1024, 2048 vnu 3072 6uTa; unu NIST P-256, P-384 nnu P-521

Ona HekoHTponupyembix (NC) Bepcuit RUGGEDCOM ROS: Mapa kntoueit RSA,
AfvHa oT 512 no 2048 6ut

NpumeuaHue
Kntouu annnntuueckom KpMBOM ANMHOM MeHee P-256 BUT He nopgaep>KMBakOTCA.

MpumeuaHune
He pekomeHayeTcs NnpuMeHATb Kntoun RSA ¢ annHon meHee 2048 bur.
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6.5.2 Xoct-knrou SSH

TpebytoTca aBa cTaHAapTHbIX harina PEM: dann SSL-ceptudhunkaTta m
COOTBETCTBYHOLL MM harn cekpeTHOro Kntoua RSA. 3Tu dhavnbl nocnegoBaTenbHO
COEAUHAITCA B Pe3yNbTUPYIOLWKMM ss1.crt, KOTOPbIA MOXeET BbiTb 3aTEM 3arpyxeH
B RUGGEDCOM ROS. Ins nonyyeHuA 4ONONHUTENBHON MHbOPMaL MK O nepeaave
harinoB mexay yCTpOMCTBOM M XOCT-KOMMbKOTEPOM CM. "Bbirpy3kal3arpyska
cannos (CTpaHuua 56)".

HecmoTpsa Ha 10, uTo RUGGEDCOM ROS MoXeT ncnonb3oBaTb CaMOMNOAMUCAHHbIE
cepTUdUKaTbl, CO3AaHHbIe C MOMOLLbIO KOMaHAbl sslkeygen, Siemens
pekoMeHayeT ucnonb3osaTb cepTudukat X.509, BbinyckaemMbll COBCTBEHHbIM
ueHTpoM cepTudmkaumu (CA) opraHusaumu.

6.5.2 XocT-kntou SSH

MpumeuaHune
SSH He nopgaepkuBaeTtcs ana HekoHTponupyeMbix (NC) Bepcuii RUGGEDCOM ROS.

KoHTponupyembie Bepcumn RUGGEDCOM ROS noggepknBatoT napbl OTKPbITbIX/
CeKpeTHbIX SSH-kntouel, KoTopble COOTBETCTBYHOT ClefyroLWMM cneundrKaumnam:

 ®opmar PEM
* [lapa kntouer DSA, pnuHa 1024, 2048 nu 3072 buta
* [lapa kntouer RSA, pnunHa 1024, 2048 nu 3072 buta

NMpumeuvaHue

Bpems reHepupoBaHusa knroua DSA unu RSA yBennunBaeTca B 3aBUCMMOCTU OT
ANWHbI Kntoua. Kntoum RSA anunHomn 1024 6uta reHepupytoTca MeHee, uemM 3a 5
MUHYT, Ha Cnerka Harpy>eHHom brioke, a Ha reHepupoBaHue KNtouen AIMHON
2048 6uT yxoauT 3HaumTenbHO bonblue BpeMeHn. OgHaKO TUMMUHAA COBPEMEHHan
KOMMbIOTEPHAA CMCTEMA MOXET FreHepUpoBaTb TaKKUe KUK 38 HECKOJIbKO CEKYHA,.

B cnepytowem cbparmenTe shell-ckpunta (komanaHas obonouka bash)
MCNONb3yeTcs YTUIIMTa KOMaHAHOW CTPOKKU ssh-keygen Ana reHepauunm 2048-
buTHOro kntoua RSA, npurogHoro ana ucnonb3oBaHma B RUGGEDCOM ROS. B
pe3ynbTate nonyyaetca pann ssh.keys, KOTOPbIA MOXET BbITb 3aTeM 3arpy>KeH B
RUGGEDCOM ROS.

# RSA key size:
BITS=2048

# Make an SSH key pair:
ssh-keygen -t RSA -b $BITS -N '' -f ssh.keys

Mpumep kntoua SSH, creHepupoBaHHoro RUGGEDCOM ROS, cm. B "TpuMepbl
cepTuduKkaToB U kntouen (CtpaHuua 156)".
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6.5.3 YnpasneHue oTKpbITbIMU Kntouamu SSH

6.5.3 YnpaBneHue oTKpbITbIMKU Kntouamu SSH

RUGGEDCOM ROS no3sonseTt aAMUHUCTPATUBHbBIM NOMb30BaTENAM COCTaBNATb
CNUCOK, A0baBnNATb U YAaNATb OTKPbITble KNtoun SSH. OTKpbITble KNtoun
pobasnAtoTca B BUAe panioB SHEProHe3aBMCMMOrO XpaHUIMLLA Ha YCTPOMUCTBA
RUGGEDCOM ROS u n3Bnekatotca BO Bpema ayTeHTUdHKaunm SSH-knuneHTa.

6.5.3.1 TpeboBaHMA K OTKPbITbIM KillOUaMm

OTKpbITble KNOUM XpaHATCA BO dnew-darnne sshpub.keys. ®ain sshpub.keys
COCTOMT U3 3anucel OTKPbITbIX ssh-Kntouen nonb3oBaTena. AHanornuHo damnny
config.csv, Kaxkaaa 3anucb JOMKHA OTAENATLCA NYCTON CTPOKOW. 3annCb AOMXKHA
BKJHOUATb 1Ba KOMMOHEHTA. B CNefyroLlel NocnefoBaTeNbHOCTH:

e 3arofoBOK
e Kntou

3arofioBOK COAEPIKMT NapaMeTpbl 3aNUCH, pa3aeneHHble 3anATon. Mopsaaok
napameTpos:

*  WpeHTtndurkatop: Uncno ot 0 go 9999
* Tun 3anucu: UserKey

* YpoBeHb goctyna: Admin, Operator unu Guest (agMUHUCTpaTOpP, ONepaTop Unu
rocTb)

* (TaTyC OTMEHbI: aKTUBEH/HEaKTUBEH (BCeraa akTUBEH AJ1A Ktouen)

*  WmA nonb3osaTena: MMA nonb3oBaTena KnMeHTa (He MMA nofb3oBaTens
RUGGEDCOM ROS). byneT ucnonb3oBaTthCA KiMeHTamMu B byayliem ana SSH B
yctpoicteo RUGGEDCOM ROS.

Kntou ponmxkeH umetb popmat RFC4716 unu PEM co cnepyroliMmn CTpoKaMu
3aronoBKa U MpUMeUaHuAa:

Huxe npuBeaeH npumep AeNCTBUTENbHOM 3anucuy B chaine sshpub.keys B hopmaTte
PEM:

1,userkey,admin, active,alice

--—- BEGIN SSH2 PUBLIC KEY ----
AAAAB3NzaClyc2EAAAABIWAAAQEA4MRrgfk+RKXNmGRvzMyWVDsbg5VwpGGr1LQYCrjVEa
NdbXsphgYKop8V5VUeXFRAUFz0y82yk8TF/5IxGPWg6wWwRNIhnYR7IY2A1MBgO+K8XeUR1/
z5K2XNRjngTZSFwkhaUVJeduvjGgO1lNN4yvgUwE3n0idU9k3Elg/na+LmYIeGhOwzCqoAc
ipHAdR4£fhD5u0jbmvjv+gDikTSZIbj9eFJfP09ekImMLHwbBry0SSBpgAKbwVAWEXIKQ4 7
227a02/rs3rSV16IX5q3Q0e8VZh2irahOMd6JFMOX2qm9£folI62gq1lDDgheCOsOiGPf4xerH
rI2cs6FT31rAdx2J0jvw==

--—- END SSH2 PUBLIC KEY ----
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Huxxe npuBedeH npumep AeNCTBUTENbHOM 3anucuy B haine sshpub.keys B hopmaTte
RFC4716:

2,userkey,admin, active, bob

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABRAQDHONivR8zzbTxlecvFPzR/
GR24NrRJa0Lc7scNsWRgi0XulHuGrRLRB5R0Q39+spdig88Y8CqhRI49XIx7uLJe0Su3RvyNYz1jkdSwHg2h
SZCpukJIxJ6CKI5P0/sVabGg2gMaHowiYDSkex+AJywzK/eM61/jcl251RxFPdfk)74u
+0b3PCvmIWz5z3WAJBrQU1IIDPHDets511WMu809/mAPZRwjgriWhRsgmeXZuv50054wIopCAZ
S020SPzM2VmXFuUsEwDkvYMXLJK1koJPbDjH7yFFCTmwK2eMU/OMFFn934cbO5N6etsISvplYQ4pMCwo60k80Q/
bB5cPSOa/rAt bobGwork

RUGGEDCOM ROS no3Bonset xpaHuTb 16 3anuncen knrouen nonbsosartens. Kaxkgan
3anucb KNtoua AONKHA COOTBETCTBOBATL ClIefy MM OrpaHUYEHUAM:

e Tun knroua gonxeH o6biTb RSA 2048-6uTtoBbin unu RSA 3072-6UToBbIN

* Pa3mep Kntoua He fomkeH npesbiwaTts 4000 CMMBONOB C KOAUPOBAHUEM
base64

e Twn 3anucKn B 3arofnoBKe He AosxeH npesbiwaTb 8 cumeonos ASCII

* YpoBeHb JOCTyNa B 3arofloBKe He AoMnXeH npesbiwatbh 8 cumeonos ASCII
(MakcumMym — oneparop)

e (CraTyc OTMeHbI B 3arofoBKe He JoMmKeH npesbiwaTh 8 cumonos ASCII
(MaKCUMYM — HEAKTHUBEH)

*  /MA nonb3oBaTenAa He JOMKHO npesbiwaTb 12 cumeonos ASCII

6.5.3.2 [obaBneHne OTKPbLITOro Knroua

AZLMWHKCTPATOPbI MOTYT 06aBNATL OAUH UKW HECKOJNIbKO OTKPbITbIX KNOUei B
RUGGEDCOM ROS.

CywecTtByeT ABa cnocoba obHoBneHuna damna sshpub.keys:

* Hanpsamyto BbIrpy3uTb CO34aHHbIM NokanbHO ain B sshpub.keys. Conep>xxmmoe
thavina 3aMeHseT coaepXKnUMoe, KOTOpoe XPaHUTCA B HACTOALLMIA MOMEHT BO
dnew-namaTu.

*  BbIrpy3utb co34aHHbIM NOKanbHO (ann K anny sshaddpub.keys. Conep>xnumoe
danna pobasnseTca K CywecTByOWNM 3anncsam B pavine sshpub.keys.

A 3AMETKA

OnacHoCTb ANA KOHUrypaumumnm — pUCK HapyLleHua obmeHa faHHbIMU

Copepxxnmoe charna sshaddpub.keys LONKHO UMETb TAKOM Ke CUHTAKCUC, UTO U
chann sshpub.keys.

UTobbl fODaBKUTL KNtOUKM, CAenalTe creaytollee:
1. Co3palTe hakn OTKPLITOro KNoUa Uepes XoCT-KOMMbHoTep.

2. TepepaiTe hain OTKPbLITOro KNOUa Ha YCTPOMCTBO € noMoLLbto SFTP nnu
Xmodem. Ins nonyyeHUA 4OMNONHUTENBbHON MHOPMaL MK O nepeaave annos
cM. "Bbirpy3kal3arpyska ¢amnos (CtpaHuua 56)".
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3. BonguTte B cMCTeMy YCTPOMCTBA B KauecTBe agMUHUCTpaTOpa U nepenaunTe B
KoMaHaHyto obonouky CLI. ina nonyuyeHWA 4ONOAHUTENbHON MHOPMaL MK
0 nopsaKe foCTyna K KomaHgHow obonouke CLI cMm. "Mcnonb3oBaHue
WHTepdelca KomaHaHon ctpoku (CTpaHuua 25)".

4. TlpoBepbTe CUCTEMHbIN XypHan, utobbl ybeanTbca B TOM, UTo haisbl Obinu
Hagnexkawmm obpasom nepefaHbl. 4nsa nonyyeHUA 4ONONHUTENbHON
MHOPMaLMK O MPOCMOTPE CUCTEMHOIO XKypHana cM. "TIpoCMOTp NOKanbHbIX U
cucTeMHbIX ypHanoB (CTpaHuua 61)".

6.5.3.3 MpocMoOTp CNUCKa OTKPbITbIX KNtouei

ALMUWHUCTPATMBHbIE MONb30BaTENMU MOTYT NPOCMATPUBATb CMUCOK CyLLECTBYHOLLIMX
OTKPbITbIX KNKOUEH Ha YCTPOWCTBE.

UTobbl NpOCMOTpPETH OTKPbITbIE KUK, CAENaNTe cneaytoLlee:

1. BoWawuTe B cnucTeMy yCTpOMCTBA B KauecTBe aMUHUCTpaToOpa U nepenante B
KoMaHAaHyto obonouky CLI. [1ns nonyueHua 4ONONHUTENBHOW MHOPMaLUK
0 nopsaKe AoCcTyna K kKoMaHgHow obonouke CLI cm. "Mcnonb3oBaHue
WHTepdgerica KoMaHaHoW cTpoku (CTpaHuua 25)".

2. B komangHoM ctpoke CLI HabepuTe:

sshpubkey list

[MosABUTCA CNUCOK OTKPbITbIX KMHOUen, BKMOUan Ux M/J.eHTM(*)I/IKaTOp KJlroua,
YPOBEHb A0CTYyMNa, CTaTyC OTMEHbl, UMA NOJIb30BaTeNIA U OTNEUATOK KJTHOUa.

6.5.3.4 O6HoBNEeHMe OTKPbITOro Knkoua
ALMUWHUCTPATMBHbIE MONb30BaTeNN MOryT OBHOBNATb OTKPbITbIE KNOUH.
UT0bbl 0BHOBKUTL OTKPbLITbIE KNOUM, CAeNanTe cneaytoLlee:

1. BoMlauTe B CUCTEMY YCTPOWCTBA B KauecTBe agMUHUCTPaTOpa U NepenanTe B
KoMaHAaHyto obonouky CLI. [1ns nonyuyeHua [ONONHUTENBHOW MHOPMaLWH
0 nopsAaKe AocTyna K KoMaHaHow obonouke CLI cM. "Mcnonb3oBaHue
WHTepdelica KoMmaHaHoM cTpoku (CTpaHuua 25)".

2. B komaHgHoW cTtpoke CLI HabepuTe:

sshpubkey list

MosABMTCA CNUCOK OTKPbITbIX KMtouen, BKIKUas Ux M}J,GHTMCI’JI/IKaTOp KIroua,
YpOBeHb A0CTYyMNa, CTaTyC OTMEHbI, UMA NOJIb30BaTeNA U OTNEUATOK Kiroua.

3. BBepauTe cnepytoline KoMaHAabl, UTOObl 0OHOBUTb OTKPbITbIE KIHOUW:

KomaHpa OnucaHue
sshpubkey update id Ob6HoBNAET UAEHTUUKATOP OTKPHLITOrO KtOUa NoNb3oBaTens.
{ current ID }
{ new ID }
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6.5.3 YnpasneHue oTKpbITbIMU KNtouamu SSH

KomaHpa

OnucaHue

MpumeuaHue
NpoeHTUdMKaTOp OTKPLITOro Kntoua Nofib3oBaTeNa AOMKEH
ABNATbCA uncnom ot 0 go 9999.

* { current ID }—>3TO UAEHTU(MKATOP, Ha3HAUEHHbIN
OTKPbITOMY KNOUy B JaHHbIA MOMEHT

* { new ID }— 3TO uaeHTUUKATOpP, KOTOPbIV DyaeT
MCMONb30BaTLCSA ANS MAEHTU(MKALMKU OTKPLITOrO Ktoua B
nanbHenwem

sshpubkey update al
{ AL }

Ob6HOBNAET ypoBEHb AOCTYMNA OTKPLITOrO Ktoua Nnornb3oBaTens.

e { AL } —3T0 ypoBeHb gocTtyna (afMUHUCTpaTOp,
onepaTop WM roCTb) OTKPBLITOrO Kitoua, NoANexallero
obHoBREHMIO

sshpubkey update rs
{ RS }

ObHOBNAET COCTOAHME OTMEHbI (AKTUBEH, HEAKTUBEH)
Nonb30BaTENbCKOrO OTKPbLITOro Kitoua.

* { RS } — COCTOAHME OTMEHbI OTKPbLITOrO Kitoua,
noanexatiero 0BHOBJEHUIO

sshpubkey update un
{ UN }

O6HoBRSAET MMS NoNb30BaTesNs OTKpPbITOrO Knroua
nonb3oBaTena.

. { UN } — nMsa NoNb30BaTeNA OTKPbITOroO Kftoua,
nognexatliero obHoBNeHWUO

AOMWHUCTPATMBHbBIE MONb30BATENW MOTYT YAANUTb OAWH UM HECKONbKO OTKPbITbIX
KIrouemn.

UTobbl yAanuTb OTKPbLITLIN KNtOU, CAeNlalTe cneaytollee:

1.

RUGGEDCOM ROS Bepcusa5.5

BoiguTe B cMCTEMY YCTPOMCTBA B KauecTBe afMUHUCTpATOpa U nepenguTe B
KoMaHaHyto obonouky CLI. Ina nonyueHWa 4ONOAHUTENbHON MHpOPMaL MK
0 nopsaKe AocTyna K kKoMaHgHow obonouke CLI cMm. "Mcnonb3oBaHue
WHTepderica KoMaHaHoW cTpoku (CTpaHuua 25)".

B komaHgHoM cTpoke CLI HabepwuTe:

sshpubkey list

[loABMTCA CNUCOK OTKPbITbIX KMHoUen, BKNrouasn YpoBeHb A0CTYyMNa, CTaTyC
OTMEHDbI, UMA NMNOJZIb30BAaTENA U OTMNEUATOK KJ1Houa.

Beeaute cnegyrouine KoMaHabl, uTOobbI YAannuTb OTKprTbIVI KN4y Unu
HECKOJIbKO OTKPbITbIX Knrouen:

KomaHpa

OnucaHue

sshpubkey remove
{ ID }

YpansaeT Knwou 13 3HepFOHe3aBMCMMOVI namMATKH.

. { ID } — VI,ClEHTVIdZ)MKaTop OTKPbITOro Knkwua,
noanexatlero yaaneHuro
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MpumMepbl CepTUCUKATOB U KItouewn

Ons SSL cepTudmKaTbl LJOMXKHbI COOTBETCTBOBATbL TPebOBaHMAM, YKa3aHHbIM B "SSL-

ceptudukaTbl (CtpaHuua 150)".

CepTUdHUKAT M KNOUKU JOMKHBI ObITb 0O6beAnHEHDBI B OAHOM (halne ssl.crt u

3arpy’»<eHbl Ha YyCTPOMCTBO.

Huxxe npuBeneH npumep obbeamHeHus SSL-cepTudmrKaTa v Kntoua:

MIIC9jCCAl+gAWIBAgIJATh6rrehMt3iMAOGCSgGSIb3DQEBBQUAMIGUMQOswWCQYD
VQQOGEWJDQTEQMA4GALUECBMHT250YXJpbzEQMA4GA1UEBxXMHQ2 9uY2 9y ZDESMBAG
AlUEChMJUNnVnzZ2VkY29tMRkwFwYDVQQLEXBDAXNOb211ciBTdXBwb3J0MSYwJAYD
VQODEx1XUylNSUxBTkdPVKkFOL1JVROAFRENPTS5MTONBTDEKMCIGCSgGSIb3DQET
ARYVc3VwcG9ydEBYydWAnZWRjb20uY2 9t MB4XDTEYMTAYMz IXMTA1M1 0XDTE3MTAY
MjIxXMTAIMlowgZwxCzAJBgNVBAYTA1VTMRAWDgYDVQQIEwdPbnRhcmlvMRAwWDgYD
VQOHEwdDb257b3JkMRIWEAYDVQQKEwW1 SAWAnZWRDb2 0xGTAXBgNVBASTEEN1Cc3Rv
PWVyIFN1cHBvcnQxFDASBGNVBAMTCZESMi4xNjguMS4yMSQwIgYJKoZ IThveNAQkB
FhVTdXBwb3J0QHJ1Z2d1ZGNvbS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYO0AMIGT
AOGBALfE4eh2aY+CE3W5a4Wz1Z1RGRPO2COHt153wFFrU8/ fFQXNhK1Q1ir1AHBNT
RSwcTR8ZFapivwYDivn0ogOGFXknYP90gv20IaSVY08FqZkJW77g3kzkv/8Zrw3m
W/cBsZJ8SyKLIDfy401HkHpDOle5NsQFSrziGUPJAOIvvx4 rAgMBAAG) LDAGMAKG
A1UJEWQCMAAWHQYDVROOBBYEFEROutgQOifnrflnDtsgNcnvRBOXMAOGCSgGSIb3
DOEBBQUAA4GBAHtBsNZuh8tB3kdgR7Pn+XidCsD70YnI7w0tiy9yiRRhARMVXHE8h
501rOeHceri3JFFIOXIxQt4KgCUYJLu+c9Esk/nXQQar3zR7IQCt0qOABPkviiY8
c3ibVbhJjLpR2VNW4XRAJ+HKNNtBOg1lxUlp4vOmJI2syYZR+7XAy/OP/S

MIIEpQIBAAKCAQEAN3UT947Z51mBjyglXaA21ULum7EDmgsvEvg2tKYyaMjlen5UW
x172Gv1DLUMSEWGMcG9u6DyuO3wOyv/taDIOUFkKZAIWT7cPu9NjeTtZ2jIQCx33xSU
1d6INMi200zwImWzqwgIlkIgyOuMdw78be4n7359U0UOOEtCStOmMUfdw34jv6c38T
8sb+1C/FktX8EilkadmDr07tf/ivC2kdwpPlGZIKt/xjcwjOsNHIBSfgbEbg5m0O3
90APgsPRWKhBQZ6rM8aqEQ)GPLrSTTNHrx0/CYVxAhOgtz+6qUytL3zi729P7EzZD
H8V8gNAXRNNOw5Shsh2A5ZJ7 6+cbQJIm0IJHQeOowIDAQABAOIBAH2zXqUEfBLyTibbC
3KoDPG7DLwhI9S4gkuaKg3ogg6GdLU2hys4p9to2gxUla7cm8tzpi0V6KGNUHX87
1xw4T9cZFZXCbLvZRORINaDPKvUJ2087m0SpYzgxDX74gqSurugHX80X26BHEx] 78
FR8JHDIhuUwp9AKy9y00isFY65]kLov6tdRpNy5A+QrGyRVB11CIT6YFYKSZEEI 8
6+29FkLtX+ERjgxJs+aGHYEPDWE4Z2y7dBsuTk1Fwz8F6/r0z4PS2pNQXc2sWmomn
muQXv0hwKY5gMcovCkC3y/op3kNuc/3gqeBHjeCBYEMLRO025hZHGrKOrQahFsy+R
V48sgIECGYEAOHG66I)fcc7NpgKOQwyvCt9/uhRZ3RkeABoSBLb/wYfQjwdpMadgr
RMMzVPzOLC459Giv4m8GeikNP153rYdTCRmd/t1nZC1lU/UQKhgj+RRt4xY2cINsg
J2CTZDr5SJ0O8HI957K1 IbvNSmxdsWZuDc5dt f0wBMIaCJoXR/1iDMcf2MCgYEAwWSOK
Dkpz9PdhGkbTEOARLeUv70kelBkfDIGgucXBFHUE1HAGe+XLEF5dMppmzRDHX12NG
gSNPJsDO1lgSyLJjKX7HapYeAJWmI1lwS5kJIJEX+oERr IENEPWPVOHI+OW5DjM6eR1s9
xRJ87e3ymgLIF7G5rmf0p301lnVvCaQvIVYTBI8ECgYEAL+sPI2nCpOeeY05LZ/rV
6fcwLCdfh4UHwz£/jF9]/2vON2 fpH+RmkTcO1iymd7NFOBONUhtBRTufkr4dJT/8wv
89yHpDKdaHOSYUWXyWx6Ic7PpFr34F80jYpYOltBUuHa3PnWk41Dis4edqglt446L
RGO fWHbKAMKgh1WFg69aX3MCgYEArKU2JIM/mXHbfeOpEyk70V0gn8hGbk0Brrp2H
2wjUb30YbEQOk4BYjB7wimAyQcoppVIPUSSNAUE3afYOH2FD4wp0IU7Q4yzRKBga
mhnWpABxj SrXDsNWgNGkgQPgMQPpckalOuljILQ6LxN77D1Im7wF000bIash292t92
8mIO0IECgYEAQl8/uRHGtwSk64rXWXI+ug+xdewwZkVe+mMmI0yCMuQsOzbQTxhx
vIGEi3xsFbNazGCx4b56+/6Bi6gf7aH+NeK2+7C4dd1pHGEawoEcCW1CW8hRQ2brp
vIWgC+m5nmQ23Sa¥Gz1i1zZVK3JE6Q0Z/AG8k+Z2EGItsvakMliGlSoJXk=

Ona SSH, DSA unu RSA napbl XOCT-Kntouen AOMKHbI COOTBETCTBOBATb TpeboBaHUAM,

yKa3saHHbIM B "XocT-kntou SSH (Ctpanuua 151)".

Huxe npuegeH npumep SSH-knroua B hopmate PEM:

MIIBuwIBAAKBgQDOgcGbXx/rrEMu2913UW4cYol0lcbnuUz70Z2yd2mBLDx/GYbD8
X5TnRcMraJ0RuuGK+chgQJW5k3zQmZa/BS6qoU7TwYwIAx8JISxxpwfPf1l/t09VwKG
rtSJIMpLRoDg3gEWEVYR4kDUO4LFQDs1jtiyhczln6kd6ggsdS5Xulvdh4wIVANXD
SB197GmZ6/9f4UCVIIBtXLEJAOGAAfmhkcCCENRJIitUTiCE+MurxdFUr3mFs/d31
4cUDaLStQEhYYmx5dbFdQuapl4dY32B71Z2Qkohi5gl1T1iUAa40/nUnIx1hFvblkYT
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8DLwxcuDAaiulOVgsaPtJ+bal2dYNp96tFisj/475PEEWBGbP6GSe5kKalZdgwuie
9LyPb+ACgYBV856v5tb9UVG5+tX5Crfv/Nd8FF1SSFKmVWW3yzguhHajg2LQg8UU
sml/zPSwYQ0SbQ9aO0AInpLc2HUkKKO1ji/00KVI7y9MMc4B+bGudW4OnryP7o0Fpnp
YYHt5PJY+zvLw/Wa+u3NOVFHkKF1tGyfVBMXeV36nowPo+wrVMolAEgGIVALLTnfpW
maVéuh6RxeE1d4XoxSg2
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YpoBeHb 2

B naHHoM rnase onuncaHbl BO3MOXHOCTM RUGGEDCOM ROS, oTHoCAWMeCA KO 2-Mmy
YypOBHI0 (@@ypoBeHb KaHana gaHHbix (DLL)).

7.1 YnpasneHue BupTyanbHbiMu ceTamu LAN

RUGGEDCOM ROS Bepcusa5.5

BupTyanbHan nokanbHas ceTb (unu VLAN) npesctaBnsieT coboi rpynny ycTponcTs
Ha OOHOM WK HECKONbKMUX CErMeHTax JIOKaNbHOM CeTH, KOTOpble NOAAEPKMUBAKOT
Mexay cobor cBA3b TaknMM 06pa3oM, Kak ecnu bbl OHM BbINK COeANHEHDbI C OAHUM
U TEM XXe CEerMeHTOM (PM3nUeCcKoM TokanbHoM ceTu. Mcnonb3oBaHue VLAN paet
oueHb bonbLUyto rMBKOCTb, TaK Kak pa3feneHue cetei OCHOBAHO Ha NIOFMUECKUX, a
He Ha (PU3UUECKUX COEAUHEHMSX.

Korga npumenstotca VLAN, Kaxkabli U3 BUAOB TpadhnKa OKa3biBaeTcs
npuHagnexawum ton unu gpyron VLAN. Tpadumk B ogHom ceTu VLAN He moxxeT
ObITb NepeaaH B APYryro HUKAKMM MHbIM 06pa3oM, KpOMe Kak uepes MexceTeBoMn
MapLLUPyTU3aTOP UM KOMMYTATOP YPOBHSA 3.

CeTtun VLAN cosgatoT TpemMa cnocobamu:
* flBHO

Cratnueckue cetn VLAN MoryT co3gaBaTtbCs B KOMMYyTaTope. AnAa nonyueHums
AOMONHUTENBHOMN MHOPMaLKMK O cTaTuuecknx ceTax VLAN cMm. "YnpaBneHue
ctatyecknumu cetamu VLAN (CtpaHuua 173)".

e HesaBHO

Ecnu nperntndmkatop cetn VLAN (VID) yctaHaBnuBaetca ans cety VLAN c
ncnonb3oBaHWeM NopToB, cTaTMueckoro MAC-agpeca unu IP-uHTepdelica,
aBTOMaTUUeCKMK co3faeTca cooTBeTcTByrowas ceTb VLAN, ecnu oHa yXKe He
cyliecTByer.

e JIMHAaMHUUECKH

Cetn VLAN mMoryT 3anomuHaTbca uepes GVRP. Inda nofyueHUa JONONHUTENIbHON
nHdopmaumnmn o GVRP cm. "MpoTtokon perunctpaunn GARP VLAN (GVRP)
(CtpaHuua 164)".

OnAa nonyueHna gononHuTenbHoM nHopmaumm o cetax VLAN cm. "KoHuenuus
cetert VLAN (CtpaHuua 160)".
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7.1.1 KoHuenuua ceteu VLAN

B JaHHOM pa3pgene paccMaTpUMBatOTCA HEKOTOPbIE MPUHLMMbI, UMEIOLLME 3HAUEHUE
ana peanusaunun ceter VLAN B RUGGEDCOM ROS.

7.1.1.1 CpaBHeHMe TerMpoBaHHbIX U HETETMPOBaHHbIX KaApoB

Terun cetn VLAN ngeHTUduUUMpPYIOT Kagpbl Kak yactb cety VLAN. Ecnm kommyTaTop
nonyuaet kagp ¢ terom ceti VLAN (nnu 802.1Q), naeHtndurkatop cetn VLAN (VID)
M3BneKaeTcd, a Kafp NepecbinaeTca Ha Apyrue noptbl Ton e cetn VLAN.

Ecnu kagp He copepxut Tera cet VLAN vnu cogepxxut Ter 802.1p
(npuopwuTH3aLmsA), coaepKalynit TONbKO MHOpMaL Mo 0 NpuopuTusanmm u VID
paBHbIM O, TAKOM Kagp CUUTAETCA HETETMPOBAHHbIM.

7.1.1.2 Native VLAN (VLAN, B KOTOpPOW Kagpbl He TErMpyroTCs)

[ns kaxgoro nopta 3agaetcs Homep native VLAN (HoMep BUPTyanbHOW NOKanbHOWM
CeTH, K KOTOPOW OTHOCATCA BCE HETErMpoBaHHbIe Kadpbl UK Kaapbl OT He
BKITHOUEHHbIX B Kakyro-nnbo VLAN nopToB), naeHtudmkatop nopta VLAN ID (PVID).

Korga HeTerMpoBaHHbIV Kagp NOCTyNaeT Ha MOPT, OH accouuupyetcs ¢ native VLAN
3TOro nopra.

Mo ymonuaHuto, Korga KoMmyTaTop nepegaet kagp B native VLAN, oH nocbinaet
HeTerMpoBaHHbIM Kagp. KOMMyTaTOp MOXHO HaCTPOUTb ANA nepefauu
TEerMpoBaHHbIX Kagpos B native VLAN.

7.1.1.3 ApMuHUcTpaTuBHaAa cetb VLAN

Mo ymonuaHu1to BeCb TpahmK ynpaBneHUa NpUHaANeXMnT agMUHUCTPATUBHOM CeTH
VLAN. BcnomoratenbHble cetn VLAN ¢ noaaep>XKon yHKUUKU ynpaBneHnsa MOXHO
CKOHUrypupoBaTb Ha NepemelleHne Tpadmka ynpasneHns; ogHaKo TpaduK
BOOTP, DHCP v LLDP mo>KeT npuHaanekaTb TONbKO agAMUHUCTpaTMBHOM ceTu VLAN.

AomMuHKUcTpaTuBHas ceTb VLAN ABnAeTcA KOHUTypupyeMon n Bceraa no
yMonuaHuto HactpoeHa Kak VLAN 1. OHa TakXe no yMOonuaHuio ABNAeTcA
Native VLAN gns Bcex nopTtoB.. Ee MU3MeHeHWe MOXeT MCNONb30BaThCA C

Llenblo OrpaHMUeHUa aqMUHUCTPATUBHOIO JOCTyNa ANs onpeaeneHHoN rpynnol
nonb3oBaTenen.

A 3AMETKA

yrpo3a 6e3onacHoCcTM — PUCK HEaBTOPU30BaHHOIO AOCTyna n/nnu
UCNoJib30BaHUA

IP-uHTepbencol, npuHagnexawme cetu VLAN c nepegaueit Tpadumka ynpaBneHumn
KOMMYTaTOpaM#, AOMXKHbI ObITb NOAKMIOUEHbI K JOBEPEHHON CETH.
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7.1.1.4 BcnomoratenbHblie agMUHUCTpaTuBHbIE ceTu VLAN

B nononHeHue K aaMUHUCTpaTUBHOM ceTu VLAN BcnomorartenbHble cetn VLAN
C NOAAEPXKKOM (DYHKLMM ypaBneHmUa MOTryT nepecbinatb TpadmK ynpaBneHus,
CBAA3@HHbIN CO cnegyroLwMMu cnyxxbamu:

* MMS

*  Modbus

* Radius/TacPlus

e YpaneHHasa obonouka

*  YOaneHHbIW CUCTEMHbIN XKypHan

*  SNMP
e SNTP
e SSH
 TFTP
e Telnet

* Beb-cepBep

OpHako B oTnMuMe OT agMUHKUCTpaTuBHOM ceTh VLAN, BcnomorartenbHble cetn VLAN
He MoryT nepecbinatb Tpadmk BOOTP, DHCP munu LLDP.

Mo ymonuaHuto BcnomoratenbHble ceTn VLAN ¢ nepepauert Tpadmka ynpasneHus
KOMMYTaToOpaMu He CKOHUrypupoBaHbl. MOXHO CKOHUIYypHupoBaTb A0

254 BcnomMoratenbHbIX adMUHUCTPaTUBHbIX ceTei VLAN. KoHdurypuposaHue
BcnomoratenbHbix ceter VLAN c nepefauen TpadmKa ynpaBneHUa KOMMyTaTopamu
MOXeT UCMOJb30BaTbCA AJ1A OrPaHUUEHUA UK paclUUpPeHnAa aAMUHUCTPATUBHOIO
LAOCTyna Mexay HabopoMm nonb3oBaTenen.

A 3AMETKA

Vrpoaa 6e3onacHoOCTU — PUCK HEaBTOPU30BaHHOIO AoCTyna n/nnun
UCNoJib30BaHUA

IP-uHTepencbl, KOTOpble NPpUHaANeXxxaT BcnoMmoratenbHon ceti VLAN ¢ nepefauei
TpadmKa ynpaBneHua KOMMyTaTOpaMu, AONXKHbI ObiTb MOAKNOUEHbI K JOBEPEHHOWM
ceTw.

7.1.1.5 Tunbl rpaHUUHbIX U TPAHKOBbIX MOPTOB
Kakabl NOPT MOXHO CKOHUIYpUpPOBaTb KaK FPaHUUHbIN UKW TPAHKOBbIM MOPT.

PaHWUHbBIA MNOPT NOAKIOUYAETCA K OLHOMY OKOHEUHOMY YCTPOWUCTBY, TAKOMY KakK
MK “nu MHTENNeKTyanbHoOe 3M1eKTPOHHOEe YCTPoMCcTBO (M3Y). FpaHWUUHbIM NopT
nepeHocuT TpaduK Ha native VLAN.

TpaHKOBble NOPTbl ABAAOTCA UACTbIO CETU U NepeaatoT TpadmK AnA BCex ceTew
VLAN mMexay KommyTatopamu. TpaHKOBble MOPTbl aBTOMATUUECKM CTAHOBATCA
yuacTHMKaMu Bcex ceteit VLAN, HaCTPOEHHbIX B KOMMYyTaTope.
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KoMmmyTatop MOXeT "peTpaHCnMpoBaTth” TpaduK, nepechbinas Kagpbl, NPUHATbIE Ha
OOMH TPAHKOBbIM NOPT C APYroro TPaHKOBOro nopTa. TpaHKOBbIE MOPTbl OMKHbI
BbITb yuacTHMKamu Bcex cetert VLAN, cOCTaBHOM 4aCTbtO KOTOPbIX ABAAETCA

"TpaH3UTHBbIN" TpadhuK, AaxKe eClu HU OfHA M3 3TuX ceTel VLAN He ncnonb3yeTcs Ha
rPaHWUUHbIX MOPTax.

Kagpebl, nepenaBaemble ¢ nopTa no Bcem cetaM VLAN, kpome native VLAN 3T1oro
nopra, BCeraa nocbiaroTCA TerMpoBaHHbIe.

MpumeuaHune

MHorpa bbiBaeT HY>XHO BPYUHYO OrpaHMuUmnTb TPauK B TpaHKe onpeaeneHHomn
rpynnoi cetei VLAN. Hanpvmep, ecnu TpaHK NOAKIOUEH K YCTPOUCTBY (TaKOMY KakK
MapLUpyTU3aTOP YPOBHA 3), KOTOPOE NOALEPKMUBAET NOLAMHOMXECTBO U3 AOCTYMHbIX
cetelt VLAN. Mo>XHO NpefoTBpaTuTb yuyacTue TPAaHKOBOro nopTa B cetu VLAN,
BKITHOUAs €ro B CMMCOK 3anpeLyeHHbIx nopTos 3ToM VLAN.

[na nonyyeHus AONONHUTENbHOM MHPOPMALIMK O CMIMCKE 3anpeLleHHbIX MOPTOB
cM. "Cnucok 3anpeweHHbix noptos (CTpaHuua 163)".

Tun nopta MNoppnep>xmBaemble ®opmart PVID Ucnonb3oBaHue
cetn VLAN
[paHWuUHbIN CKOHHrypupoBaH HetervposaHHbii | Cetu VLAN Unaware (c nepeaaueii B Tere Homepa
1 (native VLAN) VLAN): Bce kagpbl nocbinaroTca U npuHumatotcs bes
Teros VLAN.
TernpoBaHHbIM Cetn VLAN Aware (c nepeaaueii B Tere To/bKo
MHGpopmaymm o npuoputete): Becb Tpadhmk
BKntouaeTca B oaHy VLAN.
TpaHKOBbIH Bce TernpoBaHHble unn | MexxkommyTtaTtopHble coeguHeHmsa: Cetn VLAN fONXKHbI
CKOH(UTypUpOBaHHbIE | HETerMpoBaHHble | CO3AaBaTbCA U AAMUHUCTPUPOBATLCA BPYUHYHO, Nbo
MOTYT AMHAMUUECKM 3anoMuHaTbea vyepes GVRP.
OKOHeuUHble YCTPOKCTBA C MHOXXEeCTBEHHbIMM
VLAN: Peanusytotca coeIMHEHUA C OKOHEUHbIMHU
YCTPOMCTBaMM, KOTOPbIE NOAAEPXKUBAIOT HECKONbKO
ceteit VLAN ogHOBpeMeHHO.
7.1.1.6 MpaBuna pgna BxopsaLero u ucxopawlero tpadmka cetu
|_|paBI/IJ'Ia ona BxogALero n ncxogAaLiero Tpacbm(a ceTn onpenenAaroT, KakK
KOMMYTaTOp NonyuyaeT 1 nepecbinaeT Tpaduk.
|_|paBI/IJ'Ia nna BxogALlero Tpadwn(a CeTn NPUMEHAKTCA CnegyroLwmnm o6pa30M KO
BCEM KaapaM Npu noinyyeHnMn KOMMYTaTOpPOM:
e Ecnu BXopALWMM Kagp ABNAETCA HeTerMpoBaHHbIM UK umeet VID, paBHbii O
(TerMpoBaHHbIV NpUopuTETOM), Kaap accouuupyetcs ¢ PVID BxogHoro nopra
o Ecnun BXO,EI,FILU,Mﬁ Kaap ABJIAETCA TETMPOBAHHbIM, pa3pellaeTca NpoxoXXaeHune
KaZpa c coxpaHeHuewm ero VID
b BXO,D,HU.[MG Kagpbl OT6paCbIBaI-OTCFI TONbKO B CJiyyae, eCJiIn aKTUBMPOBaAHa
BXOAHaA ounbTpaLma 1 Kaap TermposaH ¢ noMmoLbto VID, KOTOpbIK He
COBMAAaeT HU C ogHoM ceTbto VLAN, uneHoOM KOTOPOWM ABASAETCA BXOAALWMMK NOPT
1 62 RUGGEDCOM ROS Bepcua5.5
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MpaBuna ana ucxodsaLlero Tpadurka ceTr NPUMEHAOTCA crnefyroLnM obpa3om Ko
BCEM KaZipaM Npu nepefaye KOMMYTaTOPOM:

e Ecnu ternposaHue PVID BKNrOUEHO, NCXOAALLME Kafpbl TETUPYHOTCA, €CNU OHU
accoununpoBaHbl ¢ native VLAN BbIXOgHOro nopTta, He3aBUCMMO OT TUNa ero
NPUHAANEXHOCTU (FPAaHUUHBIN UK TPAHKOBbIN)

e Kappbl, BbIXOAALLME HA FPAHUUHOM MHTepdelce oTOpacbiBatOTCA, €CNIU OHU
cBfi3aHbl ¢ ceTbto VLAN, otnnuHom ot native VLAN BbixogHOro nopTta

*  Kagpbl, BbIXOASAILLIME HA TPAHKOBOM MHTepence TErMPYHOTCA, ECTU OHU
CBfA3aHbl € ceTbto VLAN, uneHoM KOTOPOWM ABNAETCA BbIXOAHOM MOpT

7.1.1.7 CnUCoK 3anpeLeHHbIX NOPTOB

Kaxkpas cetb VLAN MoKeT BbITb CKOH(MIypUpOBaHa Ha UCKNHOUEHWE NOPTOB
n3 cet VLAN c NOMOLLbIO CNUCKa 3anpeLleHHbIX NopToB. nA nonyueHus
LAONONHUTENBHOW MHbopMaumu cM. "[lobaBneHune ctatnueckon cetn VLAN
(CtpaHuua 174)".

7.1.1.8 Pexxumbl VLAN-aware (VLAN-ocBegomneHHblit) u VLAN-unaware (VLAN-
HeocBeooOMIEeHHbIN)

EctectBeHHbIM pexxnumoM pabotbl ans IEEE 802.1Q-coBMecTMMOro kommMyTaTopa
asnsaetca VLAN-aware (VLAN-ocBeioMneHHbIR). [laxke B TOM cryuae, Koraa

B CETEBOM apXMTEKType He UCNONb3YHTCA BUPTyalbHble IOKanbHble CETH

(VLAN), Hactporkn VLAN no ymonuanuto B RUGGEDCOM ROS Bce ke no3sonsatoT
KoMMmyTaTopy paboTtaTtb B pexxnume VLAN-aware, obecneuvBas npu 3Tom
PYHKLMOHANbHOCTb NOUTH AnA ntoboro ceteBoro npunoxeHua. OgHaKo ctaHaapT
IEEE 802.1Q onpegnensaet Habop npaBun, KOTOPbIM AOMXKHbI cnegoBatb Bce VLAN-
aware KOMMYyTaTopbl:

e [lonyctumbli nHTepBan naeHtudpunkatopos VID ot 1 go 4094. VID=0 n VID=4095
He JOoMyCKarTCA.

*  Kaxpgbii kagp, Bxogawmii Ha VLAN-aware KOMMyTaTop, CBA3aH C AONYCTUMbIM
VID.

*  Kaxpgbli kagp, sbixogAawmnm u3 VLAN-aware komMyTaTopa, ABNsAeTcs
HeTerMpoBaHHbIM UMW TEFMPOBaH C MCNOoNb3oBaHWeM gonyctumoro VID.
[MpuopUTETHO-TErMpOBaHHbIE Kaapbl C HegonycTuMbiM VID HUKorga He
nocbinatorca VLAN-aware KOMMYTaTOpPOM.

NMpumeuvaHue

MHorga okasbiBaeTCA, UTO HEKOTOPbIE MPUNOXKEHUA MetoT TpeboBaHuA,
KOHMANKTYIOLLME C eCTeCTBEHHbIM pexkMMoM paboTbl IEEE 802.1Q. Hanpumep,
HEKOTOpble NPUNOXKEHWUA ABHbIM 0Bpa3om TpebyoT NPUOPUTETHO-TEFMPOBAHHbIX
KagpoB AnA NpuemMa OKOHeUHbIMUW YCTPOUCTBaMMU.
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UTobbl 0becneunTb NONHYO COBMECTUMOCTb C ycTapeBlwnmu VLAN-unaware
(VLAN-HeocBepgomMneHHbIMK) ycTporictBamu, RUGGEDCOM ROS moxeT 6biTb
CKOHurypupoBaHa ans pabotbl B pexxume VLAN-unaware.

B 3TOM pexume:

* Kappbl, Bxogawue Ha VLAN-unaware yCTpOMCTBO, HE aCCOLMUPOBAHbI C KAKOW-
nnbo cetbro VLAN

* Kappbl, Bbixoasawme u3 VLAN-unaware ycTponcTBa, nocbinatorcs b6es
M3MeHeHWl (To eCTb B TOM Ke HeTermpoBaHHoM, 802.1Q-TerMpoBaHHOM MU
NMPUOPUTETHO-TETMPOBAHHOM (hOPMaTe, B KAKOM OHU Dbliv NosyueHbl)

MpoTtokon peructpaunun GARP VLAN (GVRP)

Mpotokon pernctpaunn VLAN GVRP npeactaBnsaet coboi ctaHAapTHbIM NPOTOKON,
NOCTPOEHHbIM Ha ocHoBe GARP (6a30Bbil NPOTOKON perncTpauuu atpubyTos),
uyTOHbI ABTOMATUUECKM PACMPOCTPAHATL KOH(PUIYPALMOHHYH MHOPMaLMIO
VLAN B ceTu. Kaxkablit KOMMYTaTOp B CETU HEOBXOAMMO CKOHUIYpHUpPOBaThb
TONbKO € Temu ceTamu VLAN, KoTopble TpebytroTcs ana Hero nokanbHo. Cetu
VLAN, CKOH(hUTYpUpPOBaHHbIe B APYrOM UaCTh CeTH, 3aNOMMUHAIOTCA uepes
GVRP. MogaeprkmBatowast GVRP okoHeuHasa ctaHuus (Hanpumep, MK unu
WHTENNEeKTyanbHOE 31eKTPOHHOE YCTPOMCTBO), HACTPOEHHas Ans paboTbl

c onpegeneHHbiM VID, MOXKeT BbITb NOAKMOUEHA K TPAHKY KOMMYTATOpa,
noaaepxusatowero GVRP, u cnocobHa aBTOMaTUUECKM CTAaHOBMUTLCA UACTbHO
Tpebyemoi cetn VLAN.

Korga kommyTaTop nocbinaet coobuweHns BPDU npoTtokona GVRP co Bcex
noHumatrowmnx GVRP nopToB, coobuweHunsa BPDU npotokona GVRP ysegomnsatot
OCTallbHYIO CeTb O BCEX U3BECTHbIX 3TOMY KOMMyTatopy ceTax VLAN
(CKOHMUIYpUPOBAHHbIX BPYUHYO MW 3aMOMKUHAEMbIX AMHaMUuecku uepes GVRP).

Korga GVRP-coBMeCTUMbIM KOMMYTATOp NpUHMMaeT coobuieHne BPDU npoTtokona
GVRP, yBegomnsatoLee o rpynne cetei VLAN, TO NpUHUMALOLLMI NOPT CTaHOBMUTCA
YUYACTHUKOM 3TUX 0bbABNeHHbIX VLAN 1 HaunHaeT yBegomnatb 06 atux VLAN uepes
noHumatone GVRP nopTbl (KpoMe nopTa, uepes KOTopbIv bbina nonyvyeHa aTa
nHdopmauus o VLAN).

UTobbl NOBLICUTL YPOBEHb HE30MAaCHOCTM CETHU, B KOTOPOM UCMONb3YHTCA
BUpPTyanbHble nokanbHble cetu (VLAN), noHumatowme GVRP nopTbl MOXKHO
HaCTPOWTb TaKMM 0bpa3om, uTobbl 3aNpPeTUTb NPUEM NMHOBbLIX HOBbIX AUHAMUUECKHUX
VLAN, HO npu 3TOM pa3peLwwnTb paccbinky o cetax VLAN, HacTpoeHHbIX Ha
KOMMyTaTope.
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Hwxxe npuBeneH npumep ucnonb3osaHua GVRP:
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PucyHok 7.1 Ncnonb3oBaHue GVRP

® KOMMyTaTOp B ABnsaercsa LUeHTpalnbHbIM, a BCE OCTaJIbHblE KOMMYTAaTOPbl —
rPaHNUUHbIMMU

e [loptbl A1, ¢ B1 no B4, C1, D1, D2 1 E1 asnatoTtca noHMMarowmmu GVRP

* [loptbl ¢ B1 no B4, D1 1 D2 yctaHOBNEHbI Ha ONOBELLEeHWe U Ha 3alMOMUHaHKe
* [loptbl A1, C1 1 E1 ycTaHOBNEHbI TONIbKO Ha ONoBeLleHue

*  [loptbl A2, C2 n E2 — rpaHuuHble NopThbl

* KoHeuHbi# y3en D nogaepxxunsaet GVRP

* KoHeuHble y3nbl A, E n C He nogaepxuBatoT GVRP

* [lopTtbl A2 n C2 cKOH(UTYpPUPOBaHbI C aeHTUdHKaTopom PVID 7

* [lopT E2 ckoHurypupoBaH ¢ nageHtnudukatopom PVID 20

e KoHeuHbl# y3en D yuactByeT B ceTi VLAN 20, NOCKONbKY OH MPOU3BOAUT
paccbinky o cety VLAN 20 B HanpaBneHuu kKomMmyTatopa D

e D2 craHoBuTCA yuactHukom VLAN 20
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* [loptbl A1 n C1 npon3BoaAT paccoinky ob naeHtugpukatope VID 7

* [loptbl B1 1 B2 ctaHoBATCA yuacTHMKamu cetn VLAN 7

* [lopTtbl B1, B2 n D1 npou3BoaAT paccbiiky 0b ngeHtndumratope VID 20
* [loptbl B3, B4 1 D1 ctaHoBATCA yuacTHUKamu cetn VLAN 20

[ns nonyuyeHnAa 4ONONHUTENBHOM MHOPMaLMK O KOHGMrypupoBaHun GVRP cm.
"KoHdurypupoBaHue cetert VLAN ans KoHKpeTHbIX Ethernet-noptoB (CTpaHuua
171)".

FpaHuUuHasA ceTb Private VLAN (PVLAN)

Peanusauus uactHbix VLAN (PVLAN) onsi norpaHMUHbIX KOMMYTaTOPOB U30MIMpyeT
MHOXeCTBO rpaHMuHbix nopToB VLAN gpyr ot Apyra B npefgenax ogHOro
ycTpowcTBa. Ecnv rpaHuuHbie noptbl ceTn VLAN CKOHUIypuMpoBaHbl Kak
3awULLeHHble, UM 3anpeLLaeTca oTnpaBnATb Kagpbl APYr APYry, HO pa3peluaeTca
OTNPaBAATb KaApbl Ha Apyrue, He3alMLLeHHble NoPTbl B Npeaenax OfHOM CceTu
VLAN. 3Ta 3awuTa pacnpocTpaHsaeTca Ha Becb Tpadmk B cetn VLAN, BKntouas
OOHOAAPECHbIN, MHOTOAAPECHbIV U LUMPOKOBELLATeNbHbIN TpaduK.

[ns nonyuyeHua 4ONONHUTENBHOW MHCDOPMALMK O KOH(UTYPUPOBAHWUK NOpPTa B
KauecTBe 3awmiyeHHoro cM. "KoHdurypuposanue cetert VLAN ana KOHKpEeTHbIX
Ethernet-noptoB (CTpaHuua 171)".

NpumeuaHue

[aHHaA yHKUKUA ABNAETCA CTPOro NoKanbHOM ANA KOMMyTaTopa. [paHWuHble
nopTbl PVLAN He MetoT NpenATCTBUIM ANA CBA3M C NOpTaMu 3a npefenamMu
KOMMYyTaTopa, He3aBUCMMO OT HallMuu1A yaaneHHoON 3aLm1Tbl.

QinQ

TexHonorua QinQ Takxe Ha3biBaeTcs Stacked VLANS, port bridging, ABOMHbIM
TernpoBaHuem VLAN unu BnoxeHHbimu cetAMu VLAN. OHa ncrnonb3yetca ans
HanoXeHMWA YaCTHOW CeTU YPOBHA 2 noBepx NybnuuHOM ceT ypoBHA 2.

KpynHbii onepatop CBA3M MOXET UMEeTb, HanpuUMep, HECKONbKO KITMEHTOB,

B KaXKOOM U3 ceTer KoTopbix ucnonb3lyetca MHoxecTBoO VLAN. CyuiecTtByeT
BEPOATHOCTb, UTo MaeHTuduKaTopbl VLAN ID, ncnonb3yemble 3STUMKU Pa3fnUHbIMU
KNMEHTCKMMHK ceTaMM, ByayT KOHPNMKTOBaTb Mexay coborn npu obbeamHeHum

B CeTW npoBaiaepa. Mpu ncnonbloBaHMM ABOMHOro QinQ Kaxkaan KnMeHTCKas
CeTb MOXET AOMONMHUTENIbHO TEFMPOBATLCA C MPUMEHEHWEM CreyudUUecKmUx ans
KnueHTa ngeHtudukatopos VID Ha rpaHuuax, rae KNMeHTCKUE CETU NOAKIHOUEHbI K
MHpPaCTPYKType onepaTopa CBA3M.

Ntobbie Kagpbl, BXOAALLME HA FPAaHUUHbIM NOPT KOMMYTAaToOpa onepatopa CBA3M,
Ternpyrotca naeHtudurkatopamum VID yacTHOM ceTn KnueHTa. Korga 3tn Kaapbl
BbIX0AAT ¢ QiNQ-COBMECTMMOro nopTa B CeTb OnepaTtopa CBA3M, KOMMYTaTop
Bceraa AobaBnsieT AOMNONHUTENbHbIN Ter (Ha3biBaeMblii BHELLIHUM TErOM) NOBEPX
ncxopgHoro VLAN-Tera kKagpoB (Ha3blBaeMOro BHyTpeHHUM Terom). MoeHtudukatop
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7.1.1 KoHuyenuyusa cetei VLAN

VID BHelLHero Tera aensetca naeHtugurkatopom PVID BXOAHOrO rpaHMUYHOro nopTa
ANA 3TUX KagpoB. 3TO 3HAUMT, UTO TPAahUK OT KOHKPETHOIO KNMEHTa TernmpyeTca ero
YHUKanbHbIM naeHTudurkatopom VID 1, Taknm obpasom, oTaenserca ot Tpadumka
APYTUX KNWEHTOB. 4N HeTernpoBaHHbIX BXOAALLMX KaApOB, KOMMYyTaTop A40baBuT
TONbKO HapyxHbi Ter VLAN.

B npenenax cetn onepartopa CBA3M KOMMYyTauuMA basmpyeTca Ha uaeHTUdrKaTope
VID BO BHELLHEM Tere.

OnepaTtop cBA3M yaansaeTt HapyxHbi VID 13 Kagpa Ha BxoAe, oCTaBnAfa Kaap C ero
ncxodHoiM Terom VLAN ID. 3aTeM 3TW Kagpbl NepecbinaroTca Ha COOTBETCTBYOLME
ceTn VLAN.

Ha pucyHke H1Xe NnpuBeeH NpuMep NOToKa TpadurKa c ucnonb3oBaHuem QinQ.
[InAa TernpoBaHHbIX KagpoB:

* Kappbl, nonyueHHble oT knueHTa 1 ¢ VID 100 byayT HecTn BHYTpeHHUI Ter 100
¥ BHewHuM Ter VID X (Hanpumep, VLAN 110), KoTOpbI KOHDUTYPUPYETCS Ha
rPaHWUUHOM MopTe, MOAKIKOUEHHOM K KIUeHTy 1.

e 3arteM Kaapbl OT KnNueHTa 1 nepecbinatotca yepes nopt QinQ, Heca BHYTPEHHWH
W HapyXXHbIM Ter.

* /I HaKoHeLl, KOorfa Kafpbl NOCTyNatoT Ha O4HOPAHIOBbIM KOMMYTaTOP,
HapyXHbit Ter VLAN ygansetcs, a Kagpbl NepechinatoTcs ¢ BHYTPEHHUM TEerom
VLAN B cTOpOHY KnueHTa 1.

na HETETMPOBAHHbIX KagpoB:

e Kapgpbl, nonyyeHHble OT KNMeHTa 2, byayT HeCcTn Hapy»Hbii Ter VID Y
(Hanpumep, VLAN 220), KOTOpbIM KOH(OUTYPUPYETCA Ha rPaHUUHOM MOpPTe,
MOAKITFOUEHHOM K KIUEHTY 2.

* 3aTeM Kaapbl OT KNWeHTa 2 nepecbinarotca yepes nopt QinQ, Heca HapyKHbIH
Ter.

* W HakoHel, Korga Kaapbl MOCTYNatOT Ha OAHOPAHIOBbLIM KOMMYTATOP,
Hapy>xHbIi Ter VLAN ypansietcst nepef nepecbifikoi KaapoB B CTOPOHY KIIMEeHTa
2.

O—(= =)—0

gl
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7.1.1 KoHuyenuyusa cetei VLAN

O) Knuent 1 (PVID — X)

@ Knuent 2 (PVID —Y)

®  WHdpacTpyKTypa onepaTopa CBsA3U
®  KommyTaTop

®  QinQ

PucyHok 7.2 Ucnonb3oBaHue QinQ
MpumeuaHune

Y HEKOTOPbIX KOMMYTATOPOB, M3-3a UX annapaTHOM NNaTPOpPMbl, OLHOBPEMEHHO
TONbKO OAMH MOPT MOXET BbITb HACTPOEH B pexkuM QinQ.

NpumeuaHue

Ecnu ana QinQ yctaHoBneHo enabled (BKNtoueHo), TerM BCeX NOpPTOB, He
asnatowmxca QinQ noptamu, byayT OTMeHeHbI U UX Henb3s ByaeT U3MeHUTD, a BCe
nopTbl QinQ byayT TerMpoBaHbl U UX HENb3A ByAeT USMEHUTD.

7.1.1.12 Npeumyuiecrsa cetn VLAN

Huxxe npuBeaeHoO HECKONbKO NpenmyLLecTB obecneunBaeMbix ceTamun VLAN.

U3onauua TpacMKa onpeneneHHoro oMeHa

BupTyanbHble nokanbHble cet (VLAN) ualle BCero MCnonb3yrTca B CBA3M C UX
CNOCOBHOCTbIO OrpaHMuUMBaTh NOTOKK TpahmKa Mexay rpynnamMun yCTpOMCTB.

M3nnWHWA WpoKoBeLLaTenbHbIM TPAaPUK MOXKHO OrpaHMumnTb ceTbto VLAN, B
KOTOpOM OH HeobxoaunMm. LLiInpokoBellaTenbHble WTopMbl B ogHOM VLAN He BNUSAHOT
Ha nonb3oBatenen B Apyrux VLAN.

Ona xoctoB B ogHoM ceT VLAN MOXXHO npegoTBpatuTb ClyvyanHoe unu
npegHamMepeHHoe nonyuyeHue IP-agpeca xocta B apyrou cetn VLAN.

Ncnonb3oBaHWe XUTPOYMHOW (hubTpaLmu Ha 2-M YPOBHE W HeCKonbKux VLAN
no3BonAeT pa3gennTb Bpoae bbl eguHyto IP-noaceTb Ha HECKONbKO obnacTer ¢
pas3fnMuYHbIMK NONUTMKaMK BesonacHocTu/gocTyna.

XOCTbl C NogKNtoueHMeM K HeckonbkiM VLAN MoryT nepeaaBatb Tpadmk
pa3fnuuHoro TMna uepes pasHbole cetn VLAN.

'] 68 RUGGEDCOM ROS Bepcua5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02



YpoBeHb 2

7.1.1 KoHuyenuyusa cetei VLAN

E&E®-0

4
5
®  VLAN
@  Kommytatop
PucyHok 7.3 Heckonbko nepekpbiBatownxca VLAN

Yp06CcTBO aAMUHUCTPUPOBaAHUSA

BupTyanbHble nokanbHble cetn (VLAN) obecneunBatoT agantauuio K nepemMeLleHnto
OKOHEeuUHoro obopyaoOBaHMA 3@ CUET NPOCTOr0 U3IMEHEHUA KOH(UTYypaLMK CETEBOTO
0bopynoBaHUA BMeCTo (hM3MUEeCKOM peopraHunsaumm kabenbHom cuctemsl. Korga
n3MeHnAeTcA hM3MUeCcKoe pacnosioXKeHWe XOCTa, TO UAaCTO TaKXKe MEHSETCA ero
TOUKa NOAKNoUeHUA. B 3ToOM cnyuae npu ucnonb3osaHun VLAN focTaToOUHO NPOCTO
CKOMupoBaTb HacTporku VLAN 1 NprMopmUTETOB Ha HOBbIN NOPT.

CoxpameHMe KonnyecTtBa UCnosibsyemoro 060pyﬂOBaHMﬂ

RUGGEDCOM ROS Bepcusa5.5

bes cete VLAN n3onauunsa obnacren Tpadunka tpebyet MCnonb3oBaHUA OTAENbHbIX
MOCTOB Ansa pasgenexHus cete. Cetn VLAN mcknrouatoT HeobxoanMocCTb B
OTAEeNIbHbIX MOCTax.

UacTo yaaeTcsa COKpaTUTb U KONMUECTBO XOCTOB ceTU. HepeaKo cepBep Ha3HauaeTcA
C uenbro obecneueHunA cepBuca AN HeE3aBUCUMbIX ceTe. Bce cepepbl MoryT

BbITb 3aMeHeHbl eAUHCTBEHHbIM CEPBEPOM, C 4OCTYNOM KO BceM VLAN uepes
eJMHCTBEHHOE NOAKIItoUEHHWe. ITOT CEpBEP MOXET OCYLLECTBATbL MapLUPyTU3aLMLIo
Mexay cetAaMmun VLAN.

XoCTbl C NoAgKAoUeHUeM K HeckonbknuM VLAN MoryT nepepaBatbh Tpadmk
pa3nnuHoOro TMna uepes pasHole cetn VLAN.
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7.1.2 lpocmotp cnucka cetesi VLAN

199.85.245.1/25

199.85.245.128/26

199.85.245.192/26

CepBep, MapLUpyTM3aTOP UM KOMMYTATOP YPOBHA 3
KommyTtaTop

VLAN 2

VLAN 3

VLAN 4

@EOOO

PVIC)/HOK 7.4 KOMMyHVIKaLlVIVI Mexay BUpTyaJibHbIMU JTOKAJIbHbIMUW CETAMMU

7.1.2 MpocmoTp cnucka ceteit VLAN

UTtobbl npocMoTpeTb cnuncok Bcex ceTer VLAN, co3aaHHbIX CTaTUUECKU, HEABHO
Unu guHamuuecku, nepenaute B Virtual LANs » View VLAN Summary. MNosasutcs
Tabnuua VLAN Summary.

Ecnu cetn VLAN He yKa3saHbl B cnucKe, nobaBbTe HEOOXOAMMbIE CTaTUUECKHUE
cetn VLAN. [1nAa nonyuyeHns AONONHUTENbHOM MHGOPMaumu cM. "[lobaBneHune
ctatnueckow cetn VLAN (CtpaHuua 174)".

7.1.3 fmobanbHoe KoHUrypuposaHue cetei VLAN

UTobbl CKOHUIyprpoBaTb rnobanbHble HACTPOWKK Ana Bcex ceteit VLAN, caenante
cnegyrouee:

1. MepenpguTe B Virtual LANs » Configure Global VLAN Parameters. [oasutca
dopma Global VLAN Parameters.
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7.1.4 KoHpurypupoBaHue cetern VLAN gna KoHKpeTHbix Ethernet-nopTos

2. HeobxoanMo cKOHMUTypHpOBaTh CreaytoLlne napamMeTpbl:

MNapametp

OnucaHue

VLAN-aware

KpaTkuit 0630p: [ No | Yes ]
3HaueHue no ymonuaHuto: Yes

YcTaHaBnMBaeT pexxuM pyHKUMoHUpoBaHMA VLAN-
ocBegoMneHHbit unu VLAN-HeocBegOMMEHHbIN.

Ingress Filtering

KpaTkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHuto: Disabled

BknrouaeT unu oTkNtouaeT BXoaHyH dunbtpauuto VLAN

Ha Bcex nopTax. Ecnun 3T0T napameTp BKAtoUeH, noboin
TErMpOBaHHbIM NaKeT, MOCTyNaroLWKUM Ha MOPT, KOTOPbIN He
ABMNAETCA YYaCTHUKOM BUPTYanbHOM CETH, C KOTOPOM CBA3aH
3TOT nakeT, oTbpacbiBaeTcA. Ecnm napameTp oTKNtoueH,
nakeTbl He 0T6pacbiBatOTCA.

MpumeuaHue

BxopnHana dunbTpauus He UMeeT BIUSAHWA, Koraa nopTbl HAaXo-
natcs B pexkume VLAN-unaware (VLAN-HeocBeOMAEHHbIH)
unu B pexkume Q-in-Q.

QinQ Outer TPID

KpaTkuit 0630p: [ 0x8100 | 0x88A8 ]
3HaueHue no ymonuaHuto: 0x8100

Boibop Ethertype ons ucnonb3oBaHuA B KauecTse
uaeHTUMKaTopa NpoToKona TerupoBaHua (TPID) Ha nopTax
QinQ cetn VLAN, korga ans QinQ BbIbpaHo 3HaueHWe
"BkntoueHo". Kagpbl, BxogAwme B nopt QinQ cetn VLAN byayT
MOEHTUDPULMPOBATLCA KaK TEFMPOBaHHbIE, eCK NepBbIk
Ethertype coBnagaer c 3TUM 3HaUEHMEM; TET BHELUHEN CETH
VLAN c nonem TPID, HazHaueHHbIM 3TOMY 3HaueHwuto, byaet
BCTaBfieH B Kaapsbl, Bxoaswme B nopt QinQ cetn VLAN.

MpumeuaHune

Ecnu ana QinQ ycraHoBneHo enabled (BkntoueHo), Term Bcex
nopToB, He ABnAtoLWmMxca QinQ noptamu, byayT OTMEHEHbI U UX
Henb3A byneT M3MeHUTb, a Bce NopTbl QinQ ByayT TerMpoBaHbl
W UX Henb3s DyaeT U3MEHUTb.

3. Haxwmwute Apply.

7.1.4 KoHdurypuposaHue cetert VLAN ansa KkoHKpeTHbIX Ethernet-nopToB

Ecnu VLAN ID npucBanBaetca Ethernet-nopty, cetb VLAN oTobpaxaetcs B Tabnuue
CBOAHbIX cBeAeHuM no VLAN, rae ee MOXHO AOMONHUTENBHO CKOH(UIYPUPOBATb.

UTtobbl ckoHpurypuposaTb VLAN ana kKoHkpeTHoro Ethernet-nopra, caenaimte

cnegytouee:

1. Nepenpute B Virtual LANs » Configure Port VLAN Parameters. MosaButcs
Tabnuua Port VLAN Parameters.

RUGGEDCOM ROS Bepcusa5.5
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7.1.4 KoHpurypuposaHue cetein VLAN gna KoHKpeTHbix Ethernet-nopTtos
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2.
3.

Boibepute nopr. MNoasutca oopma Port VLAN Parameters.

HeO6XOﬂMMOCKOHqNﬂprpOBaTbCﬂeﬂyKHHMeHapaMeTpHZ

MNapametp

OnucaHue

Port (s)

KpaTtkuit 0630p: Any combination of numbers valid for this
parameter

Homep nopTa ycTpoiicTea (MnM CnMCcoK NOPTOB, €CAK OHU
obbeanHeHbl B rpynny).

Type

KpaTtkuit 0630p: [ Edge | Trunk | PVLANEdge | QinQ ]
3HaueHue no ymonuaHwuto: Edge

3TOT NnapaMeTp yKasbiBaeT, KakuM obpa3om nopT onpegensert
CBOE yuacTue B BUPTyanbHbiX nokanbHbix cetax (VLAN).
CyLlecTByeT HECKONbKO TUMOB NOPTOB:

* [Edge (I'paHuuHElL) - MOPT ABNAETCA YYaCTHUKOM TOMbKO
onHo#M cetv VLAN (370 ero native VLAN, 3agaBaemMas napa-
meTpoMm PVID).

] Trunk (TpaHKOBED) — NOPT aBTOMAaTUUYECKKW CTaHOBUTCA
YYaCTHUKOM BCeX CKOHUTyprupoBaHHbIx ceTeit VLAN. Kaga-
pbl, NepegaBaemMble C faHHOTO nopTa no scem cetam VLAN,
Kpome native VLAN atoro nopta, Bceraa byayT TermpoBaH-
HbIMKW. OTOT NOPT TaKXKe MOXHO HAaCTPOUTb ANA UCMOMNb30-
BaHuA GVRP B Lensx aBToMatMuyeckoro KoHUrypmupoBsa-
HuA VLAN.

* PVLANEdge - MOPT ABAAETCA yYaCTHUKOM TONbKO OLHOM
cetn VLAN (310 ero native VLAN, 3apaBaemasi napamet-
pom PVID) v He nepecbinaet TpadhmK Ha Apyrue nopTbl
PVLANedge B To# xe VLAN.

*  QinQ - NOPT ABASAETCA TPAHKOBbIM MOPTOM,
MCNOMb3yHOLWMM ABOMHOE TernpoaHue VLAN, unu
BnoxeHHble cetu VLAN. Bo Bce Kagpbl, BbIxoAsALMe 13
3TOro nopta, Bceraa 4obaBnsAeTcs AONONHUTENbHbIN
Ter VLAN. UpeHTudmkaTop VID B fobaBnsemom
LONONTHUTENbHOM Tere, NpeacTasnseT cobon
naeHtudukatop PVID BxogHoro noprta kagpa. Ter VLAN
BCeraa yoanseTcs U3 KagpoB, MOCTYNaroLMX Ha 3TOT NOPT.

MpumeuaHune

B 3aBMCMMOCTH OT yCTaHOBJIEHHOM annapaTHOM YacTu
HeKoTOpble MOAENN KOMMYTAaTOPOB NO3BONAIOT KOHUTY-
pupoBaThb TONbKO OAWH MOPT KOMMYyTaTopa Ha pexxum QinQ
3a OfIMH pas.

PVID

KpaTkuit 0630p: Lienoe uncno ot 1 go 4094
3HaueHue no ymonuaHuto: 1

MaeHTUMKaTOp NopTa BUPTyanbHOM nokanbHol cetu (VLAN)
onpepenset uaeHtnudukatop cetn VLAN, accounmnpoBaHHOM C
HeTerMpoBaHHbIMU (M TErMPOBaHHbIMK NpuopuTeToM 802.1p)
Kaapamu, NpMHUMaeMbIMK Ha 3TOT MOPT.

Kappbl, TerMpoBaHHble HeHyneBbIM MaeHTUdKaTopoM VLAN,
Bcerga byayT accouMmMpoBaHbl C 3TUM UAEHTUHUKATOPOM
VLAN, KOTOpbIi MU3BNEKaeTca U3 Tera Kagpa.
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/.1.5 YnpasneHue cratnyecknumu cetamu VLAN

Napametp

OnucaHue

MN3mMeHANTe 3TOT NnapamMeTp C OCTOPOXHOCTbO! [0 yMonuaHuto
KOMMYTaTOp HAaCTPOEeH TakMM 0b6pa3oM, utobbl MCNONb30BaTb
VLAN 1 ans ynpaBneHus, U Kaxabli NopT KOMMyTaTopa
HacTpoeH ana ucnonb3osaHuA VLAN 1. Ecnn nsmeHutb
HaCTpOMKM NopTa KOMMYTaTopa TakMM obpa3om, utobbl ana
TpaduKa ynpaBneHms KOMMyTaTopaMm1 UCNonb30Banach

He ogHa VLAN, a gpyras, To yCTPpOMCTBA, MOAKNOUEHHbIEe

K nopTam B nepBoi VLAN, He cMOryT ynpaBfaaTb 3TUM
KOMMYTaTOPOM.

PVID Format

KpaTtkuit 0630p: [ Untagged | Tagged ]
3HaueHue no ymonuaHuto: Untagged

YKasbiBaeT, byayT N1 TerMpoBaHHbIMU UKW HETErMPOBaHHbIMK
Kaapbl, NnepefaBaeMble uepes nopT B ero native VLAN
(KoTopan onpefeneHa napaMeTpom PVID ).

MNpumeuaHue

Ecnu pna QinQ ycraHoBneHo enabled (BkntoueHo), Teru Bcex
nopToB, He ABnAtoLWmMxca QinQ noptamu, byayT OTMEHEHbI U UX
Henb3s byaeT M3MeHUTDb, a Bce NopTbl QinQ byayT TerMpoBaHsbl
W UX Henb3si DyaeT U3MEHUTb.

GVRP

KpaTtkuit 0630p: [ Adv&Learn | Adv Only | Disabled ]
3HaueHue no ymonuaHuto: Disabled

KoHurypupyeT pexum paboTbl npotokona GVRP (ba3oBbii
npotokon peructpauuu VLAN) ana nopta. CywectsyeTt
HecKonbKo pexxumoB paboTbl GVRP.

* Advé&Learn (Paccemka m npmeM) - Uepe3 nopT nochbl-
naroTca ornoseLleHnn o Bcex ceTax VLAN, cyLlecTByOLNX
B KOMMYyTaTope (HacTPOEHHbIe UK U3BECTHbIE U3 PacChif-
K1), HO MOPT He NPUHUMAET nHdopmaumto o ceTax VLAN.

* Adv Only (TosbkO paccChUIKa) - Uepe3 NopT nocbuia-
toTCA onoBeLleHus o Bcex cetax VLAN, cyliecTByrowmx B
KoMMyTaTope (HacTpOeHHbIe UK U3BECTHbIE U3 pacChbin-
KW), HO MOPT He NPUHUMaET UHOPMaUKto o ceTax VLAN.

* Disabled (OrxioueHno) - NOPT He cNocobeH NpousBo-
OWTb KaKkyro-nnbo obpaboTky no npotokony GVRP.

Tonbko TpaHKoBble NopTbl ABAAOTCA GVRP-coBMECTUMbIMU.

4. Haxmwute Apply.

7.1.5 YnpaBneHue cratuueckumm cetamu VLAN

B naHHOM pa3gene onncbiBaeTCcA npouecc KOHCbVIprMpOBaHMFI CTaTMUECKHX CEeTeMN

VLAN u yrnpaBneHua nmu.

RUGGEDCOM ROS Bepcusa5.5
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/.1.5 Ynpasnenue cratnyeckumm cetamu VLAN

7.1.5.1 MpocmMoTp cnucka ctaTtMueckux ceten VLAN

UTtobbl npocMoTpeTb cnucok ctatuueckux ceter VLAN, nepeiaute B Virtual LANSs »
Configure Static VLANs. MNosiButcA Tabnuua Static VLANSs.

Ecnun ctatnueckas cetb VLAN He yKa3aHa B cnucke, fobasbTe ee. [InA nonyueHus
AOMNONHUTENBHOW MH)OpMauum cM. "JobaBneHue ctatuueckom cetn VLAN

(CtpaHuua 174)".

7.1.5.2 [JobasneHue ctatuueckoi cetu VLAN

UTtobbl fobaBuTb cTaTUueckyto ceTb VLAN, caenanTe cnepytollee:

1. Nepengute B Virtual LANs » Configure Static VLANs. MNoaswuTca Tabnuua Static

VLANSs.

2. Haxwmwure InsertRecord. MosaButca hopma Static VLANSs.

3. HeobxoaMmo CKOHMUIyprUpoOBaTb CneayroLmMe napamMeTpsbi:

NMpumeuaHune

Ecnu IGMP Options He BkntoueHbl Ans gaHHol cet VLAN, To coobuieHun

IGMP 1 MHOroagpecHble NOTOKK byayT nepecbinaTbCa HEMOCPEACTBEHHO BCEM
yyacTHukam 3toi VLAN. Ecnu ntoboin 13 yuactHukoB cety VLAN nognucbiBaeTcs
Ha MHOroaApecHy paccblfiky, TO BCe yuacTHUKK 3Toi VLAN ByayT nonyuaTb

rpynnoBou TpaduK.

Napametp

OnucaHue

KpaTkuit 0630p: Lienoe uncno ot 1 go 4094
3HaueHue no ymonuaHwuio: 1

NoeHTudpmkatop VLAN, ncnonbsyemblit ana naeHTuduKauum
cetv VLAN B TernpoBaHHbIx Ethernet-kagpax B cooTBeTCTBUM C
IEEE 802.1Q.

VLAN Name

KpaTtkuit 0630p: CTpoka aAnuHoi 19 cumeona(os)

Mmsa cetn VLAN npepacraBnseT coboi onncaHue HazHaueHun
AaHHol VLAN (Hanpumep, BUpTyanbHasa nokanbHasa ceTb
TEXHWUECKOro Ha3HaueHus).

Forbidden Ports

KpaTkuit 0630p: Any combination of numbers valid for this
parameter unu [ None ]

370 NopTbl, KOTOPLIM He pa3peLlaeTcs bbiTb yUaCTHUKAMHU
BUpPTyanbHOMU nokanbHol cetn (VLAN).
Mpumepbl:

* None (OrcyTcTrByeT) - BCEM MOPTAaM KOMMYTATOpa pas-
pewaeTcA ObITb y4aCTHMKaMH BMpTyaJ’IbHOVI NOKanbHOW ce-
™ (VLAN).

* 2, 4-6, 8-BCeM MnopTaMm, 3a UCKNOUEHUEM NOPTOB 2, 4,
6, 7 n 8, pa3pewlaetcs bbiTb yuacTHUKamu VLAN.

174
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7.1.6 lpumep: KoHUrypupoBaHue noaaepxKu ynpasBneHna Ha HecKonbKkux cetax VLAN

Napametp

OnucaHue

IGMP

KpaTkuit 0630p: [ Off | On ]
3HaueHue no ymonuaHuto: Off

3TOT MapaMeTp BKIIHOUAET UMM BbIKIHOUAET OTCNIEXKMBaHUE
ceteBoro Tpacuka IGMP B gaHHOM ceTu VLAN.

MSTI

KpaTkuit 0630p: Lienoe uncno ot 0 go 16
3HaueHue rno ymonuaHuto: 0

3TOT NapaMeTp ABNAETCA CYLECTBEHHbIM TONbKO AJiA
MpOTOKONIa MHOXeCTBEHHOTO cBa3ytoLlero aepeBa (MSTP) u
He OKa3blBaeT BNUAHMA, ecnu MSTP He ucnonb3yetca. [laHHbIM
napamMeTpoM OnpeaenaeTcsa IK3eMnsap MHOXECTBEHHOTO
cAsytowero gepesa (MSTI), Ha KOTOpbIM JOMKHA
oTobpaxaTtbca cetb VLAN.

4. Haxmwute Apply.

7.1.5.3 YnaneHue ctatnuyeckou cetu VLAN

UTobbl yaanutb cTatuueckyto cetb VLAN, coenainTe cnegyrollee:

1. Nepenpute B Virtual LANs » Configure Static VLANs. MNoaswuTca Tabnuua Static

VLANSs.

2. Bbibepute ctatnueckyto cetb VLAN 3 Tabnuubl. NMoasutca popma Static

VLANSs.

3. Haxwmute Delete.

7.1.6 Mpumep: KoHdbUryprupoBaHue nogaep>KKu yrnpaBneHUs Ha HECKONbKUX

cetax VLAN

B naHHOM npuMepe NoKa3aHo, Kak OCyLLEeCcTBAATL NepemMeLleHre Tpadmka
ynpaBneHnA No HeCKoNbKuM cetamM VLAN.

CrnepytoLLlan TONONOrnsa COOTBETCTBYET CLLEHapHIO, MPU KOTOPOM CUCTEMHOE BpeMs
CUHXPOHU3UpPYeTCA Ha Tpex ycTponctBax RUGGEDCOM ROS B aByx cetax VLAN.
SNTP-nakeTbl OTNPaBAAOTCA Ha3az M Bnepes mexay ycrporictBamm RUGGEDCOM

ROS B mopenu "knueHT-cepsep”.

A 3AMETKA

YKa3aHHble 3HaUeHHUs XapaKTepPHbI AnA I'Ipe)J,CTaBJ'IEHHOﬁ Tononorun. @akTuueckune
3HaueHWA MOTyT OTJIMUaTbCA, B 3aBMCHMMOCTHU OT KOHqJMpraLlMI/I NoJib30BaTenAd.
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7.1.6 lpumep: KoHGUrypupoBaHue noaaepxKu ynpasBneHnsa Ha HecKonbKkux cetax VLAN

P1 VLAN1 P2 / \ P3 VLAN2 P4

192.168.0.1/24 192.168.0.2/24 2001:db8::2/64 2001:db8::3/65

NTP Client A NTP Server A NTP Client B NTP Server B
S2

S1 S3

@®  KommytaTop S1
@ KommyTaTop S2
®  KommytaTop S3

PucyHok 7.5 Tononorua — KOHMUIypMpOBaHWE NOALEPKKMW YNPABNEHUA Ha HECKONIbKMX CETAX
VLAN

UTobbl BOCNPOM3BECTHM 3Ty TONONOIUIO, CAenanTe cnegyrollee:
1.  CkoHdurypupynte kommyTtatop S1 cnegyrownmm obpasom:
Mogkntouute nopT P1 K nopTty P2 Ha KoMMyTaTOpe S2.

b. HasHaubTe IP-agpec 192.168.0.1/24 nopty P1.

c. CkoHgurypupy#Te nopt P1 B KauecTBe MHTepdelca ynpaBneHus.
[na nonyyeHua ONONHUTENbHOM MHOPMaLmK cM. "[lobaBneHue IP-
WHTepderica kommytatopa (CtpaHuua 89)".

d. HasHnaubte nopt P1 cet VLAN 1. [InA nonyyeHna 4OMNONHUTENbHOM
MHdopmauunmn cMm. pasgen "KoHdurypuposaHue cetert VLAN ana
KOHKpeTHbIX Ethernet-nopTtoB (CtpaHuua 171)".

e. HactpowTe UCTOUHUK BpeMeHn kommyTatopa ST Ha NTP SERVER
(NTP-CEPBEP). ins nonyuyeHusa [ONONHUTENbHOM MH(POPMALMK CM.
"KoHurypupoBaHue MCTouHMKa BpemMeHn (CTpaHuua 272)".

f.  CkoHdurypupymte NTP-cepBep Ha KommyTaTope S1 cnegytowwimm obpasom:

Cepsep MepBUUHbIH
IP-appec 192.168.0.2
Mepurop 06HOBNEHUA fAHHbIX 1 MuHyTa

[na nonyyeHua AONONHUTENbHOM MHOPMaLMK CM. "KoHDUryprupoBaHue
cepBepoB NTP (CtpaHuua 273)".
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7.1.6 lpumep: KoHUrypupoBaHue noaaepxKu ynpasBneHna Ha HecKonbKkux cetax VLAN

2. CKOH(urypupymnTe KOMMyTaTOp S2 crnegytolwmm obpasom:
a. MNopkntounte nopt P3 K nopty P4 Ha KoMMyTaTOpe S3.
b. HasHaubTe IP-agpec 192.168.0.2/24 nopty P2.

c. HasHaubTte IP-agpec 20017:db8::2/64 nopty P3.

d

CKOHUrypupyHnTe NnopT P2 B KauecTBe BCMOMOraTenbHOro nHtepdenca
ynpasneHus. [ns nonyueHus 4ONONHUTENbHON MHAPOPMALMKU CM.
"[NobaBneHue IP-uHTepdelica kommyTtatopa (CTpaHuua 89)".

e. CKkoHurypupyiTe nopt P3 B kKauecTBe UHTepdenca, He ABNAIOLEroca
ynpasnarownM. [InAa nonyyeHns 4ONOAHUTENbHON MHOPMaLMK CM.
"[obaBneHue IP-uHTepdelica kommyTtatopa (CTpaHuua 89)".

f.  Ha3sHaubTe nopt P2 cetn VLAN 1. [inA nonyyeHWUa LONONHUTENbHOM
HdopmMauunmn cMm. pasaen "KoHdurypuposaHue cetert VLAN ana
KOHKpeTHbIX Ethernet-noptoB (CTpaHuua 171)".

g. HasHaubTe nopt P3 cetn VLAN 2. [1ns nonyueHUA AONONHUTENbHOWM
MHopmauunmn cMm. pasgen "KoHdurypuposaHue cetert VLAN ana
KOHKpeTHbIX Ethernet-noptos (CTpaHuua 171)".

h. HactpoiTe UCTOUHMK BpemMeHU KommyTaTopa S2 Ha NTP SERVER
(NTP-CEPBEP). ina nonyuyeHns 4ONONHUTENbHOW MH(DOPMALIMK CM.
"KoHurypupoBaHue MCTOuHMKa BpeMeHu (CTpaHuua 272)".

CkoHdurypupymnTe NTP-cepBep Ha KOMMyTaTope S2 cneaytowmnm obpasom:

CepBep [epBUUHbIH
IP-appec 2001:db8::3
MNepurop o6HOBNEHUA fAHHbIX 1 MUHyTa

[nsa nonyyeHua AONONHUTENbHOM MHGOPMaLMK CM. "KoHDUryprpoBaHue
cepBepoB NTP (CtpaHuua 273)".

3. CKOH(urypupyHnTe KOMMyTaTOp S3 cneaytolwmm obpasom:
Ha3sHaubte IP-agpec 2001:db8::3/64 nopty P4.

b. CkoHdurypupy#Te nopT P4 B KauecTBe MHTepdelca, He ABNAIOLLErocs
ynpasnaoLWwmUmM. 1na nonyyeHns LJONONHUTENIbHOW MHDOPMALIMK CM.
"[NobaBneHue IP-uHTepdelica kommyTatopa (CTpaHuua 89)".

Q

c. HasHaubte nopt P4 cetn VLAN 2. [1nA nonyueHWA AONONHUTENbHOM
nHdopmaumnmn cMm. pasgen "KoHdurypuposaHue cetert VLAN ana
KOHKpeTHbIX Ethernet-nopTtoB (CtpaHuua 171)".

d. HactpovTe UCTOUHUK BpeMeHn KommyTaTopa S3 Ha LOCAL CLK
(JlTokanbHble yackl). ONa NnonyyeHuss AONONHUTENbHON MHDOPMALMK CM.
"KoHburypupoBaHue MCTouHMKa BpeMeHu (CTpaHuua 272)".

e. YcraHoBuTe SNTP Ha enabled (BkntoueHo) Ha komMmyTaTtope S3. [ins
nony4yeHus AONONHUTENbHOM MHOPMaLUMK CM. pa3gen "BkntoueHue/
oTkntoueHue cnyxbbl NTP (Ctpanuua 273)".

RUGGEDCOM ROS Bepcusa5.5 1 77
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7.2 YnpasneHne MAC-agpecamu

4. YbeouTtecb B CnefyroLleMm:

a. JlokanbHble yacbl KOMMyTaTopa ST CUHXPOHU3MPOBAHbI C NOKaNbHbIMK
yacamu KoMmyTaTopa S2. [inAa nonyuyeHus JONONHUTENbHON MHDOPMaLMK
cM. "YnpasneHue NTP (CtpaHuua 272)".

b. JlokanbHble yacbl KOMMYyTaTOpa S2 HE CUHXPOHU3NPOBAHbI C NOKaNbHbIMM
yacamu KommyTatopa S3. Ina nonyyeHuA 4OMNONHUTENbHON MHOPMaL MK
cM. "YnpaBneHue NTP (CtpaHuua 272)".

c. SNTP-cepBep He focTyneH Ha KOMMyTaTope S2 ¢ nepsuuHoro NTP-cepBepa
(nockonbky ceTb VLAN 2 He ABnsieTcs ynpasnstoLlen). ina nonyueHus
[ONOSNIHUTENbHOW MHOPMaLMK cM. "YnpaBneHue NTP (CTpaHuua 272)".

7.2 YnpasneHne MAC-agpecamu

B naHHOM pa3gene paccmatpuBaetca ynpasneHve MAC-agpecamu.

7.2.1 MpocmoTtp cnucka MAC-agpecoB

UTobbl NPOCMOTPETb CMMCOK BCEX CTAaTUUECKUX U AUHAMUUECKKU nonyueHHbix MAC-
agpecos, nepenagute B MAC Address Tables » View MAC Addresses. NosiBuTCA
Tabnuua MAC Addresses.

Ecnn MAC-agpec He yKasaH B CMUCKe, caoenanTe cnegyrollee:

1.  CkoHdurypupymTte onuunmn onpegeneHns MAC-agpecoB Ha perynMpoBaHue
BpeMeHU ycTapeBaHuAa AMHaMuuecku onpegensaemMbix MAC-agpecoB opyrux
YCTPOWCTB B CeTU. [1nA nonyyeHnsa JONONHUTENbHON MHPOPMALMK CM.
"KoHdurypupoBaHue onuuit onpegenedna MAC-agpeca (CtpaHuua 178)".

2. CKOH(HrypupyHnTe agpec Ha YCTPOMCTBE B KauecTBe cTatuueckoro MAC-
agpeca. [insa nonyyeHuA 4ONONHUTENbHOM MHopMaLuuK cM. "[lobaBneHne
ctatMyeckoro MAC-agpeca (CtpaHuua 180)".

7.2.2 KoHdurypuposaHue onuuin onpepenedmna MAC-agpeca

Onuwnun onpepenenna MAC-agpeca perynupyroT Kak u korga MAC-agpeca
aBTOMaTHUUeCKM yaansatoTca u3 tabnuubl MAC-agpecoB. OTaenbHble agpeca
yOansaroTCA NpY NPEBbILIEHUM BPEMEHU TalMepa yCcTapeBaHUA. Agpeca TakXKe MOryT
y4anATbCsA NPU OTKa3e KaHana CBA3W UKW U3MEHEHUM TONONOTM UK.

UTtobbl CKOHUIyprpoBaTb onunn onpepenenna MAC-agpecos, caenamnte
cnepyroLlee:

1. Nepeipute B MAC Address Tables » Configure MAC Address Learning
Options. NMosaswutcs popma MAC Address Learning Options.
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7.2.3 KoHpurypupoBaHue onumi 1aBnHHoOM paccbinkn MAC-agpecos

2. HeobxoanMo cKOHMUTypHpOBaTh CreaytoLlne napamMeTpbl:

MNapametp

OnucaHue

Aging Time

KpaTkuit 0630p: Lienoe uncno ot 15 go 800
3HaueHue rno ymonuaHuto: 300

3ToT napamMeTp 3a4aeT BpeMs, B TeUeHWe KOTOporo
3anoMHeHHbIn MAC-agpec xpaHUTCA, Noka He byaeT couTeH
yCTapeBLUUM.

Age Upon Link Loss

KpaTkuit 0630p: [ No | Yes ]
3HaueHue No ymonuaHuto: Yes

Ecnu ycTaHoBneHo Ha "[la", Bce 3anomMHeHHble MAC-agpeca Ha
OTKa3aBLUEM NOPTY MFHOBEHHO ByAyT COUTEHbI YCTapeBLUMMU
nocne obHapyXeHUsi OTKa3a KaHana CBA3H.

Korpa Bo3HWKaeT oTKa3 KaHana CBA3W, TO KOMMYTaTop MOXeT
XpaHUTb HekoTopble MAC-agpeca, paHee 3aroMHeHHble
uepes HepaboTocnocobHbIN NopT. MOCKONbKY 3T agpeca He
ycTapenu, To KOMMyTaTop MPOAOIIKMUT NepechbinKky Tpadurka Ha
3TOT MOPT, NPENATCTBYA TEM CaMbIiM NMPOXOXAEHUIO TpadunKa K
y3ny Ha3HaueHuA uepes HOBYHO TOMOJIOTUIO CETH.

ObpaTtnTte BHMMaHUe, UTo MPU BKNOUEHHOM Ha KOMMyTaTope
NPOTOKOJie pe3epBUPOBAHUA ceTu, Hanpumep, RSTP/IMSTP, atoT
NPOTOKOJ pe3epBUPOBaAHUA MOXKET OUMCTUTb 3aNOMHEHHbIE

Ha oTKa3saswem nopTty MAC-agpeca npu oTkase KaHana CBfsu,
He3aBMCMMO OT HaCTPOMKKW AaHHOro napameTpa.

3. Haxwmwute Apply.

7.2.3 KoHdurypuposaHue onuuin naBuHHoOM paccbinku MAC-agpecos

UTobbl CKOHDUIYPHUPOBATL ONLUKK NaBUHHOM paccbinkn MAC-aapecos, caenaiTte

cnegytouyee:

1. Nepeipute B MAC Address Tables » Configure MAC Address Flooding
Options. NMosaswuTca Tabnuua Flooding Options.

2. Bbibepute noprt. Mosasutcsa popma Flooding Options.

HEO6XOHMMOCKOH@MprMpOBaTbCﬂEﬂyKﬂuMeHapaMeTpHZ

MNapametp

OnucaHue

Port (s)

KpaTkuit 0630p: Comma-separated list of ports

Homep nopTta ycTpoicTBa (MM CNUCOK MOPTOB, €CIIU OHU
obbeauHeHbl B rpynny).

Flood Unknown Unicast

RUGGEDCOM ROS Bepcusa5.5
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KpaTtkuit 0630p: [ On | Off |
3HaueHue no ymonuaHuto: On

O6bIUHO HampaBReHHbIW TPaUK C HEM3BECTHBIMU afpecamMu
Y3/10B Ha3HaUeHWs paccbinaeTcsa uepes Bce nopTbl. Ecnu
NopT CKOH(UIYPUPOBAH TaKUM 0b6pa3om, uTobbl OTKAOUATD
NaBUHHYHO PacCbINIKY TaKOrO TUMa, TO HanNpaBlieHHbIM TpauK
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7.2.4 YnpasneHue ctatuyeckumu MAC-agpecamu

7.2.4

7.2.4.1

7.24.2

180

Napametp OnucaHue

C HeM3BECTHbIMM afipecaMu He pacchbiNaeTcs uepes yKasaHHbIM
nopr.

4. Haxmwute Apply.

YnpasneHue ctatuueckumu MAC-agpecamu

Cratnueckne MAC-agpeca AOMKHbI BbITb CKOH(UIYPUPOBaHbI, KOraa YCTPOMCTBO
MOXET TONbKO NonyuaTb Kafpbl, HO He nepefaBaTb UX. UX Takxxe MoXeT
notpeboBaTbCcA CKOH(UIYPUPOBaATb, ecnn 6e30MacHOCTb Ha YpOBHe nopTa (ecnu
noaaep KMBaeTcs) AOMKHa OblTb MPUHYAUTENIbHOM.

TakXe MOXHO HacTpouTb cTaTiueckne MAC-agpeca, yKasas A1 HUX BbICOKUM
NPUOPUTET B CUTYaLlMK, KOraa Ana Tpadrka K onpeaeieHHOMY YCTPOUCTBY MK

OT HEero B KakoM-nnMbo cermeHTe NOKanbHOM CEeTU AOMKeH bbITb Ha3HaueH bonee
BbICOKMM npuoputeT CoS, ueM Ansa Apyrux yCTPOMUCTB B 3TOM CETMEHTE NIOKanbHOM
ceTu.

NpumeuaHue

MAC-agpec He MOXeT bbITb onpeaeneH B cet VLAN, KoTopas He
CKOH(urypupoBaHa B Tabnuue cratnueckunx cetert VLAN. Mpu nonyueHuu Kagpa ¢
Terom HeussecTHOM ceTu VLAN Ha 3aLyMLLEeHHbIM NOPT 3TO CUMTAETCA HapyLLUEeHUEM
6eszonacHoct 1 RUGGEDCOM ROS aBTOMaTMUeCKu reHepupyeT onoBeLLeHune
Be3onacHOCTM Ha ypoBHe nopTa.

MpocmoTp cnucka cratnuecknx MAC-agpecos

Utobbl NnpocMOTpeTb CNMCOK cTaTuueckux MAC-agpecos, nepengute 8 MAC
Address Tables » Configure Static MAC Addresses. NosButca Tabnuua Static MAC
Addresses.

Ecnu ctatnueckne MAC-agpeca He Bbinn CKOHMUIYypUpoOBaHbl, 4obaBbTe
HeobxoauMmble agpeca. [inA nonyyeHns JONONHUTENbHOM MHOPMALIUK CM.
"NobaBneHune ctatnueckoro MAC-agpeca (CtpaHuua 180)".

HNobaBneHune ctatuueckoro MAC-agpeca

UTtobbl fobaBuTb cTaTnuecknit MAC-agpec B Tabnuuy ctatmueckmux MAC-agpecos,
caenavte cnegyrollee:

1. TNepenpute B MAC Address Tables » Configure Static MAC Addresses.
MosasuTca Tabnuua Static MAC Addresses.

2. Haxwmwurte InsertRecord. Moasutca bopma Static MAC Addresses.

RUGGEDCOM ROS Bepcua5.5
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7.2.4 YnpasneHue ctatuyeckumu MAC-agpecamu

3. HeobxoaMmo CKOHMUIypupoBaTh CneaytoLme napamMeTpbl:

MNapametp

OnucaHue

MAC Address

KpaTkuit 0630p: ##-##-##-##-##-## where ## ranges 0 to FF
MAC-agpec, 3aMOMHEHHbI KOMMYTaTOPOM.

He bonee 6 cMBONOB NMOACTAHOBKW MOXHO MCMONb30BaThb AN1A
yKa3aHusa ananasoHa MAC-agpecoB, 3aNOMUHaHWe KOTOPbIX
Mopynem obecrneueHna 6€30NacCHOCTM Ha YPOBHE NopTa
pa3pelleHo (Korga ana napametpa Port Security yctaHoBneH
pexuM cTaTuueckux MAC-agpecos "Static MAC"). CumBorbl
NoACTaHOBKM AOMKHbI HaUMHaTbcA € KoHua MAC-agpeca,
npuvyemM BCe NOACTaHOBOUYHbIE CUMBOJbI AOMKHbI CNEefoBaTb
HenpepbIBHO.

[Mpumepbl:

*  00-OA-DC-**-* * - * * o3HauaeT Bce npocTpaHcTBo MAC-
appecos RuggedCom.

e 00-OA-DC-12-3*-** o3HauaeT AMana3oH, KOTOPbIM Hauu-
HaeTcAa ¢ 00-0A-DC-12-30-00 1 3aKkaHUMBaEeTCA 3HAUEHUEM
00-0A-DC-12-3F-FF.

VID

KpaTtkuit 0630p: Lienoe umcno ot 1 1o 4094 unu [ ANY |
3HaueHue no ymonuaHuio: 1

VLAN-ugeHTudmkaTop Toi ceti VLAN, B KOTOpOW
pyHKUMOHMUpPYET faHHbIM MAC-agpec.

Onuusa "NMoboi" noszsonaeT 3anomuHatb MAC-agpec uepe3s
Mopaynb 6e30nacHOCTM Ha YPOBHe nopTa Ha Ntobbix ceTax
VLAN, KoTOpble CKOH(HUIYpUMPOBaHbI Ha KOMMYyTaTOpe.

Port

KpaTkuit 0630p: 1 to maximum port number unu [ Learn ]
3HaueHue no ymonuaHuto: Learn

BBenute HoMep nopTa, Ha KOTOPOM HaXOAMUTCA YCTPOMCTBO C
[laHHbIM aapecoM. Bbibupaembii pexxum besonacHoCTH nopTta
He gonxeH bbitb "802.1X".

Ecnu nopt fomkeH Npon3BoanUTb aBTOMaTUUECKoe
3aMoOMHWHaHWe aapecoB, TO yCTaHOBWTE AfA 3TOro napameTpa
3HaueHue "3anoMuHatb". Onuma "3anoMuHaTh" NpUMeHnMa
ans 6e3onacHOCTH Ha YpOBHe nopTa B pexume "CTaTuueckui
MAC-agpec".

CoS

KpaTkuit 0630p: [ N/A | Normal | Medium | High | Crit ]
3HaueHue no ymonuaHuio: N/A

YcTaHaBnuBaeT npuopuTeT TpadmKka aAna onpeaeneHHoro MAC-
agpeca. Utobbl He npuoprUTU3NPOBaATb TPAhMK Ha OCHOBE
aapeca, Bbibepute N/A (HenpumeHnmo).

4. Haxmwute Apply.

RUGGEDCOM ROS Bepcusa5.5
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7.2.5 Ouunctka Bcex guHamuueckmx MAC-agpecos

7.24.3

7.2.5

7.3

7.3.1

182

YpaneHue ctatuueckoro MAC-agpeca

UTtobbl yaanuTb ctatnueckmui MAC-agpec 13 tabnuubl ctatnueckmux MAC-agpecos,
caenaunTe cnegytolee:

1. TNepenpute B MAC Address Tables » Configure Static MAC Addresses.
MosasuTca Tabnuua Static MAC Addresses.

2. Bbibepute MAC-agpec n3 tabnuupl. Nosasutca popma Static MAC Addresses.
3. Haxwmwute Delete.

Ouwuctka Bcex auHamuuecknx MAC-agpecoB

UTobbl OUMCTUTL CNUCOK AMHaMuuecknx MAC-aapecoB, caenanTe cnegytroulee:

1. Nepenpute B MAC Address Tables » Purge MAC Address Table. MosButcsa
dopma Purge MAC Address Table.

2. Haxwmute Confirm.

YnpaBneHne MHOroagpecHou hunbTpaumnen

IpynnoBow (MHOroaapecHbIn) TpahuK MOXKHO (hUNbTPOBATb C MOMOLLbHO
OTCIeXXMBaHMA NPOTOKONA rPynnoBoro ynpasneHusa cetu uHTepHeT (IGMP) unu
npoTokona MHoroagpecHow peructpaunn GARP (GMRP).

YnpasneHue IGMP

Mpotokon IGMP ncnonb3yetcs IP-xocTtaMu, utobbl CO0bLWATh MHOTOAAPECHbIM
MapLUpyTU3aTOpaM O CBOEM NMPUHALANEXHOCTHU K rpynmne XocToB. [1o Mmepe Toro,
KaK XOCTbl NOAMMCbIBAOTCA HAa KOHKPETHble MHOIOaApeCHble PacChifiKK UK

OTNMUCbIBAKOTCA OT HUX, MOTOKH Tpacbm(a HanpaeiATCA K 3TUM XOCTaM UK MUHYIOT
nXx.

Mpotokon IGMP paboTaeT Mexay MHOroagpecHbIMW MapLUpyTM3aTOpaMu

n IP-xoctamu. Ecnun HeynpaBnseMbli KOMMYTaToOp pa3MeLLaeTca Mexay
MHOroafipeCcHbIMW MapLIpyTU3aTOPaMKU U UX XOCTaMK, TO MHOFOaZpeCcHble MOTOKH
ByayT pacnpegeneHbl No BCEM NOPTaM. ITO MOXET NPUBECTHU K CyLLEeCTBEHHOMY
TpadmKy Ha Tex nopTax, rae oH He TpebyeTca v rae OT Hero HeT HUKAKKUX BbIrOA,.

Ecnu dbyHKUMA oTCnexxnBaHmA ceTeBoro tpadumka IGMP BkntoueHa, oHa byaet
BO34€eMCTBOBATb Ha coobueHunA IGMP, nocbinaemble ¢ MapLIpyTU3aTOpPa U XOCTa,
OorpaH1MumnBan NOTOKKM TpadhmMKa K COOTBETCTBYHOLLMM CErMEHTaM JIOKanbHOM CeTu.

A 3AMETKA

RUGGEDCOM ROS 3anpeyaet xoctam IGMP nognucky Ha cnegytoliune ocobble
MHOTOaApecHble agpeca:

* 01224.0.0.0 no 224.0.0.255

RUGGEDCOM ROS Bepcua5.5
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7.3.1 YnpasneHne IGMP

e 224.0.1.129

3T apgpeca 3ape3epBUpPOBaHbI 41 NPOTOKONOB MapLupyTnsaunun 1 IEEE 1588.
Ecnu otuet o npuHagnexxHoctn IGMP copep>XuT oguH U3 3TUX afpecos, oTueT
nepecbinaeTca KOMMyTaTopomM be3 3anoMuHaHKMA MHOPMaL MK O XOCTe.

7.3.1.1 KoHuenuusa IGMP

Pabota IGMP

RUGGEDCOM ROS Bepcusa5.5

B JaHHOM pasgene paccMaTpMBAOTCA HEKOTOPbIe MPUHLMMbI, UMEtoLLMe 3HaueH e
ANA peanusaumm punbTpauumn MHOrOAAPECHbIX PACcChITOK C moMoLbto IGMP.

Ha npuBefeHHOM HUXe CXxeMe noKa3aH NpocTol npumep ncnonbloBaHus IGMP.

NCTOUHKUK

3anpocbl NPUHAANEXHOCTH
OTueTbl 0 NPUHALNEXHOCTH
MoTpebutens

MHoroagpecHblt MapLipyT13aTop

@EOOO

PucyHok 7.6 Mpumep paboTbl IGMP

OpwmH IP-xocT uctouHmk (P1) reHepupyeT ABa MHOroafipecHbix noToka IP-Tpacuka,
M1 1 M2. CywiecTByeT ueTbipe NOTeHUManbHbIX noTpebutens stux notokos, C1-C4.
MHoOroaapecHbI MapLLpPYTM3aTOpP BbIACHAET, KAKOW XOCT XenaeT NoAnMcaTbCA Ha
TOT UM MHOW NOTOK, NOCbIasa 0bLMe 3anpochbl O MPUHAANEXKHOCTU B KaXKAbIM U3
CerMeHToB.

B 3TOM npumepe Ha obLMi 3anpocC O NPUHAANEXKHOCTH, OTNPABEHHbIN Ha CerMeHT
C1-C2, npuxoQmT OTBET B BUE OTUETA O NPUHAANEKHOCTU (MK NognUCKe),
yKa3blBatoLWMI, uTo TpebyeTca noanncka Ha NoTok M2. MapLpyTtusaTtop

bynet nepeHanpaBnAaTb NOTOK M2 B cermeHT C1-C2. AHanormuHbiM obpasom
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MapLpyTnU3aTop onpenendeT, Uto OH JOJIKeH nNepeHanpaB/iATb MOTOK M1 B cermeHT
C3-C4.

I'Iorpe6MTenb MOXeT NoANMnCaTbCA Ha nroboe uncno MHOroagpecHbIX paCCblJiOK,
BbllaBaA OTUET O NPUHAANEXHOCTHU ONA Ka)K,D.Oﬁ rpynnbl. Korga Kakon-nubo

XOCT BblAaeT OTUET O NMPUHAANEXKHOCTHU, APYTrHne XOCTbl B TOM Xe CErMeHTe CETH,
KOTOPbIM TaKXe Tpe6yeTCF| NPUHAOANEXHOCTb K TOWM Xe rpynne, noAaBJIAOT CBOU
cobCTBEHHbIE 3anpocChbl, NOCKONbKY OHK 6y,ElyT ﬂ,y6J'II/1pOBaTbCF|. Takum o6pa30|v|,
NPOTOKON IGMP FApaHTHUPYyeT, UTO CErMeHT 6y,ueT 3anpawnBaTtb TOJIbKO OAWH OTUET O
NPUHAONEXHOCTU OANA Ka)K,D,OIZ rpynnbl.

MapLupyTr3aTop NepuogMuecky onpalliMBaeT KaXabli U3 CBOUX CETMEHTOB,
uTobbl ONpenenuTb, NOANMWCaH XoTsa bbl OAMH NOTPebUTENb Ha ONpeaeNieHHbIH
noTok. Ecnu mapLipyT1satop He nonyyaet oTBeTa B TeUEHWe 3alaHHOro neproaa
BpemMeHU (0b6blUHO ABa MHTepBana BPeMeHW 3anpoca), To OH NPeKpPaTUT nepegauy
rPYynmnoBOro NOTOKa B JAHHbIM CEerMeHT.

bonee obuwmnit MeToa OTCEUEHMA UMEET MEeCTO, KOora notpebutenu, xxenaroiune
oTnMcaTbCA, oTnNpaBnsatoT coobuieHue IGMP leave group (MOKMHYTb rpynny).
MapLpyT1M3aTop MOMEHTANIbHO OTMPABMUT CNEeUNMUUHbIN ANA rpynnbl 3anNpoc O
NPUHAANEXHOCTH, UTObbl ONpeaenunTb, OCTaNMUCh NN eLle B CEerMeHTe NOAMUCUMKHU
3TOM rpynnbl. [locne TOro Kak oTNULIETCS NocneaHni notpebutens rpynnoBowm
PacCbIIKK, MapLUpyTU3aToOp NPeKpaTUT nepefauy rpynnoBoro NOToka B AaHHbIN
CErMeHT.

®OyHKunoHuposaHue IGMP Ha kKommMmyTaTope

®yHkuma IGMP Snooping (oTcnexuBaHue ceTeBoro Tpacduka IGMP)
npefycMaTpuBaeT CpeCcTBa, NO3BONAIOLLIME KOMMYTaTOpaM OTCNeXuBaTh (To ecTb
HabntopaTb) paboTy MapLUpyTU3aTOPOB, OTBeUaTb COODLLEHUAMMU O nognucke/
OTMUCKe OT UMEHMW NOPTOB NoTpebuTens Tpacdmka U COOTBETCTBYHOLLMM 0bpa3om
OTCeKaTb MHOroagpecHble NoToku. Cylecteyert aABa pexxuma IGMP, nog koTopble
MOXHO CKOH(PUIYypUpPOBaTb KOMMYTATOP: aKTUBHbINA U MACCUBHbIN.

*  AKTUBHbIN peXxum
Mpotokon IGMP nopgaepxuBaeT pexxum pabotbl 63 mapLipyTHsaTopa.

Ecnu KomMmyTaTop B 3TOM pexunme ucnonb3lyetca 6e3 MHOroaapecHoro
MapLUpYyTM3aTOpa, TO OH CNoCcobeH hyHKLMOHUPOBATb TaKMM 0Bpa3omMm, Kak
ecnuv 6bl OH BbIN MHOroAAPECHbIM MapLUPYTU3aTOPOM, MNOCbINALWUM 0bLme
3anpocbl IGMP.

* [laccUBHbBIN peXuUm

Ecnn KoMMyTaTOp B 3TOM peXXuMe UCMonb3yeTcA B CETU C MHOr0aApecHbIM
MapLUpyTU3aTOPOM, TO KOMMYTATOP MOXHO CKOH(UIypupoBaTb AnA paboTbl
B NaccuBHOM pexxume IGMP. 3TOT pexxum npefoTBpallaer nepenayvy
KOMMYTaTOPOM 3anpocoB, KOTOPble MOTYT CO3A4aTb MOMEXWU MapLLpyTM3aTopy,
NPUBOAA K NpeKpalleHuto Bblgaun IGMP-3anpocos.

'] 84 RUGGEDCOM ROS Bepcua5.5
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MpumeuaHune

KommyTtaTtop, paboTtarolimii B MaCCMBHOM pexume, TpebyeT npucyTcTeus
MHOrOafApecHOro MapLupyTnu3aTopa, MHaue oH BoobLLe He CMOXET nepecbinatb
rpynnoBble MOTOKM.

NMpumeuaHue
OnAa dyHkumMoHnposaHua IGMP xoTa bbl 04MH KOMMYTaTOp OTCNEeXMBaHWUA CEeTEBOMO
Tpadmka IGMP goneH HaxoAWUTbCA B aKTUBHOM peXxXuMe.

MpaBuna otcnexxnsaHuA cetesoro Tpacuka IGMP

OTtcnexuBaHue ceteBoro Tpaduka IGMP nogunHaeTca cnegyrowmMM NpaBmnam:

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

Korga rpynnoBoi MCTOUHWK HaUMHAET MHOTOaAPECHYH PaCChInKy, MOTOK
Tpadmka bygeT HemeaneHHO BNOKMPOBaAH AN CEFMEHTOB, OT KOTOPbIX He Bbinn
MonyueHbl NOAMMUCKM.

KommyTaTop byaet nepecbinatb BeCb rpynnoBoi TpadpmK Ha NOpThl, C
KOTOPbIMW COeAMHEHbI MHOTOaJipeCHble MapLLPYTU3aTOPbI, €ClU He
npefycMOoTpeHa UHas KOHUrypauums.

[akeTbl Cc rpynnoBbiM IP-aapecom Ha3HaueHUsA B anMana3oHe 224.0.0.X,
KoTopble He aBnaroTcA IGMP-nakeTamMu, Bcerga nepecbiaroTca Ha BCe NOPThI.
Tako# pexxnum paboTbl OCHOBaH Ha TOM haKTe, UTO MHOIMEe CUCTEMbI He
MoCbINaroT OTHETOB O NPUHAANEXHOCTU Ha rpynnoBsble IP-agpeca B 3TOM
[ihanasoHe, XOTA MPOLOMKAIOT aHaNM3MpPOBaTb TaKUe NakeThl.

KomMMmyTaTop peanusyeT npokcu-otyeTHocTb IGMPV2 (T. e. oTueTbl 0
MPUHAANEXHOCTH, NOJTyUeHHble OT YCTPOMCTB B HUCXOAALLEM HaMNpaBleHuH,
CYMMUPYIOTCA U UCNONb3YHOTCA KOMMYTaTOPOM AJ1A BblAaun COBCTBEHHbIX
OTUeToB).

KommyTatop byaet nocbinatb IGMP-0TueTbl O NPUHAANEXHOCTU TONbKO C

Tex MopToB, C KOTOPbIMU COEAMHEHbI MHOTOa[pEeCHbIE MapLLPYTHU3aTopbI,
MOCKOMbKY Nepefaya OTYETOB O NMPUHALANEXHOCTU Ha XOCTbl MOXET NPUBECTU
K HenpeayCMOTPEHHOMY UCKITFOUEHUIO XOCTa U3 MOAMUCKU Ha KOHKPETHYHO
rPynnoByH PacCbIKy.

MHoroazpecHble MapLipyTu3aTopbl hcnonb3ytoT IGMP ans Boibopa rnaBHoOro
MapLUpyTU3aTOpa, Ha3blBAaeMOro querier (3anpalunBaroLiee ycTpoicTBo).
3anpawmBarolyee ycTpoHcTBO — 3TO MapLUPYTU3ATOP C CaMbIM HUXKHUM |P-
afpecoM. Bce octanbHble MapLUpyTU3aTOPbl CTAHOBATCSA He3anpalluBaroLWMu
YyCTPOWMCTBaMM, yUaCTBYHOLLMMU TONBbKO B NEPECHINIKE IPYyNnoBOro Tpaduka.
KommyTaTopsbl, paboTatoLive B aKTUBHOM peXXMMe, yuacTByHoT B Bbibope
3anpalluBaroLLEero ycTporcTea NogobHO MHOroaapecHbIM MapLLpyTU3aToOpaMm.

Koraa npouecc Bbibopa 3anpalunBaroLero ycTponcTea 3aBepLleH KOMMyTaTop
npocTo petpaHcnunpyet IGMP-3anpochl, monyyeHHble OT 3anpalumBaroLLero
YyCTPOMCTBA.
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IGMP u RSTP

* [locbinas naketbl IGMP, KoMMyTaTop UCnonb3yeT cBOM cobcTBeHHbIW IP-agpec,
ecnun umeet ero ansa cetv VLAN, B KOTOpOWM MocbInatoTca nakeTol, NnMbo agpec
0.0.0.0, ecnn KOMMYyTaTOpPY He Ha3HaueH IP-agpec.

MpumeuaHune

KommyTaTopbl, oTcnexuBatolme ceteBov Tpaduk IGMP, ocywectenatoT

oTCeueHue rpynnoBoro Tpadumka, ucnonb3ys rpynnosort MAC-agpec HasHaueHuA
MHOrOaZpecHbIX KaApoB, KOTOPbIM 3aBUCHUT OT rpynnosoro IP-agpeca rpynnbi. IP-
appec W.X.Y.Z cootBetctByeT MAC-agpecy 01-00-5E-XX-YY-ZZ, roe XX — HUxXHWe 7
out X, a YY " ZZ—npocTo Y 1 Z, 3aKOAMPOBaAHHbIE B LUECTHAALATEPUUHOW CUCTEME.

Takxxe cneflyet OTMeTUTb, UTO TakKe rpynnoBble IP-agpeca Kak, Hanpumep,
224.1.1.1 1 225.1.1.1, bynyT otobparkatbcs Ha oauH 1 TOT ke MAC-agpec
01-00-5E-01-01-01. 310 npobnema, agns kKotopow pabouan rpynna IETF no Bonpocam
ceTel B HacTosiLLee BpeMsa eLle He onybnukoBana pelueHus. Nonb3oBaTenam
peKoMeHAyeTCA NPUHATb 3TO K CBEAEHMIO U n3beratb JaHHOM Npobnembl.

M3meHeHWe Tononoruu nocpeactBoM RSTP MOXeT NPUBECTU K HEKOPPEKTHOCTH
MapLUpyTOB, BbIOpaHHbIX AN1A TPAHCMOPTA rpynnoBoro Tpaduka. B pesynbrate
TpachUK MHOTOaAPECHbIX PacChifok byaeT TepATbCS.

Ecnun RSTP obHapy>xnBaeT usmeHeHue B ceTeBoM Tononoruu, 1o IGMP byget
npeanpuHUMaTh onpeaeneHHblie 4encTBuUA, utobbl n3bexaTb yTpaTbl CMOCOOHOCTH
LOCTaBMIATb MHOTOafpeCcHble PACCbINIKU U COKPaTUTb BPEMA CXOAUMOCTH:

* KomMmyTaTop HeMeAneHHO HauHeT BblaaBaTb IGMP-3anpocol (ecnun oH HaxoauTCA
B aKTUBHOM pexkuMe IGMP), utobbl NonyunTb MHPOPMALMIO O NOTEHLMANbHOM
MPUHAANEXHOCTU K HOBOM rpynne.

* KommyTatop MOXeT BbITb HAaCTPOEH ANA BPeMEeHHON BeepHOM pacCbinku
MHOroafpecHbIX MOTOKOB CO BCEX NMOPTOB, KOTOPble HE CKOH(UTYPUPOBaHbI B
KauecTBe rpaHuuHbIX noptoB RSTP.

B3aumopelictBue KOMMyTaTopa U MapLlpyTM3aTopa nocpeacTtsom npotokona IGMP

186

MpuBeAEHHbIN HUXe MpUMep UANOCTPUPYET 3a4aum, CBA3aHHbIe C
MCNONb30BaHNEM HECKONbKMUX MapLLpyTM3aTopoB, nogaepxKkon VLAN n
KOMMyTauunen.

NcTouHuk Tpaduka P1 HaxoguTcs B cetr VLAN 2, Torga Kak P2 Haxoautcsa B cetu
VLAN 3. NoTpebutens Tpacuka C1 HaxoauTtcs B obenx VLAN, Toraa kak C2 n C3
HaxopATca B cetAX VLAN 3 1 2 cooTBeTCTBEHHO. MapLipyTu3atop 2 HaxoauTcA B
cetn VLAN 2, npeanonoxuTenbHO Ana nepeHanpasneHua rpynnoBoro Tpaurka B
yAANEeHHYH ceTb, NMbO caM AeNCTBYET B KaueCTBe UCTOUHMKA rPynnoBoro Tpaduka.

RUGGEDCOM ROS Bepcua5.5
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& &0

NcToUHKK

MHoroaapecHblit mapLipytusatop 1
MHoroagpecHblit MmapLipyTusatop 2
KommyTtaTop

Xoct

@O

PucyHok 7.7 lNpuMep B3aMMOAENCTBMA KOMMYTATOpa M MapLupyTU3aTopa NoCpeacTBOM
npotokona IGMP

B naHHOM npumepe:

e P1, mapwpytusatop 1, mappytusaTop 2 n C3 HaxopAaTca B ceTi VLAN 2
e P2 un (C2 pacnonoxeHnbl B cetn VLAN 3

e (1 HaxoguTca B obenx cetax — VLAN 2 1 VLAN 3

B aToM npumepe mbl byaem npegnonaraTb, UTO BCe YCTPOMCTBA PacCMaTpUBatoT
MapLpytmusaTop 1 B KauecTBe 3anpawumBatowero ansa VLAN 2, a mapLupyTtusatop 2
npeacTasnaet coboi NpocToe He 3anpallMBatoLlee yCTPOMCTBO. B gaHHOM cnyuae
KOMMyTaTop byaet nepMoanyeckn NpuHMMaThb 3anpochbl OT MapLupyTnsaTtopa 1

W, TakuM obpasom, nogaepxuBaTb obMeH MHopMaLmert OTHOCUTENbHO TOrO,
KaKue 13 ero NOPToB COeJMHEHbl C MHOToaZpecHbIM MapLipyTusatopoM. OgHaKo
NOpT KOMMYTaTOpa, KOTOPbIM COEAMHEH C MAPLLUPYTU3aTOPOM 2, AONXKEH bbITb
BPYUHYO CKOH(UTYPUPOBAH Kak nopT MapLLpyTH3aTopa. B npoTMBHOM cnyuae
KOMMyTaTop He byaeT nepefaBaTb MHOroOaApecHble MOTOKK UK COODLLEeHNUS O
nognucke/oTnMcKe Ha MapLupyTusartop 2.

ObpatuTe BHMMaHMe, uto VLAN 3 He MMeeT BHELLIHErO MHOIF0aApPeCcHOro
MapLipyTmusaTopa. Kommytatop HeobxoanMmMo CKOHUIyprMpoBaTh Ana paboTbl B
pexxume b6e3 MapLUpyTM3aTOPa, @ TaKXKe OH AOSKeH BblAaBaTb obLume 3anpochl
NPUHAANEXHOCTH, KaK ecnu Bbl OH Bbin MapLIPyTU3aTOPOM.

* O6paboTka nognucok

Ecnu xocty C1 HY>XHO noAnucaTbCA Ha MHOTroaapecHble Nnotokn P1 n P2, o
OH byfeT reHepMpoBaTb iBa OTUETa O NpUHaanexXHocTu. MNMoanucka ot C1 B
cetn VLAN 2 npuBefeT K TOMy, UTO KOMMYTaTOp HEMeAJIEHHO UHULMMUPYET
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coBCTBEHHYO MOAMMUCKY HA PACCbIIKy MHOrOaApPeCHOro MappyTmsatopa 1 (4
Bynet BbiAaBaTbh coobLieHne o cobCTBEHHOM NOANMCKE B OTBET Ha 3anpochl).

Otuet o npuHaanexHoctu ot C1 ana VLAN 3 npuBefeT K TOMY, UTO KOMMYTaTop
HeMeAneHHO HauHeT nepecbinatb rpynnoBom Tpadumk ot P2 k C2.

* O6paboTka oTNMCOK

Korga xoct C1 npuHMMaeT peLleHne OTIMCaTbCA OT FPYNMnoOBOW PacChINKy,
OH BblaeT 3anpoc OTNUCKKU Ha KOMMyTaTop. KommyTaTtop onpaluvsaeT
COOTBETCTBYHOLLMI NOPT, uTobbl ONpeaenuTb, He ABnAeTca nn xocT C1
nocnefHUM yuyacTHUKOM Fpynnbl OT 3T0ro nopta. Ecnu xoct C1 aBnAetcA
nocneaHuM (MU eAUHCTBEHHbBIM) YUYaCTHUKOM, TO laHHanA rpynna byaet
HeMe[neHHO OTCeueHa oT nopra.

Ecnu xoct C1 oTnMcancs oT rpynnoBOK paccbinku be3 Bbigaum coobuieHuns ob
OTMWCKe OT rpynnbl, @ 3aTeéM He OTBETUS Ha OBLLMI 3aNpPOC NPUHAANEXHOCTH, TO
KOMMYTATOp NpeKpaTUT peTpaHCnsaunto Tpadmka nocne AByx 3anpocos.

Korza nocnefHW NopT OTAMLLETCA OT rPYnMnoBOW pacchinku (Mnu ycrapeet
MHDOPMaLMs O ero NPUHAANEXKHOCTH K rpynne), KoMMyTaTop Bblgact IGMP-
oTueT 06 oTNMCKe Ha MapLLpyTU3aTop.

7.3.1.2 NMpocMoOTp cnNMcKa cOCTaBOB MHOIroafpecHbIX rpynn

C nomMoLbto oTcnexuBaHusa ceteBoro Tpacdmka IGMP RUGGEDCOM ROS
pernctpupyet MHOPMaLMIO O rPynNnoBOM NPUHAANEXHOCTU ANA KaX4oro nopra no
OTAENbHOCTM Ha OCHOBAHWUM OTUETOB O MPUHALNEXKHOCTHU, HabNoJaEMbIX €0 MeXay
MapLIPYyTU3aTOPOM U XOCTOM.

UTobbl NPOCMOTPETb CMUCOK MHOTOaZLPeCHbIX MPUHAANIEXHOCTEN, NepeiguTe B
Multicast Filtering » View IGMP Group Membership. MosButca Tabnvua IGMP

Group Membership.

Tabnuua copep>XuT cneayroLlyo MHPOPMALUIO:

NapameTtp

OnucaHue

Port

KpaTkuit 0630p: 1 to maximum port number

Howmep nopra.

VID

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

VLAN-ugeHTudmkaTop Toi cetn VLAN, B KOTOpOW feicTBYeT
fAaHHaA rpynnosas paccbinka.

Group

KpaTkuit 063op: #i#H#.###.###. ### where ### ranges from 0 to
255

AZpec rpynnoBoOM pacCbiiKu.

Ver

KpaTkuit 0630p: [ v3 | v2 | V1]

YkasbiBaeT Bepcuto IGMP 3anOMHEHHOM MHOFOaApeCcHOM rpynmbl.

188
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NapameTtp OnucaHue

Reporter KpaTkuit 0630p: ###. ### ### ### where ### ranges from 0 to
255

YKa3blBaeT IP-aapec UCTOUHUKA, KOTOPbIM coobLLaeT 0 noanucke
Ha MHOroafpecHyto rpynny.

Age KpaTkuit 0630p: Lienoe uncno ot 0 o 7210

YKa3blBaeT TeKyLLMI BO3PACT B CEKYHAAX MHOI0aApeCcHOM rpynmbl
IP, 3anoMHeHHOW Ha nopTe.

Ecnu Tabnuua nycra, caenanTe cnepytollee:
* YbeauTtecb, UTO Ha YCTPOMCTBO NOCbINAETCA TPAUK.

* YbeauTechb, UTO Ha YCTPOMCTBE HaafexalnumM obpa3oM BbiMOAHEHO
KoH(UrypuposaHue IGMP. Ins nonyueHWA 4ONOAHUTENBHON MHPOPMALMKU CM.
"KoHdurypuposaHue IGMP (CtpaHuua 190)".

7.3.1.3 MpocmoTp MHOpMaLMK 0 Nnepecbinike Ana MHOroagpecHbIX rpynn

MHdopMaLma 0 MHOroaapecHoM nepecbinke AnA Kaxaon KOMOUMHaLUKM UCTOUHKMKA,
rpynnbl U cetn VLAN, 3anomHeHHon RUGGEDCOM ROS, peructpupyetcs B Tabnuue
MHoOroagpecHomn nepecbinku IGMP.

UTobbl npocMoTpeTb Tabnuuy MHoroagpecHon nepecbinku IGMP, nepengute B
Multicast Filtering » View IGMP Multicast Forwarding. MNoasutca tabnuua IGMP
Multicast Forwarding.

Tabnuua copepxuT cnepyroLLyo HopMaLmio:

MNapameTtp OnucaHue

VID KpaTtkuit 0630p: Lienoe uncno ot 0 go 65535

VLAN-ugeHTudmkaTop Toi cetn VLAN, B KOTOpOW AeicTByeT
[laHHasA rpynnoBas paccbinka.

Group KpaTkuit 0630p: ### ### ### ### where ### ranges from 0 to
255

AZLpec rpynnoBoi paccbifiku.

Source KpaTkuit 0630p: ### ### ### ### where ### ranges from 0 to
255 unu [ * ]
Afpec UCTOUHMKA. * 03HaUaeT BCe BO3MOXHble afpeca
MCTOUHUKOB.

Joined Ports KpaTkuit 0630p: Comma-separated list of ports

Bce nopTbl, KOTOPbIE B HacTosALLEee BpeMs NonyyaroT
MHOT0aZpecHbIM TpadhuK ANs YKa3aHHOM rpynmnoBOM PacChINKu.

Router Ports KpaTtkuit 0630p: Comma-separated list of ports

Bce nopTbl, KoTopble BbINKM CKOHDUIYPUPOBaHbI BPYUHYHO MU
obHapy»KeHbl AMHaAMUUecKH (MyTeM aHanu3a Tpaduka, uayLlero
OT MapLUpyTH3aTOpa) B KAUECTBE NOPTOB, 0bECNeunBatoLLMX CBA3b
C MHOTOaApPeCcHbIMU MapLLpyTU3aTOPaMHy.
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Ecnu Tabnuua nycra, caenanTe cnegytollee:

* YbeauTtecb, UTO Ha YCTPOMCTBO NOCbINAETCA TpahuK.

* YbepuTechb, UTO Ha YCTPOMCTBE HaANeXaluM 0bpa3oM BbIMOMHEHO
KoHurypuposaHue IGMP. Insa nonyuyeHWA 4ONOAHUTENbHON MHPOPMALMK CM.
"KoHdurypuposaHue IGMP (CtpaHuua 190)".

7.3.1.4 KoHdourypuposaHue IGMP

UTobbl ckoHUrypuposaTtb IGMP, caenaiite cnegyrolee:

1. Ybeputecb, uTo CyLLeCTBYeT He MeHee oaHOM cTaTuueckon cetn VLAN ¢
BKNtoUeHHbIM IGMP. [1nA nonyyeHWA 4ONOAHUTENbHON MHPOPMALMK CM.
"Ynpasnexue ctatuecknumu cetamu VLAN (CtpaHuua 173)".

2. TNepenaute B Multicast Filtering » Configure IGMP Parameters. loaBuTcsA

dopma IGMP Parameters.

3. HeobxoaMMo CKOHMUIypUpOBaTb CneayroLMe napamMeTpsbl:

MNapameTtp

OnucaHue

Mode

KpaTkuit 0630p: [ Passive | Active ]
3HaueHHe No ymonuaHwuto: Passive
Onpepenset pexum IGMP. Onunu BKNOYaHoOT:

* Passive (IlaccuBHHI) - KOMMYTAaTOp NacCMBHO OTChe-
XuBaeT ceTeBo Tpachmk IGMP 1 HUKOrga He nocbinaer
IGMP-3anpocsl.

* Active (AKTMBHBII) - KOMMyTaTop reHepupyet IGMP-3a-
MpOCbI, €ClK B TEYEHWE HEKOTOPOro BpeMeHHU He obHapy-
XeHbl 3aMpoChl OT NyUyLLEero KaHAnAaTa Ha ponb 3anpallu-
BaloLLEero yCcTpomcTBa.

IGMP Version

KpaTkuit 0630p: [ v2 | v3 ]
3HaueHue Mo yMonuaHuo: v2

YKa3blBaeT CKOH(UIYpUpOBaHHYto Bepcuto IGMP Ha
KoMmyTaTope. Onuun BKAOUAIOT:

e v2-YcraHaBnuBaet Bepcuto IGMP Ha Bepcuto 2. Mpw Bbl-
6ope Ans KOMMyTaTopa OTCNEeXMBaHMA CeTeBOro TpadmKa
BCe OTUeThbl 1 3anpocbl IGMP Bbilwe v2, nepecbinaroTcs, HO
He gobaBnAoTCcA B Tabnuuy MHOroagpecHon nepecbiiku
IGMP.

* v3-YcraHaBnuBaeT Bepcuto IGMP Ha Bepcuto 3. Obuyme
3anpocbl reHepupytoTca B hopmate IGMPv3, Bce Bepcuun
IGMP-coobueHni obpabaTbiBatoTCA KOMMYTaTOpPOM, a Tpa-
MK oTCekaeTCA TONbKO Ha OCHOBE rPYNMNOBOro agpeca
rPynmnoBOM pacCblKU.

Query Interval

190

KpaTkuit 0630p: Lienoe uncno ot 10 go 3600
3HaueHue no ymonuaHuto: 60

MHTepBan BpeMeHun mexay IGMP-3anpocamu, KotTopble
reHepupyeTt KOMMyTaTOp.

RUGGEDCOM ROS Bepcua5.5
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Napametp OnucaHue

MpumeuaHue

3TOT NapaMeTp TaKXXe BIWUAET HAa MHTEPBaN BPEMEHUW NpUHA-
NEXHOCTU K rpynne (To ecTb BpeMA yCTapeBaHUs NOAMNUCKU Ha
rpyrnnoBy pacchbiniky), NO3TOMY OH OKa3blBaeT BO3AeUCTBUE
naxe B PASSIVE (NMACCMBHOM) pexume.

Router Ports KpaTkuit 0630p: Comma-separated list of ports
3HaueHue no ymonuaHuto: None

3TOT NnapaMeTp onpeaensieT NOPThbl, KOTOPble NOAKMOUEHbI K
MHOroaZipecHbIM MapLipyTu3aTopaM. Ecnu n3BectHble nopThl
MapLUpyTM3aTopa He CKOH(UIYPUPOBaAHbI, TO KOMMYTATOP
MO>KEeT 0Ka3aTbCsA B COCTOAHUW ONPERENUTb UX, OAHAKO
pekoMeHayeTCs NpefBapuTeNibHO KOH(UIYpUpOBaTb NOPThI.

Router Forwarding KpaTtkuit 0630p: [ Off | On ]
3HaueHue no ymonuaHuto: On

3ToT NnapaMeTp onpegensiet, byayT K rpynnosble
NOTOKW BCErAa peTpaHCIMpoOBaTbCs HAa MHOTOaApPecHble
MapLLpyTHU3aTopbI.

RSTP Flooding KpaTtkuit 0630p: [ Off | On |
3HaueHue no ymonuanuto: Off

70T NnapameTp onpeaenseTt, byayT nu RSTP-nopThbl, He
ABNAOLLMECA TPAHUUHBIMWU, BPEMEHHO NEPexonTb B

peXX1M TaBUMHHOM PacCbIIKK Npu 0bHapy>KeHNU U3MeHeHHUA
Tononoruu. Takasa naBUHHaA paccblika XenatenbHa, eciu
BaXXHee BCero rapaHTMpoBaHHaA AOCTaBKa rpynnoBoro NoToka
nocmne uaMeHeHusa TONONOrnK.

4. Haxmute Apply.

7.3.2 YnpasneHune GMRP

RUGGEDCOM ROS Bepcusa5.5

GMRP npegacraBnset coboi npunoxeHue 6a3oBOro NpoToKoNa perucrTpaLuu
aTpmbyToB (GARP), koTopbIi obecneunBaeT Ha ypOBHe 2 MexaHW3M Ans
ynpaBfieHWA NPUHAANEXHOCTbIO K FTPYMNMNOBOM pacchifike B CETU C KOMMYTaLMewn
YypOBHA 2. 3TOT NpoToKon no3sonset Ethernet-kommyTatopam M OKOHEUHbIM
CTaHLMAM PEerMcTpuMpoBaTh U OTMEHATb PErMCTPALMIO MPUHAASEXKHOCTHU K
rPYyNMnoBbIM PacchbiikamM C MOMOLLbH ApYrMX KOMMYTaTOPOB B TOKaNbHOM CeTH, a
TaK)Xe pacnpoCcTpaHATb COOTBETCTBYHOLLYO MHPOPMaLIMIO MO BCEM KOMMYTaTopaMm
B NOKaNnbHOM CEeTH, KOTOPble NOAAEPKUBAtOT paboTy pacLUMpPeHHbIX CyXb
dunbTpauuu.

GMRP npegacraBnser cobor NpUHATLIM B KaueCTBE NPOMbILLEHHOrO CTaHA4apTa
CeTeBOM NPOTOKON, NEepBOHAaUanNbHO onpeaeneHHbin B ctaHaapTe IEEE 802.1D-1998
W paclumpeHHbii B IEEE 802.1Q-2005. MNMpotokon GARP bbin onpeaeneH B cTaHaapTe
IEEE 802.1D-1998 1 obHoBneH B 802.1D-2004.
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7.3.2.1

MpumeuaHune
Mcnonb3oBaHue npotokona GMRP Ha ypoBHe 2 obecneunBaeT Ty xe
pyHKLMOHaNbHOCTb, uTo M IGMP Ha ypoBHe 3.

KoHuenuua GMRP

B naHHOM pa3sgene paccMaTpuMBatOTCA HEKOTOPbIE MPUHLMIMBI, UMEKOLLME 3HaUeHne
ANs peanu3aunm punbTpaLnn MHOMOAAPECHbIX PAacChinoK ¢ nomoLbio GMRP:

Mopnucka Ha rpynnoByH PacCbinKy

UTobbl nognucaTtbca Ha rpynnoByrO PacChliKy, OKOHEUHasi CTaHUMA nepepaeTt
GMRP-coobuyeHune o nognucke. KommyTaTop, NPUHABLLMI cOODLLEHUE O noanHCKe,
nobaBnseT nopT, uepes KOTopblv ObINO NONYUEHO 3TO COODLLEHHE, K FPYNNOBOWM
paccbinKe, yKa3aHHOW B COOBLLEHMU. 3aTEM KOMMYTATOP PacnpoCTPaHAET 3TO
coobleHWe 0 moAnMMcKe No BCEM OCTaNlbHbIM XocTaM B ceTu VLAN, OAMH U3 KOTOPbIX
npeanonaraeTcs B KaUecTBe UCTOUHUKA IPynnoBoOro Tpaguka.

Korpga kommyTaTop nepepaet obHoBneHna GMRP (0T nopToB, NogAep>KUBaOLLMX
npotokon GMRP), TO KOMMyTaTOp YBEAOMIIAET OCTalbHYH UacTb CeTU 060 BCex
M3BECTHbIX EMY MHOIOaAPEeCHbIX PacCbliKax, CKOH(UIYPUPOBAHHbIX BPYUYHYH UMK
3aNOMHEHHbIX AMHaMHUueckn yepe3 GMRP.

lNoka xoTa bbl OAWMH XOCT B CETH C KOMMyTaLLMeVI YPOBHA 2 3aperncTpmpoBaH
AnA JaHHOM rpyn NOBOWM PacCblUiKH, Tpa(*)VIK OT COOTBETCTBYHOLLEro rpynnoBoro
MCTOYHHUKaA 6yneT NnepeHOCHUTbCA MO CETH. I'pyrlnosoﬁ TpaCbMK OT UCTOYHHUKaA
HanpaBnAeTCcAa KaXXablM KOMMYTAaTOpPOM B CETU JINLLDb K TEM NMOPTaM, OT KOTOPbIX
bbinu noJjilyyeHbl coobLLEeHNs 0 MOAMNUCKE Ha OaHHYH rpynnoByH paCCbUIKy.

OTnUCKa OT rpynnoBOMi PacCbifiKK

MNepunoanueckn kommyTaTop nocbinaetr GMRP-3anpockl B hopme coobuieHumi
OTMMCATbCA OT BCEX MOANMCOK. ECnn XoCT (KOMMYTaTOp MM OKOHEUHanA CTaHLMA)
HaMepeH COXpPaHUTb NOAMMUCKY Ha FPyNMnoBYH PacChIfiKy, TO OH NOBTOPHO
noaTeepXaaeTt NpUHaANEXXHOCTb K rpynne, oTBeyas COOTBETCTBYHOLLMM 3aMpoCcoM
noAnNMCcaTbCcA. B NpOTUBHOM Crlyuae OH MOXeT OTBETUTb COODLLLEHNEM OTMMUCATbLCA
WK NPOCTO He OTBETUTb. ECnKM KOMMyTaTOp NPUHUMaET coobLleHne oTAUCaThCA
WNK He noJflyyaeT oTBeTa OT XOCTa B Nepuof TahM-ayTa, TO KOMMYTaTop yaanseTt 3ToT
XOCT U3 rpynnoBOK PacCblIKK.

3ameuaHua no GMRP

192

MNockonbky npoTtokon GMRP saBnAetca npunoxxeHnem GARP, TpaH3akuKK
NpPOU3BOAATCA C Ucnonb3oBaHuem npotokona GARP. GMRP onpegenset cnegyrowme
[iBa TMNa aTpnbyTOB:

* Twn atpubyTa rpynnbl — ncnonb3yetca ana naeHtudpukaunn MAC-agpecos
rpynnbl

RUGGEDCOM ROS Bepcua5.5
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* Twn atpubyTa TpeboBaHMM K CEPBUCY — MCNONb3YETCSA C LeNbto
MAeHTUMKaUMK TpeboBaHWUM K CepBUCY ANA rpynnbl

ATpubyTbl TpebOBaHUI K CEPBUCY MCMONb3YHOTCA ANIA U3MEHEHWA peXXMMa paboTbl
NPUHUMAtOLLLEro nopTa Npy PuNbTPaLMK MHOTOAAPECHbIX PACCHINOK Ha OAWH U3
cnenyroLMX BapuaHTOB:

* PeTpaHcnupoBaTb BeCb TpamK rpynnoBOM pacCbiikK B 3aAaHHyo ceTb VLAN,
nubo

* PeTpaHcnMpoBaTb BECb HEM3BECTHbIM TPahMK (MHOroaApPeCHbIX PacchiioK), ANs
KOTOPOrO HET MOAMUCUMKOB, 3aPErMCTPUPOBAHHbIX Ha AAHHOM YCTPOMICTBE B
cetn VLAN

Ecnu ons GMRP BbibpaHo disabled (oTkntoueHo), nonyueHHble nakeTol GMRP byayT
nepecbinaTbcs Kak ntobon gpyrom Tpadmk. B npotuBHOM cnyuae naketol GMRP
bynyT obpabaTbiBaTbCA M HE NepechbINaTbCs.

YcTaHOBRNEeHUe NpuHagnexHocTy ¢ nomowbro GMRP

Cnepfyrowmin npumMep NoKasblBaeT, Kak CeTb XOCTOB U KOMMYTAaTOPOB MOXET
AUMHAMUUECKU MPUCOEAUHMUTBCA K IBYM MHOTOQ[peCHbIM rpynnamM c NOMOLLbH
GMRP.

B aHHOM npumMepe nMeeTca ABa MHOroagpecHbIX UCTOUHUKaA, ST 1 S2,
NPOU3BOAALLMX MHOTroaapecHble paccblikn 1 u 2 cootBeTcTBeHHO. CeTb U3
NATU KOMMYTaTOPOB, BKNOUAs OfMH LleHTpanbHbli KoMMyTaTop (B), coegnHser
MCTOUHWKM C ABYMA XxocTaMK, H1 n H2, KoTopble NpUHUMAatOT MHOToaapecHble
NMOTOKK OT ST 1 S2 COOTBETCTBEHHO.

(D)——|[st

D1

(o]

D2
B3

B1I_B_1
L= B2
B4
A1 E1 c1
A E OO
A2 E2 c2

o B B0

@®  WCTOUHMK rpynnoBOM pacChinku
@  KommytaTop
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194

®

XOCT rpynnoBoi pacchinku

PucyHok 7.8 MpuMep ycTaHOBNEHUA NPUHAANEXHOCTH C nomoLlbio GMRP

XOCTbl U KOMMYTATOPbI YyCTaHABNMBALOT NPUHALNEKHOCTb K MHOMOaApPeCHbIM
rpynnam 1 v 2 cnegyrowmm obpasom:

1.

XocT H1 He nogaepxxuBaet GMRP, Ho eMy HeobxoanMMo BUAETb TpadhuK Ans
rpynnoBow paccbinku 1. Moatomy nopt E2 Ha kKommyTaTOope E cTatnuecku
HacTpoeH Taknm obpa3om, utobbl peTpaHCIMpoBaTh TPAahMK rpynnoBo#
paccbinku 1.

KommyTatop E yBegomnaeT cetb 0 NpUHaANEXHOCTU K TPyNnoOBOM pacchinke
1 uepes nopt E1, genana nopt B4 Ha kommyTaTOpe B yuaCTHMKOM rpynnoBoM
paccbiiku 1.

KommyTtatop B pacnpoctpaHaet coobuieHne o mognucKe; 3To NPUBOAUT K TOMY,
uto noptbl A1, C1 1 D1 cTaHOBATCA YyY4aCTHUKaMM FPynnoBOM pacchbinku 1.

Xoct H2 noppepxusaet npotokon GMRP 1 nocbinaeT 3anpoc nognmMcaTbCA Ha
rpynnoByto pacchbinky 2 Ha nopT C2, KOTOPbIA CTAaHOBUTCA, TaKUM 0b6pa3om,
YUYaCTHUKOM rpynmnoBOK pacCbiiku 2.

KommyTtatop C pacnpocTpaHsaeT coobLieHne o nognucKe; 3To0 NPUBOANT K TOMY,
uto noptbl A1, B2, D1 1 E1 cTaHOBATCA yuaCTHUKAMU FPYyNMNOBOM pacCbinKku 2.

Mocne TOro Kak CBEAEHUs O perucTpauunu Ha 6ase GMRP byayT pacnpocTpaHeHbl
uepes CeTb, KaK OMMUCAHO Bblllie, MHOTOAAPeCHbIH Tpaduk oT ST 1 S2 cMoxeT
AOCTUraTb CBOMX MonyyaTeniei, Kak ONucaHo HUXe:

NcTounnk S1 nepepaet Ha nopT D2 rpynnoBoM TpaduK, KOTOPbIM 3aTeM
peTpaHcnupyeTca uepes nopt D1, npeABapuTENbHO CTaBLUMM YHYACTHUKOM
rPynnoBOW paccbinku 1.

KommyTatop B peTpaHcnunpyet Tpamk rpynnoBoi paccbiiku 1 uepes nopt B4 B
HanpasneHWn Kommytartopa E.

KommyTatop E peTpaHcnmnpyeT TpaduK rpynnoBoM paccbinku 1 uepes nopt
E2, KOoTOpbIM ObIN CTaTUUECKM CKOHMUIYPUPOBAH ANA yUacTUs B rpynnoBom
paccbinke 1.

XocT H1, nogkntoueHHbIV K nopTy E2, nonyuaet, Takum obpasom, rpynnosyto
paccbinky 1.

NcTouHuKK S2 nepepaet Ha NnopT A2 rpynnoBoM TpadmK, KOTOPbIN 3aTeM
peTpaHcnupyeTca uepes nopt A1, npeaBapuTeNnbHO CTaBLUMM YUACTHUKOM
rPynMnoOBOW PacCbiNKK 2.

KommyTatop B peTpaHcnunpyet Tpamk rpynnoBoi paccbiiku 2 uepes nopt B2 B
HanpasneHnn kKommyTtaTopa C.

KommyTtatop C peTpaHcnupyeT TpadhmK rpynnoBOM paccbinku 2 uepes nopt C2,
npeaBapuTenbHO CTaBLUMM YUaCTHUKOM FPYNMNOBOM PacCbiiku 2.

M HakoHeU, xocT H2, nogknroueHHbIn K nopTy C2, nonyyaeT rpynnoByro
paccbiky 2.
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7.3.2.2 MpocMoTp CBOAHbBIX CBEAEHUIA O MHOroaApPeCcHbIX rpynnax

UTobbl NPOCMOTPETb CBOAHYH MHOPMaLMIo 060 BCeX MHOrOafpeCcHbIX rpynnax,
nepeiaute B Multicast Filtering » View Multicast Group Summary. MNosiBuTCA
Tabnuua Multicast Group Summary.

Tabnuua coaep>kuT cneayroLLyo MHGOpMaLMIo:

NapameTp

OnucaHue

VID

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

VLAN-ugeHTUmkaTop ToM cetn VLAN, B KOTOpOW AencTByeT
[aHHaA rpynnosas paccbinka.

MAC Address

KpaTkuit 0630p: ##-##-##-##-##-## where ## ranges O to FF
Ipynnosoi MAC-agpec.

Static Ports

KpaTkuit 0630p: Any combination of numbers valid for this
parameter

MopTbl, KOTOPble CTaTUUECKM NOAMMCAHbI Ha 3TY FPYNMNOBYHO
paccbiiKy NOCPeACTBOM CTaTUUECKOW KOHGMIypaLmu B Tabnuue
ctatnuecknx MAC-agpecoB 1 Ha KOTOpble peTpaHCcIupyeTca
TpadMK rpynnoBOM pacChbinKu.

GMRP Dynamic Ports

KpaTkuit 0630p: Any combination of numbers valid for this
parameter

MopTbl, KOTOPblE AMHAMUUECKM NOAMNUCAHbI HA 3TY FPYNMNOBYHO
paccbinky nocpeacTsoM npunoxeHnsa GMRP 1 Ha KoTopble
peTpaHcnupyeTca TpaduK rpynnoBOW Pacchinku.

7.3.2.3 MobanbHoe KOHUrypuposaHme GMRP

UTobbl cKOHMIyprpoBaTh rnobanbHble HacTporku ana GMRP, caenante

canefgyroulee:

1. Nepenpute B Multicast Filtering » Configure Global GMRP Parameters.
Mossutca dopma Global GMRP Parameters.

2. HeobxoaMmo CKOHMUIypHUpoOBaTb CneayroLmMe napamMeTpsbl:

NapameTtp

OnucaHue

GMRP Enable

KpaTkuit 0630p: [ No | Yes ]
3HaueHue no ymonuaHuto: No
nobanbHoe BKNtOUEHUe Unu oTknroueHre GMRP.

Korpa GMRP rnobanbHo oTkntoueH, KoHdurypaunn GMRP Ha
oTAeNbHbIX NopTax UrHopupytotca. Ecnu GMRP rnobanbHo
BKJTHOUEH, TO KaXXA bl MOPT MOXXHO CKOH(UTypHupoBaThb
MHOWBUAYANbHO.

RSTP Flooding

RUGGEDCOM ROS Bepcusa5.5
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KpaTtkuit 0630p: [ On | Off |
3HaueHue no ymonuanuto: Off

70T NnapameTp onpeaensert, byayT nu RSTP-nopThbl, He
ABNAOLLMECA TPAHUUHBIMWU, BPEMEHHO NEPexXoanTb B
peXX1M TaBUHHOM PacCbITKK Npu 0bHapy>KeHNU U3MeHeHHUA
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7.3.2.4

196

3.

Napametp

OnucaHue

Tononoruu. Takasa naBMHHaA paccCblfiKa XenaTtenbHa, ecnu
Ba)XHee BCero rapaHTMpoBaHHaA AOCTaBKa rpynnoBoOro noToka
nocne MaMeHeHUA ToONONOTrun.

Leave Timer

KpaTkuit 0630p: Lienoe uncno ot 600 go 300000
3HaueHue no ymonuyaHuo: 4000

Mepuoa BpeMeHU 0XXMAAHUS B MUIINIMCEKYHAAX MOCe BblAaum
coobuweHna "OTnucaTtbea” unu "OTMEeHUTb BCe Noanmucku”

W [0 yOAneHUs 3aperMcTpUpoBaHHbIX MHOMOAAPECHbIX
paccbinok. Ecnu ans onpeaeneHHblx agpecos byayT nonyueHsl
CoObLLEHMSA C 3aNPOCOM MOAMMUCKU [0 UCTEUEHUS BPEMEHMU
3TOro TalMMmepa, To PerucTpaumna Takux agpecos byaert
COXpaHeHa.

Haxxmute Apply.

KoHdurypuposaHue GMRP gnsa koHKpeTHbix Ethernet-nopTos

UTtobbl ckoHpurypuposaTb GMRP ans kKoHkpeTHoro Ethernet-nopra, caenanre
cnepytouee:

1.

Ybeautecn, uto ana GMRP ckoHgUTrypupoBaHbl rnobanbHble HACTPOMKM.
[nAa nonyyeHWs ONONHUTENBHOM MHGOPMaUnK cM. "ThobanbHoe
KoHurypupoBaHrve GMRP (CtpaHuua 195)".

Mepenpute B Multicast Filtering » Configure Port GMRP Parameters.
MNosasuTca Tabnuua Port GMRP Parameters.

Bbibepute Ethernet-nopt. NMoasutca bopma Port GMRP Parameters.

HeobxoaMMo CKOHGMIyprpoBaTb CleaytoLLmMe napaMeTpbl:

Napametp OnucaHue
Port (s) KpaTtkuit 0630p: Any combination of numbers valid for this
parameter
Homep nopTta ycTpoiicTea (MnM cnMcok NOpToOB, ClU OHK
obbefMHeHbl B rpynny).
GMRP KpaTtkuit 0630p: [ Disabled | Adv Only | Adv&Learn ]

3HaueHue no ymonuaHuto: Disabled

KoHdurypupyetcsa pyHKUMOHMpPOBaHWe npoTtokona GMRP
(npoTokon rpynnoBok peructpaumu GARP) ons nopra.
CyLLecTByeT HECKONbKO PEXMUMOB (DYHKLMOHUPOBAHUA
npotokosnia GMRP:

* Disabled (OTxmwoueHo) - NOPT He CNOCODEH NPOU3BO-
OWTb KaKkyto-nnbo obpabotky no npotokony GMRP.

* Adv Only (TospkO paccChUIKa) - Uepe3 NopT nocbuia-
toTCs onoBelleHnss 060 BCcex rpynnoBbIX agpecax, cylle-
CTBYHOLMX B KOMMYTaTOpE (HaCTpoeHHble WUIN U3BECTHble
u3 paCCbIJ'IKVI), HO NOPT He MPUHUMAET UHPOPMALMIO O
rpynmnoBbixX agpecax.
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Napametp

OnucaHue

¢ Advé&Learn (Pacceuika m npmeM) - Uepe3 NopT Nochbl-
naroTca onoBeleHna 060 BCcex rpynnoBbix agpecax, cyLie-
CTBYHOLKWX B KOMMYTaTOpE (HaCTpoeHHble MU U3BECTHble
M3paccmnKM),MnOanpMHMMaeTMH¢OpMauMK)Orpynno—
BbIX ajpecax.

5. Haxmute Apply.

7.3.2.5 NMpocMOTp cNUCKa CTaTUUECKMX MHOFOaApPeCcHbIX rpynn

UTobbl NPOCMOTPETb CMHUCOK CTAaTUUECKUX MHOTOAAPECHbIX TPynMn, nepenanTe B
Multicast Filtering » Configure Static Multicast Groups. NoasuTca Tabnuua Static

Multicast Groups.

Ecnu cTatMueckana MHOroagpecHas rpynmna OTCyTCTBYeT B CMUCKe, fobaBbTe ee.
[ns nonyuyeHnAa 4ONONHUTENBHOM MHOPMaUMK cM. “[JobaBneHuWe cTaTMuecKon
MHoroagpecHo rpynnbl (CtpaHuua 197)".

7.3.2.6 fobaBneHne cTaTMUECKOM MHOIOAAPECHOM rpynnbl

UTobbl 106aBUTb CTaTUUECKYH MHOTOAZAPECHYH rpynny C APYroro yCTpoMCTBa,

coenavTe cnepyrollee:

1. Mepenpute B Multicast Filtering » Configure Static Multicast Groups.
MosiBuTCA Tabnuua Static Multicast Groups.

2. Haxwmwurte InsertRecord. MosBuTca popma Static Multicast Groups.

3. HeobxogMmo CKOHMUIypUpOBaTh CneayroLmMe napamMeTphbl:

MNapameTtp

OnucaHue

MAC Address

KpaTkuit 0630p: #i#-#i#-##-##-##-## where ## ranges 0 to FF
3HaueHue no ymonuatnuto: 00-00-00-00-00-00
Ipynnosoi MAC-agpec.

VID

KpaTkuit 0630p: Lienoe uncno ot 1 go 4094
3HaueHue no ymonuaHuo: 1

VLAN-ugeHTudmkaTop toi cetn VLAN, B KOTOpOM AeicTByeT
[laHHadA rpynnoBas paccbinka.

CosSs

KpaTtkuit 0630p: [ N/A | Normal | Medium | High | Crit ]
3HaueHue no ymonuaHuto: N/A

YcTaHaBnuBaeT npuopuTeT Tpadurka aAna onpegeneHHoro MAC-
appeca. Utobbl He NpUOpPUTM3KMpPOBaTb TpahMK Ha OCHOBE
appeca, Bbibepute N/A (HenpumeHumo).
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YpoBeHb 2

7.3.2 YnpasneHne GMRP

Napametp

OnucaHue

Ports

KpaTkuit 0630p: Any combination of numbers valid for this
parameter

3HaueHue no ymonuaHuto: None

CNUCOK C pasnenuTensMu-3ansaTbiMU BCEX NMOPTOB, Ha KOTOpbIe
nepecbinaetcs Tpadpuk MHOroapecHom rpynnsl. Ecnu

MOPT ABMSETCA UaCTbIO IPYMMbl arperMpoBaHUs KaHanos

(LAG) vnv TpaHKOBOTO MOpPTa, YKaXknTe BCe MopTbl B rpynne
arperMpoBaHus KaHanos.

4. Haxwmute Apply.

7.3.2.7 YpaneHue ctaTMUeCKOW MHOroaapecHoOM rpynnbl

UTobbl yAanuTb CTaTMUECKY0 MHOFOAAPECHYO Fpynny, cAenanTe crefytoLlee:

1. TNepenpute B Multicast Filtering » Configure Static Multicast Groups.
MosiBuTCA Tabnuua Static Multicast Groups.

2. Bbibepute rpynny u3 tabnuubl. Mosasutca hopma Static Multicast Groups.

3. Haxwmute Delete.
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PesepBupoBaHue cetu

B naHHOM pasfene onucbiBaeTCs KOHMPUTYpUpOBaHUe PYHKLMI pe3epBUPOBaHHUA
RUGGEDCOM ROS u ynpaBneHue nmu.

8.1 YnpasneHue NnpoTOKONIOM CBA3YyHOLLEro gepesa

B naHHOM paspene paccMaTpUBaETCs yrpaBeHne NPOTOKONOM CBA3YHOLLErO
Aepesa.

8.1.1 dyHKuUMOHUpPOBaHHUe npoTokona RSTP

RUGGEDCOM ROS Bepcusa5.5

MpoTtokon cesA3ytowero aepesa (STP) ctaHpapTta 802.1D 6bin pa3paboTtaH ana
CO3[aHuA YCTOMUMBDLIX K COOAM ceTel, B KOTOPbIX UMEKOTCA pe3epBHble CBA3U, HO
B TO >Xe BPEMS M3 aKTUBHOM TOMONOIrMU YAANEHO NULLIHEE ANS NPefoTBpPaLLeHUs
obpasoBaHuAa netenb. Ecnun npotokon STP 3anyLleH, To oH obecneunBaer,

utobbl Nepefayva KagpoB OCTaHaBNMBanach nocne nepebos B pabore kaHana
CBA3M, MOKa BCe MOCTbI B CETU He ByayT rapaHTMPOBAHHO OMOBELLEHbI O HOBOW
Tononoruu. Mpu UCNonb3oBaHMK 3HaUEHUN, peKoMeHayeMbIX B cTaHaapTe 802.1D,
NPOAOIIKUTENbHOCTb 3TOr0 Nepuoaa cocrasnsaet 30 CeKyHA.

MpoTokon bbicTporo ceAsytowero gepesa (RSTP, IEEE 802.1w) 6bin ganbHeALWUM
pa3BuTMEM NpoTOKona ceasytowero gepeBa 802.1D. B Hem nepuopn ctabunusaunu
TOMONOrMK 3aMEHEH aKTUBHbIM OOMEHOM CUIrHanamu Ans yCTaHOBNEHWUSA CBA3M
MEXAy MOCTaMM, KOTOPbIV rapaHTUpyeT bbICTpoe pacnpocTpaHeHme nHdopmMaLlmnu
o Tononorunun no cetu. RSTP TakxKe npeanaraeT psag ApPYyrux BaXKHbIX MHHOBALUMWK,
KOTOpble BKNtOUatoT B cebs cnepytoLee:

* OnoBeleHns 06 usmeHeHnn Tononoruum B RSTP MoryT ncxogutb ot ntoboro
MOCTa M paccbinatbeaA ganee ntobbiMy ero coceasMmu, UTo NPpUBOAMUT K bonee
BbICTpOMY pacnpocTpaHeHWto MHGopMaLmm 06 agpecax, B oTanumne ot
M3MeHeHUIM Tononoruu B STP, KOTopble ONXHbI NPOMTU Uepe3 KOPHEBOM MOCT,
npexnae ueM OHM MOTyT BblTb PacNpOCTPaHEHbl B CETH.

e [lpotokon RSTP B ABHOM hopme pacno3HaeT ABe ponu bnoknpoBaHua —
anbTepHaTUBHbIN U pe3epBHbIA NOPT, KOTOPbIE BKNKOUAKOTCA B NpoLecc
BblUMCNEHUA MOMEHTA, KOraa cnefyet Npon3BOAUTb 3aMOMUHAHWe aapecoB
W nepecbinKy MHopMauuu. B 1o ke Bpema STP pacno3HaeT TONbKO O4HO
CcoCToAHNE — BNOKUPOBKY AN NOPTOB, KOTOPbIe HE AOMXKHbI MPOU3BOAMTb
nepecbInKy MHOopPMaL UK.

*  MocTtbl RSTP reHepupytoT cOBCTBEHHbIE KOH(PUTYPaALMOHHbIE COOBLLEHHMSA, AaXe
€CJTM OHU He MOTYT NPUHATb UTO-NMHO OT KOPHEBOIO MOCTA. ITO NPUBOAUT
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8.1.1 ®yHKuMoHnpoBaHue npotokona RSTP

K BbIcTpOMY OBHapy»keHUto 0TKasa. HanpoTtus, npoTokon STP gonxeH
PeTPaHCNIMpPOBaTb TONbKO KOH(UIYPALMOHHbIE COOBLLEHMA, NPUHATbIE HA
KOPHEBOW NOPT C BblAENEHHbIX NOPTOB. Ecnn kKoMMyTaTop STP He MoXeT
MPUHATb COObLLIEHME OT CBOEro COCeala, TO OH HEe B COCTOAHMUU y3HaTb
LOCTOBEPHO, Ii€ MMEHHO Ha MYTU BO3HUKNA HEMCMPABHOCTb.

* RSTP obecneunBaeT pacno3HaBaHWe rpaHUYHOrO NOpTa, NO3BOJIAA NOPTAM Ha
rpaHuLe CeTU nepecbinaTb Kagpbl Cpasy Nocse akTMBU3aLUKU, OQHOBPEMEHHO
npeaoxpaHAs UX OT BO3HWUKHOBEHUA NeTefb.

Nmesq cyLleCTBEHHO Nnyyllne XxapaKTepUCTUKK, uem STP, onpegensembli
ctaHpaaptoM IEEE 802.1w npotokon RSTP Bce e TpebyeT HeCKONbKO CeKyHA AnA
BOCCTaHOB/IEHWUA CBA3HOCTW CETU NOCSIe BO3HUKHOBEHWA U3MEHEHWI B TOMOJIOT UK.

MNepepaboTaHHas M XOpOLLO ONTUMU3MPOBAHHAsA Bepcus npotokona RSTP 6bina
onpegeneHa B nsgaHun 802.1D-2004 ctanpgapta IEEE. Bepcua IEEE 802.1D-2004
RSTP ymeHbLIaeT BpeMA BOCCTAHOBMNEHUA CETU BCErO NMULLb O HECKONbKKUX
MUNNIMCEKYHA U ONTUMU3UPYET PYHKLUMOHUPOBaHWe RSTP anA pasnnuHbix
cueHapues.

RUGGEDCOM ROS nopanep>kunBaet IEEE 802.1D-2004 RSTP.

8.1.1.1 CocTroAiHuA u ponu B RSTP

MocTbl RSTP UCMONHAOT pOSib KOPHEBOIrO UMW BblAdeneHHOro mocra. OguMH MocT
(KopHeBOW) ABNAETCS IOTMUECKUMM LIEHTPOM CeTU. Bce oCTaNibHbie MOCTbI B CETH
ABNAIOTCA BblAeneHHbIMKU MOCTaMU. [poTtokon RSTP Takxe Ha3zHauaeT KaXKaomMy
NOpTY MOCTa COCTOAAHUE U pofib. CocToAHMe RSTP onucbiBaeT, UTo NPOUCXOAMT C
AaHHbIM NOPTOM B MnaHe 3afNoMWHaHWA afpecoB U nepecbinki Kagpos. Ponb RSTP
OMuCbIBaeT, rMaBHbIM 0O6pa3oMm, creaytollee: AeNCTBYET N NOPT B HaNpaBneHUK
LEHTPA UIU FTPAHML, CETH, a TAKXKE MOXKET JIM OH UCMONMb30BaTbCA B AaHHbIM MOMEHT.

CocTofiHUe

CywectByeT Tpu cocTonaHuA RSTP: "cbpacbiBaHue", "3anoMunHaHune" 1 "nepecbinka’.

MopT BXOAMT B cocToAAHWE cbpacbiBaHWA Cpa3y Nocne BKIOUEHUSA. B aTom
COCTOSIHWM MOPT He 3aNoOMMUHAET afipeca U He yuacTByeT B nepefave kagpos. Mopt
nwet Tpaduk RSTP, utobbl onpeaenvTb CBOKO ponb B CeTU. Ecnu onpeaeneHo, uto
nopt byaeT urpaTb aKTUBHYHO POfb B CETHU, TO COCTOAHME U3MEHUTCA Ha COCTOAHME
3aNOMWUHaAHMUA.

Bxopn B cocToAHME 3aNOMUHaHWA NPOU3BOANUTCA, KOra NopT roToB Urpatb
aKTUBHYHO pOJb B CeTU. B 3TOM COCTOAHMM NOPT 3aNOMUHAET afipeca, HO He
yuacTByeT B nepefaue Kaapos. B cetn ¢ RSTP-mocTtamu Bpemsa, 3aTpaunMBaemoe

B 3TOM COCTOAHMM, OBbIUHO OUeHb KOopoTKoe. RSTP-mocTbl, paboTatoLiune B
peXxMme CoBMecTuMocTu ¢ STP, ByayT 3aTpaumBaTtb OT Wwectu o 40 CeKyHA B 3TOM
COCTOAIHUM.

[Mocne 3aNOMUHAHMA MOCT nepesener yCTpOI\/‘ICTBO B COCTOAHME NepecCblyIKKU AaHHbIX.
B 3TOM COCTOAHUMU nopT onpenendaeT agpeca U yudaCTtByeT B nepegaye Kaapos.
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Ponb

RUGGEDCOM ROS Bepcusa5.5

8.1.1 ®yHKUMoHmnpoBaHue npotokona RSTP

A 3AMETKA

B RUGGEDCOM ROS BBOAMTCA elLie ABa COCTOAHMA: "oTKNtoueHo" n "coegnHeHue
OTCYTCTBYET". 3TW COCTOAHUA MCMOSb3YTCA A1 MOHUTOPUHIA CETU U MOKUCKA U
YyCTPaHEHWUS HEUCTNIPABHOCTEN.

CocTosHuMe "OTKNOUEHO" OTHOCUTCA K COEAUHEHUAM, AN KOTOPbIX NpoTokon RSTP
Bbin OTKNKOUEH. B cOCTOAHMK "OTKNIOUEHO" NOPT BCErAa HAXOAUTCA B COCTOSIHUM
"nepecbinka".

CoctosiHMe IICOG}J.I/IHeHl/Ie OTcyTCTByeT" OTHOCHTCA K COeMHEHUAM, ONA KOTOPbIX

npoTokon RSTP 6bin BKOUEH, OAHAKO Ha AaHHbIA MOMEHT HeaKTUBEH.

CyLiecTBytoT ueTbipe ponu nopta RSTP: KOpHEBOM, BblAeNEHHbIN, anbTePHATUBHbIN
W pe3epBHbIi. ECNM MOCT He ABNAETCA KOPHEBbLIM, TO OH JONKEH UMETb
€[MHCTBEHHbIW KOpHEBOM NOpT. KOpHEBOW NOPT — 3TO HaUNyuLllni (TO eCTb CaMblit
BbICTPbIM) NYyTb ANs Nepefaym TpadmMka K KOPHEBOMY MOCTY.

MopT 0TMeUaeTCA KakK BblAeNeHHbIN, eCiv 3TO HaunyuLlWii NopT AnA 0b6CnyXunBaHuA
[AHHOTO CerMeHTa NOKanbHOM CeTU U3 MOAKIKOUEHHbIX K 3TOMY cerMeHTy. Bce
MOCTbl B OLLHOM W TOM >X€ CErMeHTe JIOKaNIbHOW CeTH NPOCyLLIMBatOT COObLLEeHMUSA
LpYr OT Apyra 1 cornacyoTr Mexzay cobol, MopT KaKoro MocTa iIBNAETCA KOPHEBbIM.
MopTbl OCTanbHbIX MOCTOB J@HHOTO CErMeHTa AOMXKHbl CTaTb KOPHEBbLIMM,
anbTepHaATUBHbLIMU UK Pe3epBHbLIMU NOPTaMMU.

1 ®

—_
—_

®

KopHeBow mocT
BblgeneHHbIM MocT
BbligeneHHbI nopT
KopHeBow nopT

®OE
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8.1.1 ®yHKuMoHnpoBaHue npotokona RSTP

8.1.1.2

8.1.1.3

202

(®  AnbTepHaTMBHbIW NopT
®  Pe3epBHbIV nopT

PucyHok 8.1 Ponu mocTta n nopTa

MopT sBNAETCA anbTepHaTUBHbLIM, ECNIU ANA HEro BbIrO4HEe MPUHUMATbL COObLLEeHNA
OT PYroro MocTa B CErMeHTe JIOKaNlbHOW CETH, K KOTOPOMY 3TOT MOPT NMOAKIHOUEH.
Mprem coobLueHUi anbTepHaTUBHbBIM NOPTOM BbIFrOHEE, UeM OTrpaBKa
Co0bLLEeHUI, KOTOPblE MOXET reHepUpPOBaTb CaM 3TOT MOPT, HO HELOCTAaTOUHO
BbIFOZEH, UTODObI aHHbIM NOPT CTan KOpPHeBbIM. [laHHbIN NOPT CTaHOBUTCA
anbTepHATUBHbLIM MO OTHOLLEHUIO K TEKYLLIEMY KOPHEBOMY MOPTY, a NpH OTKase
TeKyLLero KOpHeBOro NopTa CTaHeT HOBbIM KOPHEBbIM MOPTOM. AflbTEPHATUBHbIN
NnopT He yuacTByeT B paboTe ceTu.

MopT ABNAETCA pe3epBHbIM, €CNW NSl HEro BbirogHee NpUHUMATh CoobLLeHMA

OT CerMeHTa NIoKanbHOM CETHU, K KOTOPOMY 3TOT NMOPT NOAKNOUEH, UCXOAALLME OT
Lpyroro nopta Toro »e MocTta. [laHHbIM NopT ABNAETCA pe3epBHbIM AN1A ApYroro
nopTa TOro e MOCTa U CTaHeT aKTUBHbIM MpU OTKa3e 3Toro nopta. Pe3epBHbIi NopT
He yuacTByeT B paboTe ceTu.

lpaHWUHbIE NOpPTbI

MopT MOXeT BbITb BbleNIeH B KauecTBe rPaHUYHOro NopTa, eciu OH
HenocpeLCTBEHHO NOAKIOUEH K OKOHEUHOM CTaHUMK. B 3TOM KauecTBe OH He
Mo>xeT 0bpa3oBaTb NETAN MOCTOBbIX COEAUHEHUI B CETU U, TaKUM 0bpa3owm,
cnocobeH cpasy nepexoauTb K nepechbinike MHpopMaLMK, NponycKas 3Tanbl
NPOCNYLWMBAHUA U 3aMNOMUHAHMSA.

Ecnu rpaHMuHble NOPTbl NPUHUMALOT KOH(UIYPaLMOHHbIE COOBLLEHUS, TO OHU
HeMe[NneHHO TepPAOT CBOM CTaTyC rPaHUUYHOrO NopTa U CTaHOBATCA 0ObIUHbIMHU
nopTamu cBs3ytoLLero aepesa. Takum obpasom, obpa3oBaHHas M3-3a HEMPaABUIbLHO
MOAKIFOUEHHOTO FPAaHMUHOIO MOpPTa NEeTNSA OUeHb BbICTPO yCTpaHAeTCA.

MOCKONbKY FPaHUUHbIM NOPT 0DCNY>KMBAET TONbKO OKOHEUHbIE CTaHLWK, TO NpH
nepekKNtoUEeHUU COCTOAHUM Ero IMHUKU CBA3K CO0bLEeHUst 06 3MEHEHUK TOMONOMUH
He reHepupyoTcs.

CeTeBble CErMeHTbl TOUKa-TOUKA U CerMeHTbl C MHOXXEeCTBEHHbIM [OoCTynom

B RSTP ucnonb3yeTca o4HOPaHIOBbIV NPOTOKON NOA Ha3BaHWeEM "NpeanoxXeHue-
cornateHue", utobbl obecneunTb Nepexos K Apyroi TONONOrMu B Cllyyae 0TKasa
Kakoro-nnbo KaHana cBA3W. 3TO MPOTOKON TOUKA-TOUKA, KOTOPbIM NpeKpallaeT
paboTaTb B CUTyaLMAX MHOXXECTBEHHOI0 JOCTYNa, TO eCTb NPU Hanuuuu benee uem
ABYX MOCTOB, NOAKMHOUEHHbIX K OLHOMY CErMeHTY CETH.

Ecnu RSTP obHapy»kMBaeT Takyto CUTyaLuto (Ha OCHOBaHUKU NONYAYNNEKCHOro
cTaTyca nopTa nocfie yCTaHOBEHUA COEAUHEHMA), TO MPOTOKON NPeAnoXKeHWe-
cornalleHue oTkntouaetca. MopT LOMKEH NPOUTU Uepe3 COCTOAHUA 3aNOMUHAHUS U
nepecbiNKK, HAXOASACh B KaXKAOM M3 3TUX COCTOSHUI B TeUeHWe BPEMEHHU, KOTopoe
Ha3blBaeTCA BpeMeHeM AJ1A NePEXOAA B PEXKUM MePeChTKH.
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8.1.1 ®yHKUMoHmnpoBaHue npotokona RSTP

CyLLecTBYHOT CUTyaL MK, B KOTOPbIX RSTP npMHMMaEeT HenpaBWbHOE peLleHne O
COCTOSIHUM COEMHEHUA TOUKA-TOUKA NPW NPOCTOM aHanu3e nonyaynnekCcHoro
cTaTyca, @ UMEHHO:

* |_|OpT noaKnKyeH K eJUHCTBEHHOMY MapTHeEpPY, HO uepes I'IOJ'Iy,EI,yI'IJ'IeKCHbIﬁ
KaHall CBA3U.

e [lopT NoaknroueH K 0bLeMy Mefra-KOHLEHTPATOPY vepes NOHOAYMNEKCHbIN
KaHan cBa3u. K 0bpa3oBaHHOMY 3TUM KOHLEHTPATOPOM CErMeHTy
C MHOXeCTBEHHbIM AOCTYNOM MOAKHOUEH bonee ueM OAMH MOCT,
noadepkuBarowmM npotokon RSTP.

B 3TMx cnyuasix nonb3oBaTeslb MOXET HAaCTPOUTb KOMMYTATOP TaknUM 0bpasom,
uToDbl MepeonpenenuTb MexaH13M, onpeaeneHHbld Ha OCHOBE NONYAYMNIEeKCHOTO
peXxuMma, ¥ NpUHyauTeNIbHO 0bpabaTtbiBaTb COCTOSIHWE COeAUHEHMA NPaBUNbHbIM
obpasom.

8.1.1.4 CTOMMOCTb NYTU U CyMMa CTOMMOCTU NOPTOB Ha 3TOM NYTH

CroumocTb nyTu STP npeactaBnAeT coboi OCHOBHOM NOKa3saTesb, C MOMOLLbLO
KOTOPOro BbiIbMpParOTCA KOPHEBOMW NOPT M BblaeneHHble nopTbl. CTOMMOCTb NyTH ANA
BblEJIEHHOro KOMMYyTaTopa NpeacTaBnsaer cobov CyMMy CTOMMOCTEN OTAENbHbIX
MOPTOB Ha NIMHUAX CBA3M MeXAY KOPHEBbIM KOMMYTAaTOPOM W 3TUM BbIAENIEHHbIM
KOMMYTaTOpPOM. [TOpPT C HAMMEHbLLEN CTOMMOCTbIO NYTH NpeacTaBnsaeT cobou
HaWUNyuLIMi MapLIPyT K KOPHEBOMY KOMMYTATOPY M BbibMpaeTcsa B KauecTse
KOPHeBOro nopra.

NpumeuaHue

B 0encTBMTENbHOCTM OCHOBHbIM ONpeaenaAtoLnM hakTopomM Bbibopa KOpHEBOrO
nopTa Cny>uT MAEHTU(UKATOP KOPHEBOro MOCTa. MaeHTMdMKATOP MOCTa BaXKeH,
rmaBHbIM 0bpa3om, Npu 3anycKe ceTu, Korga KOMMyTaTop C HAUMEHbLUUM
MaeHTUHUKATOPOM BblibUpaeTca B KauecTBe KOPHEBOro MocTa. [locne 3anycka
(korga co BceMM MOCTaMu COrnacoBaH MAeHTM(UKATOP KOPHEBOIO MOCTA),
CTOMMOCTb NYTK UCNOMb3yeTcA ANA Bblbopa KOpHeBbIX NOPTOB. Eciiv cToMMocCTb
nyTW y KaHAMOATOB Ha PONb KOPHEBOrO NOpTa OAMHAKOBasA, TO AnA Bblbopa nopTta
MCcnonb3yeTca MAEHTUUKATOP OAHOPAHIOBOro MocTa. M, HaKoHeL, ecinu CTOMMOCTb
nyTWM U MAEHTU(MKATOPa OQHOPAHIOBOrO MOCTa Y KaHANAATOB Ha POfb KOPHEBOTO
nopTa oAMHaKOBbI, TO AnA Bbibopa nopTa ucnonb3lyetca MaeHTUdMKaTop nopTta
O[JHOPAHroBOro MocTa. Bo Bcex cnyyasx B KauecTBe Hauyuyllero Bap1aHTa
BbIBMpPaAtOTCA HaMMeEHbLUWE MAEHTUUKATOPbI, CTOMMOCTb NYTU UK MAEHTUUKATOP
nopra.

Kak onpependaetca CTOMMOCTb NOPTa

RUGGEDCOM ROS Bepcusa5.5

3HauyeHUA CTOMMOCTH nopTa MOTyT onpefenATbCA B pe3yJibTaTeé aBTOMaTUUeCKOro
cornacoBaHuA NapamMeTpoB COeANMHEHNA UITKU PYYHOTO KOHdJVIprMpOBaHMFI. Korpa
MCNOoN1Ib3yeTCA METO aBTOMATUUECKOI0 COrfiaCoBaHWA NapaMeTpoB COeUHEHNA,
CTOMMOCTb NOPTa BblUuMNCIIAETCA HAa OCHOBAaHWKN CKOPOCTHU COEANHEHUA. 3TOT MeTop,
noJjieseH B TOM Ciiydae, eCin Co3[jaHa CeTb C XOpOLUGI‘/'I CBA3HOCTbIO. Ero MOXHO
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MCMNoNb30BaTb, KOraa AnAa pa3pa60TuMKa He 0cobo BaXkHa noJlydyaemMand B pe3yJsibTaTte
Tononorua, ecnv obecneunBaeTca CBA3ZHOCTb CETH.

PyuHan HacTpoMKa nonesHa B Ciyuae, Korga TouHasa TONONIOrus CETU AOMKHA
BbITb NpeackasyemMon npu nobbix obctoaTenbcTBax. CTOMMOCTb MYTU MOXKHO
MCNONb30BaTb AN1A CO34AHWUA TOMNONOMMU CETHU, KOTOPAsA B TOUHOCTM COOTBETCTBYET
HaMepeHunsaM pa3paboTumka.

CpaBHeHue ctoumocteii STP u RSTP

8.1.1.5

204

Cneuuncdumkauma IEEE 802.1D-1998 orpaHnumnBaeT CTOMMOCTb MOPTa 3HAUEHUAMMU

B MHTepBane ot 1 o 65536. Pa3zpaboTaHHbI eLle B Te BpeMeHa, Koraa BblCLUUM
TEXHUUECKMUM JOCTUXKEHUEM BbINK KaHanbl CBA3M CO CKOPOCTbIO nepeaaun 9600
6ut/c, 3TOT MeTo NNoxo paboTaeT B COBPEMEHHbIX YCIOBUAX IKCMNyaTaLmHy,
MOCKOMNbKY B HEM HEBO3MOXXHO NpeAcTaBUTb CKOPOCTb KaHana CBA3M Bbille AeCATH
rurabut B cekyHay.

UTobbl yCcTpaHUTb 3Ty Npobnemy B ByayLInX NPUNOXeHUsX, cneumdurKaums
IEEE 802.1w orpaHMunBaeT CTOMMOCTb NOpPTa 3HaUEHUAMU B UHTepBane ot 1 fo
20000000, a ckopocTb cBaA3M Ao 10 T6aWT B CEKYHAY MOXHO NpeacTaBUTb CO
3HaueHuem 2.

MocTtbl RUGGEDCOM nopaep>KnBatOT COBMECTUMOCTb C yCTapeBLUIMMU
KoMMyTaTopaMu STP 3a cueT BbiIbopa MCNONb3yeMoro Tuna 3HaueHni. Ha npaktuke
HEBa>XHO, KAKOM MMEHHO TUM 3HAUEHUIN MCNONb3YeTCs, eC/IM OH NOCNeA0BaTeNbHO
npuMeHseTca B MacwTabax Bcen ceTu, NMbBO 3HAUEHMUA CTOMMOCTH Ha3HauatoTCA

BPYUHYHO.

OuameTtp MocTa

[nameTp MocTa npeactaBnseT cobo MaKCMManbHOe KONMMUEeCTBO MOCTOB MeXay
LBYMS BO3MOXHbIMW TOUKAaMW MOAKITFOUEHUA OKOHEUHbIX CTAaHLMI K CETH.

[lnameTp MOCTa CNy>KUT OTPaXXeHMEeM TOro OUeBUAHOro hakTa, uto Ans
pacnpocTpaHeHUs MHOPMALMK O TONONOrMK TpebyeTca BpeMsi, B TeUEHUe
KOTOPOro OHa NPOXOAMT OfMH TPAH3WUTHbIM YUaCTOK CeTH 3a Apyrum. Ecnu
pacnpocTpaHeHne KOHPUTypaLMOHHbIX COODLLEHMI U3 KOHLA B KOHEL, CeTH
3aHUMMaeT C/IULLKOM MHOIO BPEMEHH, TO pe3ynibTaToM byzeT HecTabunbHas ceTb.

CyLlecTByeT B3aUMOCBA3b MexXay AMaMeTPOM MOCTa U NapaMeTpoMm
MaKCMManbHOro Bo3pacrta coobuieHusa. Utobbl obecneunTb yBennueHHble pa3mepsl
KOnbLEeBbIX TONONOrM, B Siemens eRSTP™ Bo3pacT coobLyeHnsa yBennumBaeTca

Ha "a CeKyHAbl Ha Ka>XAoM MOCTy. TakuM 06pa3oM, MakCMManbHbIM AnameTp

MOCTa UMCNIEHHO PaBEH YMHOXEHHOMY Ha 4 napaMeTpy MakCMManbHOro Bo3pacTa
coobLeHUs, KOTOPbIM 3afaH B KOHUTYpaL UK.

NMpumeuvaHue
AnropuTtMm B RSTP cnepyrowimi:

*  KoHdurypaumoHHbie coobuyeHnn STP copepkaT MHopMaumto 06 nx Bo3pacre.
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* CoobuieHun, nepegaBaemble uepes KOPHEBOM MOCT, MMmetoT Bo3pact 0.
MepenaBas KOHUrypaLMOHHOe COObLLeHWe, KaXKabli NOCNeay LU
BblAEeNEeHHbIM MOCT JOMKEH YBEIMUNTb €ro Bo3pacT XoTA bbl Ha 1 cekyHAay.

e Ecnv BO3pacT NpeBbICUT 3HAUEHWe NapaMeTpa MakCMManbHOro BO3pacTa, To
cneayroLMit MOCT, MPUHUMALOLLMIA 3TO COObLIEHME, HEMEeJIEHHO ero oTbpocuT.

A 3AMETKA

YBenuubTe 3HaueHue NnapamMeTpa MaKCMMaJZIbHOIo BO3pacTa coobLeHus, ecnu
C034atoTCA OueHb bonblune KOMMYTUPYEMbIE UJTKU KONbLEBbIE CETHU.

8.1.1.6 eRSTP

YcoBepLeHCTBOBaHHbIM NpoToKoN cBsA3ytoLlero aepesa (eRSTP) komnaHuu Siemens
obecneunBaeT ynyuweHue npotokona RSTP B AByX HanpaBneHusaX:

*  COKpallaeT BpeMsA YCTpaHeHUss HeMCnpaBHOCTH (< 5 MC Ha TPaH3UTHbIM
YyUYacToK)

* noBblWwaeT 3hHEKTUBHOCTb KPYMHbIX KOMbLEBbIX CETEBbIX TOMonorui (no 160
KOMMYTaTOpOB).

MpoTokon eRSTP Take COBMECTMM C MPOTOKONIOM, UTo obecneumBaet
BO3MOXHOCTb B3aUMOLENCTBUA C KOMMeEPUECKUMW KOMMYTaToOpaMHu.

8.1.1.7 BbICTpbIi NepexBaT ponvM KOPHEBOro KOMMYTaTopa B Cllyuae OTKa3a

Peann3oBaHHana Siemens yHKLMA ObICTPOro nepexsara poan KOPHEBOro
KOMMYTATOpa B Cllyyae OTKa3a ABNAETCA paclumpeHnem npotokona RSTP,
KOTOPOE MOXHO BKITHOUUTb MITW OTKIHOUKTb. bbICTpbIM NepexBaT ponv KOPHEBOIO
KOMMyTaTopa B Clyuae oTKa3a ynyuwaet obpaboTKy 0TKa30B KOPHEBOrO MOCTa B
npotokone RSTP ans cetei ¢ AUEUCTOW TONONOMMeN.

A 3AMETKA
OnacHocCTb ANA KOHUrypaumum — pucK HapyLleHna obmeHa faHHbIMU

B cMewaHHbIx cetax, roe npucytcTByroT kKommyTtatopbl RUGGEDCOM u
KOMMyTaTopbl He npon3BoacTBa RUGGEDCOM, nubo peann3oBaHbl pasnuuHble
anropuTMbl BbICTPOro nepexsaTa ponn KOPHEBOro KOMMYTATopa B Cllyvae 0TKa3a,
yHKUMA BbICTPOro nepexsaTta ponu KOpHeBoro kommytatopa RSTP He byget
paboTaTb KOPpPEKTHO, @ NPU OTKa3e KOPHEBOro MOCTa BPeMSA nepexsaTta ero ponu
bynet HenpeackasyeMbiM. UTobbl M3bexaTb NoTeHuManbHbIx Npobnem, obpatuTe
BHMMaHWe Ha cnegyrolee:

* [pu ucnonb3oBaHuu anroputMa Robust (CTolkui) Heobxoanmo, utobbl Bce
KOMMyTaTopbl bbinn kKommyTatopamu RUGGEDCOM.
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Mpwu ncnonb3oBaHuKM anropuTMa Relaxed (CMArueHHbIN), BCé KOMMYTaTOPbI
AOMXKHbI BbITb Nog KommyTaTopamu RUGGEDCOM, kpome KOpHEBOro
KOMMYyTaTopa.

Bce kommyTatopbl RUGGEDCOM B ceTh OMKHbI UCNONb30BaTh anroputm Fast
Root Failover (6bicTpblit nepexBaT pofiv KOPHEBOIO KOMMYyTaToOpa B Clyyae
OTKa3a).

CyLwiecTByeT iBa anropmTMa bbICTpOro nepexsarta poiv KOPHEBOro KOMMYTaTopa B
cnyJae OTKa3a.

Robust (CTOWKKI): rapaHTUpyeT eTeEpMUHUMPOBaAHHOE BpeMs nepexsaTta ponu
KOPHEBOro KOMMyTaTOpa B Criyuae 0TKa3a, Ho TpebyeTcs ero noaaepkka BCEMU
KOMMYyTaTOpaM#u B CETH, BKITHOUAA KOPHEBOW KOMMYTATOP.

Relaxed (CMsarueHHbli): obecneurBaeT feTePMUHUPOBAHHOE BPEMS
nepexsaTa pofiv KOPHEBOIrO KOMMYTaTOpa B Cflyyae oTKasa AnsA 6onbLIMHCTBA
ceTeBbIX TOMOMOrMM, HO MO3BOMSAET UCMONb30BaTb CTAHAAPTHBIM MOCT B PONU
KOPHEeBOro.

NpumeuaHune

MUWHUManNbHbIM MHTEpPBan ANA KOPHEBbIX OTKa30B COCTaBMAET OAHY CEKYHAY.
MHO>XeCTBEHHbIE, MPAKTUUECKU OAHOBPEMEHHbIE KOPHEBbIE OTKa3bl (C MHTEPBANOM
MeHee O[JHOM CeKyH/bl) He NOAAEPKUBAKOTCA anrOpUTMOM BbICTPOro nepexsaTa
ponn KOPHEBOro KOMMYyTaTopa B Cllyyae OTKasa.

BbICTpbI NnepexBaT ponyM KOPHEBOro KOMMYyTaTopa B Cllyuae OTKasa U NPOU3BOAUTENbHOCTb

RSTP

3anyck RSTP c oTknroueHHOM pyHKLMeENR BbICTPOro nepexsaTa ponu KOPHEBOro
KOMMyTaTopa B Cflyuyae OTKa3a He BnuaeT Ha PpyHKuMoHmnpoBaHue RSTP B
KOnbLEBbIX CeTAX.

@OyHKLMA BbICTPOro nepexsaTa ponu KOPHEBOro KOMMYyTaToOpa He BAMAET Ha
dyHKLUMOHMpOBaHMe RSTP B ciyuae 0TKa30B, KOTOPble HE KacatoTCs KOPHEBOTO
MOCTa MW OJHOM U3 ero NIMHUI CBA3MK.

[lononHutenbHan obpaboTka, BBoAMMana pyHKLMeN BbICTpOoro nepexsaTa ponu
KOpPHEBOro KOMMYTaTOPa, CyLLECTBEHHO YMEHbLLIAET BpeMA MepeKNtoUeHna npu
OTKa3e B XyALleM crnyyae Anf ceTel C A4UenucTon Tononoruen.

PekomeHAaLMM NO UCMONb30BaHUIO BbICTPOro NepexsaTa posv KOPHEBOro KOMMyTaTopa B

Cjlyyae OTKa3a

206

He pekoMeHayeTcss akTUBMU3UMPOBATb (OYyHKLMIO DbICTPOro nepexsarta ponu
KOPHEBOro KOMMYyTaTopa B CETEBOM TOMOSONMU, e BCe KOMMYTATOpbI
coeMHEeHbl B COCTaBe eIMHOro Konblia.

HacrosaTtenbHo pekoMeHayeTcAa Bcerga noaknuaTb KOpHeBOﬁ MOCT K
KaXXgoMy 13 ero coceaHnx MoCToB, UCNOJb3yA bonee OAHOM NUHUK CBA3M, npu
BKMHOUEHWU B KONbLEBOW CETH.
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8.1.2 NMpumeHeHunsa RSTP
B naHHOM pa3gene onucbiBaeTca pasnunuHoe npumMmeHeHue RSTP.

8.1.2.1 CTpyKTypupoOBaHHbie kabenbHble ceTu c RSTP

MpoTtokon RSTP no3BonseT NpoeKkTMpoBaTb CTPYKTYPUPOBaAHHbIE KabenbHble CETH,

B KOTOPbIX COXPaHAETCA CBA3HOCTb B Cllyyae OTKa3a KaHanos cBA3W. Hanpuwmep,
npv¥ OOMHOUHOM OTKa3e NtboM 13 NuHKMM cBsasm ot A fo N Ha PucyHok 8.2, «[pumep
TOMONOTrMKU CTPYKTYPUPOBAHHOM KabenbHOW CeTU» BCE NOPTbl KOMMYTATOpPOB OT 555

[0 888 oCTaHyTCA NOAKIOUEHHbBIMU K CETH.

PucyHok 8.2 Mpumep ToNoNornu CTpyKTypUpOBaHHOM KabenbHOM ceTu

207
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UTobbl CNpOEKTUPOBaTL CTPYKTYPUPOBAHHYO KabenbHyo CeTb, caenanTe
cnegytollee:

1.

BbibepuTe napamMmeTpbl MPOEKTUPOBAHUA ANIA CETU.

KakoBbl TpebOoBaHMA K OTKa30yCTOMUMBOCTU U BPEMEHU NEPEKTHOUEHUA NpPU
OTKa3e/BpeMeHU BoccTaHoBNeHMA? CyLLeCcTBYHOT K cneuunanbHble TpeboBaHMA
ANA pa3NMUHON MapLpyTU3aUmu K LeHTpanbHoMy cepBepy? CyLLecTByHOT it
cneunanbHble TpeboBaHMA K ybNMpoOBaHWUIO NOPTOB?

OnpepenuTe, TpebyeTca Ny noaaepKKa ycrapesLiero o6opyaoBaHus.

Mcnonb3yrotca nu B ceTr STP-MOCTbI? 3TU MOCTbI HE NOAAEPXKUBAKOT BbICTPbIN
nepexof B PeXWM Nepecbinku MHOpMaLunn. ECK 3TM MOCTbI MPUCYTCTBYHOT, TO
Henb3s N1 UX NeperpynnupoBaTtb Bnuxe K rpaHuLe cetu?

OnpegenuTe rpaHUUHbIe NOPTbI U NOPTbI C OrPaHUUEHUAMMU
nonyaynieKcHoro pexxumalobuiei cpeabl Nnepegauun fgaHHbIX.

MopTbl, KOTOPbIe NOAKIKOUEHbI K CeEpBEpPaM, UHTENNIEKTYallbHbIM 3NeKTPOHHbIM
yctpovictBam (M3Y) u KoHTponnepam, MoryT BbiTb HACTPOEHbI B KauecTBe
rPaHUUYHbIX MOPTOB, UTODbI rapaHTUPOBaTb DbICTPbIM NEepexoa K nepechbinke
MHMOPMaLMK, @ TaKXKe COKPATUTb KONMUECTBO OMNOBELLEHUI 06 U3MEHEHUU
TOMONOrMK B CETU. OPTbI C OrpaHUUEHUAMMU NONYAYNIEKCHOro pexxumal
obLew cpeabl Nnepefaun faHHbIX TpebyeTtcsa ocoboe BHUMaHKE, uTobbl 3TH
OrpaHUUYeHUA He MPUBOAUIU K YBEIMUEHHOMY BPEMEHHU MepeKNtoUeHns npu
OTKa3e/BpeMeHU BOCCTaHOBIEHUA.

TwaTenbHo BbibepuTe KOPHEBOIN MOCT U pe3epBHbIH KOPHEBOW MOCT.

KopHeBoW MocT criefyeT BblIbMpaTb TakuM 0bpa3om, uTobbl OH Haxoauncs
B TOUKE KOHLEHTpaLWW ceTeBOro Tpacpmka. HaianTe pesepBHbI KOPHEBOK
MOCT B6/IM3K OT KOpHEBOro MocTa. OfiHa U3 CTpaTeruii, KOTOPYH MOXHO
MCNONb30BaTb, COCTOUT B HACTPOWKe NPUOpHUTETA MOCTa, UTODbI HA3HAUWTb
KOPHEBOW MOCT, @ 3aTEM HAaCTPauUBaETCs MPUOPUTET KaXX[Oro MOCTa B
COOTBETCTBWM C IO PAacCTOSHUEM OT KOPHEBOIO MOCTa.

Onpep,enMTe Tpe6yemy+o TONONOrMK CTabMNbHOro COCTOAHMUA.

NoeHTnrunpymnTe TpebyemMyro TONONOrUI0 CTabUNbHOrO COCTOAHMUA,
NPUHMMaARA B pacueT CKOPOCTU Nepedaum No KaHanam cBfA3n, obecneumBaeMbli
Tpadmk u knacc cepauca (QOS). UccnenyiiTte 3hheKTbl B pesynbraTte
npepbiBaHWA BbIOPaHHbIX COEAUHEHWHN, MPUHUMAA BO BHUMAHUE 3arpy3Ky CeTu
¥ KauecCTBO anbTePHATUBHbIX COEAUHEHUN.

MpumMuTe peleHne OTHOCUMTENbHO CTPaTErMu BblUMCIIEHUA CTOMMOCTH
nopra.

BbibepuTe, byayT nv ncnonb3oBaTbCsa PUKCUPOBAHHbBIE CTOUMOCTH UMK
byaeTt Npon3BOAMUTLCA MX aBTOMATMUECKOe cornacoBaHme? PekoMeHgyeTcs
MCNONb30BaTb aBTOMATUUECKOE COorfacoBaHue, eciim TONbKO HeT
HeobxoANMMOCTH B U3MEHEHWW aBTOMATMUECKOro COrnacoBaHMA NPOEKTOM
ceTu. Boibepute TMn 3HaueHnmn ctoumoctu STP unu RSTP, KoTopbIM AOMKeH
ncnonb3oBaTbcA. HeobxoanMo CKOHUIyprpoBaTh OAUHAKOBbIV THUM
COrnacoBaHMA Ha BCeX YCTPOMCTBAX CETH.
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7. AKTUBUpYHTe onuuto 6bICTPOro nepexearta posii KOPHEBOro KOMMyTaTopa B
cnyyae oTKasa.

370 NponpwueTapHana yHKUKA Siemens. B AuencTom cetun, AApO KOTOpoOW
cogepxut Tonbko yctporctea RUGGEDCOM, pekoMeHayeTCcsa BKNOUNTb OMLKUIO
BbICTPOro nepexsarta ponn KOPHEBOro KOMMYyTaTopa B Cllyyae 0TKasa, uTobbl
MWHUMU3NPOBATb BPEMSA NPOCTOA CETU B Cllyvae 0TKa3a KOPHEBOro MocCTa.

8. BbluucnuTte u BBeaUTE B KOH(pUrypaLMUio 3HaUEHUA NPUOPUTETOB U
CTOMMOCTEM.

9. PeanusyWTe ceTb U NPOTECTUPYWUTE €e B YCIIOBUAX 3arpysKu.

8.1.2.2 KonbueBble MarucTpanbHbie ceTu ¢ RSTP

Mpotokon RSTP MOXeT NCnofib30BaTbCA B KOMbLEBbIX KOHMUIypaLUAX MarucTpani,
Koraa Tpebyetca BbiCTpoe BOCCTaHOBMEHME MOCe OTKa3a KaHana CBA3u. B
HOPManbHOM pexume paboTbl RSTP bynet bnoknpoBaTb TpadhmK Ha OAHOM

WM HECKOJIbKUX KaHanax CBA3M, HanpuMep, Kak nokas3biBaeT BOMHaA uepTa,
nepeuepkuBatroLlasa KaHan cBa3n H Ha PucyHok 8.3, «[pumep KonbLeBoK
KOHMUrypaunun maructpanu». B cnyuae otkasa kaHana cesasu D kommyTaTop 444
pa3bnokupyet KaHan cea3u H. KommyTtatop 333 6yaeT B3aMMOAeNCTBOBATb C CETbIO
uepes KaHan ceasu F.
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PucyHok 8.3 MprMep KONbLEBOW KOH(MUIypaLMK MaructTpanu

UTobbl CNpOeKTUPOBaTb KOMbLEBYH KOHMUIYypaLUKO MarucTpanu ¢
ncnonb3oBaHueM RSTP, caenaiTe cnegytroulee:

1.

BbibepuTe napaMeTpbl NPOEKTUPOBAHUA ANA CETH.

KakoBbl TpE6OBaHMﬂ K OTKa30yCTOI7ILIMBOCTVI M BpEMEHUN NEPEKNKUEHNUA NMPHU
OTKa3e/BpeMeHM BOCCTaHoBNeHUA? ObbluHO KoJibLueBble MarncrtpalibHble
CeTHn BbI6MpaI-OTCF| OnAa Toro, uTobbI MNOCTpPOEHUNE CETHU obecneuunBano
OTKa30yCTOVIHMBOCTb npn OTHOCUTEJIbHO HEBbICOKOM CTOMMOCTH.

Onpepenute, TpebyeTcs N1 nopaeprKka ycrtapesliero obopynoBaHums, a
TaKXXe onpepenuTte NopTbl C OrPaHUUEHUAMU NONYAYNNEKCHOro pexumal
obLien cpeabl nepegaum faHHbIX.

3K KOMMYTaTOpPbl HE AOJT>)KHbI MCNOJIb30BaTbCA, €CJiKM OANA CETU HYXHO
MWHUMU3NPOBATb BPEMA NEPEKITHOUEHNA NPHU OTKa3E/Bp6MFI BOCCTaHOBJIEHHA.

Onpe,qenuTe rPaHHUUHbIE NOPTbI.

MopTbl, KOTOPbIE NOAKHOUEHbI K CEPBEPAM, UHTENNEKTYaNbHbIM 3IEKTPOHHbIM
yctpoicteam (M3Y) n koHTponnepam, MOryT BbiTb HACTPOEHbI B KauecTBe
rPaHWUYHbIX MOPTOB, UTOOLI rapaHTUPOBATL DbICTPbIN NEPEXoA K Nnepechbinke
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MHCbOpMaU,MM, d TaKXXe COKPaTUTb KOJIMUECTBO OMNOBELLEHNN 06 U3MeHeHMHU
TOMONOIrnn B CETH.

4. BbibepuTe KOpHEBON MOCT.

KopHeBOM MOCT MOXHO BbIOpaTh AN ypaBHMBaHUA KOTMUECTBA MOCTOB,
KONMMuecTBa CTaHUMUIM Mnn obbeMa TpadrKa B KaXKAOM U3 NMOMOBUH KOMbLa,
pasfenseMbiX 3TUM MOCTOM. BaXkKHO MOHMMAaTb, UTO KONbLEBAsA MarncTpanb
BCcerga byaet pasopBaHa B OAHOM TOUKe M UTO TpamK BCeraa npoxoauT uepes
KOpPHEBOMW MOCT.

5. HasHaubTe NpUMOpPUTETbI MOCTOB AJ15 KONbLEBOW MarucTpanu.

[ns nonyyeHnA 4ONONHUTENBHOM MHPOPMALMK CM. OPULMaNTbHOE ONUCaHKe
RUGGEDCOM ""PaboTa npoTokona bbICTporo CBA3yHoLEro aepesa B TOMNONOMMUK
KonbLeBoM ceTu™, nocTynHoe no agpecy https://assets.new.siemens.com/
siemens/assets/api/uuid:d4af5d17-728c-493f-b00a-9c4db67b23ed/RSTP-
whitepaper-EN-09-2020.pdf.

6. MpumuTe pelueHUe OTHOCUTENbHO CTPATErU BbIUMCIIEHUA CTOMMOCTH
nopra.

PekomeHayeTcA UCNOIb30BaTb aBTOMATMUECKOe CornacoBaHue, ecnu

TONbKO HET HeobXOAMMOCTU B MU3MEHEHNW aBTOMATMUECKOr0 COrnacoBaHuA
NPOEeKTOM ceTu. BbibepuTe TMn 3HaueHni ctoumoctu STP unu RSTP, KoTopbIi
LOIKEeH MCnonb3oBaTtbhcA. HeobxoanmMo cKOHUIryprupoBaTb OAMHAKOBbIM TUN
COrnacoBaHMA Ha BCeX YCTPOMCTBAX CETH.

7. OTKntouuTe onuuio BbICTPOro Nepexsarta posit KOPHEBOro KOMMYyTaTopa B
cnyuae oTKasa.

370 nponpueTapHasa gyHKuuMA Siemens. B RUGGEDCOM ROS onuwms bbictporo
nepexsarta posiM KOPHEBOro KOMMYTaTopa B C/lyyae OTKa3a BKJ/IFoUeHa no
ymonuaHuto. MNpun paboTe B KONMbLEBOKN CETU PeKOMEHAYeTCA OTKNoUaThb 3Ty

yHKUMIO.
8. PeanusyitTe ceTb ¥ NpoTECTUPYITE €e B yCIIOBUAX 3arpy3KH.

8.1.2.3 AybnupoBaHue RSTP-nopToB

B cnyuanx, korga pesepsupoBaHue (aybnupoBaHuWe) NOPTOB UMEET BaXKHOE
3HaueHwue, npoTokon RSTP no3sonsaeT ucnonb3osaTb Honee o4HOro NopTa MocTa
Ans obcny>KMBaHUA CerMeHTa ceTu. B cneflytoleM npumMepe, ecnu nopt 3 BblaeneH
ANA nepefaun ceTeBoro TpadMKa nokanbHoM cet A, To nopT 4 3abnokupyet
TpadhuK. ECnv BO3HWKAET 0TKa3 MHTepdeica nopTa 3, To NopT 4 NpUHUMAET Ha cebsn
KOHTPONb Haf CErMEHTOM CETH.
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PesepBupoBaHue cetu

8.1.3 OyHKynMoHnpoBaHue npotokona MSTP

PucyHok 8.4 Mpumep pybnuposaHusa RSTP-nopToB

8.1.3 ®yHKUMOHUpOBaHUe npoTokona MSTP

ANropuTM M NPOTOKON MHOXECTBEHHOTO cBA3ytoLero aepesa (MST) obecneunBaert
Bonee BbICOKYHO CTeNeHb KOHTPONA 1 rMbkocTu, uem RSTP n yctapesLuni STP.
MpoToKon MHOXecTBeHHOro ceasytowero aepesa (MSTP) npeacraBnsaeT coboi
pacwpeHue npotokona RSTP, npu nomMoLm KOTOpOro B O4HOM U TOM Xe
KOMMYTUPYEMOWM CETU MOXHO MOALAEPXMBATb MHOXECTBO CBA3YHOLLUX IepeBbEeB.
TpadmK AaHHbIX Ha3HaUaeTCA Ha TO UMK MHOE U3 CBA3YIOLLMX AepeBbeB NyTEM
oTobpa>KeHUs O4HON UKW HECKONbKMX BUPTyabHbIX NIOKanbHbix ceTei (VLAN) Ha
LaHHYIO CeTb.

YpoBeHb CMOXHOCTU 1 NOSTIE3HOCTU peanu3alnn MHOXKECTBEHHOIO CBA3YHOLLIEro
AepeBa Ha JaHHOW KOMMYTUPYEeMOM ceTu NponopuroHaneH obbemy Tpyao3aTpaT Ha
nnaHWpoBaHWe U pa3paboTKy, BNOXKEHHbIX B HACTpOMKy MSTP.

Ecnv npotokon MSTP akTMBM3MPOBaH Ha HEKOTOPbIX UIK Ha BCEX KOMMYTaTopax
B ceTW 6e3 JOMNONHUTENIbHOM HACTPOMKH, TO pe3ynbTaToM DyaeT ceTb C NONHOM

¥ NPOCTOW CBA3HOCTbIO, HO 3TOT pe3ynbTaT B NyulleM ciyuae byaeT c ceTbto, B
KOTOPOW MCMOnb3yeTcs TONbKO NpoTokon RSTP. M3BneueHue Bcex NpenMyLLecTs,
KoTopble obecneunBaet MSTP, TpebyeT noTeHUManbHO BONbLLIOro uncna
KOH(UTYpPaLMOHHbIX NEPeMEHHbIX NapaMeTpoB, KOTOpble BbIBOAATCS U3 aHanM3a
TpachuKa AaHHbIX B KOMMYTUPYEMOM CETH, a TaKKe U3 TpeboBaHUM K pasgeneHuto
Harpy3Ku, K pe3epBUPOBaHUIO, a TaKXKe K ONTUMM3aLMK NyTU. [ocne Toro Kak Bce
3TW NapamMeTpbl OyayT onpefeneHbl, TakXKe OUeHb BaXXHO NOCNeA0BaATENbHO WX
NMPUMEHATb U AAMUHUCTPUPOBATL Ha BCeX KOMMYyTaTopax B MST-pervoHe.

Ncxopsa M3 npuHUKMna NOCTPOeHMUs NpoTokona, Bpems obpabotkun B MSTP
NPOMNOPLUOHANbHO UMCNY aKTUBHbIX 3K3eMNNApoB STP. 3TO 3HAUMT, UTo

MSTP, ckopee Bcero, byaet paboTaTb CyLleCTBEHHO MeaneHHee, uem RSTP.
CnepoBaTenbHO, B C/lyyae OTBETCTBEHHbIX NpUNoXeHni npotokon RSTP cnepyet
paccMmaTpuBaTb Kak nyullee pelleHue ana obecneueHuns U3bbITOUHOCTHU CETH, UEM
MSTP.
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8.1.3.1 MSTP-pervoHbl 1 COBMECTUMOCTb C APYTMMU NPOTOKONAMH

MSTI

IST

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

B nononHeHue K NoAAep»KKe MHOXECTBEHHbIX CBA3YHOLLMX epPEBbEB B CETU U3
MSTP-coBMeCTUMbIX MOCTOB, npoTokon MSTP cnocobeH B3aMMoaencTBoBaTh C
MOCTaMM, KOTOpble NOAAEePXKMUBALOT TONbKO NpoTokon RSTP unu yctapeswni STP, He
Tpebya HUKAKOro cneymManbHOro KOHMUIypupoBaHUA.

MST-pervoH MoxeT BbITb ONpefeneH Kak 3aaHHOe MHOXECTBO COeAMHEHHbIX
Mexay cobon MOCTOB, Y KOTOPbIX cOBNagaeT naeHtudukauna MST-pernoHa.
NuTepdenc mexagy MSTP-mMocTamMu 1 MOCTamMK, He NOAAEPKMBAOLLUMHU
npotokon MSTP, nubo mexay MSTP-mocTaMu C pa3nnuyHON MOAEHTUPUKALMOHHOWM
nHpopmaumen MST-pernoHa, CTaHOBUTCA YaCTbo rpaHnubl MST-pernoHa.

KommyTtaTopbl 3a npegenamu MST-pernoHa byayT BuaeTb BeCb 3TOT PErnoH

KaK eJMHCTBEeHHbIM MOCT (R)STP; BHyTpeHHWe aetanu MST-permoHa ckpbITbl OT
OCTanbHOM KOMMYTUpYyeMon ceTu. [ina atoro MSTP nopgaep>xvnBaeT otaenbHble
CYETUMKU TPAH3UTHbIX Y4aCTKOB ANA MHPOPMaLMK CBA3YHOLEro AepeBa, obMeH
KOTOPOM NPOM3BOAMTCA HA rpaHuue MST-pernoHa, B OTAMUMe oT MHpopMaunK,
pacnpocTpaHAeMOMn BHYTPU 3TOr0 pervoHa. [ina nHpopmaunmn, npuHMMaeMom Ha
rpaHuue MST-pernoHa, Bo3pact coobueHusa (R)STP MHKpeMeHTHO yBEeNMUKUBAETCS
NULWb OOMH pa3. BHyTpKu permoHa nogaepxuBaeTca oTaenbHbIM CUETUMK
OCTarOLLMXCA TPAH3UTHbIX YUACTKOB, MO OAHOMY ANA KaXXA0ro 3K3eMnnsapa
CBA3YHOLLEro AepeBa. BHewHW napameTp Bo3pacTa COObLEeHNs CpaBHMBAETCA C
BpeMeHeM MaKCMManbHOro Bo3pacrta coobuieHua (R)STP, Toraa Kak BHyTpeHHUe
CUETUMKK OCTarOLLMUXCA TPAH3UTHbIX YUaCTKOB CPaBHUBAKOTCA C NapaMeTpoM
MaKCMManbHOIO UMCiia TPAH3UTHbIX yUacTKoB B MacwTabax MST-pervoHa.

JK3eMnnsAp MHOXXeCTBEHHOro cBA3ytowero gepesa (MSTI) npeactaBnaeT coboin
OAMH W3 LWeCTHaAUaTU He3aBUCUMbIX 3K3eMMNAPOB CBA3YHOLLEro epesa,
KOoTopble MOryT ObITb onpefeneHbl B MST-pervoHe (Mcknrouas IST — cMm.

HUxe). MSTI co3gaeTcs nytem oTobpaXkeHUs onpeaeneHHOro MHOXeCTBa ceTew
VLAN (B RUGGEDCOM ROS — nyteM koHgpurypupoBaHua VLAN) Ha 3afaHHbIN
naeHtnudurkatop MSTI ID. Takoe ke oTobpakeHue fOMKHO BbiTb HACTPOEHO Ha
BCEX KOMMYTATOpaXx, KOTOpble AOMXKHbI BbITb COCTaBHbIM 3nemeHToM MSTI. bonee
Toro, Bce otobpaxkeHua VLAN Ha MSTI gomkHbl ObITb MAEHTUUHBIMW NS BCEX
KOMMyTaTopoB B MST-pervoHe.

RUGGEDCOM ROS nopnepxkusaet 16 sk3emnnapos MSTI B gononHeHue K IST.

Kaxgbit MSTI nMeeT TONonoruto, KOTopasa He 3aBUCUT OT APYTMX IK3eMMAAPOB.
TpadmK AaHHbIX, UCXOAALLMIK OT OAHOIO UCTOYHMKA M HanpaBeHHbIN K OQHOMY U
TOMY e agpecaTty, Ho No pa3HbiM ceTAM VLAN B pa3nuuHbix MSTI, MOXeT, TakK1UMm
0bpa3om, NpoxoanTb uepes ceTb NO Pa3HbIM NyTAM.

MST-pervoH Bcerga onpegenset BHyTpeHHee cBa3ytollee aepeso (IST). [lepeBo
IST oxBaTbiBaeT BeCb MST-pernoH n nepeHoCUT BeCb TPAOMK AaHHbIX, KOTOPbIN He
Ha3HaueH cneuymnanbHo (nocpeactBomM VLAN) ans koHkpeTHoro MSTI. IST Bceraa
BbIUMCNSAETCA M onpeaenseTca Takum obpasom, utobbl oHO bbino HyneBbiM MSTI.
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IST Takxe siBnaetcsa pacwupenunem CIST (cM. HWxKe) BHYTpu MST-pernoHa, kotopoe
OXBaTblBaeT BCO KOMMYTUPYEMYHO CeTb, BHYTPU U 3a npepenamu MST-pernoHa, Bce
oCTanbHble KOMMYyTaTopbl RSTP 1 STP, a Tak»ke Bce npoune MST-pervoHbl.

CST

Obuwee cBAsytowee fepeBo (CST) oxBaTbiBaeT BCHO KOMMYTUPYEMYHO CETb,
BKMrouaa MST-pervoHbl, a Takxe BCe NogKntoueHHble MocTbl STP unu RSTP. CST
paccmaTpuBaeT MST-permoH Kak oTaenbHbIM MOCT, C EAMHCTBEHHbBIM 3HAUEHWEM
CTOMMOCTH, KOTOPOE aCCOLMMPOBAHO C €ro MPOXOXKAEHUEM.

CIST

ObLwee 1 BHyTpeHHee cBAsytolee AepeBo (CIST) npeactaBnseT coboi
obbennHeHue nepeBa CST u aepeBbeB IST Bo Bcex MST-permoHax. Takum obpasom,
CIST oxBaTbiBaeT BCHO KOMMYTUPYEMYHO CeTb, MPOHMUKanA B Kaxablit MST-pervoH
yepes IST nocnegHero, utobbl UMeTb AOCTYM K KaXXAOMY MOCTY B CETH.

8.1.3.2 Ponu moctos 1 noptoB B MSTP

MpoToKON MHOXeCTBEHHOTrO cBA3ytoLlero aepea (MSTP) nogaepxusaet
cnepyroLme ponu MOCTOB M NMOPTOB:

Ponu mocTtoB

Ponb OnucaHue

KopHeBo# mocT CIST KopHeBo# mocT CIST — 370 BbibpaHHbIv
KopHeBoM mocT fepesa CIST, koTopoe
OxBaTblBaeT BCE NOAKIOUEHHble MOCTbl STP U
RSTP, a Takxxe MSTP-pervoHbl.

PernoHanbHbIM kKopHeBo# mocT CIST KopHeBoW mocT gepesa IST B npefenax
MSTP-pervoHa. PermoHanbHbI KOPHEBOM

mocT CIST — 310 MmocT B npegenax MSTP-
pervoHa C HauMeHbLUEe CTOMMOCTbIO MYTH K
kKopHeBoMy MocTy CIST. ObpaTuTe BHUMaHHE,
UTO pervoHanbHbIl KopHeBoi mocT CIST bynet
HaxoauTbCA Ha rpaHuue MSTP-pernoHa. Takxe
MMeKnTe B BUAY, UTO pErMoHanbHbI KOPHEBOM
MocT CIST moxeT BbITb KopHeBbIM MocTom CIST.

PervoHanbHbIM KopHeBoW MocT MSTI KopHeBow mocTt ana MSTI B npegenax MSTP-
pervoHa. KopHeBoM MocT BbibupaeTca
He3aBUCUMO AnA Kaxkgoro MSTI B MSTP-pervoHe.

Ponu noptoB

Kaxxgbit nopt MSTP-mocTa MoxeT nmetb bonee ogHor ponu CIST B 3aBUCMMOCTH OT
KOIMUeCTBa U TOMONOMMKU 3K3eMNNAPOB CBA3YIOLLEro AepeBa, onpefeneHHbIX AnA
3TOro noprTa.
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Ponb

OnucaHue

Ponu noptos CIST

e KopHeBo# nopT obecneunsaet
MWHUMasbHYI CTOMMOCTb MYTK OT MOCTa K
kopHeBoMy MocTy CIST uepes pernoHanbHbIN
kopHeBoi MmocT CIST. Ecnu 3TOT MOCT cam
OKa3blBaeTCA PerMoHanbHbIM KOPHEBbIM
mocTtom CIST, To ero KOpHeBOM NOPT TaKXke
ABNAETCA BeAyLLMM MOPTOM ANA BCeX
MSTI n obecneunBaeT MUHUManNbHYHO
CTOMMOCTb NYTH K KopHeBoMy MocTy CIST,
pacrnonoxeHHOMY BHe JaHHOI0O pernoHa.

*  BblgeneHHblit nopt obecneunBaeTt
MWUHUMaNbHY CTOMMOCTb NyTH OT
npuUcoefMHEHHOM NOKanbHOM CeTH uepes
MOCT K PerMoHanibHOMy KOPHEBOMY MOCTY
CIST.

e AnbTepHaTUBHbIV U pe3epBHbIA NOPThI
COBMAAAroOT C aHaNOrMUYHbIMK MOPTaMK B
RSTP, HO NO OTHOLUEHMIO K PEFTMOHANTbHOMY
kopHeBoMy mocty CIST.

Ponu noptos MSTI

Ona kaxxgoro MSTI Ha mocTy:

e KopHeBo# nopT obecneunsaet
MWHUMasbHY CTOMMOCTb MyTK OT MOCTa
K perMoHanibHOMy KOpHEBOMY MOCTY
MSTI, ecnu caM 3TOT MOCT He ABnAeTCA
perMoHanbHbIM KOPHEBbIM MOCTOM MSTI.

*  BblgeneHHblit nopt obecneunBaet
MWUHUManNbHY CTOMMOCTb NyTH OT
npuUcoefMHEHHOM NOKanbHOM CeTH uepes
MOCT K PerMoHanibHOMy KOPHEBOMY MOCTY
MSTI.

e AnbTepHaTUBHbIV U pe3epBHbIA NOPThI
COBMAAArOT C aHaNOrMUYHbIMM MOPTaMK B
RSTP, HO NO OTHOLUEHMIO K PEFTMOHANTbHOMY
KopHeBOMY MoOCTy MSTI.

BeayLwunit nopT, KOTOPbIN ABAAETCA YHUKANbHbIM
B MSTP-pervoHe, cny>ut KOpHeBbIM MOPTOM
CIST pernoHanbHoro kopHesoro mocta CIST u
obecneurBaeT MUHUMaNbHYI CTOMMOCTb NYTH K
kopHeBomMmy mocty CIST ana Bcex MSTI.

FpaHMqule nopTbl

RUGGEDCOM ROS Bepcusa5.5
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[paHWUHbBIN MOPT — 3TO MOPT Ha MOCTY B
MSTP-pervoHe, KOTOPbIA NOAKOUEH K

ntobomy 13 cnepyroLLmnX YCTPOMCTB: MOCT,
npuvHagnexawui Kk gpyromy MSTP-perunony,
nnMbo MOCT, NOAAEPKUBAKOLLMMA TONbKO NPOTOKON
RSTP vnu ycrapeBluwni STP. [paHWuHbIM NopT
bnokupyet unu nepeHanpasnset Bce cetn VLAN
oT Bcex MSTI 1, aHanornuHbiM obpasom, ot CIST.

[PaHWUHBIM NOPT MOXET NPEeACTaBNATbL CObOW:

e KopHesow nopt CIST pernoHanbHOro
kopHeBoro mocta CIST (4, cnefoBaTenbHo,
BeayLmi nopt MSTI).

* BbigeneHHbi# nopt CIST, anbTepHaTUBHbIN/
pe3epBHbIi nopt CIST, nbo HaxoaWTbCA B
cocTosHMK "oTkntoueH". Ha rpaHuue MST-
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8.1.3.3

Ponb OnucaHue

pernoHa ponb nopta MSTI aHanornuHa ponu
noprta CIST.

[paHWUHbINA NOPT, MOAKMFOUEHHbIW K MOCTYy STP,
ByneT nocbinaTth TONbKO BNOK AaHHbIX NPOTOKONA
komMmyTaTopoB (BPDU) ana npotokona STP.
[paHWUHbIM NOPT, NOAKIKOUEHHbIR K MOCTYy RSTP,
HeT HeobXxoAMMOCTH YAEPKMBaTb OT OTNPaBKHK
coobueHn BPDU ans npotokona MSTP. 310
BO3MO>HO B CBA3M C TeM (haKTOM, UTO MPOTOKON
MSTP nepepaet uaeHTUMUKATOP pErMOHaNbHOro
KopHeBoro kommyTtatopa CIST B none AaHHbIX,
KoTopoe RSTP aHanu3upyeT Kak naeHTUduUKaTop

BblAeNieHHOro KOoMMyTaTopa.

Mpeumyuectsa npotokona MSTP

HecmoTtps Ha 10, uto npoTtokon MSTP no ymonuaHuio yCTpoeH Taknum obpasom,
uyTOBbl aBTOMATUUECKN NPUXOAUTH K HEKOTOPOMY PeLLUEHUIO CO CBA3YHOLLMUM
LEepeBOM ANA KaXAoro CKoOHpurypuposaHHoro MSTI, MOXHO M3Bfeub
npeuMyLLecTBa, OKasblBasa BAUAHWE Ha TONONOIKUIO 3Kk3eMnnApoB MSTI B MST-
pernoHe. TOT haKT, UTO NPUOPUTET MOCTa M CTOUMOCTb KaXXAOro NopTa MOryT
KOHMUIypupoBaTbCa AnA otaenbHoro MST, no3sonaeTt ynpaBnATb TONONOrMen
kaxkgoro MSTI B npegenax pervoHa.

banaHc 3arpysku
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MSTP MO>XHO MCNONb30BaTb A1 PaBHOMEPHOro pacnpefeneHna UHTEHCUMBHOCTH
Tpadrka Mexay MHoxecTBamu ceTert VLAN, obecneunBas bonee nonHoe
MCNoNb30BaHWE KOMMYTUPYEMOM CETU C MHOXECTBEHHbIMU MEXCOEAUHEHUAMM.

KoMMyTupyemas ceTb, KOTOpas ynpaBnsaeTca eAUHCTBEHHbIM CBA3YIOLWWM AEPEBOM,
bynet bnoknpoBaTb M3bbITOUHbIE COeAUHEHMS, uTObbI M3bexkaTb obpa3oBaHuMA
HexXxenaTtenbHbIX neTenb. OQHAKO NpY UCNONb30BaHWKM NpoTokona MSTP nroboe
3afaHHOe COeAMHEHME MOXKET UMETb Pa3NMUHOE COCTOsIHWE BNOKUPOBKHM ANA
3K3emnnApa CBA3YHLLEero gepeBa, NOCKONbKY 3TO NOAAEP>KUBAETCA NPOTOKONOM
MSTP. JTtoboe 3agaHHOe coefMHEHWE MOXET, TakKMM 0bpa3oM, HaxoaUTbCA

B COCTOSIHUM BNIOKMPOBKKM Ans oaHUX ceTeit VLAN 1 B COCTOSIHUM NEPEeChINKK
MHopMaumnm ana apyrux ceter VLAN, B 3aBUCMMOCTM OT cnocoba oTobparkeHua
BMPTYalnbHbIX NOKaNbHbIX CeTeN Ha 3k3emMnnApbl MSTI.

MOX>HO KOHTPONMPOBaTb MNOCTPOEHUE PeLLeHnsA CBA3YILLEero Aepesa Ana
Kaxgoro MSTI, ocobeHHO MHOXeCTBO aKTUBHbIX COeAUHEHWUI ANA KaXKa0ro
fepeBa, MaHunynupya ana otgenbHoro MSTI npuopuTeToM MOCTa U CTOUMOCTAMM
COeIMHEHUI uepes AaHHbIM NOpT B ceTu. Ecnmn Tpadumk pasymMHbiM 06pa3om
pacnpenenaeTca No HeckonbKum cetaM VLAN, TO Tenepb A4ns nepegauu

TpadhrKa MOryT CO34aBaTbCA U3BbITOUHbIE MEXCOEAUHEHNUA B KOMMYTUPYEMOM
CeTH, KOTOpble B Cllyyae eAUHCTBEHHOrO CBA3YIOLLEro AepeBa CTanu bbl
Hencnonb3yemMbiMH.
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U30n1MpoBaHHOCTb peKOH(UTypaLUU CBA3YHOLLErO AepeBa.

OTKas KaHana cBsi3n B MSTP-pervoHe, He BAUAIOLWMI HA PONM TPAHUUHBIX MOPTOB,
He NnpuBefeT K MOBTOPHOMY KOHUrypupoBaHuto CST, a TakKe He NOBAUAET Ha
Apyrue MSTP-pernoHbl. 3To €BA3aHO € TeM (haKTOM, uto MHopmauma MSTP He
pacnpocCTpaHALTCA 3a rpaHnLy perMoHa.

CpaBHeHue npoTtokonoB MSTP u PVST

MpenmyLwectso npoTokona MSTP no cpaBHeHUIO C NpoNpUeTapHbIM NPOTOKONOM
PVST komnaHuu Cisco Systems Inc. cOCTOUT B CNOCOBHOCTH NEPBOrO U3 HUX
oTobpaxatb MHoXecTBO ceTer VLAN Ha eanHCTBEHHbIM MSTI. MocKonbKy Kaxagoe
cBA3yloLLee aepeBo TpebyeT 06paboTKM € yuacTem npoueccopa v namMATK Ans
XPaHeHUA, TO U3AEPXKKM Ha OTCNEXMBAHME BO3pacTatoLlero umcna cetet VLAN
pacTyT bbicTpee anA npotokona PVST, uem ana MSTP.

CoBmecTUMOCTb € npoTokonamu STP u RSTP

He TpebyeTca HMKAKOro cneunanbHOro KOHMUrypupoBaHus MoctoB MST-pernoxa
ANA NOMHOUEHHOro M MPOCTOro NOAKMKOUEHMS K MOCTaM TOM XXe KOMMYTUPYEMOWM
CeTH, KoTopble He nogaep>xkunearoT MST. OgHaKo Ana NonyyeHus oNTMManbHOMN CeTu
peKkoOMeHZyeTCA TwaTtenbHOe NNaHMPOBaHWE U HAaCTPOMKa.

8.1.3.4 Peanusauua npotokona MSTP B KOMMYTHMpyeMOW ceTH

Hactpoiky MSTP B ceTM peKoMeHAyeTCs NPON3BOAUTL B OMMCAHHOW HUXKE
nocnefoBaTenbHOCTH.

EcTecTBeHHO, TakXXe peKoOMeHayeTcs, uTobbl NpY aHanM3e U NNaHMPOBaHUKU CeTH
npenocTaBaaAnacb MHPOpPMaLMA, B UaCTHOCTH, 06 3Tanax HaCTPOMKKM NapamMeTpoB
VLAN u MSTP.

HauHwuTe c nepeBoaa B HeaKTMBHOe cocToAHMe MSTP-coBMecTuMbIX Ethernet-
MOCTOB M npoTtokona MSTP. [1ns Ka)kgoro MocCTa B CeTU caenanTe cnegyroLlee.

NpumeuaHue

UTtobbl npuBsasaTb ceTb VLAN K ak3emnnsapy MSTI He HY>KHO BKNtoUaTb
MSTP. OfHako npuBA3Ka AOMKHA ObITb MOAEHTUYHOM ANA KaXKA0ro MocTa,
npuHagnexawero MSTP-pernoHny.

1. CKoHdurypupy#iTte u Brkntounte STP rnobanbHO M/MnK AnA KOHKPETHbIX
Ethernet-nopTtoBs. [nA nonyyeHnsa JONONHUTENbHON MHDOPMaLKUK
cM. "TnobanbHoe KoHpurypupoBaHue STP (CtpaHuua 218)" unu
"KoHdurypupoBaHue STP ans KoHKpeTHbIx Ethernet-noptos (CtpaHuua 220)".

NpumeuaHune
B HacTporike MSTP gonXHbl MCMONb30BaTbCA CTaTUUECKUE BUPTYalbHble
nokanbHble ceTh. GVRP He nogaepxuBaeTcs.
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8.1.4 InobanbHoe KoHpuUrypuposaHue STP

8.1.4
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[obasbTe cTatnueckue ceti VLAN v npuBaXuTe UX K 3k3emnnapam MSTI. ns
nonyyeHus ONONHUTENbHOM MHOPMaLUKK cM. "[JobaBneHne CTaTUUECKOMN CeTH
VLAN (CtpaHuua 174)".

MpumeuaHune
NaoeHTUdrKaTOp perMoHa U ypoBeHb BEPCUM AOMKHbI ObITb OAMHAKOBbLIMU A1A
Kakgoro Mmocta B MST-pervone.

CKOHMUTYypHUpy#HTE YPOBEHD BEPCUM ANA naeHTUdHnKkaTtopa MST-pernona.
[ns nonyuyeHnA 4ONONHUTENBHOW MHOPMaUMK cM. "KoHurypupoBaHue
upeHTuukatopa MST-permoHa (CtpaHuua 232)".

YbeauTtech, uto AanaXKecT "TONbKO AnA uteHus" ana nageHTudukatopa MST-
pPervMoHa MaeHTUUEeH Ans Kaxgoro mocta B MST-pervoHe. Ecnu gangxect
oTnuuaetcs, Habop npueasok ot cetert VLAN Kk ak3emnnapam MSTI otnnuaetca.

CKOHUrypupynTe NpuopuUTeET KOMMYTaTopa Ans rnobansHoro MSTI. [nAa
nonyyeHus AONONHUTENbHOM MHOPMaUnK cM. "KoHdurypupoBaHue
rnobanbHoro MSTI (CTpaHuua 233)".

CKOHMUTypHUpyMnTE CTOMMOCTb NOPTA U MPUOPUTETHOCTb NO MOPTY ANA
Kaxxgoro MSTI. Ina nonyyeHWsa 4ONOAHUTENbHON MHPOPMALMKU CM.
"KoHdurypuposaHue MSTI ans Ethernet-nopta (CtpaHuua 234)".

YctaHoBuTe Bepcuto npotokona STP Ha MSTP u Bkntouunte STP. inA nonyueHus
AONONHUTENBHON MHOPMaLMK CM. "TnobanbHoe KoHdUrypuposaHue STP
(CtpaHuua 218)".

mobanbHoe KoHturypupoBaHue STP

UTob6bl CKOHDUTYpPUpPOBaTL robanbHbie HACTPOWKK ANA NPOTOKONA CBA3YHOLWEro
nepe.a (STP), caenaiTe cnegytollee:

Mepeiante B Network Redundancy » Spanning Tree » Configure Bridge RSTP
Parameters. MNosiButca coopma Bridge RSTP Parameters.

HeobxoaMMo CKOHUTyprMpoBaTh CleaytoLlue napaMeTpbl:

Napametp OnucaHue

State KpaTkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHwuto: Enabled

mobanbHo akTMBMPYeT npoTtokon STP/RSTP/IMSTP

ana kommyTatopa. ObpaTtuTe BHUMaHKe, uTo uTobbl
aKkTMBM3MpoBaTb Nnpotokon STP/RSTPIMSTP gna KOHKPETHOro
nopTa, 3TOT NPOTOKON HEOBXOAMMO aKTMBU3UPOBAaTb
rnobanbHoO v ANA OTAENbHOro nopTa.

Version Support KpaTkuit 0630p: [ STP | RSTP | MSTP ]
3HaueHue no ymonuaHuto: RSTP

BbibepuTe Bepcuto MpoToKoNa CBA3YIOLEro aepesa, Kotopas
6yneT noaaepxusatbca: STP (NpoToKoON CBA3ytOLLEro AepeBa),
Rapid STP (npoTokon 6bICTPOro CBA3yHLLEro AepeBa) Unu
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8.1.4 rnobanbHoe KoHpurypnposaHue STP

Napametp

OnucaHue

Multiple STP (NpoTOKON MHOXECTBEHHOIO CBA3YHOLLENO
fepesa).

Bridge Priority

KpaTkuii 0630p: [ 0 | 4096 | 8192 | 12288 | 16384 | 20480
| 24576 | 28672 | 32768 | 36864 | 40960 | 45056 | 49152 |
53248 | 57344 | 61440 ]

3HaueHue no ymonuaHuto: 32768

MapameTp Bridge Priority (npuoputeT MocTta) obecneuvBaeTt
cnocob ynpasneHna TONONOrMemn CeTi C COeAUHEHUAMM MO
npotokony STP. TpebyeMble KOpHEBbIE U BblAENEHHbIE MOCTbI
MOTYT BbITb CKOH(PUTYPUPOBaHbI AS1A KOHKPETHON TONONOT UK.
MOCT C HaUMEHbLUWM NPUOPUTETOM CTaHET KOPHEBbIM
MOCTOM. B cnyuae oTkasa KOPHEBOro MOCTa KOPHEBbIM
CTaHeT MOCT C MOCNEAYHOLLMM HAaMMEHbBLUUM NPUOPUTETOM.
BblaeneHHble MOCTbI, KOTopble (B Lenax aybnuposaHus)
obcnyxunBatoT 0OLLYHO TOKANbHYH CETb, TAKXe UCMONb3yHT
NPUOPHUTET ANA ONPEAENeHUs TOro, KaKOM MOCT aKTUBEH.
Takum obpasom, Npu TwatenbHOM nogbope NPUOpPUTETOB
MOCTOB MO>HO OMpefenunTb NyTH nepefauun Tpadmka Kak
[NA HOPManbHOrO COCTOAHMA CETH, TaK M Ha Cyyai oTKasa
Kakoro-nMbo coeguHeHMA.

Hello Time

KpaTkuit 0630p: Lienoe uncno ot 1 go 10
3HaueHue No ymonuaHuo: 2

MHTepBan BpeMeHW Mexay KOHHUIypaLuUOoHHbIMK
Co0DLLEeHWUAMH, KOTOPbIEe NOChINAeT KOPHEeBOKM MocT. bonee
KOPOTKME WHTEpBasbl BpEMEHU Mexay KOHPUIypaLMUOHHbIMK
coobLleHWAMHU, NoATBEePXKAAOLLMMU paboTocnocobHOCTb
YCTPOMCTBA, NPUBOAAT K Bonee BbICTPOMY 0BHapPYKEHUIO
M3MEHEHUH TOMONOMMK LLEHOM YMEPEHHOr 0 BO3pacTaHus
Tpadpmka STP.

Max Age Time

KpaTkuit 0630p: Lienoe uncno ot 6 go 40
3HaueHue no ymonuaHuto: 20

Bpewms, B TeueHWe KOTOPOro KOHMUTypaLnoHHoe coobLeHne
OCTaeTCs He yCTapeBLUMM NOCHe ero OTnpaBKW KOPHEBbLIM
MOCTOM. HacTpavBaiTe 3TOT napaMeTp C OCTOPOXKHOCTbIO,
KOTfa CyLLeCcTBYHT MHOXECTBEHHbIE 3BEHbA MOCTOB, TMBO
MpY HaNnMUKWK B COCTaBe CETU KaHaNOB CBS3M C HU3KOM
CKOPOCTbIO Nepefauun faHHbIX (HanpuMep, KaK y KaHarnos
CBA3U, MPUMEHAEMbIX B rNobanbHbIX CETAX).

Transmit Count

KpaTkuit 0630p: Lienoe uncno ot 3 o 100 vnu [ Unlimited ]
3HaueHue no ymonuaHuto: Unlimited

MakcrMmManbHoe KonuuecTBo coobuieHuit BPDU ansa Kaxkgoro
nopTa, KOTOpoe MOXeT bblTb NepelaHo 3a OHY CEKyHay. Uem
bonblle 3TU 3HaUeHUsA, TeM BbICTpee MOXET NPOUCXOAUTD
BOCCTAHOBNEHWE CETH NOoCe 0TKa3a KaHanoB CBA3W/MOCTOB.

Forward Delay

RUGGEDCOM ROS Bepcusa5.5
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KpaTkuit 0630p: Lienoe uncno ot 4 go 30
3HaueHue no ymonuaHuio: 15

MHTepBaJ’I BpeMeHMUn, 3aTpaunmBaeMoro MOCToOM Ha
3aNOMHWHaHKe MAC—aApeca NN aKTMBaLUKUIO NMOpPTa nepeq
Hauanom nepecbliku TpachKa. MeHbluMe 3HaueHuUs
NO3BOJIAKOT NOPTY 6bICTpee [OCTUraTb COCTOAHUA NepeCbUTKH,
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8.1.5 KoHpurypuposaHue STP ansa KOHKpeTHbix Ethernet-noptos

Napametp

OnucaHue

HO 3a CUeT BeepHOW PacChiNikKM HEM3BECTHbIX afPeCcoB Ha BCe
nopTbl.

Max Hops

KpaTkuit 0630p: Lienoe uncno ot 6 go 40
3HaueHue no ymonuaHuio: 20

JTOT napameTp NpUMeHUM Tonbko aAna MSTP. 31oT
napameTp onpeaenseT MakCUManbHO BO3MOXHbIN AnameTp
KOMMYTUPYEMO# ceTu BHYTpu MST-pervoHa.

CoobuieHuns BPDU npoTtokona MSTP, pacnpocTpaHsieMble
BHYTpY MST-pervoHa, HecyT B cebe napameTp BpeMeHHU
YKU3HKU COOBLLEHNA, KOTOPbIA YMEHbLUIAEeTCA Ha eaAuHULY
Ka>XablM KOMMYTaTOPOM, KOTOPbIM pacnpocTpaHAeT 3T0
coobuieHre BPDU. Ecnv MaKCMManbHOE UMCNo TPaH3UTHbIX
YUaCTKOB BHYTpPMW A@HHOTO PErMOoHa NMpeBbIllaeT 3alaHHoe
B KOH(MUIypaL MK MaKCMManbHoe 3HaueHue, To coobLyeHunA
BPDU moryT oTbpacbiBaThCA U3-3a COAEPKALLENCA B HUX
MHOPMALMKU O BPEMEHM KU3HU.

3. Haxwmwute Apply.

8.1.5 KoHdurypuposaHue STP ansa KoHKpeTHbiX Ethernet-nopToB

UT0bbl CKOHMDUTYpPUPOBaTb NPOTOKON CBA3YytoWero Aepea (STP) AnA KOHKPETHOro
Ethernet-nopTa, caenalite cnepytolee:

1. Nepenpute B Network Redundancy » Spanning Tree » Configure Port RSTP
Parameters. Moasutcsa Tabnuua Port RSTP Parameters.

2. Bbibepute Ethernet-nopt. MosButcsa dhopma Port RSTP Parameters.

3. Heobxoanmo CKOH(UIypMpoBaTh CriedytoLime napamMeTpbl:

Napametp

OnucaHue

Port (s)

KpaTkuit 0630p: Comma-separated list of ports

Homep nopTa ycTpoiicTea (MnM cnMcok NOpTOB, €ClU OHU
obbefMHeHbl B rpynny).

Enabled

KpaTtkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHwuto: Enabled

BkntoueHune STP akTnBuM3upyet npotokon STP unun RSTP anA
3TOro NopTa B COOTBETCTBUM C KOHPUTYpaLMel B MEHIO
KoHdurypauun STP. MpoTtokon STP MoxeT bbiTb OTKNMIOUEH
ansa nopta TOJIbKO B ToM criyuae, eciiv faHHbIM MOPT He
NpUCcoerHEH KaKUM-TMBo 06pa3omM K MOCTY, KOTOPbIN
nogaep»xusaet npotokon STP. HecobntoaeHue 310ro
TpeboBaHuna HEM3BEXXHO npvBeneT K BOSHUKHOBEHUIO METNH
TpadKKa B CETU, KOTOPOE HEBO3MOXHO 0DHapyXuTb. Jlyuluan
anbTepHaTMBa OTKIIFOUEHUIO NOpTa — OCTaBMTb NpoToKon STP
aKTMBHbIM, HO CKOH(HUIYpPMPOBaTb f@HHbIM MOPT B KauecTse
rpaHWMUHOro nopra. XopownM KaHAMAATOM Ha OTKIIroueHue
STP MOXeT BbITb NOPT, KOTOPbIM 0OCNY>KMUBAETCS TONBKO
€[JMHCTBEHHbIV cepBep.
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8.1.5 KoHpurypuposaHue STP ansa KOHKpeTHbix Ethernet-noptos

Napametp

OnucaHue

Priority

KpaTkuit 0630p: [0 16|32 |48 |64|80|96|112|128]| 144
| 160 | 176 | 194 | 208 | 224 | 240 ]

3HaueHue rno ymonuaHuto: 128

Bbibop npuoputeta ana STP-nopta. MopT An1a UCNonb3oBaHWA
bynet BbIOMpATHCS U3 NOPTOB C OAMHAKOBOM CTOMMOCTbHO,
NOAKMHOUEHHbIX K 00LL el NoKanbHOM CeTH, Ha OCHOBaHUK
npuopwvTeTa 3TOro nopTa.

STP Cost

KpaTkuit 0630p: Lienoe uncno ot 0 go 65535 mnu [ Auto ]
3HaueHue rno ymonuaHuto: Auto

Bbibop 3HaUEHMA CTOMMOCTH, UCNONb3YEMOrO NpU
BblUMCNEHMAX CTOMMOCTH, Koraa ana napametpa Cost

Style (Tvin 3HaUeHWI cTOMMOCTH) BbIbpaH BapuaHT STP

B KOHwurypaumu RSTP-napameTpoB MocTa. HacTtpoika
3HAUEHWI CTOMMOCTH BPYUHYO obecneumBaeT BOSMOXHOCTb
BbIOMpaTh onpefeneHHble NOPTbI ANs NPEUMYLLECTBEHHOW
nepefauun Tpagrka uepes HUX, MUHyYst OCTallbHble NOPThI.
OcTaBbTe A5 3TOro nopTa 3HaueHue "aBToMaTUUECKK”,
uToObl MCNONb30BaTb CTAHAAPTHbIE COMNACOBaHHbIE 3HAUEHUSA
ctonmocTu STP-nopTa (4 Ans ckopoctu nepegaum 1 Féutic, 19
[Ns1 KaHanoB CBSA3M CO CKOPOCTbIO Nepedaun 100 M6uT/c u 100
[NA KaHanoB CBA3W CO CKOPOCTbo nepedaun 10 MouTic).

B cnyuae MSTP atoT napamMeTp NPUMEHUM K CTOUMOCTH
BHELLIHEro ¥ BHYTPEHHEro nyTwu.

RSTP Cost

KpaTkuit 0630p: Lienoe uncno ot 0 o 2147483647 unu
[ Auto ]

3HaueHue no ymonuaHuio: Auto

Bbibop 3HaUEHMA CTOMMOCTH, UCNONb3YEMOrO NpU
BblUMCNEHMAX CTOMMOCTH, Korga ana napametpa Cost

Style (Tvn 3HaueHWt cToMMOCTH) BbIDpaH BapuaHT RSTP

B KOHwMrypaummn RSTP-napameTpoB MocTa. HacTtpoitka
3HaUYEHWI CTOMMOCTH BPYUHYO obecneumBaeT BOSMOXHOCTb
BblbMpaTbh onpefeneHHble NOPTbI AN NPEUMYLLECTBEHHOW
nepefavum Tpadpmka uepes HMX, MUHYs OCTalbHble NOPThI.
OcTaBbTe AnA 3TOro NopTa 3HaueHue "aBToMaTUUecku”, utobbl
MCNonb30BaTb CTaHAAPTHblEe 3HaUeHUA CTOMMOCTU RSTP-nopTa,
nonyueHHble Npy aBTOMaTUUECKOM cornacoBaHuu (20000 ans
ckopocTu nepegaun 1 rbut/c, 200000 gna KaHanoB CBA3M CO
ckopocTbio nepegauv 100 Mb6ut/c 1 2000000 anAa kaHanos
CBfI3W CO CKOPOCTbIO nepegaun 10 MouT/c).

B cnyuae MSTP 310T napamMeTp NpUMEHUM K CTOUMOCTH
BHELUHEro U BHYTPEHHero nyTwu.

Edge Port

RUGGEDCOM ROS Bepcusa5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

KpaTtkuit 0630p: [ False | True | Auto ]
3HaueHue No ymonuaHuio: Auto

[paHWYHbIe MOPTbl — 3TO NOPTbI, KOTOPbIE He

ABNAKOTCA YaCTbIO CBA3YIOLLEro flepeBa, HO NoCbinaroT
KOHMrypaLnoHHble coobleHua. FpaHUUHbIe NOPTbI
nepexonAT HEMOCPEACTBEHHO K MepecbinKke Kagpos, be3
Kakux-nnbo 3agepxeK AnA NpocnywnBaHUA 1 3aNOMUHAHKUA
appecoB. Tabnuubl MAC-agpecoB AnfA rpaHUUHbIX MOPTOB He
TpebyeTca ounwaTtb, Korga B cetn STP BO3HMKAKOT U3MEHEHUA
TONOMOrMK. B oTnnume ot nopra € OTKNOYEHHbBIM NPOTOKOIOM
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8.1.5 KoHpurypuposaHue STP ansa KOHKpeTHbix Ethernet-noptos

Napametp OnucaHue

STP, cnyualtHoe coeguHEeHWe rpaHUUHOro nopTa c Apyrum
NMOpPTOM B CBA3YHOLLIEM AepeBe NMPUBEAET K BO3HUKHOBEHUIO
neTnu TpaduKa, KOTOPYH MOXHO 0OHapyxuTb. CTaTyc
"rpaHuuHoCcTH" Takoro nopta byaeT oTMeHeH v byayT
NPUMEHATbCA CTaHZapTHble npaBuna RSTP (no cnepytolero
nepebon B paboTe kKaHana cBA3K).

Point to Point KpaTtkuit 0630p: [ False | True | Auto ]
3HaueHue no ymonuaHuto: Auto

RSTP ncnonb3yeT o4HOPaHroBbIM NPOTOKOM, KOTOPbIN
obecneuunBaeT HbICTpOE COrnacoBaHWe TOMNOMNOTMU ANA
CcoeflMHEeHWM TOUKa-TOUKa. ITOT NPOTOKO aBTOMaTUUECKH
OTKNHOUaAeTCA B CUTyaUMaAX, Korga MHoxectso STP-mocToB
B3anMogfeiCcTBYeT uepes obLLyto ceTb (He ¢ coeiMHEHWEM
TOUKa-Touka). MocTt bygeT aBTOMaTMUECKM yCTaHaBNWBaTb
Ana napameTpa point-to-point (Touka-Touka) 3HaueHue
"MCTUHHO" NpKU 0BHapyXeHWM KaHana CBA3M, MPUrO4HOIO ANA
paboTbl B NONHOAYNNEKCHOM pexume. MNapameTp point-to-
point (Touka-TouKa) pa3peLuaeT 3TW AeWCTBUA UKW OTMEHSET
WX, NPUHYAWUTENbHO YCTaHaBNMBas ANA COeANHEHNA TouUKa-
TOUKa CTaTyC "MCTUHHO" UNK "NOXKHO". YCTaHOBWTE ANs 3TOTO
napameTpa (hMKCMPOBaHHOE 3HaUeHWe "MCTUHHO", Koraa
nopt paboTaeT C KaHanoM CBA3M, UCNONb3yA COEAUHEHUE
TOUKa-TOUKa, HO HE MOXeT MepeBeCcTH 3TOT KaHan CBA3W B
MOMHOAYMNEKCHbIN peXxxMM. YCTaHOBWTE ANA 3TOro napameTrpa
(pMKCHpOBaHHOE 3HaueHWe "NOXHO", Koraa nopT paboTtaet

C KaHanoM CBfA3M B MOMTHOAYNIEKCHOM peXXnMMme, HO He
MCnonb3yeTcs CoeAMHEHWe TOUKa-TouKa (Hanpumep,
MOMHOAYMAEKCHbIN KaHan CBA3M K HeynpaBnfaeMoMy MOCTY,
KOTOPbIM CNYXXUT KOHLEHTPaTOpPOM ANs ABYX Apyrux STP-
MOCTOB).

Restricted Role KpaTkuit 0630p: [ True | False |
3HaueHue no ymonuaHuto: False

Norunueckoe 3HaueHKe, 3afaBaeMoe aAMUHUCTPATOPOM.
3HaueHue "MICTUHHO" npMBOAMT K TOMY, UTO A@HHbIW NOPT

He BbibupaeTca B KauecTBe KopHeBoro nopta Ana CIST unu
ntoboro MSTI, paxe ecnu OH UMEET HaUNyULLWI BEKTOP
npuopuTeTa B CBA3YHOLLEM AepeBe. Takon nopT byaeT BbibpaH
B KauecTBe anbTepHaTUBHOro nopTa nocne Bbibopa KOpHEBOro
nopTa. 3TOT NapamMeTp AOMKeH UMeTb 3HaueHue "NTIOXXHO" no
yMonuaHuto. Ecnv faHHbI napameTp ycTaHOBNEH, 3TO MOXeT
NPUBECTU K HeOCTaTOUHOM CBA3HOCTU CBA3YHOLLLEro AepeBa.
3TOT NapaMeTp yCTaHaBNMBaeTCA CeTEBbIM afiMUHUCTPATOPOM,
UTObbl MOCTbI, KOTOPbIE ABAAIOTCA BHELLHWMMMW MO OTHOLLEHHUIO
K obnacTtu agpa ceTu, He BAMANM Ha aKTUBHYHO TOMONOTUIO
CBA3YIOLLEro fepeBa. 3T0 MOXeT bblTb He0bX0AUMbBIM,
HanpuMmep, eciv ynoMsaHyTble MOCTbl He HaXxOoAATCA MOA
MOMHbIM KOHTPONIEM afMUHUCTPaTopa.

Restricted TCN KpaTkuit 0630p: [ True | False |
3HaueHue no ymonuaHuto: False

Nornueckoe 3HaueHKe, 3aaBaeMoe aAMUHUCTPATOPOM.
3HaueHue "MICTUHHO" NnpnBOAMT K TOMY, UTO AaHHbIN
MopT He pacnpocTpaHAeT NPUHUMaeMble ONOBeLLeHNA
00 M3MeHeHM TONONOrMK U U3MEHEHUA TONONOTMK Ha
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8.1.6 KoHpurypmnposaHue eRSTP

Napametp OnucaHue

Apyrve nopTbl. ECnv faHHbIA NapameTp ycTaHOBNEH, 3TO
MO>eT NPUBECTM K BPeMEHHOM noTepe CBA3HOCTH nocne
M3MEHEHWIN B aKTUBHOM TOMONOIMK CBA3YIOLLEro AepeBa

B pe3ynbrate YCTOMUMBO HEKOPPEKTHO 3aNOMUHAEMOWM
MHbOPMaLMK O PacNoNOXEeHUH CTaHLMUK. ITOT NapameTp
yCTaHaBnMBaeTCA CeTeBbIM aAMUHUCTPATOPOM, UTOBbI MOCTHI,
KOTOpble ABAAOTCA BHELUHMMM NO OTHOLLEHMIO K obnacTu
Af4pa CeTH, He BbI3blBalM OUMCTKM Tabnuubl aApecoB B 3TOWM
obnactu. 3To MoxeT BbITb HEObX0AWMbIM, HanpUMep, ecnu
YNOMAHYTbIE MOCTbl HE HaXOAATCA MO NMOMHbIM KOHTPONEM
aAMUHKUCTpaTopa, NMbO B Criyyae YacCTbiX U3MEHEHUH
napametpa ctatyca MAC_Operational ana npucoegnHeHHbIX
NOKalbHbIX CeTEN.

4. Haxmute Apply.

8.1.6 KoHdurypuposaHue eRSTP
UTtobbl ckoHMryprpoBaTb eRSTP, caenarte cnegyroulee:

1. TNepenpute B Network Redundancy » Spanning Tree » Configure eRSTP
Parameters. NMossutca popma eRSTP Parameters.

2. HeobxopMMo CKOHMUIyprUpoOBaTh CneayroLmMe napamMeTpsbl:

MNapametp OnucaHue

Max Network Diameter KpaTkuit 0630p: [ MaxAgeTime | 4*MaxAgeTime ]|
3HaueHue no ymonuaHuio: 4*MaxAgeTime

CraHpapT RSTP Hanaraet orpaHuueHe Ha MaKCUManbHbIM
pa3mMep CeTh, KOTOPOM MOXHO YNpaBnATb C MOMOLLbIO
npoTtokona RSTP. Pazmep ceTn onucbiBaeTCcs B TEPMUHAX
"MaKCcMManbHOro AnameTpa ceTn”, NpeacTaBnALLLErO
coboi uncno KOMMyTaTOpPOB B COCTaBe CaMOro AfIMHHOIO
nyTH, KOTOPbIM CNOCOBHbI MpoxoanTb cooblueHunsa BPDU B
cnydae npoTtokona RSTP. MNogaepknBaeMblit CTaHAapPTOM
MaKCMManbHbIM AMaMeTp CeTu paBeH 3HaueHuto RSTP-
napametpa MaxAgeTime (BpeMsa MakCHManbHOro Bo3pacta
coobuieHuns).

eRSTP obecneunBaeT pacwimpeHue ctaHgapta RSTP, koTtopoe
No3BOJIAET 0XBaTbIBaTb CETU DOJbLLEro pa3mMepa, UeM CeTH,
onpenensaemMble JaHHbIM CTaHAAPTOM.

3TOT KOH(UTYPaLMOHHbIN NapamMeTp CYXUT Ans Bbibopa
MaKCMMasbHOrO NOAAEePKUBAEMOTO pa3Mepa CeTU.

BPDU Guard Timeout KpaTtkuit 0630p: Lienoe uncno ot 1 fo 86400 unu [ Until reset |
Don't shutdown ]

3HaueHue no ymonuanuto: Don't shutdown

B ctaHpapTe RSTP He pelleH Bonpoc obecneueHus
6e3onacHoctu cetu. MpoTokon RSTP gonxeH obpabatbiBaTb
Kaxkabli npuHAToe coobeHne BPDU 1 npeanpuHumMath
COOTBETCTBYIOLLEE AeWCTBME. ITO NO3BOAAET aTaKyoLeMy
BNUATL Ha Tononoruto RSTP, nepenasas B ceTb COOBLLEHNA
BPDU npotokona RSTP.
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8.1.6 KoHpurypuposaHue eRSTP

Napametp

OnucaHue

BPDU Guard npegacraBnset coboi hyHKLMIO 3aLLMTbl CETU OT
coobueHunit BPDU, npyHMMaeMbIX Ha NOPT, K KOTOPOMY He
npepnonaraetca nogkntoueHue RSTP-coBMeCTUMBbIX YCTPOMCTB.
Ecnu coobuweHne BPDU npuHMMaeTca nopToM, AnsA napameTpa
"Edge" (rpaHWUHbII) KOTOPOro YCTaHOBMIEHO 3HaueHWe
"MCTUHHO", nnbo npoTtokon RSTP OTKNIOUEH, TO AaHHbIW NOPT
ByneT oTKNOUaTLCA Ha NEPUOA BPEMEHH, onpeAenaeMbli 3TUM
napameTpom.

* Don't shutdown (He orksmouaTs) - PyHKUMA BPDU
Guard HeaKTUBHa.

* Until reset (Lo cGpoca) - NopT 6y/:leT 0OCTaBaTbCA B
OTK/TFOUEHHOM COCTOAHWUK, NOKa onepaTop He BblAACT KO-
mMaHay cbpoca noprTa.
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Fast Root Failover

KpaTtkuit 0630p: [ On | On with standard root | Off ]
3HaueHue no ymonuaHuto: On

B ceTAx c AuencTon Tononoruen ctaHAapTHbIA anroputm RSTP
He rapaHTupyeT AeTepMUHUPOBAHHOE BpeMsa BOCCTaHOBIIEHHUA
CeTu B Cllyyae OTKa3a KOPHEBOro KoMMyTtatopa. 370 Bpems
BOCCTAaHOBJIEHMA C TPYAOM NOAAAETCA BblUMCIIEHUIO U

MO3KeT bblTb pa3nuUHbIM (B TOM UMCie OTHOCUTENbHO
NPOLOIKUTENbHbBIM) NS 33laHHON AUEUCTON TONONOTUM.

3TOT KOHUTYPaALMOHHbIA NapamMeTp aKTUBUPYET PYHKLMIO
paclumpeHus npoTokona RSTP, pa3paboTaHHyto Siemens,
KoTopas obHapy>KMBaeT OTKa3 KOPHEBOrO KOMMYTaTOPa

W BbINOMHAET pAL AONONHUTENbHbIX LWaroB obpaboTku B
RSTP, cokpalyan BpeMs BOCCTaHOBIIEHWA CETU U Aenas ero
[eTePMUHUPOBAHHbIM.

NpumeuaHune

*  3Ta pyHKUMA [OCTYNHA TONbKO B pexume RSTP. B pexxnme
MSTP 3TOT KOHUIypPaLMOHHbBIN NapaMeTp UrHOPUPYeTCA.

e B TOMONOrMMU C OAHUM KOMbLOM 3Ta (PYHKLKA He ABNAeT-
cA HeobXoaMMOM 1 JoNXKHa ObITb OTKMOUEHa, UToDObI M3be-
aTb yBENUUEHWA BpeMEHU BOCCTAaHOBNEHMUSA CETH MU3-3a
AononHuTenbHoM 0bpaboTku B npoTokone RSTP.

UTobbl rapaHTMPOBaTh ONTUMASbHbIE XapaKTePUCTUKH,
anroput™ Fast Root Failover fonxeH nogiep»xuBaTbCs BCEMU
KOMMYTaTopamu B CETH, BKNtOUAsi KOPHEBOM KOMMYTATOP.
OpaHaKo HepefKo BCTPeUatoTCs CUTyaUWK, Koraa poib
KOPHEBOro KOMMYTaTopa Ha3HauaeTcs KOMMYTaTopy OT
[IpYroro nocTaBLLMKa, HEXENKW OCTallbHble KOMMYTATOpbl B
ceTu. B 3TOM cllyuae BO3MOXHO, UTO KOPHEBOW KOMMYTaTop
He noaaepxueaet anroputMa Fast Root Failover. [ins Takoro
CLieHapu1a Ucnonb3yiTe "CMArUEHHbIR" anropuT™, KOTOpbIA
JlONyCKaeT HeAOCTaTOUHYIO MNOAAEPIKKY anropuTMa KOPHEBbIM
KOMMYTaTOpPOM.

[lanee npvBefeHbl NOAAEPKUBAEMbIE OMLUKU KOHPUTYpPaLMK:

e Off (Bukoueno) - anropuTm Fast Root Failover (6bicT-
pbli NepexBaT pofiv KOPHEBOIO KOMMYTaTOpa B Clyyae oT-
Ka3a) HeaKTUBEH, NO3TOMY OTKa3 KOPHEBOI0 KOMMYyTaTopa
MOXeT NPUBECTU K upe3MepHo 6onbLLIOMY BpEMEHU BOC-
CTAHOBNEHMA CBA3HOCTH.
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8.1.6 KoHpurypmnposaHue eRSTP

Napametp

OnucaHue

* On (Bxuoueno) - PyHKUMA Fast Root Failover (bbicTpbli
nepexBaT pofv KOPHEBOIr0 KOMMYTaTOpa B Cllyuae 0TKasa)
aKTMBHa, a TaKXXe UCMONb3yeTCA CaMblil HaAeXHbIM anro-
pUTM, KOTOpPbIW TpebyeT COOTBETCTBYIOLLEN NOAAEPKKH B
KOpPHEBOM KOMMyTaTope.

* On with standard root (BxkjJmueHO CO CTaH
OAPTHBIM KOPHEBBIM KOMMyTaTOPOM)—¢yHKuMHFaﬂ
Root Failover (BbICTpbIVi NepexBaT ponau KOPHEBOrO KOMMY-
TaTopa B CNlyuae 0TKa3a) aKTMBHA, HO Ucnofnb3yeTcs "cMAr-

UeHHbIX" anropuT™, NO3BONAKLLMIA UCNONb30BaTb CTaH-
[AapTHbIA KOMMYTaTOpP B POfIK KOPHEBOTO.

IEEE802.1w
Interoperability

KpaTkuit 0630p: [ On | Off |
3HaueHue no ymonuaHuto: On

McxopHbiv npoTokon RSTP, KoTopbliv onpefeneH B cTaHAapTe
IEEE 802.1w, nMeeT HebonbluMe pacxoxaeHua c bonee
HOBbIMMW, PaCLUMPEHHbIMWU CTaHAAPTaMU. ITU PaCcXoXOeHUA
nopoxaatoT npobnembl U3-3a HECOBMECTUMOCTH, KOTOpbIe,
He BbI3blBas NOIHOTO NpeKpalleHuns pabotbl RSTP,

MOTYT NPUBOAMUTbL K Bonee NpoaoNKMTENBHOMY BPEMEHHU
BOCCTAHOBNEHMA NOCIEe OTKA30B B CETU.

eRSTP npefycMaTprBaeT HeKOTOpble paclUMpeHnUa NPoToKoNa,
KOTOpble eflatoT KOMMYTATOP NOSIHOCTbHO COBMECTUMbIM

C KOMMYTaTOpaMu OT APYrMX NOCTaBLLMKOB, CMOCOBHbIMHU
pabotatb ¢ npoTokonom IEEE 802.2w RSTP. 3Tu paclumpeHun
He BNIMAIOT Ha COBMECTUMOCTb C Bonee HOBbIMU BEPCUAMMU
npoTtokona RSTP.

3TOT KOH(PUIypaLMOHHbIM NapamMeTp akTUBUpPYeT
BbILLEYNOMSHYTbIA PEXHUM COBMECTUMOCTH.

Cost Style

KpaTkuit 0630p: [ STP (16 bit) | RSTP (32 bit) ]
3HaueHue no ymonuaHuto: STP (16 bit)

B ctangapTe RSTP onpeaeneHbl ABa TMMNa 3HaUEHWM CTOMMOCTH
nyTu. STP ucnonb3yet 16-pa3pagHble 3HaUEHUSA CTOUMOCTH
nyTH, UCXOAA M3 oTHoweHuA 1x10E9/ckopocTb nepeaaun
KaHana ceasu (4 gna 1 romt/c, 19 ana 100 M6ut/c 1 100

ana 10 M6wuT/c), Toraa kak RSTP ucnonb3syeT 32-paspsaHble
3HaueHMs CTOMMOCTHU NYTH, UCXOAA U3 OTHOLWEeHKUsA 2x10E13/
CKOPOCTb Nepefdauu KaHana ceasu (20000 ans 1 MéuTic,
200000 ana 100 M6ut/c n 2000000 ana 10 MbuT/c). OgHako
KOMMYTaTOPbl OT HEKOTOPbIX MNOCTABLLUMKOB UCMOMb3YHT TUN
3HaueHu ctonmocTm nytn STP gaxke B pexxume RSTP, uto
MOXXeT NPUBOAMTL K HeJOpa3yMeHUsaM U npobnemam us3-3a
HECOBMECTUMOCTH.

3TOT KOH(UIYPaLMOHHbIHM MapameTp ClyXXWT Ans Bbibopa
MCMONb3yeMOro THMa 3HaueHWi CTOUMOCTH NYTH.

ObpaTtnte BHMMaHMWe, UTO 3HaUeHUA CToMMoCTH Nyt RSTP
MCMOMb3yHOTCA NULLIb B TOM Cllyyae, Korja HacTpoeHHas Ha
KOMMYyTaTope NoaaepKa Bepcui paspetuaet RSTP, a mopT He
mMurpupyert K STP.

3. Haxwmwute Apply.
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8.1.7 BbiBog rnobanbHoM auarHoctukm ansa STP

8.1.7 BbiBOA rmobanbHoM auarHoctuku pna STP

Utobbl npocMoTpeTb rnobanbHyto cTaTucTuKy ans STP, nepenante B Network
Redundancy » Spanning Tree » View Bridge RSTP Statistics. [oAaBuTca dopma
Bridge RSTP Statistics.

B aToM Tabnuue otobparkaetca cneagyrowias MHOPMaUna:

MNapametp OnucaHue

Bridge Status KpaTtkuit 0630p: [ Designated Bridge | Not Designated For Any LAN
| Root Bridge ]

CraTyc MocTa B cBA3sytoLleM Aepese. CTaTyC MOXeT UMETb
3HaueHue "KopHeBOMU" unu "BblAeneHHbIR". B 3TOM none MoxeT
oTobpaxkaTbca "He BbigeneHo ana LAN", ecnu MoCT He siBnseTcA
BblAeNEeHHbIM A5 KaKoro-nnbo M3 CBOMX NOPTOB.

Bridge ID KpaTkuit 0630p: $$ | ##-##-##-##-##-#4# where $% is 0 to 65535,
##isOto FF

MpeHTUdMKaTOp JaHHOIO MOCTa.

Root ID KpaTtkuit 0630p: $$ | ##-##-##-##-##-## where $$ is 0 to 65535,
##is0to FF

MaeHTUMKaTOp MOCTa AN KOPHEBOTO MOCTa.

Root Port KpaTkuit 0630p: 1 to maximum port number unu [ <empty
string> |

Ecnu KOMMyTaTOp BbIAENEHHDbIM, TO 3TO MOPT, KOTOPbIH
obecneunBaeT CBA3HOCTb B HanpaBneH1 KOPHEBOTO MOCTa CETH.

Root Path Cost KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

MonHasa CTOMMOCTb MYTHU K KOPHEBOMY MOCTY, COCTOALLAA 13
CyMMbI CTOMMOCTEH KaXK[oro KaHana CBA3u Ha 3TOM nyTu. Ecnau
3HaUeHWA CTOMMOCTH He BbINK 3aAaHbl cneymanbHo, TO NOPTbI CO
ckopocTbio nepefauv 1 FouT/c 0BaBNAOT CTOMMOCTb, PaBHYHO
ueTbipeM, NOPTbI CO CKOpoCTbto Nnepegaun 100 Mbwut/c fobasnatoT
CTOMMOCTb 19, @ NopTbl CO CKOPOCTbIO Nepegaun 10 MbuTic
nobasnatot ctonmoctb 100.

B cnyuae CIST-a3k3emnnsapa MSTP 370 CTOMMOCTb MyTH K BHELLHEMY
KOPHEBOMY MOCTY, KOTOpas npeacraBnsaet coboi cTOoMMOCTb

nyTh OT KOpHeBOro Mocta IST (T. e. perMoHanbHOro MocTa) K
KopHeBoMYy MocTy CST (1. e. "rnobanbHOMY" KOPHEBOMY MOCTY
cetun).

Configured Hello Time KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

CKOHbUrypHrpoBaHHbIK NnapameTp Hello time (MHTepBan
BPEMeHU MeXAy KOH(PUTypauMoHHbIMK COOBLLEHUAMM,
noaTBepXaatoLLMMK paboTocnocobHOCTb YCTPOHCTBA) U3 (DOPMbI
Bridge RSTP Parameters (RSTP-napameTpbl MOCTa).

Learned Hello Time KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

DaKTUUECKUI MHTepBan BpeMeHU Mexay KOHUIYPaLUOHHbIMK
coobueHnaAMM, NoaTBEpPXAAtOLWKUMKU paboTocnocobHOCTb
YCTPOMCTBA, HACTPOEHHbIA Ha KOPHEBOM MOCTE U MONYYEHHbIH
B KOHUIYPaLMUOHHbIX COODLLEHUAX. ITOT MHTEPBaN BPEMEHMU
MCnonb3yeTcs B BblAENEHHbIX MOCTaX.
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8.1.8 BoiBog anarHoctukm STP ana Ethernet-noptos

NapameTtp

OnucaHue

Configured Forward Delay

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

CroHGMryprpoBaHHbIi MHTepBan BpeMeHu Forward Delay
(3apep>kKa nepecbinikn) U3 hopmbl Bridge RSTP Parameters (RSTP-
napameTpbl MOCTa).

Learned Forward Delay

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

dakTuueckoe BpeMA 3aepPXXKKN nepecblyiKh, HaCTpoeHHoe
Ha KOpHEBOM MOCTe U NnoJNlyueHHOoe B KOHCbMpraLlMOHHbIX
COO6LLleHVIF|X. 70T MHTEPBAN BPpEMEHU NCNONb3YETCA B
BblAeNeHHbIX MOCTax.

Configured Max Age

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

CKOHbUrypHpOBaHHbIK Nnapametp Maximum Age (MakcMManbHbIM
BO3pacT coobueHuns) us chopmbl Bridge RSTP Parameters (RSTP-
napameTpbl MOCTa).

Learned Max Age

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

dakTnuyeckoe 3HaueHWe napameTpa Maximum Age
(MaKcMManbHbIM BO3pacT cOObLEHUS), HACTPOEHHOEe Ha
KOPHEBOM MOCTE U NMOMyYeHHOEe B KOH(UIYPALMOHHbIX
COO0DLLEeHHMAX. ITOT MHTEPBaN BPEMEHU UCMONb3yeTCA B
BblAENEeHHbIX MOCTaXx.

Total Topology Changes

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

CUETUMK U3MEHEHWI TOMOMNOIMU B CETH, KOTOpble Bbinu
obHapy»eHbl Ha ;aHHOM MOCTE B BUAE OTKA30B KaHanoB CBSA3M
MK O KOTOPbIX COOBLLMAK Apyrre MocTbl. UpesmepHo bonblune
“nu BbICTPO pacTyLLMe 3HaUEHUsI CUETUMKOB CUTHANM3UPYHOT O
npobnemax c ceTbto.

Time since Last TC

KpaTtkuit 0630op: DDDD days, HH:MM:SS

Bpems ¢ MOMeHTa NocnefHEero U3MeHeHUs TOMONoruu,
0bHapy»KEeHHOro MOCTOM.

8.1.8 BoiBog guarHoctuku STP gna Ethernet-noptoB

UTtobbl npocMoTpeTb cTaTUCTUKY STP anAa Ethernet-nopTtos, nepergute B Network
Redundancy » Spanning Tree » View Port RSTP Statistics. [oautca Tabnuua Port

RSTP Statistics.

B aTOM Tabnuue oTobparkaeTtca cnefytowas MHGOpMaLmUs:

RUGGEDCOM ROS Bepcusa5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

MNapameTtp OnucaHue
Port (s) KpaTkuit 0630p: Comma-separated list of ports
Homep nopTta ycTpoiicTea (MnM cnMcok NOpToB, eClv OHU
obbefMHeHbI B rpynny).
Status KpaTtkuit 0630p: [ Disabled | Listening | Learning | Forwarding |

Blocking | Link Down | Discarding ]

CTaTyc 3TOro nopTa B CBA3YyloLLEM AepeBe. MOXKeT UMeTb O4HO U3
cnefyoLiMX 3HaueHuM:
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8.1.8 BoiBog anarHoctukm STP ana Ethernet-noptos

228

NapameTtp

OnucaHue

Disabled (Orksuoueno) - STP oTkntoueH AnA faHHoOro nop-
Ta.

Listening (I[IpocaymmBaHMe) - 3TO COCTOAHUE HE UCMOTb-
3yeTcs

Learning (3anommHaHue) - NOPT 3anoMuHaetr MAC-agpe-
Ca, uTODbI UCKINOUKTD V|36b|TOl4|Hy|'O PaccCbinKy, KOrga OH Hau-
HeT nepecbinaTtb TpagmK.

Forwarding (Ilepecruika) - NOPT Nepecbinaet Tpadmk.
Blocking (Bmoxmposka) - NOPT BnoKMpyeT TpaduK.

Link Down (CoemmuHeHue otrcyrcTsyeT) - STP BKNoueH
LNA JaHHOro NopTa, HO CaM MOpPT PM3MUecKH He paboTaer.

Discarding (C6paceiBanue) - AaHHbIM KaHan CBA3U He UC-
nonb3yeTcd B TOMNOJNIOTUH STP, HO HaXoaoMTCA B AEXYPHOM pe-
Xume.

Role

KpaTtkuit 0630p: [ Root | Designated | Alternate | Backup | Master |

Ponb 3TOro nopra B cBA3ytoLeM aepeBe. MoXeT UMeTb O4HO M3
CnefyrLmMX 3HaUeHUI:

Designated (BelmesieHHBDI) - NOPT ABNAETCA BblAENEHHbIM
(To ecTb nepepaeT TpadhuK B HAMpPaBleHUU KOPHEBOIO MOCTA)
AnAa cerMeHTa NOKanbHOM CeTHn, K KOTOpO[/'I NoAKNHUEeH.

Root (KopHeBOit) - AMHCTBEHHBIM NMOPT JAaHHOIO MOCTa, KO-
TOpblit 0becneurBaeT CBA3HOCTb B HAaNpaB/iEHUW KOPHEBOTO
MoCTa.

Backup (PeszsepsHeni) - NOPT NOAKMKOUEH K CEIMEHTY N0~
KanbHOWM CeTH, KOTOpbIW 0BCNyX1BAETCA APYrMM NOPTOM 3TOr0
MOCTa. He ncnosnb3yeTtca, HO HaXOAMTCA B AEXKYPHOM peXxuMe.

Alternate (AnbTepHaTMBHEIN) - NOPT NOAKMHOUEH K KOM-
MyTaTopy, KOTOprVI obecneunBaeT CBA3HOCTb C KOPHEBbLIM MO-
cToM. He MCNonb3yeTcd, HO HaXOAUTCA B AE€XKXYPHOM peXxXnme.

Master (I'zlaBHEDL) - CyllecTByeT Tofibko B MSTP. 370 rpa-
HUWUHbIK NopT MST-pernoHa u eAUHCTBEHHbIM NOPT MOCTA, KO-
TopbIK obecneumBaeT CBA3HOCTb ANS S3K3eMMNNSAPa MHOXe-
CTBEHHOTrO CBA3YHOLLEro lepesa B HanpasleHnn KOPHeBOro
nopTta obLero cBasyoLLero gepesa (T. €. 3TOT NOPT ABNAETCA
KOPHEBbIM NOPTOM AN 3K3eMnnapa obLuero cBA3yOLWero ae-
peBsa).

Cost

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

CroumocTb, obecneunBaemasn aTum nopTom. Ecnu B hopme

Bridge RSTP Parameters (RSTP-napameTpbl MOCTa) Ans napameTpa
Cost Style (TMN 3HauUeHWA CTOMMOCTH) BbIOpaH BapuaHT STP, To
NopTbl CO CKOPOCTbIO Nepepaun 1 Fout/c ob6aBNAKOT CTOUMOCTD,
paBHYHO UeTbipeM, MOPTbl CO CKOPOCTbIo nepefaun 100 MbuT/c
nobaBnAroT cTOMMOCTb 19, @ NOPThI CO CKOPOCTbIO Nepedaun 10
MbwuT/c pobaBnaroT ctonmoctb 100. Ecnmn anA napametpa Cost Style
BblbpaH BapuaHT RSTP, To nopTbl co ckopocTbio nepepaun 1 Mowmt/c
nobaenatoT ctonmocTb 20000, nopThl CO CKOpoCTbio Nepegaun 100
Mb6wuT/c pobaBnsatoT ctoumoctb 200000, a NOPTbI CO CKOPOCTLIO
nepenaun 10 Mbut/c pobaenatoT ctoumocts 2000000. ObpaTtuTe
BHMMaHMWe, UTo faXke B TOM cnydae, Koraa ansa napametpa Cost
Style 3apaHo 3HaueHune RSTP, npu murpaummn nopta K STP ero
CTOMMOCTb ByaeT orpaHuyeHa MakCUManbHON BennunMHom 65535.
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8.1.9 YnpaBneHue 3K3eMnasspaM1 MHOXECTBEHHOIO CBA3YHOLIEro epeBa

NapameTtp

OnucaHue

RX

RSTs

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

CUeTuMK KOHUIypaLMOHHbIX cooblieHW RSTP, NPUHATbLIX Ha 3TOT
nopr.

TX

RSTs

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

CueTumK KOHMUIypaLMOHHbIX coobueHnit RSTP, nepegaHHbIX €
3TOro nopra.

RX

Configs

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

CueTurK KOHUTypaLMOHHbIX co0bLeHMI STP, NPUHATBIX Ha 3TOT
nopr.

TX

Configs

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

CueTumK KOH(UrypaLMOHHbIX cooblyeHuit STP, nepefaHHbIX C
3TOro nopra.

RX

Tcns

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

CueTumK ornoseLLatoLLMx coobLLeHn 06 M3MEHEHUsIX TONOMOrUK,
NPUHATBIX HA 3TOT NopT. Upe3mepHo HonbLune unu BbicTpo
pacTyLMe 3HaUeHUs1 CYUETUMKOB CUrHANM3UPYHOT 0 Npobnemax ¢
ceTbio.

TX

Tcns

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

CueTumrK onoBseLLarLLIMX CoobLeH 06 MU3MEHEHMAX TOMOMNOMUHU,
nepefaHHbIX C 3TOro nopTa.

Desig Bridge ID

KpaTkuit 0630p: $$ | ##-##-##-##-##-#4# where $$ is 0 to 65535,
##isOto FF

ﬂ,OCTyI’IHO Ha KOPHEeBbIX NOPTaX Ha3HAaYeHHbIX MOCTOB,
VI,EI,eHTVICbVIKaTOp MOCTa, K KOTOPOMY NOAKITKOUEH 3TOT NOPT.

operEdge

KpaTtkuit 0630p: [ True | False ]

PaboTaet nu ,D,aHHbIﬁ NOopT B KauecCTBe rpaHMYHOro nopTa.

8.1.9 VnpaBneHMe 3K3eMIJiIApaMU MHOXeCTBEHHOIo CBA3yrwLwero npepesa

B naHHOM pa3fesne onucbiBaeTCst KOHMUTYPUPOBAHUE IK3EMMNAPOB
MHOXeCTBEHHOro cBsa3ytollero aepesa (MSTI) u ynpaBneHue UMH.

8.1.9.1 BbiBog aMarHoctuku ansa rmobanbHbix MSTI

UTobbl NpoCMOTPETb CTaTUCTUKY AnA rnobanbHbix MSTI, nepenaute B Network
Redundancy » Spanning Tree » View Bridge MSTI Statistics. Moasutca popma

Bridge MSTI Statistics.

UTobbl NpoCcMOTpeTh CTAaTUCTMKY AnA rnobanbHbix MSTI, nepeiguTe B Spanning
Tree » View Bridge MSTI Statistics. MosiBuTca hopma Bridge MSTI Statistics.

B s3ToM Tabnuue otobparkaetca cneayrowias MHOOPMaUUA:

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

229




PesepBupoBaHue cetu

8.1.9 YnpaBneHue 3Kk3eMnasipaMu MHOXECTBEHHOIO CBA3YIOLEro JepeBd

8.1.9.2

230

NapameTtp

OnucaHue

Bridge Status

KpaTtkuit 0630p: [ Designated Bridge | Not Designated For Any LAN
| Root Bridge ]

Cratyc mocTa B cBA3ytoLllem fepeBe. CTaTyC MOXET UMeTb
3HaueHue "KopHeBOKN" unu "BblaeneHHbIR". B 3TOM none Moxer
oTtobpaxkaTbca "He BbigeneHo ana LAN", ecnu MoCT He siBnAeTcA
Bbl€NeHHbIM AN KaKoro-nMbo 13 CBoMX NopToB.

Bridge ID

KpaTtkuit 0630p: $$ | ##-##-##-##-##-## where $$ is 0 to 65535,
##isOto FF

MaeHTUMKaTOp JaHHOIO MOCTa.

Root ID

KpaTkuii 0630p: $$ | ##-##-##-##-##-## where $$ is 0 to 65535,
##is 0 to FF

MpeHTUdMKaTOp MOCTa ANA KOPHEBOrO MOCTa.

Root Port

KpaTkuit 0630p: 1 to maximum port number unu [ <empty
string> |

Ecnn KOMMyTaTOp BblAENEHHbIN, TO 3TO NOPT, KOTOPbIN
obecneunBaeT CBA3HOCTb B HanpaBlieHNU KOPHEBOro MOCTa CeTH.

Root Path Cost

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

MonHas CTOMMOCTb MYTHU K KOPHEBOMY MOCTY, COCTOAILLAA U3
CyMMbI CTOMMOCTEWH KaX[oro KaHana CBA3u Ha 3TOM nyTu. Ecnu
3HaUeHWA CTOMMOCTU He BbINK 3afaHbl CneLranbHo, TO NOPTbI CO
cKopocTbio nepefpauun 1 Iomt/ic obaBNAOT CTOMMOCTb, PaBHYHO
ueTblpeM, MOPTbl CO CKOPOCTbLo nepedaun 100 MbuT/c gobaBnstoT
cTonmocTb 19, a mopTbl CO CKOpPOCTbIO Nepefaun 10 MbuTt/c
nobasnatot ctonmoctb 100.

B cnyuae CIST-ak3emnnApa MSTP 370 CTOMMOCTb NYTH K BHELLUHEMY
KOPHEBOMY MOCTY, KOTOpas npeacraBnsaet coboi CTOMMOCTb

MyTW OT KOpHeBOro MocTa IST (T. e. perMoHanbHoOro MocTa) K
KopHeBoMy MocTy CST (1. e. "rnobanbHOMY" KOPHEBOMY MOCTY
cetun).

Total Topology Changes

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535

CUETUMK U3MEHEHWI TOMOMNOrMU B CETU, KOTOpble BbinK
obHapy»eHbl Ha AJaHHOM MOCTE B BUAE OTKA30B KaHanoB CBSA3M
WK O KOTOPbIX COOBLLMAK Apyrie MocCTbl. UpesmepHo bonblune
“nu BbICTPO pacTyLLie 3HaUEHUsI CUETUMKOB CUTHANMU3UPYHOT O
npobnemax c ceTbto.

BbiBog auarHoctuku gna MSTI nopToB

UTobbl npocMoTpeTb cTaTUcTUKy aAna MSTI nopTos, nepengute B Network
Redundancy » Spanning Tree » View Port MSTI Statistics. NoasuTtca popma Port

MSTI Statistics.

B 3ToM Tabnuue otobparkaetcs cnegyowan MHGopMaLms:

RUGGEDCOM ROS Bepcua5.5
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NapameTtp

OnucaHue

Port (s)

KpaTkui 0630p: Comma-separated list of ports

Homep nopTa ycTpoiictea (MnM cnMcok NOpTOB, €Clv OHK
obbeAWHeHbl B rpynny).

Status

KpaTtkuit 0630p: [ Disabled | Listening | Learning | Forwarding |
Blocking | Link Down | Discarding ]

Cratyc aT0ro nopta B cBA3ytoLleM AepeBe. MoxeT UMeTb OJHO U3
CrnefyroLmMX 3HaUeHUI:

e Disabled (OrxsuoueHo) - STP OTKNtOUEH AnA AaHHOMO nNop-
Ta.

* IListening ([IpocanymmBaHMe) - 3TO COCTOAHUE HE UCMNOTb-
3yeTcA

* Learning (3anommHanme) - NOPT 3anomuHaeTr MAC-agpe-
ca, uTobbl MCKNIOUNTL U3BBITOUHYO PACcCbhINKy, KOTFAa OH Hau-
HeT nepecbinaTtb TpadmK.

* Forwarding (Ilepecrsuika) - NOPT NepecbTaeT TpaduK.
* Blocking (Bnoxuposxa) - NOpT bnokupyeT Tpaduk.

e Link Down (CoemmHenme orcyrcTbyeT) - STP BK/ItOUEH
ANs JaHHOTO NOpTa, HO CaM NOPT PU3MUEeCKH He paboTaerT.

* Discarding (C6pacuBanue) - AaHHbIA KaHan CBA3W He UC-
nonb3yetcs B Tononoruu STP, HO HaXOAMUTCA B AEXKYPHOM pe-
KUme.

Role

KpaTkuit 0630p: [ Root | Designated | Alternate | Backup | Master ]

Ponb 3Toro nopta B cBAsyroweM Aepese. MoXXeT UMeTb OLHO U3
CrepyroLmx 3HaUeHui:

* Designated (BeumesienHeit) - NOPT ABMAETCA BblAENEHHbIM
(To ecTb nepefaet TpahMK B HaNpaBAeHMU KOPHEBOFO MOCTa)
ANA CerMeHTa NIOKanbHOM CeTH, K KOTOPOM NOAKIHOUEH.

. Root (KopHeBOM) - e,El,VIHCTBeHHbIVI nopT AaHHOT0 MOCTa, KO-
TOprVI obecneunBaeT CBA3HOCTb B HanpaBneHW KOPpHEBOIo
MOCTa.

* Backup (PeszepsHtit) - MOPT NOAKIOUEH K CETMEHTY JI0-
KanbHOWM CeTH, KOTOpbIi 0BCnyKMBaeTcA APYrMM NOPTOM 3TOrO
MocTa. He ucnonb3yeTcs, HO HaXOAMTCA B AEXYPHOM peXUME.

* Alternate (AnbpTepHATMBHBED) - MOPT NOAKIHOUEH K KOM-
MyTaTopy, KOTOpPbIM obecneunBaeT CBA3HOCTb C KOPHEBLIM MO-
CTOM. He UCnosib3yeTcs, HO HaXOAUTCA B AEXYPHOM peXxume.

* Master (T'slaBHbl) - CyWECTBYeT TONbKO B MSTP. 370 rpa-
HUYHbIA nopT MST-perMoHa 1 eJMHCTBEHHbIK NOPT MOCTA, KO-
TopbIv obecneunBaeT CBA3HOCTb AN1A 3K3eMNAApPa MHOXe-
CTBEHHOrO CBA3YHOLLEro flepeBa B HanpaB/ieHUU KOPHEBOIO
nopta obLero cBA3ytoLLEero Aepesa (T. €. 3TOT NOPT ABNAETCA
KOPHEeBbIM NOPTOM ANA 3K3emMnnapa obLyero ceA3yoLlero ge-
peBa).

Cost

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

CroumocTb, obecneumBaemasn 3TuM nopToMm. Ecnu B hopme
Bridge RSTP Parameters (RSTP-napameTpbl MOCTa) Ansi mapameTpa
Cost Style (TMN 3HaUeHWA CTOMMOCTH) BbIOpaH BapuaHT STP, To
NopTbl CO CKOpOCTbIO Nepefauun 1 F6ut/c gobasBnsaoT CTOMMOCTD,
paBHYHO UeTbipeM, MOPTbl CO CKOPOCTbIO Nepefaun 100 MbwuT/c
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NapameTtp

OnucaHue

nobaBnatoT cToMMocTb 19, @ NopThbl CO CKOPOCTbO Nepedaun 10
M6ut/c gobasnatoT ctoumoctb 100. Ecnu ans napametpa Cost Style
BblbpaH BapuaHT RSTP, To mopTbl co ckopocTblo nepefaun 1 réut/c
nobasnatoT ctoumoctb 20000, nopThl co ckopocTbio nepegauv 100
M6ut/c gobasnatoT ctoumoctb 200000, a NOPTbI CO CKOPOCTbIO
nepepauun 10 Mbut/c fobaBnatoT ctoumocts 2000000. ObpaTtuTte
BHMMaHMWe, UTo fake B TOM clyyae, Koraa ana napametpa Cost
Style 3apaHo 3HaueHue RSTP, npu Murpaumu nopta K STP ero
CTOMMOCTb byzleT orpaHMUeHa MakCcMManbHoOM BennunHo 65535.

Desig Bridge ID

KpaTkuit 0630p: $$ | ##-##-##-##-##-#4# where $% is 0 to 65535,
##is0to FF

[JocTynHo Ha KOPHEBbIX NOPTaxX Ha3HauUeHHbIX MOCTOB,
MAEHTUMKATOP MOCTa, K KOTOPOMY MOAKIFOUEH 3TOT NOPT.

KoHdurypupoBaHue ngeHtudpmkatopa MST-permoHa

KoHdurypupoBaHue naeHTMdrKaTopa permoHa nu ypoBHA BEPCUU CTaBUT

MocT MSTP B onpegeneHHyto rpynny. [ipyrue MocCTbl, UMetoLLIMe TaKOW XKe
MOEHTUUKATOP U YPOBEHb BEPCHUM, B3aMMOCBA3aHbl B Npedenax 31T0ro
pernmoHa. lnsa nonyvyeHua AONONHUTENBHOM MHGOPMaLnK cM. "MSTP-permoHsbl 1
COBMECTMMOCTb C ApyruMu npoTokonamu (Ctpanumua 213)"

UToObl CKOHDUTYPUPOBATbL UAEHTUDUKATOP PEFMOHA MHOXECTBEHHOTO
cAsytowero aepesa (MST), caenaiite cnepytoluee:

1. Nepevnpgute B Network Redundancy » Spanning Tree » Configure MST Region
Identifier. Mossutcs opma MST Region Identifier.

2. Heobxoanmo CKOH(UIypMpoBaTh CriedytoLliMe napamMeTpsbl:

Napametp

OnucaHue

Name

KpaTkuit 0630p: CTpoka anvHol 32 cumBona(os)
3HaueHue no ymonuasnuto: 00-0A-DC-92-00-00

Nmsa MST-pernoHa. Bce yctpoiicTBa B O[HOM v TOM e MST-
pervoHe AOMKXHbI UMETb OAHO W TO e CKOH(UTYpUPOBaHHOe
WMS permoHa.

Revision Level

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535
3HaueHue rno ymonuaHuto: 0

YpoBeHb Bepcuu Ansa KoHpurypaumm MST. Kak npaBuno,

BCe YCTPOMCTBA B OAHOM MU TOM e MST-pervoHe
CKOHMUIYPUPOBaAHbI C OAHWM M TEM >Ke YPOBHEM BEPCHMU.
OpHako AnsA co3paHua cybperMoHoB ¢ OAHWM UMEHEM perMoHa
MOTYT UCNOMb30BaTbCA Pa3Hble YPOBHU BEPCUN.

Digest

KpaTkuit 0630p: CTpoka anvHol 32 cumBona(oB)
3HaueHue no ymonuaHuo: 0

370 napamMeTp TONbKO AN UTEHUA, KOTOPbIA CTOUT
MCMONb30BaTh NULLb B LENIAX BbIABNEHWUA U YCTPAHEHUA
npobnem c cetbto. Utobbl obecneunTb KOppekTHOE
oTobpaxeHue cetelt VLAN Ha 3K3eMnasip CBA3YOLLErO

RUGGEDCOM ROS Bepcua5.5
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Napametp

OnucaHue

flepeBa, NPOTOKON JOMKeH BbITb B COCTOAHWM TOUHO
naeHTUdULMpoBaTb rpaHuLbl MST-pernoHoBs. C 3ToW Lenbto
XapaKTepUCTUKK pernoHa BKtouatoTca B coobuieHusa BPDU.
HeT HeobxoanMOCTH pacnpocTpaHATb B coobueHuax BPDU
TOUHYH MHopMaLmto 06 oTobpaxeHuu ceteit VLAN Ha
3K3eMMNNAp CBA3YHOLLEro AepeBa, NOCKONbKY KOMMyTaTopam
HY>XHO UMEeTb CBeIeHWA NULLIb O TOM, HaXOAATCA NN OHU B
OfLHOM perMoHe co CBOMM cocefom. [1o3Tomy B cOoBLLeHnAX
BPDU nocbinaetcs ToNnbKo 3TOT 16-OKTETHbIN JaNaXKecCT,
co3faBaeMblit U3 MHpOpMaL MK 0b oTobparkeHus ceteit VLAN
Ha 3K3eMNnAp CBA3YHOLLEro Aepesa.

3. Haxwmwute Apply.

8.1.9.4 KoHdurypupoBaHue rnobanbHoro MSTI

UT06bl CKOHDUTYPUPOBATb rMobaNbHbIM 3K3EMMNIAP MHOXXECTBEHHOTO CBA3YHOLLErO
paepea (MSTI) ana npotokona ceAsytowero gepesa (STP), caenaliTe cnegytollee:

1. TNepenpute B Network Redundancy » Spanning Tree » Configure Bridge MSTI
Parameters. Noasutca popma Bridge MSTI Parameters.

2. B none Instance ID BBeguTe MaeHTUUKALMOHHbIA HOMep ans MSTI n HaxkMmuTe
GET. Otobpa3sArtca HacTponku ana MSTI. [Tltobbie u3mMeHeHuA, BHECEHHbIE B
KOH(UTypauuto, byayT NpUMeHEeHbl KOHKPETHO K MAEHTU(MKATOPY 3TOrO

aK3emnnsapa.

3. HeobxoaMMo CKOHMUIyprUpoBaTh CneayroLmMe napamMeTpsb:

NapameTtp

OnucaHue

Bridge Priority

KpaTkuii 0630p: [ 0| 4096 | 8192 | 12288 | 16384 | 20480
| 24576 | 28672 | 32768 | 36864 | 40960 | 45056 | 49152 |
53248 | 57344 | 61440 ]

3HaueHue no ymonuaHuto: 32768

MapameTp Bridge Priority (nproputeT MocTta) obecneunBaet
cnocob ynpaBneHWA TONONOrMen CeTU C COEAUHEHUAMM NO
npoTtokony STP. TpebyeMble KOpHeBble W BblAeNeHHble MOCTbI
MOTYT BbITb CKOH(UIYPUPOBaHbI A1 KOHKPETHOM TOMOMNOM UM,
MocT ¢ HaMMEHbLUWM MPUOPUTETOM CTaHET KOPHEBBIM
MOCTOM. B cnyuae oTka3a KOPHEBOIO MOCTa KOPHEBBIM
CTaHeT MOCT C NoCNeAyWMM HAUMEHbLUMM NPUOPUTETOM.
BblneneHHble MOCTbI, KOTopble (B Lensx AybnvpoBaHus)
obcny>KnMBaroT 0BLLYHO NOKaNbHY CeTb, TaKXKe MCMOSMb3YIOT
NPUOPUTET ANA ONpPefeNieHns TOro, KaKOM MOCT aKTUBEH.
Takum obpasom, Npu TwatenbHOM nogbope NPUOpPUTETOB
MOCTOB MOXHO OMpefenuTb NyTu nepefavum Tpadmka Kak
[N HOPManbHOTO COCTOAHMUA CETH, TaK U Ha Cllyya oTKasa
KaKoro-nMbo coeguHeHus.

4. Haxmwute Apply.

RUGGEDCOM ROS Bepcusa5.5
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KoHdurypuposaHne MSTI ansa Ethernet-nopra

UT0bbl CKOHUTYpUPOBaTb rMobanbHbIM 3K3EMMNAAP MHOXECTBEHHOTO CBA3YHOLLErO
nepesa (MSTI) ana Ethernet-nopTa, caenaiTe cnegyrollee:

1.

Mepenante B Network Redundancy » Spanning Tree » Configure Port MSTI
Parameters. Noasutca Tabnuua Port MSTI Parameters.

BbibepuTe Ethernet-nopr. MNosiButca hopma Port MSTI Parameters.

B mone Instance ID BBeaute MaeHTUUKALUMOHHbLIA HOMep ansa MSTI u HaxKmuTe
GET. Otobpasatca HacTpoirku ana MSTI. JTrobble M3MeHeHWs, BHECEHHbIE B
KOH(UTrypauuto, byayT NpUMeHeHbl KOHKPETHO K MAEHTU(UKATOPY 3TOrO

3K3emnnspa.

HeobxoanmMo CKoHUrypupoBaTh CrieaytoLimMe napaMeTpbl:

MNapametp

OnucaHue

Port (s)

KpaTkuit 0630p: Comma-separated list of ports

Homep nopTa ycTpoicTBa (Mnu CNUCOK MOPTOB, ECNIU OHU
obbeanHeHbl B rpynny).

Priority

KpaTkuii 0630p: [0 ] 16|32 |48 |64]80[96| 112|128 | 144
1160 | 176 ] 192|208 | 224 | 240 ]

3HaueHue no ymonuaHuto: 128

Boibop npuoputeta ana STP-nopta. MopT Ana ncnonb3oBaHWA
bynet BbIOMpaTbHCA M3 NOPTOB C OAMHAKOBOM CTOUMOCTLHO,
NOAKMHOUEHHbIX K 00LLel NoKanbHOM CeTH, Ha OCHOBaHWUK
npuopuTeTa 3TOro noprTa.

STP Cost

KpaTkuit 0630p: Lienoe uncno ot 0 go 65535 mnu [ Auto ]
3HaueHUe No ymonuaHuto: Auto

Bbibop 3HaUEHMA CTOMMOCTH, UCMONb3YEMOrO NpU
BblUMCNIEHMAX CTOMMOCTH, Koraa ana napametpa Cost

Style (Tvin 3HaueHMWI cTOMMOCTH) BbIbpaH BapuaHT STP

B KOHwMrypaumun RSTP-napameTpoB MocTa. HacTtpoika
3HaUYEHWI CTOMMOCTH BPYUHYO obecneumBaeT BOSMOXHOCTb
BbIbMpaTbh onpefeneHHble NOPTbI AN NPEUMYLLECTBEHHOWM
nepefavum Tpadmka uepes HUX, MUHYs OCTallbHble NOPThI.
OcTaBbTe Ans 3TOro NopTa 3HaueHue "aBToMaTUUECKK",
uTobbl MCNONb30BaTb CTAaHAAPTHbIE COMNAacoBaHHbIE 3HAUEHHUA
ctonmocTu STP-nopTa (4 Ansi ckopoctu nepepauu 1 Féutic, 19
[NS KaHanoB CBA3M CO CKOPOCTbO nepedaun 100 M6uT/c n 100
[NA KaHanoB CBA3W CO CKOPOCTbIO nepefauun 10 MouTIc).

B cnyuae MSTP 310T napamMeTp NpUMEHUM K CTOUMOCTH
BHELUHEro 1 BHYTPEHHEero nyTw.

RSTP Cost

KpaTkuit 0630p: Lienoe uncno ot 0 o 2147483647 vnu
[ Auto ]

3HaueHue no ymonuaHuio: Auto

Bbibop 3HaUeHMA CTOMMOCTH, UCMONb3YeMOro Npu
BbIUMCNEHMAX CTOMMOCTH, Korfa AnA napametpa Cost

Style (Tvin 3HaueHMI cTOMMOCTH) BbIbpaH BapuaHT RSTP

B KOHdwMrypaummn RSTP-napameTpoB mocTa. HacTtpoitika
3HaYeHM CTOMMOCTH BPYUHYIO obecneumBaeT BOSMOXHOCTb
BblbMpaTb onpefeneHHble NOPTbl ANA NPEUMYLLECTBEHHOWM
nepefayun Tpadmka uepes HUX, MUHYs OCTanbHble NOPThI.

RUGGEDCOM ROS Bepcua5.5
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8.1.10

8.2

8.2.1

8.1.10 OumncTKQ CTATUCTUKM MTPOTOKOJA CBA3YOLWEro epesa

Napametp OnucaHue

OcTaBbTe A5 3TOro NopTa 3HaueHue "aBToMaTUUecKK”, utobbl
MCNonb30BaTb CTaHAAPTHbIE 3HaUeHUsa cTouMmocTu RSTP-nopTa,
nonyuyeHHble NPy aBTOMaTUUECKOM cornacoBaHum (20000 ans
ckopocTtu nepepaun 1 Iout/c, 200000 ons KaHaNoB CBSA3M CO
ckopocTbio nepegauv 100 M6ut/c 1 2000000 anAa kaHanos
CBfI3W CO CKOPOCTbIO nepegaun 10 MouTic).

B cnyuae MSTP 3T0T napamMeTp NpUMEHUM K CTOMMOCTH
BHELLIHEro ¥ BHYTPEHHEro nyTu.

5. Haxmute Apply.

OuuncCTKa CTaTUCTUKHU NPOTOKONa CBA3yrOLWEero nepesa

UTobbl NONHOCTHHO OUMCTUTbL CTAaTUCTUKY MPOTOKOSA CBA3YIOLLEro AeNCTBUSA,
coenavite cnegyrollee:

1. Nepeipute B Network Redundancy » Spanning Tree » Clear Spanning Tree
Statistics. MoasuTca popma Clear Spanning Tree Statistics.

2. HaxmwuTte Confirm.

YnpaBneHue NpOTOKONIOM pe3epBUMpPOBaHUA Cpeabl Nnepenauu
(MRP)

RUGGEDCOM ROS nopaep>x1BaeT NpOTOKOJ pe3epBUpPOBaHUA Cpefbl nepefayumn
(MRP).

OcHoBHble cBefeHusa o npotokone MRP

MpoTokon pesepBupoBaHusa cpeabl nepenaun (MRP) — 310 ceTeBoOW NpoToKon,
pa3paboTaHHbIM ANs peanv3aunu pe3epBUPOBaHUS U BOCCTAHOBIIEHWSA B
KONbLEBOW TOMONOrum, cogepatlei ao 50 yctpoiicts. OH N03BONSAET KoMbLaM
Ethernet-kommyTaTopoB ObicTpo NpeogoneBatb NtOOON OAUMHOUHBIM OTKa3
MEXKOMMYTATOPHOIO KaHana CBA3W UK KOMMyTaTopa B Konble MRP unu
COefMHUTENbHOMN TOMNONOT UK.

MRP paboTaeT mexay 2-M YPOBHEM W NPWUKIAAHbIM YPOBHEM U UCMONb3yeT
pyHKLMKM ISO/MIK/IEEE 8802-3 (IEEE 802.3) 1 IEEE 802.1Q, BKkntouas 6a3y AaHHbIX
unbTpauun (FDB).

MpoTtokon MRP ctaHgapTM3npoBaH MexayHapOo4HOM 3N1eKTPOTEXHUUECKOM
KomMuccuen kak M3K 62439-2.
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CpaBHeHue ycTpoincte MRM n MRC

B konbue MRP MmeHepxep pesepBupoBaHus cpeabl nepegaun (MRM) oeicTByeT Kak
MEeHe[)Xep KOoMbLa, a KNMEHT pe3epBuUpoBaHua cpeabl nepegaun (MRC) — Kak y3nbl,
npuHagfiexalliue KosnbLy.

MRM nepuogunuecku otnpasnset coobuieHnsa TectuposanHma MRP uepes oba cBomnx
nopTa KonbLeBOM ceTu. ITn cooblieHuna nepepatoTca ycrponctsamm MRC mexay
MX NOPTaMM KoNbLEeBOM ceTH. [MOCKONbKY KOMMYTaTOPbl COeAUHEHbI B KOMbLO,
coobueHune TectTupoBaHmsa MRP unpKynupyeT uepes KOnbLO M BO3BpaLLaeTcs Ha
MRM. 370 no3BonseT MRM onpefenuTb COCTOSIHME KOMbLEBOM CETU.

Ecnn coobuleHnuna tectupoBaHua MRP Bo3Bpallarotcs Ha MRM, pesepBupoBaHue
NPUCYTCTBYET, @ KONbLO 0bbABNAETCA 3aMKHYTbIM. Ecin coobuieHuna TecTupoBaHua
MRP He BO3BpalLlatoTCA, TO pe3epBMpOBaHUE NOTEPAHO, @ KONbLO 0bbsABNsAeTCS
Pa30OMKHYTbIM.

Ecnu konbuo 3aMkHYyTO, MRM otbpacbiBaeT (bnokupyeT) BCe NakeTbl HA OAHOM

13 CBOMX ABYX BblAe€fIeHHbIX KOMbLEeBbIX NOPTOB, @ APYrOM NOPT nepecbinaeTt
nakeTbl. [py 0TKa3e KaHana cBa3u knveHTbl MRC oTnpaBnAtoT yBegomMneHue ob
OTKa3e KaHana cBA3M Ha MeHegkep MRM, KoTopbli B CBOKO ouepenb pa3bnokupyet
3abNOKMpPOBaHHbIN MOPT, aKTUBUPYA CBA3b MEXAY BCEMU YCTPOMUCTBAMM.

YcTpoiictea MRA

YcTponcTBa, ABNAOLWMECS aBTOMAaTUUECKUMW MEHEAKEPAMU PE3EPBUPOBAHUSA
cpeabl nepeaaun (MRA), aBTOMaTUUECKM PELLAOT, KaKoe YCTPOMCTBO BO3bMET Ha
cebs ponb MeHeaKepa B KoMbLe. 3TO OCYLLECTBNAETCSA B Npouecce Bbibopa mexay
Bcemu MRA B ceTu. lNocne Toro, kak MeHemep byaet BbibpaH, octanbHbie MRA
BbICTYNAkOT B KauecTBe K/IMEHTOB.

Ecnun B KonbueBow ceTu npucytcTByeT MRA, BCe oCTanbHble YCTPOMCTBA B CETH
LOSKHbI BbITh ycTporictBaMu MRA unu MRC (Ho He MRM).

CoCcTOsIHMA NOPTOB KONbLEBOW CETU

MopTbl Konbueon ceth MRM 1 MRC noaaep>KMBatOT TPU COCTOAHUA: OTKITHOUEHO,
306/10KMPOBAHO WU NepechIsKa:

* OTKNOUEHHbIE nopTbl KOJ'IbLI,eBOl\/I1 ceTn OT6paCbIBa}-OT BCe NnonyueHHble NaKeThbl.

* 3abnokupoBaHHble MOPTbl KONbLEBOM CETU OTOpPACbIBALOT BCE NOMyUYEHHbIe
nakeTbl, KpoMe naketoB ynpasneHna MRP.

* [MepecbinatoLme NopTbl KONbLEBOW CETU NEPECHINAtOT BCE MONTyUEHHbIe
naKeTbl.

RUGGEDCOM ROS Bepcua5.5
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RUGGEDCOM ROS Bepcusa5.5

8.2.1 OcHoBHble cBegeHUA o npoTokosne MRP

CpaBHEHMe 3aMKHYTOIO KoJiblia U pa30OMKHYTOro KoJsibua

Mpu HopManbHOM pexunme paboTbl ceTb paboTaeT B COCTOAHUU 3aMKHYTOM
KONbLEBOMW CeTHU. B 3TOM COCTOAHUKU OAMH U3 NOPTOB KOMbLEBOMW CeTU YCTPOMCTBA
MRM bnokupyetca, a apyrue aBnatoTca nepecbinatoinmm. Oba nopTa KonbLeBOK
ceTu Bcex yctpoicte MRC ABNArOTCA nepecbiiatouMu.

O— | X -0

T

O~ —=—1Da-o

©O) Ycrponcteo MRM mnnu MRA, geicTBytoLLee B KauecTBe MeHeKepa
@ KnueHt MRP 1

® KnueHT MRP 2

@ KnueHt MRP 3

PucyHok 8.5 CocToAiHMe 3aMKHYTOWM KonbLeBo# ceTn MRP

B cnyuae oTkasa ceTb paboTaeTt B peXXMMe pa3soOMKHYTOM KONbLEBOM CETH.

Ecnun B 3TOM COCTOAHMM OTKa3blBaeT KaHan CBA3M ABYX YCTPOMCTB, oba nopTa
KonbLeBoOM ceTn yctponcTBa MRM CTaHOBATCA NepechinarownmMu. Y ycTponcTs

MRC, pacnonoxeHHbIX pAagoM C OTKa3OM, OAMH NOPT KOJSbLEBOW CeTU ABNAETCA
3abN0OKMpPOBaHHbIM, a APYron — nepecbinarLmM; y ocTanbHbix ycTporcte MRC oba
nopTa KoNbLEeBOM CeTHU ABMAOTCA NepechbinarowumMu.

O~ —=— X -0

O~ —=—iDC -0

O) Ycrporicteo MRM mnnun MRA, gedicTBytoLee B KauecTBe MeHeKepa
@ KnueHt MRP 1
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8.2.2 nobanbHoe KoHpurypuposaHmne MRP

® KnueHT MRP 2
@ KnueHt MRP 3

PucyHok 8.6 CocTosiHMe pa3oMKHyTOM KonbLeBow cet MRP

8.2.2 fmobanbHoe KOHUrypuposaHme MRP

UT0ObI CKOHDUTYPUPOBATb MPOTOKON pPe3epBUPOBaHUS Cpedbl Nepeaaun AaHHbIX
(MRP) rnobanbHo, caenaiTe cregytollee:

1. Nepenaute B Network Redundancy » Ring Redundancy » Configure Global
MRP Parameters. MNossutca popma Global MRP Parameters.

2. HeobxogMMo CKOHMUIypUpoOBaTb CneayroLmMe napamMeTpbl:

Napametp OnucaHue

State KpaTtkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHuto: Disabled

mobanbHo BkNtouaeT/oTknrouaet MRP. ObpaTtnte BHUMaHKe,
uto MRP MOXeT ObITb OTKMIOUEH ANA KaXXA0ro nopTa B
OTAENbHOCTU.

Auto Generate UUID KpaTtkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHwuto: Enabled

BkntouaeT/oTKNoUaeT aBTOMaTMUECKOe reHepupoBaHmue
YHWBEpPCanbHbIN YHUKaNbHbIW naeHTUdukaTtop MRP (UUID).
Ecnu 3TOT NnapameTp BKNtOUeH, NtobOM CyLLecTBY LKA
nonb30oBaTeNbCKU MAeHTUMKaTOp foMeHa byaeT
nepesanucaH creHepupoBaHHbiM UUID. CreHepupoBaHHbIN
UUID — 310 MD5-X31 JOMEHHOIr0 UMEHM.

3. Haxwmwute Apply.

8.2.3 MpocmoTp cocTtoaHuA sk3emnnapos MRP

Utobbl npocMoTpeTb cocTosHMe 3k3emnnApoB MRP, nepenaute B Network
Redundancy » Ring Redundancy » View MRP Instance Status. MoasuTtcs Tabnuua
MRP Instance Status.

B 3ToM Tabnuue otobparkaetcs cnefyowan MHGopMaLms:

NapameTtp OnucaHue
Index Homep sk3emnnapos MRP.
Name KpaTtkuit 0630p: CTpoka AnuHoi 24 cumeona(os) unu [ default-
mrpdomain ]

3HaueHue no ymonuaHuto: default-mrpdomain

Mma nomeHalkonbua MRP. Bce sk3emnnapbl MRP,
npuUHaanexatime ofHOMY U TOMY e KOsbLy, AO/KHbl UMeTb OAHO
W TO XXe JIOMEHHOE NMS.

238 RUGGEDCOM ROS Bepcua5.5
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8.2.3 lpocmoTp cocToAHMA 3K3emnnapos MRP

NapameTtp OnucaHue

Role Ponb, HazHaueHHanA sk3emnnApy MRP:

* Disabled (OrkioueHo) - Ha3HaueHHas posib OTCYTCTBYET.
Jk3emnnap MRP oTkntoueH.

¢ (Client (Kmment) - KnueHt MRP
* Manager (Meunemxep) - MeHepxep MRP.

* ManagerAuto (ABTOMaATMYECKMI MeHeImxep) - JK3eM-
nnap MRP aBToMaTuuecku onpegenset pofib.

Ring Status CocTtosiHMe Konbla MRP. Bo3MO»Hble 3HaUEeHUSA BKIHOUAOT:

* Henpwumenwumo - COCTOSHME KONbLa HensBecTHo. OTobparkaet-
€A, ecnu yctponcteo asnaetca MRC.

* PasomxuyTO - Konbyo MRP pasomkHyTo. Oba nopta Konbla
nepecbInaroT nakeTbl.

* 3BawmxuyTo - Konbyo MRP 3aMKkHyTO. OAKMH NOPT KosnbLa nepe-
CblnaeT NakeTbl, a Apyrol — bnokupyer.

PRM Port Homep noprta u coctosHue nopta Konbua MRP. Bo3aMoxHble
3HaUeHMA BKNOYAIOT:

e { mopr }- OFF (BHKJI.) - MRP He BbinOnHsAeTCA.
e { nmopr }- DWN -nNOpTKOMbLA He paboTaerT.
* { mopr }- BLK-NOPTKoNbLa BNOKUPYET NaKeTbl.

. { mopT }- FWD-NOPT KOJbLAa NepecblaeT nakeTbl.

SEC Port Homep nopta n coctosaHne nopta Konbua MRP. Bo3MOXHble
3HaUYEHMA BKINOYAIOT:

e { mopr }- OFF (BHKJ.) - MRP He BbinOnHAeTcA.
e { mopr }- DWN - MOPT Konbla He paboTaeT.
* { mopr }- BLK-nNOPTKonbLa BNoKknpyeTt nakeTbl.

* { mopr }- FWD-NOPT KONbLA NepecbilaeT NakeTbl.

Multi-MRM Err Owwnbka, ykasbiBaemaa MRM, ecnu akTuBHO Honee ogHoro
yctpovictea MRM B konbueBoi ceT MRP. Bo3MoXHble 3HaueHuA
BKIIHOUAIOT:

*  jioxHoO - olWwKbka Multi-MRM oTcyTcTBYeT.

*  JCTUHHO - B KONbLEBOW CETU NPUCYTCTBYeET BosbLUe OAHOrO
yctpoictea MRM.

One Side Rx Err Owwnbka, ykasbiBaemas yctporctsoM MRM, ecnu TectoBble Kagpbl
MRM noctynatoT TONbKO Ha OfIMH MOPT KonbLa. Bo3MoXHble
3HaUeHMA BKIOUAIOT:

* JoxHo - owKbka One Side Rx oTcyTCTBYET.

*  MCTMHHO - TECTOBbIM Kaap NOCTyNaeT TOMNbKO Ha OAWH NOpT
KonbLa.

RUGGEDCOM ROS Bepcusa5.5 239
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8.2.4 [lobasneHune s3k3emnnsapa MRP

8.2.4 HobaBneHue sksemnnspa MRP

UTtobbl ckoHUrypupoBsaTb ak3emnnap MRP, caenaiTe cnegytollee:

1.

240

Mepenante B Network Redundancy » Ring Redundancy » Configure MRP
Instances. MosasuTtca Tabnuua MRP Instances.

Haxxmute InsertRecord. Moseutca opma MRP Instances.

NpumeuaHune

RUGGEDCOM ROS ponyckaeT Hannume HeCKoNbKKUx 3k3emnnsapos MRP, ecnu
BCEe 3K3eMMIAPbI ABNAOTCA MeHe)KepaMu. YCTPONCTBO MOXET UMeTb 10
yeTblpex 3K3eMMNAAPOB, ABMAIOLWNXCA MeHeLKepaMu.

A 3AMETKA

OnacHocTb gnA KOHUTypaLuum — pUCK HapyLueHUsa obmeHa AaHHbIMU

RUGGEDCOM ROS ponyckaeT HallMumMe HeCKOoNbKKUX 3k3emnnsapos MRP,
€C/n YCTPOMCTBO ABNAETCA MEHEKePOM KOrbLia B KaXK4OM 3K3eMMnspe.
YCTPOMCTBO MOXKET UMETb A0 UEeTbIPEX IKIEMMNAPOB, ABAAKLLMXCA
MeHe[)KepaMu KonbLa.

A 3AMETKA

OnacHoOCTb ANs KOH(PUTypauuu — pUCK HapyLueHUst obMeHa AaHHbIMU

Mpexpae uem KoHUrypauus skzemnnapa MRM cmoxkeT bbiTb U3MeEHEeHa,
yctporctBa MRM unun MRA, geicTBytoLlne B KauecTBe MeHeaXepa, nnbo
AOIKHbI BbITb PU3UUECKM OTKNOUEHbI, TMBO MX NOPT KOMNbLEBOM CETU AOSIKEH
ObITb OTKNtOUEH (T. e. KonbueBas ceTb MRP pa3oMKHYyTa).

[ns nonyyeHnA 4ONONHUTENBHOW MHOPMALKUKU O KOH(UTYPUPOBAHKUHK
napameTpoB nopta cM. "KoHdurypuposaHue Ethernet-nopta (CtpaHuua 72)".

[na nonyuyeHnA [ONONHUTENBHOM MHOPMALIMKU O PA3OMKHYTbIX U 3aMKHYTbIX
Konbuax MRP cm. "YnpaBneHne NnpoOTOKONOM pe3epBUpPOBaHMUSA Ccpeabl

nepenauv (MRP) (CtpaHuua 235)".

NpumeuaHue

UTtobbl M3bexxaTb NOTEHLMANbHbIX OLWKMOOK KOHMUIypaLmmK, KoTopble MOTyT
NPUBECTU K NOTepe CeTeBOro AocTyna, Siemens peKoMeHAyeT OTKouaThb

nopT KonbLeBoK cetn ycTponctea MRC nepen ero KoHurypuposaHuem. inqa
nonyyeHuns ONONHUTENbHOM MHOPMaLMKU O KOH(PUTYPUPOBaHWKU MapaMeTpoB
nopta cm. "KoHdurypuposaHue Ethernet-nopta (CtpaHuua 72)".

NpumeuaHue

Mpu ncnonb3oBaHWKn 6€30NaCHOCTM Ha YPOBHE NOpTa B KonbLeBon cetn MRP
Heobxoanmo ckoHgurypuposaTb MAC-agpeca yCTPOMCTB B KONbLEBOW CETH
Ans obecneueHua CBA3KN MexXay HUMU. Kpome TOro, NopT KONbLEeBOM CETH
yctporctBa MRM gonykeH BbiTb CKOHDUIyprupoBaH B Tabnuue Static MAC
Addresses, uTobbl KOnbLEeBas CeTb OCTaBanacb B 3aMKHYTOM COCTOSIHUK. [1nsA

RUGGEDCOM ROS Bepcua5.5
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8.2.4 [lobasneHune s3k3emnnsapa MRP

nonyyeHuns AONONHUTENbHOW MHOPMaLKK CM. "AyTeHTUdHKaLMA Ha ba3e
ctatnueckoro MAC-agpeca B konbue MRP (CtpaHuua 141)".

3. HeobxoaMmo CKOHMUIypupoBaTh CnefytoLme napamMeTpbl:

MNapametp

OnucaHue

Index

KpaTtkui 0630p: Lienoe uvcno ot 1 go 4
3HaueHue rno ymonuaHuto: 1

Homep sk3emnnapos MRP.

Name

KpaTkuit 0630p: CTpoka anvHol 24 cumBona(oB)
3HaueHue no ymonuaHuto: default-mrpdomain

Nmsa pomeHalkonbua MRP. Bce ak3emnnsapbl MRP,
npuHagnexatune ogHOMY U TOMY XKe KOMbLy, AOMKHbI UMETb
O[HO U TO Xe IOMEHHOE UMS.

Role

KpaTtkuit 0630p: [ Disabled | Client | Manager | ManagerAuto ]
3HaueHue no ymonuanuto: Client
Ponb, HazHaueHHaA s3k3emnnApy MRP:

e Disabled (OrkioueHo) - Ha3HaueHHasA pofb OTCYTCTBY-
eT. dk3emnnAp MRP oTkntoueH.

¢ (Client (Kmment) - KnueHt MRP.
* Manager (Menemxep) - MeHepxep MRP.

* ManagerAuto (ABTOMaTUYECKUN MeHeHmep)—3K3eM—
nnap MRP aBToMatMueckun onpegensaer posb.

PRM Port

KpaTkuit 0630p: 1 to maximum port number
3HaueHue no ymonuaHuto: 1

Homep nopta Konbua MRP. Homep nopTta B TOM BWAeE, KaK OH
3anucaH Ha ycTpoMcTse.

SEC Port

KpaTkuit 0630p: 1 to maximum port number
3HaueHue no ymonuaHuto: 1

Homep noprta konbua MRP. Homep nopTa B TOM BUAE, KaK OH
3amnucaH Ha yCTPOKICTBE.

Priority

RUGGEDCOM ROS Bepcusa5.5
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KpaTtkuit 0630p: CTpoka AnuHoi 4 cumBona(oB)
3HaueHue no ymonuaHuro: 8000

MpuropuTeT, HasHaueHHana sk3emnnApy MRP. Ucnonb3yeTca
npwv cornacoBaHuu ¢ apyrumu ycrporcrsamu MRP, utobbl
onpefenunTb, KOTOPOe U3 HUX ABNAeTCA MeHeXepom MRP.
Bo3MOXHble 3HaUeHUA BKIOUAIOT:

* 0000 - HauBbicwmnit npuoputet, MmeHexep (Manager)

e 1000 — 7000 — BbiCOKM MPUOPHUTET, MEHELXKEP
(Manager)

e 8000 - MpuopuTeT No ymonuaHuto, MeHegxep (Manager)

* 9000 - EO000 - HM3KKMI npuopUTET, aBTOMATUUECKUIA Me-
Hemxep (ManagerAuto)

e F000 - HM3LWKi NprOpUTET, aBTOMATUUECKUI MeHeKep
(ManagerAuto)
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8.2.5 YaaneHue skzemnnapa MRP

8.2.5

242

4.

YpaneHue ak3emnnapa MRP

Napametp

OnucaHue

MpUopUTET NPUMEHAETCA TONIbKO B TOM Cllyuae, ecniu
napameTp Role (Ponb) ycTaHOBMEH Ha "MeHemXep" unu
"aBTOMaTUUECKUIM MeHepxep".

ID

KpaTkuit 0630p: CTpoka anvHol 32 cumBona(oB)

3HaueHue No yMonuaHuio:
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

128-61TOBbIN flOMEHHbIN naeHTUdKKaTop UUID, yHUKanbHbIN
ana noMmeHal/konbueBon ceTu. Bece ak3emnnsapbl MRP,
npuHaanexatine ogHOM KoNbLEBOMW CETH, [OIKHbI

MMeTb O[JMHAKOBbIM JOMEHHbIN naeHTUdKUKaTop. Ecnu
BKNtoueH napametp Auto Generate UUID (aBTomaTHueckoe
reHepupoBaHWe YHMBEPCanbHOIO YHUKaNbHOIO
naeHTUrKaTopa), ROS aBTOMaTUUECKU reHepupyeT
[LOMEHHbIW MaeHTUMKaTop Kak MD5-x3Ww fOMEHHOro
MMeHHu. B aTom cnyuae nrobas nonbiTka U3MEHUTb JOMEHHbIN
naeHtTudurkatop byaet otknoHeHa. Ecnu napametp Auto
Generate UUID oTKkntoueH, [LOMEHHbIN MAEHTUDUKATOP MOXKET
ObITb U3MEHEH NONb30BaTeneM.

Haxxmute Apply.

UTtobbl yaanuTb ak3emnnap MRP, caenaiite cnegyroulee:

1.

Mepeiaute B Network Redundancy » Ring Redundancy » Configure MRP
Instances. Nosasutca Tabnuua MRP Instances.

Bbibepute Heobxoanmyto 3anuce. MNoasutca opma MRP Instances.

A 3AMETKA

Mpexpae uem KoHpUrypauus skdemnnapa MRM cmoxeT bbiTb U3MeHeHa,
yctponctea MRM mnun MRA, gelcTBytoLLMe B KauecTBe MeHeaxepa, nbo
LOMXKHbI ObITb hM3NUECKKU OTKNOUEHDbI, MO0 UX MOPT KONbLEBOMN CETU JONXKEH
ObITb OTKNrOUEH (T. e. kKonbueBas ceTb MRP pa3oMKHyTa).

[nAa nonyueHnsa ONONHUTENbHOM MHOPMALMKU O KOHPUIYPUPOBAHUHK
napameTpoB nopta cM. "KoHdurypuposaHue Ethernet-nopta (Ctpanuua 72)".

[na nonyueHuss LOMONHWUTENIbHOM MHPOPMaLMKU O PA3OMKHYTbIX U 3aMKHYTbIX
KonbLax MRP cM. "YnpaBneHue NpoOTOKONOM pe3epBUPOBaHMA Cpeapbl
nepenauv (MRP) (CtpaHuua 235)".

MpumeuaHune

UTtobbl n3bexaTb NOTeHUMaNbHbIX OLIMOBOK KOHMUTYpaL MK, KOTOpble MOTYT
MPMBECTU K MOTEpe CeTeBOro A0CTyMna, Siemens peKoMeHAyeT OTKNouaTh

nopT KonbLeBoK cetn ycrponctea MRC nepepn ero KoHurypuposaHuem. inqa
nonyyeHus SONONHUTENbHOM MHOPMaLKUKU O KOHPUTYPUPOBAHWKU MapaMeTpoB
nopta cM. "KoHdurypuposaHue Ethernet-nopta (CTpaHuua 72)".
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8.2.6 Mpnumep: KoHpurypmpoBaHue KonbyeBok cetn MRP

3. Haxmute Delete.

8.2.6 Mpumep: KoHdurypuposaHue konbueson cetu MRP

B JaHHOM npuMepe NoKa3aHo, Kak CKOHUrypupoBaTb KonbLeyto ceTb MRP ¢
ncnosnb3oBaHnem yetbipex yctporncts RUGGEDCOM ROS.

B cnepyrowei Tononormm Konbuesasa ceTb MRP paboTaeT B 3aMKHYTOM COCTOAHUMU.
Menepxxep MRP (MRM) BbinonHAET pofib MeHedXKepa KOMbLEBOM CETU, @ KNUEHTbI
MRP (MRC) peicTBYHOT KaK y3nbl, NPUHAANEXALLUe KONbLEBOM CETU. Y KaXaoro
MRM wunu y3na MRC ecTb AiBa nopTa, y4acTBYHOLLMX B KONbLEBOW CETH.

YcrporictBo MRM bnokupyeT BCe nakeTbl, MepechiiaemMble Ha OAWH U3 ero AByX
BblAeNeHHbIX NOPTOB KONbLLEBOM ceTh. Ecnm oanH 13 ABYX KaHanoB CBA3M Ha
ntoboM MX Apyrux y3noB KOnbLEeBOM CeTU 0bHapy>KMBaeT 0TKa3, KonbLeBas CeTb
MRP nepeigeT B pa3oMKHyTOe COCTOsHWEe. B 3ToM cocTtoAHMK ycTponctBo MRC
nocbinaet coobuleHune Ha yctponctBo MRM, kKoTopoe 3aTeM pa3bnokupyeTt cBOM
3abnokMpoBaHHbIM NOpT, obecneunBas CBA3b BCEX KOMMYTATOPOB.

[nAa nonyueHnsa JONONHUTENbHOM MHDOPMALMKU O PAa3OMKHYTbIX U 3aMKHYTbIX
KonbLax cM. "YnpaBneHWe NpoTOKONOM pe3epBUpoBaHUA cpeabl nepegaun (MRP)
(CtpaHunua 235)".

A 3AMETKA

YKa3aHHble 3HaueHuA XapaKTepHbl AJA I'Ipe)J,CTaBJ'IEHHOﬁ Tononoruu. ®akTuueckue
3HaueHWA MOTyT OTJIMUaTbCA, B 3aBMCUMOCTU OT KOHCbMI'ypaLI,I/IVI nonb3oBaTenA.

O—Cr HXE O

te

=
<=

O~ —=—1DC -0

©O) MeHegxep MRP
@ KnueHt MRP 1
® KnueHT MRP 2
@ KnueHt MRP 3
PucyHok 8.7 Tononorua — konbuesas cetb MRP
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8.2.6 lMpumep: KoHpurypmpoBaHue KonbleBok cetn MRP
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UT0bbl CKOHUTYpHpOBaTh KoNbLEeBYH ceTb MRP B COOTBETCTBMM C TONONOTHEN,

caenaunTe cnepytollee:

1.

YbenuTech, uto npotokon RSTP oTKNtoUeH Ha NopTax, AeMCTBYHOLLMX KaK NOPTh
PRM u SEC B KonbLeBOM ceTu. 4nsa nonyyeHUa 4ONONHUTENbHON MHOpMaL MK

cM. "KoHdurypuposaHue Ethernet-nopta (Ctpanuua 72)".

Bkntounte MRP Ha meHepxepe MRP 1 BCeX KIIMEHTCKUX yCTPOMCTBAX
MRP. [lns nonyueHua 4ONONHUTENBHOW MHhOPpMaUmK cM. “TnobanbHoe
KoHurypupoBaHue MRP (Ctpanuua 238)".

CkoHurypupymte sk3emnnap MRP ana menemxepa MRP cnegyroimm

obpasom:
NapameTtp 3HaueHue
Nmsa {name}
Ponb MeHepxep
PRM-nopt 5
SEC-nopt 1
Mpuoputet 1000

[na nonyuyeHus ONONHWUTENbHOW MHDOPMaLIMK O KOH(UITYPUPOBaHMK
sk3emnnApoB MRP cMm. "[JobaBneHune sk3emnnapa MRP (CtpaHuua 240)".

CkoHurypupymTe sk3emnnap MRP ana kaxgoro knveHta MRP cnegytowimm

obpasom:

MpumeuaHune

B naHHOM npumepe ncnonb3yetca Tpu yctporncTea. lNpotokon MRP
NOAAEPXKMBaAETCA B KOMbLEBbIX TOMONOrMAX Ao 50 ycTponcTs.

YcTpoicTBo NapameTtp 3HaueHue
KnunenTt MRP 1 21V {name}
Ponb KnueHnt
PRM-nopt 2
SEC-noprt 3
Mpuoputet A00O
KnneHT MRP 2 Nmsa {name}
Ponb KnueHnt
PRM-nopt 4
SEC-nopt 6
Mpuoputet AO000
KnueHt MRP 3 Nmsa {name}
Ponb KnuneHt
PRM-nopt 7
SEC-noprt 8
Mpuopurtet A000

[nA nonyyeHua ONONHUTENbHOM MHOPMaLMKU O KOHPUTYPUPOBAHUHK
sk3emnnapoB MRP cm. "[lobaBneHue sk3emnnsapa MRP (CtpaHuua 240)".
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8.3 YnpasneHne arperupoBaHMeM KAQHANO0OB CBA3U

5. Urobbl npoBepuTb KOHMUTypaunto, Heobxoammo ybeanTbesa, Uto
naeHTudukatop aksemnnsapa MRP aBToMaTUUeCKM reHepupyeTca Ha
MeHepepe MRP 1 Ha kaxgoMm knueHTe MRP. [InAa nonyyeHnsa 4OMNONHUTENbHON
nHdopmaumn ob naeHTUdUuKaTope sksemnnapa MRP cm. "[JobaBneHue
sk3emnnapa MRP (CtpaHuua 240)".

8.3 YnpaBneHue arpermpoBaHMeM KaHanoB CBA3MU

ArpermpoBaHm1e KaHanoB CBA3M TaKXKe U3BECTHO KaK TPAHKUHI/obbeguHeHne
NMopTOB WNU CBA3bIBAHKUE NopToB. OHO obecneunBaeT CNOCOOHOCTb arpernpoBaTb
MM KOMOUHKUPOBATb HECKONbKO Ethernet-nopToB B 0AWH NOrMUECKUiA KaHar

CBA3M (rpynny arperMpoBaHus KaHanoB CBA3W) c bonee BbICOKOM NPOMYyCKHOM
CnocobHoCTbI. ITO 0becneunBaeT BbICOKO PaHAOMM3UPOBaHHbIM BanaHc 3arpysku
MeX[y arpermpoBaHHbIMU KaHanamu cBA3u Ha ocHoBe MAC-agpecoB oTnpaBuTens
¥ MonyuaTena B NepecbiiaeMbliX Kaapax.

AFpeFMpOBaHMe KaHanoB CBA3W MOXET MCNOJSIb30BaTbCA A4 ABYX Ll,eﬂeﬁ:

* [InA nonyyeHnA NOBbILLEHHOM, IMHENHO BO3pacTatoLLei NponyCcKHOM
CnocobHOCTH KaHana CBA3MN.

e [1ns NOBbIWEHWA HAAEXHOCTHU CETH 3a CUeT co3aaHua AyONMpYyOLLMX KaHANoB
CBA3W. ECN1 OMH M3 arpernpoBaHHbIX KaHANOB CBA3W BbIXOAMT U3 CTPOSA, TO

KOMMYTaTOp paBHOMEPHO pacnpeaenuT TpaduK Mexay OCTanbHbIMU KaHanamu
CBA3M.

o-E& —=-0

@®  VYcrtpoiictBo
@  Tpynna arpervpoBaHus KaHanos cBa3u (LAG)

PucyHok 8.8 ba3soBaf Tonorpadua arpernpoBaH1Aa KaHanoB CBA3U

8.3.1 KoHuenuua arpermpoBaH1A KaHanoB CBA3U

B naHHOM pa3pesnie paccMaTpUBatOTCA HEKOTOPbIE MPUHLMMbI, UMEtoLLWe 3HaUYeHue
AnA peanu3auuu arpernposaHua KaHanos ceasn B RUGGEDCOM ROS.
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8.3.1 KoHuenuyusa arperupoBaHNA KAHAIOB CBA3U

8.3.1.1 CpaBHeHMe CTaTMUeCKOoro u AMHaMMUUEeCKOro arpermpoBaHua KaHanoB CBA3U

RUGGEDCOM ROS nopaepxuBaeT nubo ctatvueckoe, NTMHO AMHAMUUECKoe
arpervpoBaHue KaHanoB CBA3M. [1pn cTaTUUECKOM arperMpoBaHUmM KaHanoB CBA3M
NMPOMUCXOAMUT COMPAXKEHME YCTPOMUCTBA C KOHKPETHbIM YCTPOMCTBOM-NApPTHEPOM,
obnagatoLLlero TakKMMK xe BO3MOXHOCTAMK U KOHUrypaumen. To e camoe
HeobxoaAnMo AnA AMHAMMWUECKOTO arperMpoBaHusA KaHanoB CBA3M, OJHAKO
TpebyeMblit ypoBeHb BMeLLATeNbCTBa NONb30BaTens Huxe. Npu AMHaMUUeCcKom
arperMpoBaHMM KaHanoB CBA3W MPOTOKON YNpaBieHWUA arperMpoBaHMeM KaHanos
(LACP) camocToATeNnbHO BbIMOMHAET MOUCK NOAXOAALLEro NapTHepa nocne
COrnacoBaHMA CO CBOMMMU y3namu, uTobbl onpeaenunTb Haunyullee cCoBnageHue.

CTaTMuecKoe arpermpoBaHue KaHanoB CBA3W MAeanbHO NOAXOAUT ANA
KOH(hUIypaunn KOMMYTaTOP-KOMMYTATOP, HO Y HEFO OTCYTCTBYHOT CieaytoLyume
KIFOUEBbIE XapaKTEPUCTUKK, obecneumBaeMble AMHAMUUECKUM arpermnpoBaHnem
KaHanoB CBA3M:

* [epekntoueHune

Mpwu CTaTUUECKOM arpermpoBaHnmM KaHanoB CBA3MW YCTPOMCTBA HE MOTyT
coobLyaTtb cTaTyC CBOMX rpynn arpermpoBaHns KaHanoB CBA3U. Ecnu Bce nopThl
B rpynne arperMpoBaHMA KaHaNoB CBA3M NepecTaHyT hyHKLUUOHUPOBATb U

Mpy HanMuuu NnpeobpasoBaTens cpeabl Mexay YCTPOMCTBaMM YCTPOWCTBO Ha
LAPYrOM KOHLIEe He y3HaeT U MPOAOIIKUT NOCbINaTh TpahuK CBOEMY MapTHepY.
OpHako AMHamMmuueckoe npeobpasoBaHMe KaHaNoB CBA3K byaeT obHapyxMBaTb
OTKa3aBLUWe KaHanbl CBA3M W MPEKPATUT NOCbINaTb TpaumK Ha apyroe
YCTPOMCTBO.

* [loBTOpHOE cornacoBaHue

Ecnu BCe NnopTbl Ha yCTpoWcTBe-NapTHepe nepectaHyT PyHKUMOHUPOBATb
UlMnu oTHoLleHue curHan-wym (SNR) byaeT cnuwkom Bbicokum, LACP
aBTOMATMUECKM HaUHEeT UCKaTb Apyroe yCTPOMCTBO ¢ nogaepxkom LACP B cetu
Ans OpMMPOBaAHMA HOBOIO KaHana nopra.

e Pexum oxxnpaHuA

Ecnu K rpynne arpernpoBaHuA KaHanoB cBA3n gobasnAeTca bonbluero
KONMUeCcTBO NOPTOB, UeM NOAAEPKMBAET YCTPOMCTBO, NnpoTtokon LACP
aBTOMaTUUECKU nepeBefeT JIULLIHWE NOPTbl B PeXUM OxunaaHua. OH
onpenensaeT, KaKue NnopTbl NepeBecT! B PEXUM OXUAAHUA, HA OCHOBaHWUK
KpuTepueB, onpedeneHHbiX Nofib3oBatenem. 3T pe3epBHble NopTbl byayT
X[aTb, NOKa He npousonaeT cbor akTMBHOrO NopTa, UTobbl 3aHATL €ro MecTo.

* [poBepka ccbIoK

|_|pl/| ANHaMWYeCKOM arpermpoBaHnMmn KaHanoB CBA3U oba napTHEpPa MOTYT
B3aMMHO MPOBEPATb KaHall NopTa MeXxay HUMU, ynpoLllad nojib3oBaTenam
noareep>xxaeHue KOH(*)VIpraLI,MI/I. |_|pVI CTaTUUYeCKOM arpermpoBaHM KaHanos
CBA3M TaKaA NpPOBEPKa He BbINOJIHAETCA.

Bbl60p Mexay CtaTMyeCknumMm U gJUHaMUUYeCKUM arpermpoBaHMeM KaHanoB CBA3U
3aBUCHUT OT BO3MOXXHOCTEM yCTpOVICTB, OOCTYNHbIX B CETH.
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8.3.1 KoHuenuusa arperupoBaHWA KOHANOB CBA3U

8.3.1.2 MNpaBuna U orpaHuueHus

an peannsaunn arpermpoBaHmA KaHaJioB CBA3U HEO6XO[J,MMO YUHTbIBATb
cnegyrowime npaBuiia M orpaHUUEHMA:

RUGGEDCOM ROS Bepcusa5.5

MopT MOXeT OAHOBPEMEHHO NPUHAAJIEXaTb TONbKO OAHOM rpynmne
arpernpoBaHus kaHanoB cBs3u (LAG) unu TpaHKOBOW rpyrnmne nopros.

3epkanupyembiit NOPT (NOPT HAa3HAUEHUSA) HE MOXKET NpPUHAANexaTb rpynne
arperMpoBaHuWA KaHanoB CBA3M. A MOPT, KOTOPbIM NonyyaeT 3epKanupyemMblii
TpadhuK (MCXOAHbBIN MOPT) — MOXKET.

Ecnu ycTponcTBO NogaepkuBaeT TONbKo oanH nopt QinQ, paboTtatowmi
B pexxnme QinQ nopT He MOXKET ABNATLCA BTOPUUHBIM UNIEHOM Tpynmbl
arperMpoBaHuA KaHanoB CBA3M.

KnueHTCKUM nopT areHTa petpaHcnaumm DHCP He MOXeT BbITb yUaCTHUKOM
rpynnbl arperupoBaHMsA KaHanoB CBA3MU.

banaHc 3arpy3kun Mexay KaHanamu rpynnbl ABAAETCA PaHLOMU3UPOBAHHbIM
1 MOXeT BblTb HenaeanbHbIM. Hanpumep, ecnv arperMpoBaHoO TpU KaHana
CBA3M CO CKOpOCTbto nepegaun 100 MBuT/c, TO pe3ynbTupyrowan NponycKHas
CNOCOBHOCTb FPyNMbl arperMpoBaHMA KaHaNoB CBA3W MOXET He bbiTb B
TouHoct 300 MbwuT/c.

Cratnueckunit MAC-agpec He JOMMKEeH KOHPUIYprpoBaTbCs TakKUM o0bpasom,
uTObbl OH NPUXOAMNCA Ha arpermpoBaHHbIA NOPT — 3TO MOXKET NPUBECTH K
oTbpacbiBaHUIO HEKOTOPbIX KaApOB, NpeAHa3HauUeHHbIX ANA JaHHOro agpeca.

3alMLLEHHbIM NOPT HE MOXET BbITb YUAaCTHUKOM TPAHKOBOM rpynmbl
arperMpoBaHWA KaHanoB CBA3M.

CraHgaprt arperauunu kaHanos cBAsu IEEE 802.1AX (paHee IEEE 802.3ad)
TpebyeT, utobbl BCce husnueckme KaHanbl CBA3KN B rpynne arperMpoBaHua
KaHanoB CBA3M paboTanu ¢ OAMHAKOBOM CKOPOCTbIO B MOSTHOAYNNIEKCHOM
pexume. Ecnun 3To TpeboBaHWe HapyLLEeHO, TO MPOU3BOANUTENbHOCTb FPYNMbl
arperMpoBaHuWA KaHanoB CBA3M ynagert.

KOMMyTaTOp 6yp,eT BblgaBaTb COOTBETCTBYHOLLEE ONMOBELLEHNE TTPHU
o6Hapy>+<eH|/|M TaKOro HecoBnageHuA CKOpOCTVI/,D,yI'IJ'leKCHOI'O pexunma.

MpoTokon cBsizytowero aepesa (STP) AMHAMUUECKM PacCUMTbIBAeT CTOMMOCTb
MyTW rPynMnbl arperMpoBaHUs KaHaNoB CBA3M Ha OCHOBAHWW arperMpoBaHHOM
nponyckHoM cnocobHocTn. OfHaKo, ecnv arperMpoBaHHble NopTbl paboTatoT
C pa3HbIMMW CKOPOCTAMM, TO CTOUMOCTb NMYTH HE MOXKEeT DbITb BblUMCIIEHA
NpPaBWbHO.

BkntoueHHbIM npoTokon STP npeactasnaeT cobon HamMnyuLwmi cnocob
noaaep»xuBaTb AybnMpoBaHWe KaHanoB CBA3M B MEXXKOMMYTATOPHbIX
COeAMHEHMSAX, COCTOALLMX U3 bonee ueM OAHOro HM3MUECKOro KaHana CBA3K.
Ecnu npotokon STP pa3peLlueH, a yBefiMueHHaa NpomnyCcKHasa CnoCobHOCTb He
TpebyeTcs, TO arperaymio KaHanoB CBA3M He CTOUT UCNONb30BaTb, MOCKOMbKY
oHa obecneunBaet bonbllee BpeMs BOCCTaHOBNEHMSA CBA3M MOCNe OTKasa.
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8.3.1 KoHuenuyusa arperupoBaHNA KAHAIOB CBA3U

8.3.1.3 ArpervpoBaHue KaHanoB CBA3U U 0COOEHHOCTHU 2-T0 YPOBHA

®DyHKLMK ypoBHA 2 (Hanpumep, STP, VLAN, CoS, dhmnbTpauus MHOroaapecHblixX
paccbinok) paboTaroT C rpynnon arperMpoBaHMA KaHaNoB CBA3WU KaK C e4WUHbIM
KaHanoM CBA3M.

* Ecnu npotokon ceA3ytowero aepesa (STP) yctaHaBnMBaeT cTaTyc
arperMpoBaHHOro noprta Ha Blocking Unu Forwarding, 3TO BbIMOMHAETCA
ANA BCEN rpynnbl arperMpoBaHMA KaHanoB CBA3M.

e EC/iY OOMH U3 arpernpoBaHHbIX MOPTOB MNOAMMUCHIBAETCA Ha IPYNMoOBYHO
PacCchbINKy UNK OTNUCbIBaeTCA OT Hee (Hanpumep, uepes IGMP unu GMRP),
TO BCe OCTallbHble MOPTbl FPYMMbl arperupoBaHUA KaHaNoB CBA3MU TaKxXe
NoAMNMCbIBaKOTCA UK OTMUCHIBALOTCA.

* M3MeHeHMWe napameTpa KoHdurypaumm nroboro nopta (Hanpumep, VLAN, CoS)
byneT aBTOMaTUUECKM NPUMEHEHO KO BCEM MOPTAM rpynmbl arperMpoBaHus
KaHanoB CBA3M.

* [lapameTpbl KOHPUIYPaLMUMICOCTOAHUSA BTOPUUHbBIX MOPTOB He byayT
oTobpaXkaTbCs, a UX HOMepa NOPTOB ByAyT NPOCTO NEPEUMNCIIATLCA PALAOM C
HOMEPOM MePBUUHOIO NMOPTa B KOHPUIypaLMm/CcTaTyce COOTBETCTBYHOLLMX
CeaHCoB MHTepdeica nonb3oBaTens.

* Korpga BTOpUUHbIM NopT fobaBNsAeTCs B rpynny arperMpoBaHuna KaHanos
CBA3W, OH HacneayeT BCe HAaCTPOWKKU KOHMUIypaL MK NepBUUHOro nopTa.
Korza BTOpUUHbIM NOPT yAANAeTCcs U3 rpynmbl arperMpoBaHna KaHanoB CBA3M,
BOCCTaHaBMMBAOTCA Te HACTOMKM, KOTOPbIE OH MMeN [0 arperupoBaHus.

8.3.14 ArpervpoBaHue KaHanoB CBA3U U 0CO6EHHOCTU (PU3UUECKOrO YPOBHSA

DyHKUMM PU3MUECKOro YpOoBHSA (Hanpumep, KOH(Urypauuns u3nueckoro KaHana
CBA3M, COCTOAHWE COeAUHEHUS], OrpaHUUEHME CKOPOCTU Nepeaaun, CTaTUCTHKa
Ethernet) 6yayT npogonkatb paboTaTb C KaXKablM arperMpoBaHHbIM MOPTOM MoO-
OTAENbHOCTH.

* [lapameTpbl h13nueckom KoHdurypaumm/coctoaHnsa HE npumeHatoTca
aBTOMaTUUECKM K APYrMM nopTaMm B rpynne arpermnpoBaHma KaHanoB CBA3U U
ByayT oTobpakatbCa ANA KaXXAOro nopTta, Kak obbIuHO.

e YbenuTecb B TOM, UTO arperMpoBaHbl TOMbKO NOPTbI C OAUHAKOBbLIMM
HaCTPOMKaMu CKOPOCTU M yNneKCHOro pexxuma. Ecnu ncnonbsyetcs
aBTOMaTUUeCcKoe CornacoBaHue, To ybeautecb B TOM, UTO OHO MPUBOAMT K
O[lMHAKOBOW CKOPOCTW Nepefauum Ans BCEX NOPTOB B rpynmne arpernpoBaHus
KaHanoB CBA3M.

* Utobbl NoJIyunTb 3HaUeEHNE CYETUMNKA U3 CTATUCTUKMHU Ethernet ana rpynnol
arpermpoBaHuMA KaHanoB CBA3MU, npocyMMMpyMTe 3HaUeHnA CHETUMNKOB ANA
BCEX MOPTOB rpynnbl arpernpoBaHNA KaHanoB CBA3MW.
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8.3.2 KoHurypnpoBaHue arperMpoBaHMA KAHAI0B CBA3N

8.3.2 KoHdurypupoBaHue arperupoBaHuUsA KaHanoB CBA3U

UToObl CKOHDUTYPHUPOBATL CTAaTUUECKOE MITM AMHAMUUECKOEe arpernpoBaHme
KaHasoB CBA3W, CAeNaiTe cneaytollee:

1. OTKNOUMUTE UM BbIKHOUMTE KaXabl NOPT, NOANEXallMi arperupoBaHuio.
AnAa nonyueHna nHpopmMaumm 0b oTKNroUeHUK nopTa cM. "KoHurypupoBaHue
Ethernet-nopTta (CtpaHuua 72)".

2. Cospavite O4HY MM HECKONbKO FPynn arpermpoBaHuns kaHanos cBssu (LAG) n3
ABYX unv bonee nopToB. [Ina nonyyeHUsa [ONONHUTENbHON MHPOPMALMK CM.
"[lobaBneHune rpynmnbl arperupoBaHua KaHanos cBA3u (CTpaHuua 250)".

3. Toakntounte Unu BKNOUMTE Kaxabl nopT B LAG. [Ina nonyueHuns
MHOPMaLMK 0 BKNtOUEeHMM nopTa cM. "KoHdurypuposaHue Ethernet-nopta
(CtpaHuua 72)".

4. Ecnu TpebyeTca gUHaMMUeECKoe arpermpoBaHue KaHanoB CBA3W, Heobxoanmo
CKOH(UIypupoBaTb HacTporkun LACP rnobanbHO v AnA KaXkgoro nopra.
[ns nonyuyeHnA 4ONONHUTENBHOM MHOPMaUMK cM. "KoHurypuposaHue
rnobanbHbix HacTpoek LACP (CtpaHuua 253)" v "KoHdurypuposaHue LACP Ha
Kaxkgom nopte (CTpaHuua 254)".

5. MNostopute waru c War 1 go War 4 ana cocegHero yctporctea, obnagatoLlero
TEMM >Ke BO3MOXKHOCTAMM (CKOPOCTb MOpTa, TUMN Cpefbl nepefaun uT.
4.), obA3aTeNbHO PYKOBOACTBYACH CBEAEHUAMM B MOb30BaTeNIbCKOM
JOKYMeHTaLMel K yCTPOUCTBY.

8.3.3 YnpaBneHue rpynnamMu arperupoBaH1a KaHanoB CBA3M

RUGGEDCOM ROS no3BonsieT KOHpUrypnpoBaTb Ha OAHOM ycTponcTee Ao 15 rpynn
arpermpoBaHus KaHanoB cBA3n (LAG) Unu TDaHKOBBIX rpynn nopToB, Kaxaas 13
KOTOPbIX MOXET BK/OUaTb ;O BOCbMU NOPTOB.

NpumeuaHue

MaKcrMManbHoe KONMYecTBO rpynn arperupoBaHnA KaHanos CBA3K [A1A KaXKAoro
YyCTPOWCTBA 3aBMUCUT OT KONMUECTBa AOCTYMHbIX MOPTOB. [1NA KOHPUTyprpoBaHUA
rpynnbl arperMpoBaHMA KaHanoB CBA3M TpebyeTcA He MeHee ABYX MOPTOB.

MpumeuaHune

ArpernmpoBaHHbIV NOPT C HAUMEHbLUMM HOMEPOM MOpPTa Ha3bIBAETCA MEPBUYHbIM
nopTtoM. [lpyrue noptbl rpynmbl arperipoBaHmA KaHanoB CBA3M Ha3bIBAOTCA
BTOPUYHBIMM NOPTAMMU.

8.3.3.1 lNpocmoTp cnUcKa rpynn arperupoBaHUA KaHanoB CBA3U

UTobbl NpoCMOTpPETL FPynMbl arperupoBaHusa KaHanos cBsA3n (LAG) unu TpaHKoBbIe
rpynnbl MOPTOB, CKOH(UTYPUPOBaAHHbIE HA YCTPOMCTBe, nepenauTte B Link
Aggregation » Configure Port Trunks. MNossuTtcsa Tabnuua Port Trunks.
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8.3.3 YnpasneHue rpynnamu arperupoBaHUA KQHATOB CBA3M

8.3.3.2

250

[obaBbTe HeobxoanMble rpynnbl arperMpoBaHMA KaHanoB CBA3M, €C/IU OHU He
ObInn CKOHMUIYpHUpPOBaHbI. nsa nonyyeHma ONONHUTENbHON MHOPMaLMK CM.
“NobaBneHune rpynnbl arpernpoBaHuns kaHanos cBsa3su (CtpaHuua 250)".

HobaBneHune rpynmnbl arperupoBaHUs KaHaNoB CBA3U

UTtobbl fOBaBKUTL rpynny arperupoBaHMA KaHanos cBA3N (LAG) unu TpaHKoOBYHO
rpynny nopToB, cAoenawTe cneaytoLlee:

A 3AMETKA
OnacHOCTb ANa KOH(MUrypaLumum — pUCK HapyLueHUs obMeHa AaHHbIMU

Fpynna arperMpoBaHUsi KaHANOB CBA3M AOMKHa ObITb Haanexalmum obpasom
CKOH(UryprpoBaHa Ha obenx CTOpoOHax KaHana nopTa. B MeXXKOMMYTaTOPHbIX
COefMHEHUSIX, eCNU KOHGUTypaLus obenx CTOPOH He coBnagaet (To ecTb
HeKOTOpble MOPTbl MO OWKWOKe He BKNOUEHbI B TPAHKOBYHO rpynny NopToB), 370
NpUBELET K BO3HUKHOBEHUIO MeTnu. [03TOMY ANA KOH(PUTYpUPOBaHUA rpynnbl
arpernpoBaHMA KaHaNloB CBA3M HAaCTOATENbHO PeKOMEHAYeTCs cneayroLLan
npouenypa:

1. OTCOefuHWTE UK BbIKNHOUMTE B HACTPOMKAX BCe NOPTbI, yUaCTBYHOLLME B
KOH(UIypUpOBaHUU, TO ecTb obaBnNseMble B rpynmny arperMpoBaHuUsi KaHanoB
CBSA3W UMK yaansemMble U3 Hee.

2. CKOHUIrypupymTe rpynny arperpoBaHusa KaHanoB CBA3W Ha 060mX
KOMMyTaTopax.

3. TMepenpoBepbTe KOH(UIypaLMIO FPyNnbl arperMpoBaHMsA KaHanoB CBSA3M
NMoOpTOB HAa 06OMX KOMMYyTaTOpaXx.

4. CHoBa NoAcCoeauHUTE UMK BKNHOUNUTE NnopThbl.

Ecnv rpynna arpernpoBaHmna KaHanoB CBA3M NOPTOB KOHMPUTYPUPYETCA NpU
HEOTCOEeAMHEHHbIX UMM HEOTKITFOUEHHbIX NOPTax, TO NOPT byaeT aBTOMaTUUECKH
OTKIOUEH Ha HECKOJIbKO CEKYHA.

NpumeuvaHue

Ybenutecb B TOM, UTO arpernpoBaHbl TONbKO MOPTbl C OAMHAKOBbIMWU HaCTPOMKaMH
CKOPOCTHM M AYMNIIEKCHOTrO pexxuma. Ecnm ncnonb3lyetca aBToMaTtMuyeckoe
cornacosaHue, 10 ybegutecb B TOM, UTO OHO NPUBOAMT K OAMHAKOBOW CKOPOCTH
nepenauu AnAa Bcex NOPTOB B rpynmne arperMpoBaHMA KaHanoB CBA3MU.

1. Nepewnpute B Link Aggregation » Configure Port Trunks. MoasuTcA Tabnuua
Port Trunks.

2. Haxmute InsertRecord. MNossutca dbopma Port Trunks.
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8.3.3 YnpasneHune rpynnamu arperupoBaAHUA KAQHATOB CBA3M

3. HeobxoaMmo CKOHMUIypupoBaTh CneaytoLme napamMeTpbl:

MNapametp

OnucaHue

Trunk ID

KpaTkuit 0630p: Lienoe uncno ot 1 go 5
3HaueHue rno ymonuaHuto: 1

MaeHTUdMKATOP ANA FPynnbl arperMpoBaHus KaHanos CBA3K
(LAG) vnv TpaHKOBOM Fpynnbl MOPTOB.

Trunk Name

KpaTkuit 0630p: CTpoka anvHol 19 cumBona(os)

MMsa ana rpynnbl arperupoBaHnsa KaHanos cBaA3u (LAG) unu
TPaHKOBOWM rpynmnbl NOPTOB. [10 BO3MOXHOCTH yKa3biBanTe
noapobHOCTH, onpeaensaoLLMe Lenb arperMpoBaHHbIX
KaHanos.

Mode

KpaTkuit 0630p: [ LACP | Static ]
3HaueHUe no yMmonuaHuto: Static

OnpegnenseT, Kak BbINOMHAETCS arpernpoBaHWe KaHarnos.
OnuMu BKNHOYAKOT:

* LACP - ArpervpoBaHue KaHanoB OCyLLeCTBACTCA AUHAMMU-
uecku ¢ ucnonbszoBaHuem LACP ans oboux napTHepoB no
arpernpoBaHMIO KaHasos.

e Static (Craruueckwmit) - HaCTpOMKM arpernposaHusa
KaHanoB AnAa 06onx napTHEpPOB NO arperMpoBaHMIO KaHa-
noB KOHGUrypupytoTca BpyuHyto. LACP He ncnonb3syeTcs.

Ports

CrNUCOK C pa3genuTensaMu-3ansaTbiMU UKW Manas3oH NopToB
LNA arpervpoBaHus B rpynrne arperupoBaHus kaHanos (LAG)
WAK TPAHKOBOM rpymnmne nopToB.

4. Haxmwute Apply.

8.3.3.3 YpaneHue rpynnbl arperupoBaHUA KaHanoB CBA3M

UTobbl yaanuTtb rpynny arperupoBaHus kaHanos cBssun (LAG) unu TpaHkoByro
rpynny nopToBs, cAenavte cnegyrouiee:

1. Mepewnpute B Link Aggregation » Configure Port Trunks. MoasuTcA Tabnunua

Port Trunks.

2. BbibepuTe HeobxognMyto rpynny arpermpoBaHusA KaHanoB CBA3M M3 Tabnuubl.
MosButca chopma Port Trunks.

3. Haxwmute Delete.

8.3.34 NMpocMOTpP COCTOAHUA rpynn arpernpoBaH1sa KaHanoB CBA3M

UT0bbl NPOCMOTPETH COCTOAHME KaXKAOM rpynmbl arperMpoBaHMA KaHanoB CBA3M
(LAG) unu TpaHKoBbI€e rpymnmbl MOPTOB, CKOHPUIYPUPOBaAHHbIE Ha YCTPOUCTBE,
nepenguTte B Link Aggregation » View Port Trunk Statistics. lMosBuTca Tabnuua

Port Trunk Statistics.
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8.3.4 yﬂpGBHEHMe MPOTOKOJIOM yrnpaBJieHHUA arperMpoBaHMeM KaHAI08 CBA3U

8.34

252

B Tabnuue oTobparkaeTca cnegyrollan MHGOOPMALKUA ANA KaXKaon rpynnbi
arperMpoBaHMA KaHanoB CBA3M:

MNapametp OnucaHue

Trunk ID MaeHTUMKaTOp ANA rpynnbl arperMpoBaHus KaHanos CBs3U
(LAG) vnv TpaHKOBOM rpynnbl NOPTOB.

Mode PexxnM arpermpoBaHus KaHanos. ONLUKUKM BKITOUAIOT:

* LACP - ArpervpoBaHu1e KaHasloB OCyLLeCTBAETCA MHaMUye-
CKM c ucnonb3osaHmem LACP gna obonx napTHepoB no arperu-
pPOBaHMIO KaHanoB.

e Static (Craruueckwuir) - HaCTPOMKU arpernpoBaHus KaHa-
nos AnA 06onx NapTHEPOB MO arpernpoBaHMIO KaHanoB KOH-
durypupytotca BpyuHyto. LACP He ncnonb3syetcs.

State Pabouee cocTosHWe AN rpynnbl arperupoBaHus kaHanos (LAG)
UMW TPAaHKOBOWM rPynnbl NOPTOB.

Ports Aggregated CrUCOK C pasgenuTensMu-3anaTbiMU UM AUana3oH NopToB,
KOTOpble arperupyroTcs U yHKLMOHUPYHOT B rpynmne
arpervpoBaHusa kaHanoB (LAG) unu TpaHKOBOK rpyrnmne nopToB.

YnpasneHue NpoTOKONIOM ynpaBneHUs arperupoBaHMeM KaHaNoB CBA3M

MpoTokon ynpaBneHus arperupoBaHMeM KaHanos cBsi3u (LACP) nossonsiet
yCcTpoMncTBaM ¢ nogaep>kkon LACP auHaMmunuecku onpenensaTb BO3MOXXHOCTU Apyr
Apyra v aBToMaTUUeCKKn co3faBaTb KaHalbl MOPTOB Ha OCHOBaHWUM MaKCMMarbHOWM
CKOPOCTM NOpTa U TPAHKMHIOBOrO COCTOAHUA. BO3MOXHOCTH M KOHUTYpaLuto
KaXX[Oro yCTPOMCTBA He HYXHO ABHO KOHTPONMPOBATb, KaK B Cllyyae co
CTaTUYECKUM arpernpoBaHUeM KaHanoB CBA3M.

Bo3mMoxHOCTM yCTpOoMCTB ¢ nopaepkkor LACP onpegenstoTca uepes obmeH
6nokamu gaHHbix LACP (LACPDU). bnoku LACPDU M3HauanbHO pacnpenensitotcs
nopTaMu, CKOHPUIypHMpPOBaHHbIMK Ha BbinonHeHue LACP B pexxnme Active.

Ecnu 3T 6bnokn LAPDU nonyuaeTt cocefiHee yCTPOWCTBO € nopaepkkom LACP, bnok
LACPDU Bo3Bpaluaetcs, a oba ycTporcTBa COrnacoBbIBakOT CO34aHWe KaHana nopra.
Co3pgaHue KaHana NPoUCXOAMUT TONbKO B Cllyyae COrfacoBaHWA BO3MOXHOCTEN
KaXgoro yCcTpomncTaa.

A 3AMETKA

Kak MMHUMYM y OQHOrO ycTporcTBa ¢ nogaepxxkon LACP gomkeH bbitb nopT,
CKOH(MIypMpOBaHHbIN Ha BbinonHeHne LACP B pexxumMe Active. MNopThl,
CKOH(MryprpoBaHHble Ha paboTy B pexxnumMe Passive, yuacTBYHOT B npoLecce
cornacoBaHusA, HO He ByayT ero HaunHaTb.

KoHdurypupyite nopt LACP, korga napameTp Mode ans noboi TpaHKOBOM rpynnbl
NMOPTOB YCTaHOBJIEH Ha LACP.
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8.3.4 YnpaBneHue npOTOKONOM ynpaBaeHUs arpernpoBaHMEM KAHAI0B CBA3M

8.3.4.1 MpocmoTp MHopmauunu o naptHepe LACP

UTobbl NnpocMoTpeTh cBefeHUs o cucteme naptHepa LACP, nepeiawute B Link
Aggregation » View Partner LACP Information. MoasuTcA Tabnunua Partner LACP
Information.

B aToM Tabnuue otobparkaetca cnegyrowias MHOPMaUna:

MNapametp OnucaHue

Port Homep nopTa.

System Priority MpuopuTteT cuctembl LACP cucTembl-napTHepa.

System ID MAC-agpec cucteMbl-napTHepa.

Port Priority Mpuoputet nopta LACP cuctembl-napTHepa.

Port Number Homep nopta LACP cuctembl-napTHepa.

Key Kntou LACP, HazHauyeHHbI NOpPTy-napTHEPY CMCTEMOM-NAapTHEPOM.

State Pabouee coctossHune LACP nopTa-naptHepa. CocToAHue
BbIpaXaeTca B BUAE CTPOKKW AJIMHOM BOCEMb CUMBOOB.
Hanpumep:
ASAO--—-

CneBa HanpaBo: KaXXAbli CUMBON B CTPOKE UMeEET cnegyroLlee
3HaueHue:

1. AxktuBHOCTb LACP: A=aktnBHbIM LACP, P=naccuBHbii LACP

2. Tawnm-ayT LACP: S=KopOTKui TalM-ayT, L=annTenbHbli TaliM-
ayTt

ArpernpoBaHue: A=arpervpyemMbii, I=MHOUBUAYANbHbIV

4. CUHXPOHM3aLMUA: S=CUHXPOHU3NPOBAHO, O=HECUHXPOHWU3UPO-
BaHO

Cbop: C=cobuparolmit, -=HecobupatoLuii

PacnpepeneHune: D=pacnpegenatoLlui, -= Hepacnpegensto-
WM#H

7. Mo ymonuaHuto: D= MHopMaLKMA MO YMONUAHUIO, -=MNOMNyuUeH-
HaA MHopMaLuus

8. MWcTeueHune cpoka aencTBuA: E=cpok AeNCTBUA UCTEK, -=CPOK
NEeNCTBUA He UCTeK

Version KpaTtkuit 0630p: Lienoe umcno ot 0 o 255
Homep Bepcum naketos LACP, oTnpaBneHHbIX CUCTEMOM-
napTHepOM.
8.3.4.2 KoHdhurypupoBaHue rnobanbHbix HacTpoek LACP

UTobbl CKOHUIYypHpoBaTb rnobanbHble HACTPOMKK A4N1A NPOTOKONA yNpaBfeHun
arperupoBaHuem kaHanos (LACP), coenaite cnepytouyee:

1. Nepenpute B Link Aggregation » Configure Global LACP Parameters.
MosiButca popma Global LACP Parameters.
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8.34.3

254

2.

3.

HEO6XOHMMOCKOH@MprMpOBaTbCﬂEﬂyKﬂuMeHapaMeTpHI

MNapametp

OnucaHue

Bridge LACP Priority

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535
3HaueHue rno ymonuaHuto: 32768

MpuopuTeT cuctembl LACP. 310 KOMBUHUpYyeTca ¢ MAC-
afpecoM yCTpoicTBa ANa (hOpMUPOBaHKUA UaeHTUDMKATOPa
cucteMbl LACP, KOTOpbIM MCNONb3yeTCcs NpU COrnacoBaHum C
OPYrMMU yCTPOMCTBaMK € noaaepkkon LACP.

LAG Ports Selection
Rule

KpaTtkuit 0630p: [ ActivePartner | LinkSpeed | LinkPriority ]
3HaueHue no ymonuaHuto: ActivePartner

OnpepensaeT NOpPsAAOK, B KOTOPOM MOPTbI B rpynne
arperupoBaHusa kaHanoB (LAG) unu TpaHKOBOM rpynne nopTos
BblbMpatoTcsa AnsA arpernpoBaHua nocpeactsom LACP. 3T0T
napameTp NpuMeHsaeTcs, Koraa nopTbl B LAG nogkntoueHbl K
nByM unu bonee apyrum LAG.

OnuuuK BKNOUAoT:

. ActivePartner - Bbl60p nopToB B 3@aBUCUMOCTHU OT TOTO,
KOrfa akKTMBMUPYHOTCA MOPTbI-NapTHEPbI.

* LinkSpeed - Bbibop NOPTOB B 3aBUCMMOCTHU OT CKOPOCTH
coenuHeHus. MopT c bonee BbICOKOM CKOPOCTbIO coeAnHe-
HUSI UMEeT NPUOPHTET.

* LinkPriority - Boibop nopToB B 3aBMCHMMOCTH OT NPHO-
puteTa coegmHenus LACP. MopT c bonee BbICOKUM NpUOPH-
TeToM coefmHeHua LACP umeeT npuopuTer.

Haxxmute Apply.

KoHdurypuposaHue LACP Ha kKaxxgom nopte

UTobbl CKOHUIyprpoBaTb rnobanbHble HACTPOMKKM NPOTOKOMA yNpaBneHUs
arperupoBaHuem KaHanoB (LACP) ansi KOHKpeTHOro KaHana, caenainTe cnegytollee:

1.

Mepenpute B Link Aggregation » Configure Port LACP Parameters. loasuTtca
Tabnuua Port LACP Parameters.

Bbibepute Heobxogumbiit nopt. Moasutca popma Port LACP Parameters.

HeobxoanmMo CKoHhUrypupoBaTh creaytoLiMe napaMeTpbl:

Napametp OnucaHue
Port KpaTkuit 0630p: 1 to maximum port number
Homep nopra.
Mode KpaTkuit 0630p: [ Active | Passive ]

3HaueHue no ymonuaHuto: Passive
Onpepenset pexxum LACP ana nopta. Onuuun BKNOUAIOT:

* Active (AxTuBHEI) - [IOPT @aKTUBHO OTNpPaBAAeT NakeTbl
LACP, He3aBMCMMO OT pexumMa nopra-napTHepa.
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8.3.4 YnpaBneHue npOTOKONOM ynpaBaeHUs arpernpoBaHMEM KAHAI0B CBA3M

Napametp

OnucaHue

] Passive (HaCCMBHHﬁ)-ﬂOpTHeOTnpaBnﬂeTnaKeTm
LACP, ecnv nopT-napTHep He Haxo4uTCA B pexume Active
(AKTUBHbIN).

MNpumeuaHue

[ns kaXxxporo hM3nueckoro KaHana B rpynne arperMpoBaHma
kaHanos (LAG) unu TpaHKOBOW rpynne NopToB O4WH NOpT-
napTHep AONXeH HaXOAMTbCA B aKTUBHOM peXKuMme.

Timeout

KpaTkuit 0630p: [ Short | Long ]
3HaueHue no ymonuaHuto: Short

Onpepenset BpeMa (B cekyHAax) oxxuaaHua naketos LACP
oT nopTa-napTtHepa. Ecnu naket LACP He npuHUMaeTcA B
TeueHwue Tpebyemoro nepnoga BpeMeHu, MHopmMaLmsa o
noprte-napTHepe aHHynupyeTca. OnunMu BKNOYALOT:

OnuMu BKNHOUAKOT:
e Koporkuii-3C

e Tnurensnsni- 90 C

MpumeuaHue

Hactpoiika Talim-ayTa fomKHa bbITb O4MHAKOBOM ANA BCex
NopTOB B rpynmne arperupoBaHus KaHanos (LAG) unu TpaHKo-
BOW rpynne nopTos.

Individual

KpaTtkuit 0630p: [ False | True ]
3HaueHue no ymonuaHuto: False

BKNrOUAET UMK OTKITHOUAET MHAMBUAYANbHbIN PEXUM AnA
nopta. MopTbl B UHAUBULYANbHOM PEXUME HE MOTYT
arperupoBaTtbCs B rpynne arperupoBaHus KaHanos (LAG) unu
TPaHKOBOW rpynne nopTos.

Priority

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535
3HaueHue no ymonuaHuto: 32768

Mpuoputet nopta LACP. 310 KOMBMHMpPYeETCA C HOMEpPOM nopTa
ansa opMrUpoBaHuA naeHTudrkaTopa noprta LACP.

MpUopUTET NOPTa YUMTLIBAETCS NPU ONPEAENIEHUN TOTO,
LLOMKEH U NMOPT HaXOAUTHCA B PEXUME OXKUAAHUSA.

4. Haxmwute Apply.

8.3.4.4 BbiBopg anarHoctuku LACP

UTobbl MPOCMOTPETb CTaTUCTUKY, COBPaHHYI MPOTOKONIOM yrnpaBneHus
arpervpoBaHueM KaHanoB cBfA3u (LACP), nepeigute B Link Aggregation » View
Port LACP Statistics. Moasutca Tabnuua Port LACP Statistics.

B aToM Tabnuue otobparkaetca cnegyrowias MHOPMaLUna:
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8.3.5 OuMnCTKa CTATUCTUKM arpernpoBAHUA KOHAIOB CBA3U

NapameTtp OnucaHue
Port Homep nopTa.
Link KOMMYHMKaLMOHHbIW CTaTyC nopTa.
State KpaTkuit 0630p: Lienoe uncno ot 0 go 255

Pabouee coctosiHune LACP nopta. CocTosiHWe BbipakaeTcs B BUae
CTPOKM ANIMHOM BOCEMb CMMBONOB. Hanpumep:

ASAQO----

CneBa Hamnpaso: Ka)K,CI,bIVI CUMBON B CTPOKe UMeeT cnegyrollee
3HaueHuHe:

1. AkTtnBHOCTb LACP: A=akTtuBHbIN LACP, P=naccuBHbIM LACP

2. TaiMm-ayT LACP: S=KOpOTKWI TaM-ayT, L=anuTenbHbli TakiM-
ayt

ArperuvpoBaHue: A=arpermpyembiii, I=MHAUBUAYaNbHbIH

4. CWHXPOHM3AUMUA: S=CUHXPOHU3NPOBAHO, O=HECUHXPOHU3NPO-
BaHO

Cbop: C=cobuparolmit, -=HecobupatroLuit

6. PacnpepeneHune: D=pacnpefenaroLnm, -= Hepacnpeaensato-
[71%

7. Mo ymonuaHuto: D= nHopMaLma Mo yMONUaHMIo, -=MonyuyeH-
HaA MHdopmMauua

8. MWcTeueHue cpoka aencTBUA: E=Cpok OeNCTBUA UCTEK, -=CPOK
AEeNCTBUA He UCTeK

Tx Uucno naketos LACP, nepefaHHbIX MOPTOM.

Rx Konunuecteo naketos LACP, ycneLwHO nonyyeHHbIX NOPTOM.

RxUnknown KonunuectBo HenssecTHbIX NaketoB LACP, nonyyeHHbIX NOPTOM.

RxIllegal KonunuectBo HegonyctMMbix naketoB LACP, nonyueHHbIX NOPTOM.
8.3.5 OuncTKa CTaTUCTUKK arperupoBaHuUA KaHanoB CBA3U

Utobbl ouncTuTh CTaTUCTUKY arpernpoBaHnA KaHaJioB CBA3HU, caenamTe canegywoulee:

1. Mepewnpute B Link Aggregation » Clear Link Aggregation Statistics. lNoasutca
dopma Clear Link Aggregation Statistics.

2. Haxwmute Confirm.
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YnpaBneHue tpachdhuKomM n ero knaccupmkaumusa

Mcnonb3yWTe noacMcTeMbl ynpaBneHua TpadhMKOM 1 ero knaccuukaunm ana
perynMpoBaHMA NOTOKa MakKeTa AaHHbIX K NOAK/IFOUEHHbIM CETEBbIM MHTEpPdERCaM.

9.1 YnpasneHue Knaccamm cepeuca

RUGGEDCOM ROS Bepcusa5.5

Knaccbl obcnyxuBaHua (CoS) No3BoNsitOT yCKOPUTb Nepeaayvy HeKOTOPbIX KaapoB
“ Tpadhmka NnopTta No CPaBHEHUIO C APYrMMK KagpaMu u Tpacdukom. CoS Kaapa

A L]

MOXHO YCTaHOBUTb Ha "HOpManbHbIK", "cpeaHnin”, "BbICOKMIA" MNK "KpUTUUECKUI".
Mo ymonuaHuio, 3a UCKnroueHuem ynpasnarowmx kagpos, RUGGEDCOM ROS

NPUHYAUTENBHO YCTaHaBNMBaeT "HopManbHbIi" CoS AnsA Bcero BxoasLuero Tpadumka,
nonyuaemoro 6e3 Tera npuopurera.

A 3AMETKA

Ncnonb3yihTe caMbli BbICOKWIM nogaepxuBaembiit COS € OCTOPOXKHOCTbIO,
MOCKOMbKY OH BCeraa Mcnosnb3yeTca KOMMYTaTOpoM Ana obcnyxneaHua Tpadumka
ynpaBneHus ceTbto, Hanpumep, coobeHunit BPDU npotokona RSTP.

Ecnu Takow CoS vcnonb3yeTtcs Ans 06blUHOro ceTeBOro TpaduKa, To Npu pe3Kom
BO3pacTaHMU TpahuKa 3TO MOXKET NPUBECTU K NOTEPE HEKOTOPbLIX KaapoB
yrpaBlieHUs CeTbto, UTO, B CBOKD ouepefb, MOXET UMETb Pe3ynbTaToM NoTepto
CBA3HOCTM B MacwTabax ceTu.

Mpouecc ynpaBneHusa Tpadmkom Ha ocHoBaHMK CoS nponcxoamT B ABa 3Tana:
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YnpasneHne TpachhHMKOM M €ro Knaccumukayms

9.1 YnpasneHue Knaccamu cepsuca

1. JTan onpepeneHus Knacca cepeuca

Ha stane onpeneneHus knacca cepsuca npuoputet CoS npuHATOro Kagpa
onpefensAeTcA Ha OCHOBAaHWK ClelyroWnX JaHHbIX:

e cneuuanbHbii CoS, ocHOBaHHbIM Ha MAC-agpece UCTOUHMKA M NonyyaTens
(kak yka3aHo B Tabnuue ctatnuecknx MAC-agpecos)

* none npuoputeTta B Terax IEEE 802.1Q

¢ komnoHeHT Differentiated Services Code Point (DSCP) nona tuna
obcnykmBaHua (TOS) B IP-3aronoske, ecnu 310 IP-kaap

e CoS no ymofiuaHuo anAa AaHHoro nopra

CoS kaxkpgoro kagpa bynet onpeaeneH npu obHapy>KeHWU NepBoro xe
aHanu3npyemMoro napameTpa B 3TOM Kajpe.

NpumeuaHue

Ana nonyyeHnA MHMOPMaLMK O TOM, Kak KOHUrypuposaTb napameTp Inspect
TOS, cm. "KoHuryprpoBaHue KnaccoB cepBMUCa ANA KOHKpeTHbIX Ethernet-
noptoB (CTpaHuua 259)".

MonyyeHHble Kaapbl NpoBepAroTcA Ha Hannune MAC-agpeca ero nyHkKTa
Ha3HaueHWA UK UCTOUHMKA B Tabnuue ctatnueckmx MAC-agpecos. lMpu
MONOXWUTENbHOM pe3ynbTaTe ucnonb3yertca CoS, CKOHMUTYpUpPOBaHHbIM AnNA
AaHHoro ctatuueckoro MAC-agpeca. Ecnu MAC-agpec nyHKTa Ha3HavyeHusa unu
MCTOUHMKA OTCYTCTBYeET B Tabnuue ctatnueckux MAC-agpecos, TO Kaap ganee
aHanusupyetca Ha npeamet Teros 802.1Q n CoS onpeaensetca no butam nons
npuopuTeTa. Ecnu Ter oTcyTCTBYET, Kaap NpoBepAeTca, Utobbl onpeaenuTs,
ABNAETCA Nu OH IP-kagpom. Ecnu Kagp Aasnsaetca IP-kagpom, U napameTp
Inspect TOS BkntoueH B RUGGEDCOM ROS, knacc cepBuca onpegensercs no
nonto DSCP. Ecnu kKagp He aBnseTca IP-kagpom, unu napametp Inspect TOS
OTKIMtoueH, ucnonb3yetca CoS No yMonuaHuIo AnA JaHHOro nopra.

Mocne onpeaeneHus Knacca cepBuca Kaap nepechinaercs Ha BbIXOAHOW NOpT
ANs nepefaum.

2. JTan nepecbiiKu

MNocne onpenenexnsa CoS Kagpa OH NepechbITaeTCcs Ha BbIXOAHOW MOPT, rae
nonagaeT B O4HY U3 ouepenen € pa3HbIM MPUOPUTETOM, B COOTBETCTBUM C
Ha3HaUEeHHbIM AN4 Kagpa 3HaueHnem CoS.

BecoBble koadppmumenTbl CoS cnyxat ana onpeaeneHua tpebyemoro Bnaa
0bpaboTkK, KOTOpan cBA3aHa C Pa3NMUHbIMU OUepeaaMMn Pa3HOro NpuopuTeTa.
OTHOLWeHKWe uncna nepegaBaeMbix KagpoB ¢ bonee Bbicoknm CoS K uncny
nepegaBaeMbIX KaApoB C MeHbLlunM CoS MoXeT KOoHpuUrypmupoBaTtbcsa. Ecnu
TpebyeTcsa, TO NnonNb30BaTeNb MOXET 3a4aTb Nepefauy Kagpos ¢ MeHblnM CoS
TONbKO nocne obcny>kMBaHUA BCcex Kagpos ¢ bonee BbicoknMm CoS.

258 RUGGEDCOM ROS Bepcua5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02



YnpasneHne TpachhUKOM m €ro Knaccuhukayms

9.1.1 mobanbHoe KOHUTYypHMPOBAHHME KIACCOB CEPBMCA

9.1.1 fmobanbHoe KOHhUrypupoBaHUe KnaccoB cepBUca

UT0obbl CKOHUTYpHpOoBaTh rnobanbHble HAaCTPOMKKM Ans knaccos cepsuca (CoS),
caenanTe cnegyroulee:

1. Nepenpute B Classes of Service » Configure Global CoS Parameters.
MNosasutca dpopma Global CoS Parameters.

2. HeobxognMo cKOHMUTypHpOBaTh CrefytoLlne napamMeTpbl:

Napametp OnucaHue

CoS Weighting KpaTkuit 0630p: [ 8:4:2:1 | Strict ]
3HaueHue no ymonuaHuio: 8:4:2:1

Bo Bpems pe3koro Bo3pactaHua TpadmKa Kaapbl,
nomMelLaemMblie B ouepedb KOMMYyTaTOpa B OXXUAAHMK
nepegayu B HanpaBNeHWW ONpeAeNeHHOro nopTa, MoryT
MMeTb pa3nuuHble npuoputeTbl CoS. 3TUM NapameTpoMm
onpenenseTca anropuTM, UCMOMb3yLL MK BeCoBble

KO3 HULMEHTbI ANsA Nepeiaun KafpoB C Pa3NUUHbIM
npuoputetom CoS.

Mpumepbl:

* 8:4:2:1 -8 KafgpoB C KPUTMUECKUM, 4 Kagpa C BbICOKUM,
2 Kagpa co cpefHMM U 1 Kagp C HopManbHbIM NpUopUTe-
Tom CoS

* Crporoe mnpasBwiio - KaApbl C MEHbLUWM NPUOPHUTETOM
CoS bynyT nepefaBaTbCs TONIbKO MOCKE Nepeaaun Bcex
KappoB c bonee BbICOKMM npuoputetom CoS

Haxmute Apply.

4. Ecnun Heobxoammo, KoHurypupymTe npuBasky CoS Ha OCHOBaHWKW NpuopuTeTa
IEEE 802.1p vnu nona audpdepeHupoBaHHbix cnyxb (DS), HacTpoeHHoro
B IP-3aronoBke anA Kaxgoro naketa. na nonyyeHMa 4ONONHUTENbHOM
nHdopmaumu cM. "KoHdurrypupoBaHue onpefeneHus Knacca cepemca no
butam npuoputeta (CtpaHuua 260)" unu "KoHdburypupoBaHue onpeaeneHus
Knacca cepsuca no butam npuoputeta DSCP (CtpaHuua 261)".

9.1.2 KoHdurypupoBaHue KnaccoB cepBuca gns KOHKpeTHbix Ethernet-nopTtoB

UTobbl CKOHDUTYpUpOBaTh Knacchl cepBucoB (CoS) Ana OgHOro U HeCKONTbKUX
Ethernet-nopToB, caenaiTe cnegytroulee:

1. Nepenpute B Classes of Service » Configure Port CoS Parameters. [NoasuTCA
Tabnuua Port CoS Parameters.

2. BbibepuTte Ethernet-noprt. MNosiButCcA hopma Port CoS Parameters.
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3. HeobxoaMmo CKOHMUIypupoBaTh CnefytoLme napamMeTpbl:

MNapametp

OnucaHue

Port (s)

KpaTtkuit 0630p: Any combination of numbers valid for this
parameter

Homep nopTta ycTpoicTBa (MM CNUCOK MOPTOB, €CIIU OHU
obbeauHeHbl B rpynny).

Default Pri

KpaTtkuit 0630p: Lienoe uncno ot 0 go 7
3HaueHue no ymonuaHuto: 0

3TOT NapamMeTp NO3BOJIAET OCYLLEeCTBAATb MPUOPUTU3ALMIO
NPUHMMaEMbIX Ha AaHHbIV NOPT KaApOB, KOTOPble He
NPUOPUTU3MPOBAHbBI HA OCHOBAaHWMW COAEPXMMOro Kaapa
(Hanpumep, nona npuopwuteta B Tere VLAN, nons DiffServ B IP-
3aronoBke, MAC-agpeca ¢ Ha3HaueHHbIM NPUOPUTETOM).

Inspect TOS

KpaTkuit 0630p: [ No | Yes ]
3HaueHue no ymonuaHuto: No

3TOT NapaMeTp pa3peLlaeT Unu 3anpeLlaeTt aHanus nonsa "tmn
cepsuca” (TOS) B IP-3aronoBke NpUHUMaEMbIX KafpoB, UTobbl
ONpefenuTb KNacc CepBUCa, KOTOPbIW JOMKEH BbITb Ha3HaueH.
Ecnu aHanu3 nons TOS paspelueH, To KOMMyTaTop byaet
ncnonb3osatb 6uTbl DSCP B none TOS.

4. Haxmwute Apply.

KOH(*)MprVIpOBaHMe onpepesneHnAa Knacca cepsuca no 6utam npuopuTeTa

Kagpam, nonyueHHbIM 6€3 Teros, MOXeT aBTOMaTUUECKM NPUCBAUBATLCA KNacc
cepuca (CoS) Ha OCHOBAHWM UX YPOBHSA NpUoOpUTETa.

UTtobbl npuBA3aTh ypoBeHb NpuopuTeTta Kk CoS, caenanTe cnegyrolee:

1. Nepenpute B Classes of Service » Configure Priority to CoS Mapping.
MosBuTtcAa Tabnuua Priority to CoS Mapping.

2. BbibepuTe ypoBeHb npuopuTeTa. Mossutca popma Priority to CoS Mapping.

3. HeobxopMMo CKOHMUIypUpOBaTh CneayroLmMe napamMeTpsbl:

MNapameTtp

OnucaHue

Priority

KpaTkuit 0630p: Lienoe uncno ot 0 go 7
3HaueHue no ymonuaHuto: 0

3HaueHue npuopuTeTa B cneundukaunm IEEE 802.1p.

CoS

KpaTtkuit 0630p: [ Normal | Medium | High | Crit ]
3HaueHue no ymonuaHuto: Normal

Knacc cepBuca, Ha3HauaeMbl NPUHATbIM TEFMPOBAHHbIM
KafipaM C 3aiaHHbIM 3HaueHuneM npuoputeta IEEE 802.1p.

4. Haxwmute Apply.
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9.1.4 KoHdurypupoBaHue onpegeneHus Knacca cepuca no 6uram npuopurera
DSCP

MpwueaAska CoS kK nonto anddepeHUNpoBaHHbIX cepBucoB (DS), ycTaHOBNEHHOMY B
IP-3aronoBKe AnfA KaXkAoro naketa, OCyLLeCcTBAAETCA NyTeM OonpeaenieHnUa KOLOBbIX
Touek anddepeHuUnpoBaHHbIx cepBrcoB (DSCP) B kKoHpuUrypaumm CoS.

UTtobbl npuBAsaTb DSCP K Knaccy cepBuca, caenanTte cnegytollee:

1. TNepenpute B Classes of Service » Configure DSCP to CoS Mapping. MNosiBuTCA
Tabnuua DSCP to CoS Mapping.

2. Bbibepute ypoBeHb DSCP. Nosasutca popma DSCP to CoS Mapping.

3. HeobxoaMmo CKOHMUIypMpOBaTb CneayroLmMe napamMeTpbl:

MapameTp OnucaHue

DSCP KpaTkuit 0630p: Lienoe uncno ot 0 go 63
3HaueHue no ymonuaHuto: 0

Touka kopa anddpepeHuUrpoBaHHbIX ycnyr (DSCP) — 3HaueHue
6-paspsagHoro nons DiffServ B none "tun cepsuca” (TOS) IP-
3aronoska.

CoS KpaTkuit 0630p: [ Normal | Medium | High | Crit ]
3HaueHue no ymonuaHuto: Normal

Knacc cepBuca, HazHauaeMbli MPUHATBIM KagpaMm € 3agaHHbIM
DSCP.

4. Haxwmute Apply.

Mpu HeobxoaMMOCTH CKOHUTYypUpyhTe napameTpbl CoS Ha BbiIBpaHHbIX
KoMMyTupyeMbix Ethernet-nopTtax. [Ins nonyueHua 4ONOAHUTENLHOM
MHopmMaumnmn cMm. "KoHdurypmpoBaHHue KnaccoB CEpBMCA AN11 KOHKPETHbIX
Ethernet-noptos (CTpaHuua 259)".
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Cny>xbbl BpeMeHuU

B naHHOM pasgene paccMaTpuBaroTCA PYHKLUU U3MEPEHUA U CUHXPOHM3ALNUHK

BpemeHn B RUGGEDCOM ROS.

10.1 KoHdurypupoBaHue gatbl 1 BpeMeHHU

UTobbl yCTaHOBUTb BpeMS, AaTy U Apyrve napaMeTpbl, CBAA3aHHbIE C UBMEPEHUEM
BPEMEHW, caenanTe cnegyroulee:

1. TNepenpute B Administration » System Time Manager » Configure Time and
Date. Mosasutca popma Time and Date.

2. HeobxopMMo CKOHMUIypUpOBaTh CneayroLmMe napamMeTpsbl:

NapameTtp

OnucaHue

Time

KpaTkuit 0630p: HH:MM:SS

3707 napamMeTp No3BONIAET NPOCMATpUBaATb U yCTaHaBNIMBaATb
JIOKalibHOe BpeMA.

Date

KpaTkuit 0630p: MMM DD, YYYY

3TOT MapaMeTp NO3BOMSET MPOCMAaTPUBATh U yCTaHaBNUBaTb
NOKanbHy fary.

Time Zone

KpaTtkuit 0630p: [ UTC-12:00 (Eniwetok, Kwajalein) |
UTC-11:00 (Midway Island, Samoa) | UTC-10:00 (Hawaii)

| UTC-9:00 (Alaska) | UTC-8:00 (Los Angeles, Vancouver) |
UTC-7:00 (Calgary, Denver) | UTC-6:00 (Chicago, Mexico City) |
UTC-5:00 (New York, Toronto) | UTC-4:30 (Caracas) | UTC-4:00
(Santiago) | UTC-3:30 (Newfoundland) | UTC-3:00 (Brasilia,
Buenos Aires) | UTC-2:00 (Mid Atlantic) | UTC-1:00 (Azores) |
UTC-0:00 (Lisbon, London) | UTC+1:00 (Berlin, Paris, Rome) |
UTC+2:00 (Athens, Cairo, Helsinki) | ... ]

3HaueHue no ymonuanuto: UTC-5:00 (New York, Toronto)

3Ta HacTpoiKa obecneunBaeT npeobpasoBaHue BpeMeHu UTC
(BCEMHMpPHOE KOOPAWHUPOBAHHOE BPeMS) B MECTHOE BpPeEMS.

DST Offset

KpaTkuit 0630p: HH:MM:SS
3HaueHue no ymonuaHuto: 00:00:00

JTOT NapaMeTp yKa3blBaeT, HACKOMbKO CABUraeTcs BpeMs
Brnepea/Ha3aj npv nepexofe Ha fieTHee BpeMA U Ha 3uMHee
BpemsA. Hanpumep, ana bonblumHcTBa wratos CLUA v anAa
KaHagbl caBUI neTHero BpemeHu coctasnsiet 1 uac (01:00:00)
Breped Npu nepexofe Ha netHee BpemMsa U 1 uac Ha3ag npu
nepexoae Ha 3MMHee BpeMms.
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10.2 YnpaBneHue npoToKos0M ToyHOoro spemeHu (PTP)

10.2

264

Napametp OnucaHue

DST Rule KpaTkuit 0630p: mm.n.d/HH:MM:SS mm.n.d/HH:MM:SS

JToT napamMmeTp onpegender npaBuio USMEHEHNA BPEMEHMU
M [aTbl, KOrga nMeeT MeCTo nepexon Mexay CtTaHoapTHbIM M
JIETHUM BpPEMEHEM.

* mm- Mecay roga (01 — sivBapb, 12 — aekabpb)

e n-peHb Mecaua (1 — 1-i geHb, 5 — 5-i/nocnegHunit feHb)
e d-peHb Hegenu (0 — BockpeceHbe, 6 — cybboTa)

* HH-uaccyTok (0-24)

* MM - MUHyTa yaca (0-59)

*  SS-cekyHAa MUHYTbI (0-59)

Mpumep: cnegytollee NpaBmno NpUMeHUMO Ans bonbLIMHCTBA
wTtatoB CLUA v KaHagbi:

03.2.0/02:00:00 11.1.0/02:00:00

JleTHee BpeMsi HAUMHAETCS BO BTOPOE BOCKpPEeCeHbe MapTa B
2:00.

JNeTHee BpeMs 3akaHUMBaEeTCs B NepBOe BOCKpeceHbe HoAbpsA
B 2:00.

YnpaBneHue NpPoTOKONOM TOUHOro BpemeHu (PTP)

MpoTokon TouHoro BpemMeHu (PTP) ABnAeTCcA CTaHAAPTHBIM METOLOM
CUHXPOHMU3aLUKK ceTeBbiX yacoB uepe3 Ethernet. RUGGEDCOM ROS noaaep»xuBaet
PTP v2, koTopbit onpegensaetcsa pabouew rpynnow IEEE 1588 B ctangapte IEEE
1588-2008.

PTP npeacTaBnsiet coboi pacnpeaeneHHbI NPOTOKOS, KOTOPbIW No3BonsaeT
CUHXPOHW3MPOBATLCA APYT C APYrOM MHOXECTBY UaCoB B CETW. ITH Uacbl
OpraHM30BaHbl B UEPAPXMIO CUHXPOHM3ALUMK BefyLlee-BeJOMOe YyCTPOWCTBO, C
rNaBHbIMM BeAyLMMM YaCaMU HA BEPLUMHE MepapXUU, KOTopble onpeaensatoT
3TanoHHOe BpeMs Anst Bcel cucteMbl. CUHXPOHM3aLuMsA obecneunBaeTca 3a cuet
obmeHa CUHXPOHU3UpPYOLWMMHK PTP-coobLLIeHUsIMKU. BegoMble uacbl UCNOSb3YHOT
WH(pOPMaLMto 0 BpeMeHU B PTP-coobueHMAX Ana KoppeKLMu CBOEro BHYTPEHHEro
BPEMEHM MO BPeMeHU BeAyLero yCTpoWCTBa B CBOEH UaCTU Uepapxuu.

MpoTtokon PTP noaaep’kMBaeTca B Npeaenax orvueckon obnactv nog Ha3BaHUEM
AOMeH. Bpems, yCTaHOBNIEHHOe uepes 3TOT NPOTOKOS B Npeaenax o4HOro JOMeHa,
He 3aBUCUT OT BpEMEHMU B APYTMX JOMEHAX.

Cucrtema ¢ npoTtokonom PTP Bepcun 2 MOXET COCTOATb U3 KOMBMHALMK YCTPOMCTB,
M3MeHsALWMX NpoxogAlmne PTP-coobLeHMA U He M3MEHSOLLMX MPOXOoAsLLErO
Tpadwmka PTP. B ctangapTe IEEE 1588-2008 onpeaeneHo nATb OCHOBHbIX TUNOB PTP-
YCTPOMCTB.

e ObbluHble yachl
* [paHuuHble yachl

e [lpo3pauHble Uacbl C U3MepeHUeM CKBO3HOM 3a[ieP>KKK U3 KOHLA B KOHel|
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10.2.1 nobanbHoOe KOHpUTypupoBaHue npotokona PTP

I'Ipoapaqule yacCbl C USMEPEHMNEM 3al€PXKKN MeXy COCeHNUMU y3laMU
A,EI.MMHVICTpMpyI-OLLI,Me Yy3nbl

[Tpo3pauHbie yacbl ¢ U3IMEPEHNEM 30[EPXKKU MEXAY Y31aMU TPAHCITUPYHOT BCE
CoO0DbLLEHNA B TOUHOCTH TaK, KaK 3T0 AenaeT obblUHbIA MOCT, MapLUpyTM3aTop
unu penutep. Pasnunumne COCTOUT B TOM, UTO NPO3pPaUHble Yacbl C UIMEpPEHUEM
33[EPXKKM MEXAY Y3NaMu TaKxKe BbIUUCIAIOT NPOAOIIKUTENBHOCTb NpebbiBaHMA
B KOMMYyTaTope (Bpems OTnpaBKK COOOLLEHU — BpeMsi NpUbbITUA cOObLLIEHNR)
W 3a[lep>KKy KaHana cBA3u (3aflepKkKa pacnpoCTpaHeHUs nakeTa Mexay
nopTaMu y3nos cetu) 1 fobaBnsarT 3Ty MHopmMaumto B PTP-coobuyeHns o
cobbITUAX (coobLeHun, KoTopble HecyT B cebe 0TMeTKy BpeMeHHu). Ethernet-
MOPTbI HAa MPO3PaUHbIX UacaX C UIMEPEHUEM 3a4ePXKKM MexXay y3namu
MCMONb3YT MEXAaHW3M U3MEPEHUA 3aEPXKKMU MeXIY Y3naMu ANA BblUuMCIIeHUSA
33[1€P>KKM pacnpoCTpaHeHUA NakeTa Mexay nopTaMu y3noB CeTH.

[Tpo3pauHbie Yacbl U3MEPEHUEM CKBO3HOM 304EPXKKM NOAAEPKMUBAIOT
MCNOJNIb30BaHWE MeXaHW3Ma U3MEPEHUA CKBO3HOM 3afiePXKKK Mpw

nepepaue cMrHana Mexay BeoMbIMU UacaMu U BedyLMMK yacamu. OHuU
TPaHCIMPYHOT BCe COOBLLEHMA B TOYHOCTM TaK, KaK 3TO Aenaet obblUHbIM MOCT,
MapLLPYTHU3aTOP MNK penuTtep. PasnmMume COCTOMT B TOM, UTO NPO3paYHble Yachl
C U3MEpPEeHUEeM CKBO3HOM 3afieP>KKM TaKXKe BbIUMCNAT MPOAOMKUTENbHOCTb
npebbiBaHWA B KOMMYTaTope (BpemMsa OTnpaBKK COODLLEHUSs — BPeEMS
npubbITUsA cooblueHuna) u gobasnstoT 3Ty MHpopMaumto B PTP-coobuieHuns o
cobbiTHAX (cooblieHun, KOTopble HecyT B cebe OTMETKY BPEMEHH).

[lns nonyuyeHmA 4ONONHUTENBHOM MHOPMALMKU O BO3MOXKHOCTAX PTP cm.
"CnpaBoYHOE PYKOBOACTBO MO BO3MOXHOCTAM CUMHXPOHM3ALUN BPEMEHMU B
yctponctBax RUGGEDCOM", Ha cTpaHuue https://support.industry.siemens.com/cs/
uslen/view/109780448.

10.2.1 fmobanbHoe KOHpUrypuposaHue npotokona PTP

RUGGEDCOM ROS Bepcusa5.5

UT0bbl CKOHMUTypHpoBaTbh rnobanbHble HaCTporku ans PTP, caenavTe cnegytollee:

1.

Mepenaute B Administration » System Time Manager » Precision Time
Protocol » Configure Global Parameters. [Noasutca popma Global
Parameters.

A 3AMETKA

Mepepn BbinonHeHWem onepauni SNMP get unu SNMP set ana 6a3 MIB IEEE
C37.238-2011 u RUGGEDCOM-PTP1588-MIB.mib Heobxoammo ybeautbes, uto
napametp "PTP Enable" yctaHoBneH B Ja. [InA nonyyeHns 4ONONHUTENbHOM
MHopmMaLmMm o nogaepkneaeMolx 6basax MIB cMm. "Togaeprkka ba3bl
nHTeperica ynpasnenus (MIB) SNMP (CtpaHuua 282)".
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2. HeobxoanMo cKOHMUTYpHpOBaTh CreaytoLlne napamMeTpbl:

NapameTtp OnucaHue
PTP Enable KpaTkuit 0630p: [ No | Yes ]
3HaueHue rno ymonuaHuto: No
AKTUBUpYET NpoTokos PTP (MpOTOKON TOUHOrO BPpEMEHHM).
Clock Type KpaTkuit 0630p: [ OC and P2P TClock | P2P TClock | E2E TClock ]

3HaueHue no ymonuaHuto: P2P TClock

Bbibop TMNa uacoB npoTokona PTP (NpoTokona TouHoro
BpemMeHu). ObpaTthTe BHUMaHKe, UTo 3TO YCTPOMCTBO paboTaeT
TONbKO KaK BeaoMble yacbl PTP.

PTP Profile

KpaTtkuit 0630p: [ Power Profile | Default P2P Profile | Utility
Profile Level 1 | Default E2E Profile | Custom Profile | Power
Profile v2 ]

3HaueHue no ymonuaHuto: Power Profile

Bbibop npogunsa uacos PTP (NpoTOKOMa TOUHOIO BPEMEHM).
Mpodunb PTP npeactaBnaeT Habop gonycTuMbIX hyHKLMI PTP,
NMPUMEHUMBIX K KOHKPETHOW OTpaciu.

MpumeuaHue
Power Profile npepfcrasnsaer C37.238.2011.

NMpumeuaHune
Power Profile v2 npepacrasnsaet C37.238.2017.

MpumeuaHue
Utility Profile Level 1 npeactaBnsetr M3K/IEEE
61850-9-3 Ed.1.

Ethernet Ports

KpaTtkuit 0630p: Comma-separated list of ports unu [ All ]
3HaueHue no ymonuaHuio: All

Bbibop Ethernet-nopToB, kKoTopble ByayT yuacTBOBaTH B
obmeHe coobLyeHusiMKu No npoTtokony PTP (MpOTOKON TOUHOrO
BPEMEHM).

VLAN ID

KpaTtkuit 0630p: Lienoe uncno ot 1 fo 4094 unu [ Disable ]
3HaueHue no ymonuaHuio: 1

NoeHTUdMKaTop BUPTYanbHOU nokanbHol cetu (VLAN),
aCCOLMMPOBAHHOWM C HETErMPOBAHHbIMM (M TErMPOBaHHbIMK
npuvoputetom 802.1p) KagpaMu, NPUHUMAEMbIMU

Ha 10T nopT. Kaapsbl, TerMpoBaHHble HEHYNEBbIM
naeHTudmkatopom VLAN, Bcerga byayT accounnpoBaHbl €
3TUM upeHTudurkatopom VLAN, KOTOpbIM M3BNEKAETCA U3 Tera
kaapa. Kagpbl, TerMpoBaHHbIe HyNleBbIM MOEHTU(UKATOPOM
VLAN, Bcerga byayT accouMmMpoBaHbl C MAEHTU(DHUKATOPOM
VLAN 1, noka 3TOT napameTp He ByaeT CKOH(UIYpUpOBaH.

Class Of Service

KpaTtkuit 0630p: Lienoe umcno ot 1 go 7 unu [ Disable ]
3HaueHue rno ymonuaHuio: 4

Bbibop npuoputeTa coobueHuii PTP (NpoToKkona TOUHOro
BPEMEHM) Ha OCHOBaHMWU crneumndukaunu IEEE 802.1p.
IEEE 802.1p onpegenaet BOCeEMb Pa3fMUHbIX KNaccoB
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10.2.1 nobanbHoOe KOHpUTypupoBaHue npotokona PTP

Napametp

OnucaHue

cepBuca, 0bblUHO NpeacTaBnAeMbIX Uepes 3-pa3pagHoe none
npuvopuTeTa B 3aronoske IEEE 802.1Q, koTopbii fobaBnaeTca K
Ethernet-kappy.

Transport Protocol

KpaTtkuit 0630p: [ Layer 2 Multicast ]
3HaueHue no ymonuaHuio: Layer 2 Multicast

Bbibop ceTeBOro TpaHCMOPTHOro NPOTOKONA AN1A COObLLEeHUH
PTP (NnpoToKoOna TOUHOrO BPEMEHMU).

Startup Wait

KpaTkuit 0630p: Lienoe uncno ot 0 go 3600
3HaueHue no ymonuaHuto: 10

Ob6bluHO BpeMs 3anmycKa BefyLlero ycTpoictaa be3 dpyHKLMi
GPS MeHblUe, ueM B cnyyae BedyLLero ycTponcTea ¢
aKTUBHbIMU (bYHKLMUAMK GPS (T. e. NpOM3BOASALLErO NMOUCK
CMYTHUKOB GPS M CUHXPOHM3aLMIO MO HMM). ITOT NapameTp
obecneunBaeT BO3MOXHOCTb HauanbHOM 3arpysku PTP-cetn
bonee ynopagoueHHbIM obpasom.

Desired Clock Accuracy

KpaTtkuit 0630p: [ 50 ns | 100 ns|250ns | Tus|2.5us| 10 us |
25us|[100us|250us|1Tms|2.5ms|10ms|25ms| 100 ms
| 250 ms |

3TOT NapaMeTp NO3BOMAET MNOMIb30BATENO HACTPOUTb
TpebyeMyto TOUHOCTb UacoB. Tpebyeman TOUHOCTb UacoB
npeacraBnseT coboll MrHOBEHHOE 3HaueHWe CABUra no
BpeMeHU Mexzay BefyLMMU U BeAOMbIMU Uacamu. Cuctema
ByneT reHepMpoBaTh OMOBELLEHWE, ECIIU CABWT MO BPEMEHHU
OTHOCWTENbHO BeAyLLero yCTpoicTBa NpeBsbllLaeT Tpebyemyto
MOrpeLIHOCTb.

Network Class

KpaTkuit 0630p: [ IEEE1588 network | Non-IEEE1588 network ]
3HaueHue no ymonuaHuto: IEEE1588 network

CTabunbHOCTb CEPBOCUCTEMbI UAaCOB B HONbLION CTENeHK
3aBUCUT OT MHAMBUAYaNbHbIX XapaKTePUCTUK CeTH. ITOT
napameTp No3BonAeT Nofb30BaTeENto KOHMUIYpUpOBaTb
XapaKTePUCTUKK CeTH, OTpaxkad HaCTPOMKHK uyacoB. Hanpumep,
MO>HO yKa3aTb, ABAAOTCA M BCe YCTPOMCTBA B MiaHe
CMHXPOHM3aUMKU nogaepkuBatommun IEEE1588 (ceTb
IEEE1588), n1bo ypoBeHb CUHXPOHW3ALMKU BKItOUaeT B cebs
TaKXe He nogaepkuBatolme IEEE1588 yctpoiicta (cetv €
YyCTpOMCTBaMH, He nogaepkuBatommu IEEE1588). ObpaTute
BHUMaHMWe, UTo CTabUNbHOCTb CUHXPOHWU3ALMK BPEMEHU B CETH
IEEE1588 He 3aBUCUT OT MHTEHCMBHOCTH TpadmKa. B ceTsx

C yCTPOMCTBaMU, He nopgaepkuBaronmm IEEE1588, MoxHO
MCNoNb30BaTb TONbKO MexaHn3m E2E.

3. Haxwmwute Apply.

4. T[lepe3anycTuTe yCTPOMCTBO. [1nA NonyyeHWUs AONONHUTENbHOM MHGOPMaL M
cM. "Mepesanyck ycTporictea (CtpaHuua 105)".
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10.2.2 KoHu1rypmnpoBaHue npo3payHbiX 4aCOB

10.2.2

268

KoHuryprpoBaHue npo3pauHbixX UacoB

UTobbl CKOHUIYpHpOBaTb HACTPOMKK NPO3pauHbix uacos PTP, caenarite

canefyroulee:

1. Nepewnpute B Administration » System Time Manager » Precision Time
Protocol » Configure Clock Parameters. Mosasutcsa coopma Clock Parameters.

2. HeobxognMo cKOHMUTypHpoOBaTh CreaytoLlne napamMeTpbl:

MNapametp

OnucaHue

Domain Number

KpaTkuit 0630p: Lienoe uncno ot 0 go 127 vnu [ 254 ]
3HaueHue no ymonuaHuto: 0

Bbibop HoMepa foMeHa PTP (MpoToKofia TOUHOTrO BPEMEHH).
PTP-nomeH — 310 nnornuyeckas rpynna PTP-yacos, KoTopble
CUHXPOHWU3UPYIOTCA APYT C APYTrOM, UCMOSb3ya npoTokosn PTP.

Sync Interval

KpaTkuit 0630p: [ 125 ms | 250 ms | 500 ms | 15|25 ]
3HaueHue no ymonuaHuto: 1s

Bbibop MHTEpBana cMHXpoHu3aLuu PTP (NpoTokona TOUHOro
BpeMeHU) (yCpefHeHHbIN MHTepBan BPEMEHU MeXay
cnefyroLWmMMKU APYT 3@ APYTOM CUHXPOHU3UPYHOLLIMMHU
coobLleHnAMHU) B cekyHAaxX. CUHXPOHU3KpYHOLLMe coobLLeHHA
nepuoanUYecKn OTNPaBnATCA BeAyLLMMM YacaMu, KOTOpble
npepsocTaBnAoT MHMOOPMaLMIO O BPEMEHKW CYTOK BEAOMbIM
PTP-uacam.

Announce Interval

KpaTkuit 0630p: [ 15]|2s|4s|8s|16s]|325s]
3HaueHue no ymonuaHuto: 1

Bbibop MHTepBana onoselleHusa PTP (npoTokona

TOUHOro BpeMeHU) (yCpefHEeHHbIN MHTepBa BPEMEHHU

Mexay cnefyroLnuMu Apyr 3a ApYyromM onoseLaroLmnmMm
coobLleHnsAMHK) B cekyHaax. OnoBeLuatoLre coobLleHns
nepuofMuecku oTNPaBNAKTCA BeAyLLMMU yacaMu,

KOTOpble NPefoCTaBnAT MHPOPMaLMIO O CBOEM CTaTyCe U
XapakTtepuctukax. OnoseLyarolime coobLLEeHNA UCMONb3yHOTCA
ONA YyCTaHOBMIEHUA epapXun CUHXPOHU3aLMK, T. e. C
MCNonb30BaHWEM anropuMTMa onTUManbHOro Boibopa BeayLUmx
yacos (BMCQ).

Announce Receipt
Timeout

KpaTkuit 0630p: Lienoe uncno ot 2 go 10
3HaueHue No ymonuaHuio: 3

Bbibop TariM-ayTa npuema onoselleHui PTP (npoTokona
TOUHOrO BPeMeHHM). ITOT NapaMeTp onpenensieT UMcno
MHTEPBAaNoOB OMNOBELLEHHWA, KOTOPbIE AOMXHbI NPOWTH Be3
npuema onoBeLLatoLMx coobueHuni. [laHHbIM NnapameTp
ABNAETCSA COCTaBHOW uacTbto anroputma BMC (onTuManbHbIi
BbIbOp BefyLLMX UacoB).

Obpatnte BHUMaHKE, UTO U3MEHEHUWE 3TOrO NapaMeTpa MoXeT
NPUBECTH K HapyLLeHUto paboTbl.

Priorityl

KpaTkuit 0630p: Llenoe uncno ot 0 go 255
3HaueHue no ymonuaHuio: 128

Bbibop 3HaueHwun priority1 ana uacos PTP (NpoTokona TOUHOro
BpPEMEHU) BO BPEMS UCMOSTHEHWUA anropuTMa onTUManbHOro
Bblbopa BegyLmnx yacos (BMC). Uem MeHblLLe 3HaUeHHe, TeM
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Cnyx6bbl BpeMeH#H

10.2.2 KoHurypmpoBaHue npo3payHbiX 4aCoB

Napametp

OnucaHue

BbiLLe npuopuTeT. Mpu paboTte anropuTMa ONTUManbHOro
Bblbopa BefyLMX UacOB Yachl BbIBUPatOTCA U3 MHOXKECTBA
C HAaMMEHbLUMM 3HAaUeHWeM napameTpa priority1, KoTopoe
MMeeT NpeuMyLLECTBO Nepes MHOXeCTBOM ¢ HonbLlwnM
3HaueHWeM priority1.

Priority2

KpaTkuit 0630p: Lienoe uncno ot 0 go 255
3HaueHue no ymonuaHuto: 128

Bbibop 3HaueHwusn priority2 ansa uacoB PTP (MpoToKofia TOUHOro
BPEMEHU) BO BPEMSA UCMONTHEHWUA anropuTMa onNTUManbHOro
Bblbopa Begywmnx uacos (BMC). Uem MeHblLLe 3HaueHHue, TeM
BbiLLIe NpuopuTeT. Ecnu npu paboTte anropMtMa ONnTMManbHOro
Bbibopa BefyLIMX UAaCOB He YAaeTcs YNOpPsAOUMTL Uachl Ha
OoCHoBaHuu napameTpos priority1, clockClass, clockAccuracy

un scaledOffsetLogVariance, To aTpubyT priority2 no3sonsiet
€o34aTb A0 256 NpUOpMUTETOB AJIA OLEHKMK A0 3anycKa
npoLeaypbl paspeLleHuns Konnusui. NMpoueaypa paspeLueHus
KOMM3WI OCHOBbIBAETCA Ha MAEHTUUHOCTH YacoB.

Path Delay Mechanism

KpaTkuit 0630p: [ Disabled | Peer-to-Peer | End-to-End ]
3HaueHue no ymonuaHuto: Peer-to-Peer

Bbibop pyHKLMOHANbHOCTU MeXaHW3Ma U3MEPEHMA 3a[1EPIKKU
PTP (npoTokona TouHoro BpemeHu). CyLecTByeT ABa
MexaHW3Ma, KoTopble NpumMeHarTca B PTP ana nsmepeHus
33[epXKW pacnpoCcTpaHeHUA CUrHana Mexay nopramu

PTP: MexaH13M U3MepeHUA 3adepXKKU Mexay y3namu P2P
n3mMepseT BpeMA pacnpocTpaHeHns CMrHana ot nopra K nopTy,
a UMEHHO: 33[1epXXKy KaHana CBA31 1 BpeMs NPOXOXAeHUA
kagpa. MexaHu3Mm P2P He 3aBMCUT OT TOrO, ABAAETCA NW NOPT
PTP Begywinm nnu BefoMbIM.

MexaHW3M u3mepeHus 3agepxku E2E (c namepeHvem
CKBO3HOW 3aflep>KKK) U3MepsIeT BpeMs pacrnpoCTpaHeHus
coobLeHnIt Mexay BefyLMMU U BEAOMbIMMW HYacaMu No BCeX
NPOMEXYTOUHOM CeTH.

ObpaTtnTe BHUMaHUE, UTO MEXAHU3M U3MEPEHUS 3alePIKKU
Mexay y3naMu He B3aUMOLENCTBYET C U3MEPEHUAMMU
33[1€PKKM TPAKTA, OCHOBAHHBIMU Ha MeXaHU3Me U3MepPEHHS
3apepku E2E (KOTOpbIM TakXe MMeeT Ha3BaHMWe "3anpoc-
oTteet").

Slave Only

KpaTtkuit 0630p: [ No | Yes ]
3HaueHue no ymonuaHuto: No

3Ta OnMuMs MOXKEeT UCMONb30BaThCA AN MPUHYAUTENIBHOMO
nepeBoAa 0bbIUHbBIX UAaCOB B PEXUM paboTbl TONIbKO BEAOMbIX
uacoB. ToNbKO BeJOMbIe Uacbl HUKOTAa He NepexoasT B
COCTOsIHWE BeayLMUX. BO3MOXXHO MCMONb30BaHWe COUeTaHusn
(PYHKLMOHANbHOCTU TOMbKO BEAOMBIX U MPO3pPaUHbIX UacoB.
ObpaTnTe BHUMaHWeE, UTO NOrPaHUUHbIE UacCbl He JOJIKHbI
BbITb CKOHPUIYPHUPOBaHbI KaK TOMbKO BeOMble Uachl.

3. Haxwmwute Apply.

4. Tlepe3anycTuTe yCTPOMCTBO. [Ns NonyyeHUA AONONHUTENbHON MHOPMaLMK
cM. "Mepesanyck ycTporcTea (Ctpanuua 105)".
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Cnyx6bbl BpeMeH#H

10.2.3 KoHuryprpoBaHue MHTEPBAIA 3aNPOCOB 3a4ePXKHU npoToKona PTP

10.2.3

10.2.4

270

KoHdurypupoBaHue nHTepBana 3anpocoB 3aepKku npotokona PTP

UTobbl CKOHMIYpHpOBaTb MHTEPBAN 3anpoCoB 3aAepku PTP, caenaiTe
cnepyroulee:

1.

Mepenante B Administration » System Time Manager » Precision Time
Protocol » Configure Path Delay. lNosiButca coopma Path Delay.

HeobxoanMo cKOHGUIryprupoBaTh Cnefyroline napameTpbl:

Napametp OnucaHue

P2P Request Interval KpaTkuit 0630p: [ 1s|2s|4s|8s|16s|325s]
3HaueHue no ymonuaHuto: 1s

Bbibop MHTepBana 3anpoca 3aaep»ku PTP (ycpeaHeHHbIH
MHTepBan BPeMeHU MeXAay CrneayroLnMu Apyr 3a 4pYrom
COODLLEHMAMM C 3aMPOCOM 3alePXKKH) B CEKYHIAX.
MexaHn3M U3MepeHua 3aePXKKU Mexay y3namu usmepsaet
BPeMA pacrnpocTpaHeHUa CUrHana ot nopTa K nopry,

a MMEHHO: 3aflepXKKy KaHana CBA3u, Mexay AByMA
B3aMMOJENCTBYOLMMU NOPTaMU, KOTOPbIE NOAAEPXKMBAIOT
MeXaHW3M M3MEePEHUA 3aAePXKKU MEXAY y3namu.

E2E Request Interval KpaTkuit 0630p: [ 15|2s|4s|8s|16s]|325s]
3HaueHue no ymonuaHuto: 1s

Bbibop MHTepBana 3anpoca 3aaepku PTP (ycpeaHeHHbIH
UHTEpBas BPeMeHU MexXay CrneayroLnMn Apyr 3a 4pyrom
COODLLEHMAMM C 3aNPOCOM 3a[I€PXKKM) B CeKyHAAX. MexaHU3M
u3MepeHun 3afepxku E2E (Takxke MMeeT Ha3BaHKe "3anpoc-
oTBeT") U3MepsAEeT BpeMsi pacnpocTpaHeHUs coobLyeHui

Mexay seayummMmu n Be4OMbIMKU UaCaMU.

Haxkmute Apply.

Mepe3anycTuTe yCTPOWUCTBO. 419 NONyUeHUs JONONHUTENbHOM MHDOPMaLUK
cM. "Mepesanyck yctporictea (CtpaHuua 105)".

KoHdurypuposaHue VLAN ana tpacdumka PTP

UTtobbl ckoHpurypuposaTb VLAN cneuunanbHo anAa Tpaduka PTP, caenavite
cnemyrouee:

1.

HasHaubTe naeHtudukaTop VLAN ana Bcero tpadumka PTP. [Ina nonyueHus
AONONHUTENBHOM MHOPMaLMK CM. "TnobanbHoe KOHKUIypUpoBaHue
npoTtokona PTP (CtpaHuua 265)".

NobasbTe ctatnueckyto VLAN c TeM e uaeHTudurKkaTopom. [1na nonyueHus
AONONHUTENBHON MHOPMALMK O KOH(UIYpHUpOoBaHMK cTaTuueckoi VLAN cm.
"NobaBneHune ctatuueckon cetn VLAN (CtpaHuua 174)".

Ona kaxporo Ethernet-nopTa, KoTopbIv byaet nepepnasatb Tpaduk PTP,
CKOHurypupymTe PVID B COOTBETCTBUM C MaeHTUDUKaTOpoMm VLAN,
CKOH(UrypupoBaHHbiM BLUar 1. [InA nonyyeHna 4ONONHUTENbHOWM
nHopmaumnmn cMm. "KoHgpurypuposaHue cetert VLAN ana KoHKpeTHbIX Ethernet-
noptoB (CtpaHuua 171)".
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Cnyx6bbl BpeMeH#H

10.2.5 BbeiBOg AMarHocTnku yacos PTP

4. CkoHdurypupymte chopmat PVID ana kaxgoro 3atparmBaemoro Ethernet-
nopta, uTobbl KOHTPONMPOBAaTb, NepefaeTca Nu Tpaduk PTP Kak NoMeueHHble
WU HenoMeueHHble Kaapbl. Mnu, npu HeobxoANMMOCTH, CKOHMUTYpUpyMTe
nopT Kak TpaHK VLAN. 1nsa nonyyeHWA 4OMNONHUTENbHON MHOPMaLMK CM.
"KoHdurypuposaHue ceteit VLAN ana koHKpeTHbix Ethernet-nopToB (CTpaHuua
171)".

10.2.5 BbiBOA ganarHoctnku yacos PTP

UT0bbl NpOCMOTPETH CTaTUCTUKY ANA UACOB NPOTOKOMa TOUHOro Bpemexu (PTP),
nepeiaute B Administration » System Time Manager » Precision Time Protocol »
View PTP Statistics » View PTP Clock Stats. Noasutca coopma PTP Clock Stats.

B aToM chopme oTobparkaetca cnepyrowan MHopmMaLuma:

MpumeuaHune
[ocTynHOCTb NapaMeTpoB 3aBUCKUT OT CTaTyca yCTPOMCTBA.

MapameTtp OnucaHue

Status KpaTkuit 0630p: Ctpoka anivHol 31 cumBona(os)

Moka3sbiBaeT cTatyc y3na PTP (MpoTokona TOUHOrO BPEMEHMU).
Ecnun ycTpoicTBO CKOH(PUIYPUPOBaHO B KauecTBe 0bblUHbIX
uacos, TO B 3TOM nose otobpakaeTca cTaTyc cocTosiHuA PTP,

a umeHHo: BEAYLLEEE YCTPOMCTBO, BELLOMOE YCTPOMCTBO
unu MPOCITYLLMBAIOLLIEE YCTPOMCTBO. Ecnu ycTpoiicTBo
CKOHMUIYPUPOBAHO B KaUecTBe Npo3pauHbIX YacoB, TO B 3TOM
nose yKa3aHbl HaCTPOMKK KOHMUIypaLmu.

GM ID KpaTtkuit 0630p: CTpoka AnuHoi 31 cumBona(oB)

MoKa3biBaeT MAEHTU(DUKALUOHHDbIE JaHHbIE TMaBHbIX BeAyLMX
uacoB PTP (npoTokona TouHoro Bpemexu). Cnefyet OTMETUTD, UTO
BefyLMe yacbl MOTyT ObITb U FMaBHbIMKW BeAYLLUMMU UacaMHU.

Master ID KpaTtkuit 0630p: CTpoka AnuHoi 31 cumBona(os)

MokasbiBaeT uaeHTUUKaL Mo BegyLwmnx yacos PTP (npoTokona
TOUHOro BpemeHHu). CneayeT OTMETUTb, UTO BeAyLLUMe uacbl MOTyT
OblTb M rMaBHbIMK BEAYLLMMMU YaCaMy.

10.2.6 BbiBOA AMArHOCTUKU 3afePXKKKU Mexay y3namMmu

UTOObI NPOCMOTPETb CTaTUCTUKY 3a[€PXKKK MeXAY Y3NaMu NPOTOKONA TOUHOMOo
BpemeHu (PTP), caenaiTe cneagytouee:

1. MNepenpute B Administration » System Time Manager » Precision Time
Protocol » View PTP Statistics » View Peer Delay Stats. lNoasutca tabnuua PTP
Delay Stats.

2. Bbibepute Ethernet-nopt. MosiButcs chbopma PTP Delay Stats.

B aToM Tabnuue oTobparkaeTtca cnefytoas MHGOpPMaLmUs:
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Cnyx6bbl BpeMeH#H

10.3 KoHuUrypmpoBaHue MCTOUHUKA BPEMEHM

10.3

10.4

272

NapameTtp OnucaHue

Port KpaTkuit 0630p: 1 to maximum port number

Homep nopra.

State KpaTtkuit 0630p: [ On | Off |

Moka3sbiBaeT cTatyc PTP-nopTa € TOUKK 3peHnsa MexaH13Ma
M3MepeHUs 3afepKKu P2P (Mexay y3namu).

PeerDelay KpaTkuit 0630p: Lienoe uncno ot 0 go 2147483647

MokasblBaeT 3a4ep>KKY MexAay y3naMu B HAHOCEKYHAAX.
MeXaHW3M U3MepeHHUs 3a8ePXKKU MEXAY y3naMu U3MepsieT Bpems
pacnpoCTpaHeHUs CUrHana oT NopTa K MopTy, @ UMEHHO: 3a4ePXKKY
KaHana CBAi3W, MexXay ABYMA B3aUMOLEUCTBYIOLLMMU NopTamH,
KOTOpble MOAAEPKUBAKOT MEXAHW3M U3MEPEHUA 3aePIKKU MeXay
y3namu.

KoHcurypupoBaHue UCTOUHUKA BPEMEHHU

UT0bbl CKOHUIYPHUPOBATb CCbITOUHBIN MCTOUHUK BPEMEHHU, KOTOPbIM byaeT
MCNONb30BaTbCA YCTPOMCTBOM AMA TOKaNbHbIX YaCOB M Af11 BCEX BbIXOAHbIX AAHHbIX
CMHXPOHM3aLUWUN BPEMEHH, CAenanTe cnegyrollee:

1. Nepenpute B Administration » System Time Manager » Configure Time
Source. NosBuTca popma Time Source.

2. HeobxoanMmo CKOHMUIypMpOBaTb CneayroLmMe napamMeTpbl:

MapameTp OnucaHue

Primary Time Source KpaTtkuit 0630p: [ LOCAL CLK | IEEE1588 | NTP Server ]
3HaueHue no ymonuaHuro: LOCAL CLK

Cny»>uT ans Bblbopa UCTOUHUKA BPEMEHH, OT KOTOPOTo
ByoyT CMHXPOHW3KMPOBATLCA NoKanbHble uacbl. ObpaTuTe
BHWMaHwWe, uTo BbIDOP HOBOFO MUCTOUHMKA BPEMEHH BbI3OBET
CKauKkoobpa3HOe U3MEHEHWE MOKa3aHUI NOKanbHbIX UacoB,
Habntogaemoe Ha NtobbiX BbIXOAAX TOUHOIO BPEMEHH.

3. Haxwmwute Apply.

YnpasneHue NTP

RUGGEDCOM ROS moxeT bbITb HacTpoeHa TakuM obpa3om, utobbl NPOU3BOAMNOCH
nepuvoanueckoe obpalleHue K 3agaHHomy NTP-cepBepy Ana KOppeKuuu
HaKOMWBLLIEroCs OTKNOHEHUA NOKa3aHWM BHyTpeHHUX yacoB. RUGGEDCOM ROS
Takxxe byneTt nepefaBaTtbh BpeMsa uepes NpoCcTor NPOTOKON CETEBOrO BPEMEHHU
(SNTP) Ha XOCTbl, KOTOpble 3aNpPOCST ero.

[nsi yCTpOMCTBA MOXHO HacTpouTb ABa cepBepa NTP (NepBUUHbIN U pe3epBHbIN).
Mpwu Kaxkgow nonbiTke 0BHOBUTb CUCTEMHOE BPpeMsA CHauana Npon3BOAMTCA
obpalueHue K nepBMUHOMY cepBepy. Ecnn nepBuUHbI cepBep He OTBeYaeT,
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Cnyx6bbl BpeMeH#H

10.4.1 BKknroueHue/oTknroueHue cnyx ool NTP

TO NPOM3BOAMTCA obpalleHue K pe3epBHOMY cepBepy. Ecnun nepBUUHbIN UK
pe3epBHbIN CEpBEP HE OTBEUAET, TO UHUMLMUPYETCA ONOBELLEHHE.

10.4.1 BknroueHue/oTkntoueHue cnyx6bbi NTP

UT0obbI BKNOUMTL MK OTKNOUMTL Cnyxby NTP, caenaite cnepytolee:

MpumeuaHune

Ecnu yctpowctBo paboTtaet B kauectBe cepBepa NTP, cny>kba NTP gomkHa bbiTb

BKMOYEHaA.

1. Mepewnpnte B Administration » System Time Manager » Configure NTP »
Configure NTP Service. NMosasutca dpopma SNTP Parameters.

2. Bbibepute Enabled gns sBkntoueHnuns SNTP unu Disabled — gns oTkntoueHus.

3. Haxwmwute Apply.

10.4.2 KoHdurypuposaHue cepsepos NTP

UTobbl CKOHMMIYpHUpPOBaTb MEPBUUHBIN UK pe3epBHbIN cepBep NTP, caenavite

cnegyrouee:

1. Nepenpute B Administration » System Time Manager » Configure NTP »
Configure NTP Servers. [NosaBuTca Tabnuua NTP Servers.

2. Bbibepute Primary unu Backup. MNosisutca popma NTP Servers.

3. Heobxoanmo cKOHUIypUpoBaTh CriefytoLlre napaMeTpsbi:

MNapametp

OnucaHue

Server

KpaTkuit 0630p: CTpoka AnuHoi 8 cumBona(os)
3HaueHue no ymonuaHwuto: Primary

70 none ykasbiBaeT, NpeiHa3HaueHa M faHHas HacTpoika
[NA NepBUUHOIO UMW iNA Pe3epBHOro cepsepa.

IP Address

Kpatkuit 0630p: Any valid IP address

IP-agpec cepBepa.

Reachable

KpaTtkuit 0630p: [ No | Yes ]

CraTtyc cepBepa.

Update Period

KpaTkuit 0630p: Lienoe uncno ot 1 go 1440
3HaueHue no ymonuaHuio: 60

3Ta HacTpolKa onpenensieT, HackonbKko uacto (S)NTP-
cepBep onpallrBaeTcs Anst oOHOBEHUsI BpeMeHU. Ecnu
cepBep HefoCTyNeH, TO MPOU3BOAATCA TPU MOMbITKHU C
OLHOMUWHYTHBIMU MHTEPBaNaMu, a 3aTeM reHepupyeTcs
onoselleHKe.

4. Haxwmute Apply.
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10.4.2 KoHpurypuposaHue cepsepoB NTP
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UccnepoBaHue ceTeBOro OKPY>XeHUA U 1 1
ynpapJsieHne ceTblo

[InAa aBTOMaTMUeCKoro nccnefoBaHWA TONONOMMKU CETU U CETEBOIO OKPYXeHKA, a
TaKXXe A4/ ynpaBneHua ceTeBbIMKU YCTPOMUCTBaMU U UX MOHUTOPUHIa RUGGEDCOM
ROS nognepkuBaeT cnefyroLmMe npoToKoSbl:

* [MpoTtokon obHapyxeHua RUGGEDCOM (RCDP)

Mpotokon RCPD ncnonb3yetcs ansa obHapyXeHWsa yCTPOMUCTB Noj ynpaBneHnem
RUGGEDCOM ROS B KOMMYTUPYEMOW CETH YPOBHA 2.

* [poTokon obHapyXeHUA KaHanbHoro ypoBHA (LLDP)

[Mpotokon LLDP ncnonb3yetca onA paccbiiiki XapaKTEPUCTUK U HAaCTPOEK
YCTPOMCTBA Ha COCEACTBYHOLLME B CETU YCTPOMCTBA, a TaKXe AJIA NoyyYeHns
paccbiiaeMblX COCEAHUMMU YCTPONCTBAMM XapaKTEPUCTUK U HAaCTPOEK.

* [lpocTon npoTtokon ceteBoro ynpaeneHus (SNMP)

MpoTokon SNMP ucnonb3yeTcs Ans oTnpaBKKU BbibpaHHbIM NONb30BaTENSAM
WnK rpynnam yBegomMneHuii ob onpeaeneHHbix cobbITUAX, NMPOM30LLIEeALWNX BO
BpeMsi paboTbl, Hanpumep, 06 U3MEHEHUSX B CETEBOM TOMOMNOIMU, COCTOSHWUM
KaHana CBA3W, KOpeHb CBA3YHOLLEro AepeBa U T. .

11.1 BknroueHue/otknroueHue RCDP

RUGGEDCOM ROS Bepcusa5.5

RUGGEDCOM ROS nopnep»xuBaeT npotokon obHapyxeHus RUGGEDCOM (RCDP).
RCDP obecneunBaeTt BBOA B 3KCNyaTaLumto yCTponcTB Ha baze RUGGEDCOM
ROS, koTopble He Bbinn MHANMBUAYANbHO HACTPOEHbI C MOMEHTA OTIPY3KHU C
3aBopa. Bce ycrpovictea RUGGEDCOM ROS, B habpnuHbIX HacTpoMKax, UMeroT
OfMH U TOT e IP-agpec (ypoBHA 3) no ymonuaHuto. MogkntoueHue bonee uem
O[HOr0 TaKOro YyCTPOMCTBA K CETU C KOMMYyTaLMWel ypOBHA 2 03HauaeT, uTto and
MX HAaCTPOMKK W1 yNpaBneHUss HEBO3MOXHO ByaeT MCnonb30BaTh CTaHAAPTHbIE
CcpeacTBa KOHMUrypupoBaHua Ha base IP. [oBegeHune Takunx IP MexaHM3MOB Kak
Beb-nHTepdeic, SSH, telnet unu SNMP Henpepackasyemo.

Mockonbky RCDP hyHKUMOHMPYET Ha YPOBHE 2, €r0 MOXHO NPUMEHSATb ANA
Ha[eXXHOMW M OLHO3HAUYHOW afpecalMM MHOXeCTBA YCTPOWUCTB, laXke Ha BCeX 3TUX
YyCTPOMCTBaX HaCTPOeH OAMH U TOT e IP-agpec.

RUGGEDCOM EXPLORER koMnaHuu Siemens npefctaBnseT cobow npocToe,
camocTofATenbHoe npunoxeHune Windows, nogaepxusatoLiee npotokon RCDP. OHo
CcnocobHo BbINONHATL Uepe3 RCDP obHapykeHuWe, naeHTUdUKaLmMIo 1 ba3osyro
HacTponKy ycTporncTs nog ynpasneHnem RUGGEDCOM ROS. Mpotokon RCDP
nopaep>XuBaet cnefyroLine PyHKLUK:
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11.1 BknrouyeHuel/otknroueHmne RCDP
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* obHapyxeHue ycTponcts nog ynpasneHmeMm RUGGEDCOM ROS B
KOMMYTUPYEMOM CETU YPOBHA 2;

* MOny4YeHue AaHHbIX NO KOHMUIypauum nepsuuHon cetn, sepcum RUGGEDCOM
ROS, apT1Kyny u cepuiHOMy HOMepY;

* ynpaBneHWe CBETOANOAHbIMWU MHOAMKATOPAMM YCTPOMCTBA ANs obnerueHuns ero
dm3nueckon ngeHTUdHKaLmm;

*  HACTPOMKA OCHOBHbIX UAEHTUPHUKALIMOHHbIX, CETEBbIX U ayTEHTUMDUKALUOHHbIX
napameTpos.

N3 coobparkeHuni besonacHocth npunoxerne RUGGEDCOM EXPLORER nonbiTaeTcs
OTKNtounTb NpoTokon RCDP nnu nepesefeT BCe YCTPOMUCTBA B PEXUM TOJSIbKO MpUeEM
MPU 3aKPbITUK 3TOFO NPUITOXKEHHUA.

Kpome toro, RUGGEDCOM EXPLORER HacTpouT BCe yCTPOMCTBA Ha PEXUM TObKO
rnp1em npuv BbINOTHEHWW CNefyroLMX YCNOBUI:

* 60 MHHYT C MOMeHTa nonyueHna nocnegHero Kagpa RCDP;

* |P-apgpec, noaceTb, W03 UK OAWH U3 Naposien YCTPOMCTBA U3SMEHEHbI uepes
SSH, RSH, Telnet, nocnegoBaTenbHyto KOHcoNb Uan SNMP.

A 3AMETKA

[ns nosblilweHuA be3onacHoOCTM Siemens pekoMeHayeT oTknrounTs RCDP, ecnu ero
Mcnonb3oBaHWe He NpeanonaraeTcs.

MpumeuaHune

MpoTtokon RCDP HecoBMeCTUM C ceTeBbIMU KOHMUTYpaLUAMU Ha OCHOBE
BMPTyanbHbIX NoKanbHbix ceTei (VLAN). Ins KOppeKTHOM paboTbl NpUNOXeHUSA
RUGGEDCOM EXPLORER He gomkHbl bbITb CKOH(UIYPUPOBAHbI HUKAKKE CETH
VLAN (TerMpoBaHHbIe UK HeTerMpoBaHHble) Bce anemMeHTbl KoHpUrypauuu VLAN
LOMXHbI UMETb HAaCTPOMKHK MO YMOMNUAHMIO.

NpumeuvaHue
RUGGEDCOM ROS tonbko otBeuaeT Ha RCDP-3anpocbl. OHa HU NpU KaKuX
obcToATeNnbCTBax He MHULMKUPYET 0BMeH AaHHbIMK NpK NoMoLLm npoTtokona RCDP.

UTobbl BKNKOUKUTL MKW OTKNOUKMTL NpoTokon RCDP, caenavte cnegytoee:

1. Nepenpute B Network Discovery » RuggedCom Discovery Protocol »
Configure RCDP Parameters. Nossutca hopma RCDP Parameters.

RUGGEDCOM ROS Bepcua5.5
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11.2 YnpasneHune LLDP

2. B RCDP Discovery Bbibepute oaHy U3 CneayoLmMx onuui:

A 3AMETKA

OnuuA Enabled AOCTYNHA TONbKO ANA YCTPOWCTB C 3arpy>KEHHbIMU
3aBOJCKMMM HACTPOMKAMM MO YMONUaHUo. 3Ta onuus He byaeT BbibpaHa
nocre Toro, Kak yCTpOMCcTBO ByaeT CKOHUIypUpoBaHO.

® Disabled — OTKnUaeT A0CTyn AnAa UteHnA 1 3annucu
. Get Only— BK/tOUaeT TONbKO AOCTYN ANA UTeHUA
* Enabled — BKAOUAET AOCTYN AJ1 UTEHMUA U 3aMKUCKU

3. Haxwmwute Apply.

11.2 YnpasneHue LLDP

RUGGEDCOM ROS Bepcusa5.5

MpoTtokon obHapy»xeHuA KaHanbHoOro ypoBHs (LLDP), onpeaeneHHbii IEEE
802.11AB, no3BonAeT ceTeBOMY yCTPOUCTBY NPOM3BOANTb PACCbINKy CODCTBEHHbIX
6a30BbIx CETEBbIX BO3MOXHOCTEN U KOHUTYpaLUHU.

MpoTokon LLDP no3sonsAeT ceTeBOMy yCTPOMCTBY NOfyyaTb MHPOPMaLMLO

0 COCefHUX YCTPOMCTBAX uepes NOAKMIOUEHHbIe CeTeBble KaHanbl CBA3M,
MCNonb3yA CTaHAAPTHbIM MexaHW3M. YCTPOWCTBa, NoAAeP>KMBAKOLLME MPOTOKON
LLDP, cnocobHbl coobuwiatb MHGOpMaumto o cebe, BKIHOUAs UX BO3MOXHOCTH,
KOHMUTypaLnIo, MeXXCoefMHeHUA, a TakxKe MOEHTUPUKALMOHHYH MHDOPMaLHIO.

®DyHKLMOHMpOBaHKe areHTa LLDP 0bbluHO peann3oBaHO B BUAE ABYX MOAYEN:
Moayna nepepaun LLDP u moayna npuema LLDP. Mogynb nepegnauu LLDP,
HaxoA4ALWMNCA B aKTUBHOM COCTOAHWUM, NepedaeT MHOPMaLMIO O NOKanbHOM
YCTPOMCTBE uepes perynapHbie MHTepBanbl BpemeHu B hopmarte ctaHgapTa IEEE
802.1AB. Ecnv Moaynb nepenaun HeakTUBEH, To OH nepeaaet LLDPDU (coobuieHune
LLDP) c napameTpom BpemeHu xu3Hu (TTL), B KOTOPOM UHOpMaALIMOHHOE nose
atpubyTa "Tvn, AnuHa, 3Hauenue" (TLV) cogepxut "0". 3TO No3BONAET YAaneHHbIM
yCTPOWMCTBAM MCKNOUATb U3 CBOMX Ba3 AaHHbIX MHPOPMALMIO, CBA3AHHYHO C
[AaHHbIM NIOKanbHbIM ycTporcTBOM. Moaynb npuema LLDP, Haxogswmica B
AaKTUBHOM COCTOAHWM, MPUHUMAET MHOPMaLMIO 06 yaaneHHbIX yCTPOMCTBAX U
obHoBnseT cBoto 6a3y AaHHbIX LLDP no yaaneHHbiM cucteMmam. Korga npuHMmMaeTcs
HOBas N1 0bHOBNEHHaA MHOPMaLMA, MOAYNb NPUEMA 3anyCKaeT TakMep Ha
nepuoa BpEMEHM aKTyanbHOCTU 3TOM MHPOPMaALMK, YKa3aHHbIM B aTpubyTe TTL TLV
npuHatoro LLDPDU. MHopmaLuma 0b yaaneHHOM cucteme UCKNovaeTca us basbl
[aHHbIX, Korga oT 3Ton cucteme npuHAT LLDPDU c atpubytom TTL TLV, copepKalymm
3HaueHwue "0" B cBOEM none MHMOpPMaLnH.

NpumeuaHue

Mpotokon LLDP peanv3oBaH TakMm obpa3om, utobbl perncTtpupoBaTth TONbKO OAHO
YyCTPOWCTBO Ha oAuH nopT Ethernet. Takum obpasom, Npu HaNUUMKU HECKONbKKX
YyCTPOWCTB, NOCbINatoLWmx MHdopmaumto LLDP Ha nopT KOMMyTaTopa, Ha KOTOPOM
aKkTMBeH npoTokon LLDP, nHdopmMauusa o cocegHeM yCTPOMCTBE Af1A 3TOro nopTa
Bynet NOCTOAHHO U3MEHATLCA.
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11.2.1 [nobanbHoe KOHpUrypmupoBaHue LLDP

11.2.1
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mobanbHoe kKoHUurypuposaHue LLDP

UTobbl cKOHUIyprpoBaTb rnobanbHble HacTpowku ana LLDP, caenawte
cnepyroulee:

1.

Mepenante B Network Discovery » Link Layer Discovery Protocol » Configure
Global LLDP Parameters. MNoseutcsa oopma Global LLDP Parameters.

HeobxoanMo cKOHGUIryprupoBaTh Cnefyroline napameTpbl:

MNapametp

OnucaHue

State

KpaTkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHuto: Enabled

AkTnBUMpyeT npoTokon LLDP. Obpatute BHUMaHHWe, uTo
npoTtokos LLDP akTMBeH Ana TOro Mian MHOro nop-ta, Korga
LLDP akTMBM3MpOBaH rnobanbHO Hapaady C HacTpoMKaMu ana
oTAenbHOro nopTa B MeHto "LLDP-napameTpbl nopta”.

Tx Interval

KpaTkuit 0630p: Lienoe uncno ot 5 o 32768
3HaueHue no ymonuaHuto: 30

NHTepBan, uepes KoTopbih Kagpbl LLDP nepegatotca oT UMeHH
3TOro areHta LLDP.

Tx Hold

KpaTkuit 0630p: Lienoe uncno ot 2 go 10
3HaueHue nNo ymonuaHuto: 4

3HaueHue 3TOro NnapameTpa, byayun yMHOXKEHHbIM Ha
napameTp Tx Interval, onpegenaet Bpems »u3Hu (TTL)
coobuyeruna LLDPDU, To ecTb Bpems, B TeueHWe KOTOPOro
XPaHUTCA MHGOpMaLMA, MONyYeHHan O COCeAHeM YCTPOMICTBE.
@akTrueckoe 3HaueHne TTL MOXHO BbIPa3nTb C MOMOLLbIO
cnepytoLei popmynbi:

TTL = MIN(65535, (Tx Interval * Tx Hold)

Reinit Delay

KpaTkuit 0630p: Lienoe uncno ot 1 go 10
3HaueHue No ymonuaHuo: 2

3apepKKa B ceKyHAax, C TOro MOMEHTa Kak napameTp
Admin Status (aAMUHKUCTPATUBHBIN CTaTyC) KOHKPETHOTO
nopta npuobpeTtaeT 3HaueHMe "OTKIHOUEHO" U A0 NOMbITKK
NOBTOPHOM MHULMANM3ALUM.

Tx Delay

KpaTkuit 0630p: Lienoe uncno ot 1 o 8192
3HaueHue No ymonuaHuto: 2

3apepKKa B CeKyHAax Mexay nocnefoBaTtenbHbIMU
nepenayamu kagpa LLDP, koTopble MHULMKUPYHOTCA
M3MEeHeHWEeM 3HaueHus unu ctaTyca. PekomeHagyemoe
3HaueHWe BblUMCNAETCA NO cneaytoLlein dopmyne:

1 <= txDelay <= (0.25 * Tx Interval)

Hakmute Apply.

RUGGEDCOM ROS Bepcua5.5
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11.2.2 KoHpurypmuposarue LLDP gns Ethernet-nopta

11.2.2 KoHdurypuposaHue LLDP ans Ethernet-nopta

UTtobbl ckoHuUrypupoBsaTtb LLDP ans koHkpeTHoro Ethernet-nopra, caenanTe

cnefyroulee:

1. Nepewnpute B Network Discovery » Link Layer Discovery Protocol » Configure
Port LLDP Parameters. Nosasutca Tabnuua Port LLDP Parameters.

2. Bbibepute noprt. Mosasutca dpopma Port LLDP Parameters.

3. HeobxoaMMmo CKOHMUIYypHUpOBaTb CneayroLmMe napamMeTpbl:

NapameTtp

OnucaHue

Port

KpaTkuit 0630p: 1 to maximum port number
3HaueHue no ymonuaHuto: 1

Homep nopra.

Admin Status

KpaTkuit 0630p: [ rxTx | txOnly | rxOnly | Disabled ]
3HaueHue No yMonuaHuio: rxTx

rxTX: oKanbHbIV areHT LLDP MoXeT nepefasaTb M NPUHUMATb
Kaapbl LLDP uepes nopT.

txOnly: nokanbHbIV areHT LLDP MoXeT TonbKo nepefasatb
Kaapsbl LLDP.

rxOnly: nokanbHbli areHT LLDP MOXeT TONIbKO NpUHUMaTb
kagpbl LLDP.

disabled: nokanbHbIi areHT LLDP He MOXeT HW nepeaaBaTh, HU
npuHUMaTb Kaapbl LLDP.

Notifications

KpaTkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHuto: Disabled

OTkntoueHne yBeAOMNEHUI NPefoTBPaTUT OTNPaBKY
yBEAOMMNEHUIN U FreHepupoBaHWe ONOBeLLEeHWI Ansa
KOHKPETHOro nopTa Mnun oT areHTa LLDP.

4. Haxwmute Apply.

11.2.3 BbiBog rnobanbHOM AMAarHOCTUKKU U pacCblylaeMOn CUCTEMHOMK MHbopMaLMm

UTobbl npocMoTpeTh rnobanbHyto cTaTUCTUKY AnA LLDP 1 cuctemHyto MHdopmMauumio,
KOTOpan paccCblNaeTca COCeAHUM CeTeBbIM YCTPOMCTBaM, nepenante B Network
Discovery » Link Layer Discovery Protocol » View LLDP Global Remote Statistics.
Moseutca chopma LLDP Global Remote Statistics.

B aToM chopme oTobparkaeTcs cnegyrowan MHopMaLma:

MNapameTp

OnucaHue

Inserts

KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

Uuncno onepaumii BCTaBKK 3anmcu B Tabnuuy MHpOpMaLmu o
cocefHuX ycTponcTBax LLDP.

RUGGEDCOM ROS Bepcusa5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

279



WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.2.4 BbiBOf AMATHOCTUKM 4711 COCeAHMX yCTpoKcTB LLDP

NapameTtp OnucaHue

Deletes KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

Uuncno onepauunii yaaneHus 3anncu u3 tabnuubl MHGopMaumm o
cocefHux ycTpomncTeax LLDP.

Drops KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

Uuncno onepauumii yoaneHuns 3anncu M3 tabnuubl MHpopMaumm o
cocefHux ycTporncreax LLDP no npuunHe ncrteueHma nHtepsana
BPEMEHM aKTyanbHOCTM faHHOW MHOpMaLUK.

Ageouts KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295

KonnuecTtBo Bcex oTOpoLLeHHbIx TLV.

11.2.4 BbiBOA AMArHOCTUKU ANA coceaHUX ycTtporcTs LLDP

UTobbl NPOCMOTPETb CTaTUCTUKY ANA COCeaHuUX ycTponcTtBax LLDP, nepengute
B Network Discovery » Link Layer Discovery Protocol » View LLDP Neighbor
Information. Mossutca Tabnuua LLDP Neighbor Information.

B 310l hopme oTobparkaeTca cnefyrowas MHopMauma:

MNapametp OnucaHue

Port KpaTkuit 0630p: 1 to maximum port number

JloKanbHbIM NOPT, CBA3aHHbIN C 3TOM 3aNMCbIO.

ChassisId KpaTtkuit 0630p: CTpoka AnuHoi 45 cumeona(o.)

MHdbopMaumsa ob naeHTUdMKaTope LWaccu, NolyueHHas ot
yOaneHHoro areHTa LLDP.

PortId KpaTkuit 0630p: CTpoka annHoi 45 cumBona(oB)

NHdopmauma ob naeHtTndrkatope nopTa, nonyveHHasa ot
yAaneHHoro arenTa LLDP.

SysName KpaTtkuit 0630p: CTpoka AnuHoi 45 cumeona(o.)

NHdopMauma 0 CUCTEMHOM MMEHW, NONYUYEHHas oT yAaneHHoro
areHTta LLDP.

SysDesc KpaTtkuit 0630p: CTpoka AnuHoi 45 cumBona(oB)

NHdopMaLma 0 CUCTEMHOM JleCKPUNTOPE, MONyUYeHHasa oT
yOaneHHoro areHTa LLDP.

11.2.5 BbiBOA AMarHoctuku ana noprtos LLDP

UTobbl NpoCcMOTpeTb CTaTUCTUKY AnA noptoB LLDP, nepengunte B Network
Discovery » Link Layer Discovery Protocol » View LLDP Statistics. lNosasutca
Tabnuua LLDP Statistics.

B aToM Tabnuue otobparkaetca cneagyrowias MHOPMaUna:

280 RUGGEDCOM ROS Bepcua5.5
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11.3 YnpasneHne SNMP

NapameTtp OnucaHue

Port KpaTkuit 0630p: 1 to maximum port number
Homep nopTa.

FrmDrop KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295
KonunuectBo Bcex oTbpoLueHHbIX KagpoB LLDP.

ErrFrm KpaTtkuit 0630p: Lienoe uncno ot 0 fo 4294967295
KonunuectBo Bcex NpuHATbIX coobiieHni LLDPDU c
0BHapyXMMbIMU OLLIMDKaMM.

FrmIn KpaTtkuit 0630p: Lienoe uncno ot 0 fo 4294967295
KonnuectBo Bcex NpUHATLIX coobLueHui LLDPDU.

FrmOut KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295
KonnuecTtBo Bcex nepefaHHbix coobuieHunid LLDPDU.

Ageouts KpaTtkuit 0630p: Lienoe uucno ot 0 fo 4294967295
Uuncno onepauui yoaneHus MHMOOPMaLKUK O COCEAHUX YCTPOMUCTBAX
13 6a3bl MIB yaaneHHoM cucteMbl LLDP 13-3a UcTeueHUsi BpeMeH#u
TalMepa txinfoTTL.

TLVsDrop KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295
KonunuecTtBo Bcex oTOpOLLEeHHbIX TLV.

TLVsUnknown KpaTtkuit 0630p: Lienoe uncno ot 0 fo 4294967295
KonnuectBo Bcex TLV, NpUHATbIX Ha A@HHbIM NOPT, KOTOpble He
BblnK pacno3HaHbl NoKanbHbIM LLDP-areHTOM.

11.3 YnpasneHune SNMP

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

RUGGEDCOM ROS nopaeprkuBaet Bepcun 1, 2 1 3 NpOCTOro NpoToKona
ceteBoro ynpasneHus (SNMP), nHaue umernyemble SNMPv1, SNMPv2c u SNMPv3
cooTtBeTcTBeHHO. SNMPV3 obecneunBaet be3onacHbli 4OCTYN K YCTPOMCTBAM
NocpeacTBOM COUETaHUA ayTeEHTUMKALMKN U LM POBAHUA NAKETOB MO CETH.
OyHKUKMKM Be30MacHOCTM AN1s 3TOr0 NPOTOKOA BKOUALOT:

DyHKUMA OnucaHue
LlenocTtHocTb YpocTtoBepseT, uTo nakeT He Bbin U3MEHEH BO BpeMsa nepefaun.
coobuieHni
AyTeHTUdUKauMA | OnpepenseT, NonyyeHo M coobLleHne U3 LOMYCTUMONO UCTOUHMKA.
LncdposaHue LLncbpyeT conepkMmoe naketa, utobbl NpefoTBPaTUTL €ro MPOCMOTP
HeCaHKLMOHMPOBAHHbIM UCTOUHUKOM.

SNMPv3 obecneunBaet mogenun 6e30nacHOCTM U ypOBHM Be30NaCcHOCTH.
Mopenb 6€30MacHOCTM — 3TO HACTPOMKa CTpaTernu ayTeHTUdUKaLMK Ans
nofib3oBaTeNs U rpynnbl, B KOTOPOM OH HaxoaMuTCA. YpoBeHb be3onacHoOCTY —
3TO JOMYCTUMbIN ypoBeHb Be3onacHocTn B mogenu besonacHoctu. KombuHauums
mopenu 6e30nMacHOCTM M YPOBHA onpeaensieT, Kakon MexaHn3m 6e3onacHoCcTH
ncnonb3yetca npu obpaboTke naketa SNMP.
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11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

Mepen kKoHpUrypupoBaHmem SNMPv3 obpaTtuTe BHUMaHWe Ha cnegytoLlee:
* Kaxabli nonb3oBaTenb NPUHAANEXUT K rpynne

* [pynna onpepenaeTt NOAUTUKY AOCTynNa ANA OnpeaeneHHon rpynnbl
nofib3oBaTenem

* [lonutuka focCTyna onpegensert, K KakuMm obbektam SNMP MOXHO nonyumnTtb
poctyn (Hanpumep, uTeHue, 3aMncb U CO34aHWe yBELOMIEHUI)

e [pynna onpepensaeT CNUCOK YBEAOMMNEHUI, KOTOPbIE MOTYT NoMyuaTb ee
nonb3oBaTenu

e [pynna Takxe onpegensaeTt moaenb 6€30NacHOCTM M ypoBeHb BesonacHoOCTH Ans
CBOMX NoJib30BaTeneu

Ona SNMPv1 1 SNMPv2c moxeT BbiTb CKOH(PUIyprMpOBaHa CTpoKa coobLuecTBa.
CTpoKa CoMoCTaBnAeTCA C rpynnoi U ypoBHEM JOCTyMNa C MOMOLLbH UMEHH
BesonacHoCTH, KOTOpOoe KoHUrypupyetca kak User Name.

11.3.1 Mopnepixkka 6a3bl UHTepdeica ynpasnenus (MIB) SNMP

RUGGEDCOM ROS nopaep’KMBaeT pa3NnuHble cTaHAapTHble 6a3bl MIB,
nponpuetapHble 6azbl RUGGEDCOM MIB u 6a3bl MIB BO3MOXXHOCTeM areHTa ans
NpocToro npoTtokona ceteBoro ynpasneHua (SNMP).

11.3.1.1 NoppepxvBaemblie ctTaHaapTHbie MIB

RUGGEDCOM ROS nopaep»kvMBaeT cnegytolime ctaHgapTHble 6asbl MIB:

A 3AMETKA

B sToM pasgene nepeuncneHsl Bce 6a3sbl MIB, nogaepxxuaemble RUGGEDCOM
ROS, 1 OH NPMBOAMNTCA UCKITKOUMTENBHO B KauecTBe CMPaBOYHON MHDOPMaLMH.
MNopaep’kKa oTAeNbHbIX YCTPONCTB MOXET OT/IMUATbLCA.

* BRIDGE-MIB

[na nonyyeHua AONONHUTENbHOM MHOpMaLmu cM. "BRIDGE-MIB".
* IEC-62439-3-MIB

[nA nonyyeHna ONONHUTENbHOM MHGOPMaumu cMm. "IEC-62439-3-MIB".
* |EEEC37-238-MIB

[nA nonyyeHua ONONHUTENbHOM MHGOpPMaumu cMm. "IEEEC37-238-MIB".

* IF-MIB
[nA nonyyeHua ONONHUTENbHOM MHOPMaumu cMm. "IF-MIB".
 |IP-MIB

[nA nonyyeHua ONONHUTENbHOM MHOPMaumu cMm. "IP-MIB".
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LLDP-MIB
AnA nonyyeHua ONONHUTENbHOM MHOPMaunn cMm. "LLDP-MIB".
Q-BRIDGE-MIB
AnAa nonyueHua AONONHUTENbHOM MHOPMaumn cM. "Q-BRIDGE-MIB".
RMON-MIB
[na nonyuyeHna AONONHUTENbHOM MHGOopMaumn cM. "RMON-MIB".
RS-232-MIB
[nA nonyyeHna AONONHUTENBHOM MHGOPMaumu cM. "RS-232-MIB".
RSTP-MIB
[nA nonyyeHna ONOAHUTENbHOM MHGOPMaumu cM. "RSTP-MIB".
SNMP-FRAMEWORK-MIB
[nA nonyueHua 4ONOAHUTENbHOM MHGBOpMaunn cM. "SNMP-FRAMEWORK-MIB".
SNMP-USER-BASED-SM-MIB
[nAa nonyyeHua gononHUTeNnbHOM MHdopmMaumm cM. "SNMP-USER-BASED-SM-
MIB".
SNMPv2-MIB
[nAa nonyyeHua AONONHUTENbHOM MHOpMaLmn cM. "SNMPv2-MIB".
SNMP-VIEW-BASED-ACM-MIB
[na nonyuyeHua AONONHUTENbHOM MHOopMaLmu cM. "SNMP-VIEW-BASED-ACM-
MIB".
TCP-MIB
[nA nonyyeHua AONONHUTENBHOM MHGOPMaunu cm. "TCP-MIB".
UDP-MIB
[nA nonyyeHna ONONHUTENbHOM MHGOPMaunu cm. "UDP-MIB".
BRIDGE-MIB
Ipynna/O6bekT OnucaHue

pynna: dot1dBaseBridgeGroup
O6bekT: dot1dBaseBridgeAddress

[octyn: TonbKo ANA uTeHms
CuMHTaKcuueckas cTpyKtypa: Hex-String
UpeHTudpmkatTop obbekra: .1.3.6.1.2.1.17.1.1.0

OnpepeneHune: MAC-agpec, Mcnonb3yeMblii MOCTOM B TexX Cyuasx, korga
TpebyeTca obecneunTb 04HO3HAUHOCTb. PeKOMeHAyeTCA MCNoNb30BaTh
[ONA 3TOr0 UMCNIEHHO MeHbluee 3HaueHne MAC-agpeca cpeau Bcex
noptoB MocTta. OgHaKo TpebyeTca NuLLb YHUKANbHOCTb 3HaueHus. Mpu
KOHKaTeHauuu ¢ dot1dStpPriority obpasyeTca yHWKanbHoe 3HaueHue
Bridgeldentifier, ucnonb3yemoe B NpOTOKONE CBSA3YHOLLErO iepeBa.

pynna: dot1dBaseBridgeGroup

Trap-yBepomnenue: dot1dBaseNumPorts

RUGGEDCOM ROS Bepcusa5.5
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[octyn: TonbKo ANA uTeHms
CUHTaKCcHuecKas CTpyKTypa: Integer

UpeHTudmkatop obbvekra: .1.3.6.1.2.1.17.1.2.0
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pynna/O6bekT

OnucaHue

OHPEAGHEHMGZ Uucno NOPTOB, KOHTPOJIMPYEMbIX fdHHbIM MOCTOM.

Ipynna: dot1dBasePortGroup

Trap-yBepomneHue: dot1dBasePort

[octyn: TonbKo Ans uteHms
CuMHTaKcuuecKan CTpyKTypa: Integer
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.1.4.1.1.1

Onpep,eneHMe: Homep nopTa, AnAa KOTOPOro 3Ta 3annucCb COAEPXKHUT AaHHbIE
ynpaBJieHNA MOCTOM.

Ipynna: dot1dBasePortGroup

Trap-yBepgomneHue: dot1dBasePortCircuit

[octyn: TonbKo Ans uteHms
CMHTaKcuuecKkan cTpyKtypa: MoeHTudrkaTop obbekTta
UpeHTtudukatop obvekra: .1.3.6.1.2.1.17.1.3.1

OnpepeneHue: [insA nopTa, KOTOPbIKM (NOTEHLUMANbHO) UMEET TaKoe e
3HaueHue dot1dBasePortlfindex kak y Apyroro nopta B TOM e MOCTY. 3TOT
0DbEKT COAEPXUT UMA 3K3eMNspa oObekTa, yHUKaNbHOe Afif 3TOro noprta.
Hanpumep, B cnyuae Korga MHOXeCTBO MOPTOB, B3aMMHO-OHO3HAUHO
COOTBETCTBYET BUPTyalbHbIM YCTPOMCTBaM X.25, 3T0 3HaueHne MoxeT
yKa3blBaTb (HanpuvmMep, NepBbiit) 3k3eMnnAp obbekTa, CBA3aHHOIO C
BMPTYaNibHbIM YCTPOMCTBOM X.25, COOTBETCTBYOLMM 3TOMY nopTy. [ina
nopTa, UMetLLEero yH1KanbHoe 3HaueHue dot1dBasePortlfindex, atoT
0b6beKT uMeeT 3HaueHne {00 }.

Ipynna: dot1dBasePortGroup

Trap-yBegomneHue:
dot1dBasePortDelayExceededDiscards

®yHkuuoHan areHrta: RC-BRIDGE-MIB-AC

[ocTtyn: TonbKo ANA uTeHuns

CuHTaKcuueckas cTpyktypa: Counter32
UneHTucpukatop obbvekra: .1.3.6.1.2.1.17.1.4.1.4.1

OnpepgeneHune: Uucrno Kafpos, OTOPOLLEHHBIX 3TUM MOPTOM MO

NpUUMHe N3BbITOUHOW 3aAEPKKU NpH Nepeaaue yepes MocT. CueTumk
MHKPEMEHTUPYETCA NPOo3paUuHbIMK MOCTaMKU U MOCTaMK C MapLUpyTHU3aLmMen
OT UCTOUHMKA.

MpumeuaHune
KoMMyTaTopy He 3BeCTHO 3HaueHKe 3Toro obbekTa. B oTBeT Ha 3anpoc
GET byaet Bo3BpalleHO HyneBoe 3HaueHHue.

pynna: dot1dBasePortGroup

Trap-yBepomneHue: dot1dBasePortlfindex

[ocTyn: TonbKo AnA uteHus
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.1.4.1.2.1

OnpepeneHue: 3HaueHuWe 3k3emnnsapa obbekTa ifindex, onpeneneHHoro B
IF-MIB, anA COOTBETCTBYHOLLEFO 3TOMY MOPTY UHTEpPdENCa.

pynna: dot1dBasePortGroup

Trap-yBepomneHue:
dot1dBasePortMtuExceededDiscards

[octyn: ToNbKO ANA UTeHKUA
CuHTaKcnueckas ctpyktypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.1.4.1.5.1

OnpepeneHue: Yncno Kagpos, OTOPOLLEHHbIX 3STUM NMOPTOM MO NpUUKHE
13bbITOuHOro pasmepa. CUETUMK MHKPEMEHTUPYETCA NMPO3pPauHbIMK
MOCTaMu 1 MOCTaMM C MapLUpyTM3aLMei OT UCTOUHHMKA.

pynna: dot1dBaseBridgeGroup

Trap-yBepomnenue: dot1dBaseType
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[ocTyn: TonbKo AnA uteHus
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.1.3.0

Onpep,eneHMe: YKa3blBaeT, Kakom T1n MapLwpyTHU3aunu MOXET BbIMOJIHATb
3TOT MOCT. Ecnin moct CbaKTMLIECKM BbIMONMHAET onpep,eneHHblﬁ T™n

RUGGEDCOM ROS Bepcua5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02



WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

MapuwpyTnsauuu, 3aTo 0603HauaeTcs 3aNUCAMU B Ta6nmue nopToB AJA
AAaHHOro Tuna.

pynna: dot1dStpBridgeGroup

Trap-yBegomneHue:
dot1dStpBridgeForwardDelay

®yHkuuoHan areHta: RC-BRIDGE-MIB-AC
[octyn: [InA uteHMA 1 3anucu

CuMHTaKcuuecKkan cTpyKTtypa: Integer
UneHTudpukatTop obbekra: .1.3.6.1.2.1.17.2.14.0

OnpepeneHue: 3HaueHWe, KOTOPOe BCE MOCTbI MCMOMb3YHOT B KauecTse
ForwardDelay, korga mocT paboTaeT B kauecTBe KOpHeBOro. OTMeTHM,
uto 802.1D-1998 3agaeT NnpuBA3KY AMana3oHa Afs 3TOro napamerpa K
3HaueHwuto napametpa dot1dStpBridgeMaxAge. [IMCKPeTHOCTb ANs 3TOro
Tarimepa ycTaHoBneHa ctaHgaptom 802.1D-1998 B 1 cek. AreHT MoxeT
BO3BpalLaTtb owmnbky badValue npu nonbiTke yCTaHOBUTb HELLENOE UMCIO
CeKyHa,.

MpumeuaHune
3HaueHwue 3Toro obbeKTa oKpyrnaeTca Ao bnukanwero umcna Aecarbix
Jonen cekyHabl.

Ipynna: dot1dStpBridgeGroup

Trap-yBepomneHue:
dot1dStpBridgeHelloTime

dyHkumnoHan areHta: RC-BRIDGE-MIB-AC
[octyn: [ina uteHnA 1 3anucu

CuMHTaKcuuecKan cTpyKrypa: Integer
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.17.2.13.0

OnpepeneHune: 3HaueHWe, KOTOPOE BCE MOCTbI UCMOMNb3YHOT B KauecTee
HelloTime, koraa MocT paboTaeT B KauecTBe KOpHeBOro. [IMCKPeTHOCTb
[nA 3TOro Taimepa ycraHoBneHa ctaHaaptoM 802.1D-1998 B 1 cek. AreHT
MOXeT BO3BpaLlaTb olwMbKy badValue npu nonbiTke yCTaHOBUTb Helenoe
UMCNO CEKYHA.

NpumeuaHue
3HaueHwWe 3Toro obbeKTa OKpyrnAeTcs Ao bnvkanwero uMcna AecsaTbix
Jonen cekyHabl.

pynna: dot1dStpBridgeGroup
Trap-yBepgomneHue: dot1dStpBridgeMaxAge

®yHkuuoHan areHrta: RC-BRIDGE-MIB-AC
[octyn: [InAa uteHMA 1 3anucu

CMHTaKcuuecKan cTpyKTypa: Integer
UneHTtudpukatop obbekra: .1.3.6.1.2.1.17.2.12.0

OnpepeneHue: 3HaueHWe, KOTOPOe BCE MOCTbI MUCMOMb3YHOT B KauecTse
MaxAge, Koraa MocT paboTaeT B KauecTBe KopHeBoro. OTMeTUM, UTo
802.1D-1998 3agaeT npMBA3KY AMana3oHa AnA 3Toro napameTpa K
3HaueHuto napametpa dot1dStpBridgeHelloTime. OuckpeTHOCTb ANA 3TOro
Tarimepa ycTaHoBneHa ctaHgaptom 802.1D-1998 B 1 cek. AreHT MoXeT
BO3BpalLaTtb owmnbky badValue npu nonbiTke yCTaHOBUTb HELLENOE UMCIO
CeKyHa,.

MpumeuaHune
3HaueHwue 3Toro obbeKTa oKpyrnaeTca Ao bnuxKanero umcna Aecarbix
Jonen cekyHabl.

Ipynna: dot1dStpBridgeGroup

Trap-yBepomneHue:
dot1dStpDesignatedRoot
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Joctyn: TonbKko ANA uTeHuA

CuHTaKcuueckas cTpykTypa: Hex-String

UpeHTudukatTop obbvekra: .1.3.6.1.2.1.17.2.5.0
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pynna/O6bekT

OnucaHue

OnpepeneHue: VaeHTU(MKATOP MOCTa, ClYKaLLero KOPHEM CBS3YHOLLEro
[lepeBa, onpeaeneHHbli NPOTOKONOM STP, BbIMOMHAEMbIM Ha 3TOM y3ne.
3TO 3HaUeHWe UCMOMNb3yeTCsA KaK NapaMeTp KOPHEBOIrO UAEHTUMKATOPA
BO BCEX KOH(UTYPALMOHHbIX BIOKaxX MPOTOKOJbHbIX AaHHbIX MOCTa,
CO3[1aBaeMbiX 3TUM Y3/IOM.

pynna: dot1dStpBridgeGroup
Trap-yBepomneHue: dot1dStpForwardDelay

[ocTtyn: TonbKo Ans uteHms
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.2.11.0

OnpepeneHue: 370 3HaueHUe (B COTbIX LONAX CEKYHAbI) 3a4aeT Kak
BbICTPO MOPT MeHsET cBOe cocToAHWe STP npu nepexofe B HanpaBneHWK
K cocTtosHuto Forwarding. 3HaueHue onpefensiet BpemMs npebbiBaHUsA
nopTa B KaXoM M3 COCTOSIHMMI Listening v Learning, npeaLLecTByOLLMX
cocTosAHuto Forwarding. 310 3HaueHMe UCNONb3yeTCA TakXKe B Clyyae
obHapyXeHWs NPOUCXOAALLEH CMEHbI TOMOMOMUHK, UTObbI "cocTapuTb”
BCE IMHaMWUeCcKu1e 3anuncu B base faHHbIX Nnepecbinki. [OTMeTUM, uTo
3TO 3HaUEeHUWe ABNAETCA OQHWM U3 TeX, KOTOPble 3TOT MOCT UCNOMb3yeT B
HacToALMI MOMeHT B oTnuume ot dot1dStpBridgeForwardDelay, ¢ KoTopbiM
3TOT W BCe ApYyrve MOCTbl HauMHatOT PaboTy, Korga MoCT CTaHOBUTCA
KOpHEBbIM. ]

pynna: dot1dStpBridgeGroup

Trap-yBepomneHue: dot1dStpHelloTime

[octyn: Tonbko Ans uteHms
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudumkatop obbekra: .1.3.6.1.2.1.17.2.9.0

OnpepeneHue: HTepBan Mexay nepefavei KOHPUrypaLMOHHbIX HOKOB
MPOTOKOJNbHbIX AAaHHbIX MOCTa uepes Nroboi NopT JaHHOrO MOCTa, KOrAa OH
ABNAETCA MIU NbITAETCS CTaTb KOPHEM CBSA3YHOLLEro AepeBa (B COTbIX AOMAX
CeKyHAbl). 3TO 3HaUeHWe, UCMONb3yeMOE MOCTOM B IaHHbIA MOMEHT.

pynna: dot1dStpBridgeGroup
Trap-yBepomneHue: dot1dStpHoldTime

[ocTtyn: TonbKo Ans uteHms
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.2.10.0

Onpep,enelme: 3TO 3HaueHue onpegendeTr UHTepBall (B COTbIX AonAx
CEKyH,ClbI), B TeYeHHe KOTOPOro AaHHbIM Yy3/10M AOM>KHO nepenaBaTbCA He
bonee OBYyX KOHqZ)VIpraLI,VIOHHbIX 6nokoB NMPOTOKOJIbHbIX AdHHbIX MOCTa.

pynna: dot1dStpBridgeGroup
Trap-yBepomneHue: dot1dStpMaxAge

[octyn: TonbKo Ans uteHus
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.17.2.8.0

OnpepeneHune: MakcuManbHbIM Bo3pacT MHdopMaLmu npotokona STP,
nony4YeHHOMN U3 CeTH Ha NtoBOM NOpPTY, NO LOCTUXKEHUU KOTOPOTO AaHHble
oTOpacbiBatoTCs (B COTbIX LONAX CEKYHAbI). ITO 3HAUEHUE, UCMONb3yeMoe
MOCTOM B A@HHbIA MOMEHT.

pynna: dot1dStpPortGroup
Trap-yBepomneHue: dot1dStpPort

[ocTtyn: TonbKo Ans uteHms
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.2.15.1.1.1

Onpep,enelme: Homep nopTa, ANAd KOTOPOro 3Ta 3annucCb COAEPXHUT AaHHbIE
ynpasBJZiIEHNA NPOTOKOJIOM CBA3YHOLLErO AepeBa.

pynna: dot1dStpPortGroup

Trap-yBegomneHue:
dot1dStpPortDesignatedBridge
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[ocTtyn: TonbKo Ans uteHms
CMHTaKcuueckas cTpyKTtypa: Hex-String
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.2.15.1.8.1

RUGGEDCOM ROS Bepcua5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02



WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepgeneHue: VaeHTU(MKAaTOp MOCTa, KOTOPbIM AaHHbIM NOPT cunTaeT
BblZeNeHHbIM MOCTOM /i1 CerMeHTa JaHHOro nopTa.

pynna: dot1dStpPortGroup

Trap-yBegomneHue:
dot1dStpPortDesignatedCost

[ocTtyn: TonbKo Ana uteHms
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.2.15.1.7.1

Onpep,enelme: CronmocTb NyTn BblAEJTEHHOI O NOpTa AJiIA CerMeHTa,
NOAKNMKOUEHHOIo K JaHHOMY NOPTY. 37O 3HaueHue CpaBHMBAETCA C NOJIEM
CTOMMOCTHM KOPHEBOTIO TpaKTa B MOYYEHHDbIX bnokax NPOTOKOJIbHbIX
AaHHbIX MOCTa.

pynna: dot1dStpPortGroup

Trap-yBegomneHue:
dot1dStpPortDesignatedPort

[octyn: TonbKo Ans uteHus
CMHTaKcuueckas cTpyKTtypa: Hex-String
UpeHTudukatop obvekra: .1.3.6.1.2.1.17.2.15.1.9.1

Onpep,eneHMe: MJJ,EHTVIqZ)VIKaTOp nopTa BbiAE€NNEHHOIO MOCTa AJ1A4 CerMeHTa
AaHHOro nopTa.

pynna: dot1dStpPortGroup

Trap-yBegomneHue:
dot1dStpPortDesignatedRoot

[ocTtyn: Tonbko Ans uteHus
CMHTaKcuueckas cTpyKTtypa: Hex-String
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.2.15.1.6.1

Onpep,enelme: YHUKanbHbIN VI,EI,eHTM(*)VIKaTOp MOCTa, 3alMMCaHHOro B
KayecTBe KOPHEBOIo B KOHCt)VIpraLI,VIOHHbIX brokax NPOTOKOJIbHbIX AAHHbIX
MOCTa, nepefaBaeMbiX BblAeNNIEHHbIM MOCTOM A1 CerMeHTa, K KOTOPOMY
NOopT NOAKMHOUEH.

pynna: dot1dStpPortGroup
Trap-yBepomneHue: dot1dStpPortEnable

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.2.15.1.4.1

OnpepeneHue: Ctatyc nopTta enabled/disabled (BkntoueH/oTkNrOUEH).

pynna: dot1dStpPortGroup

Trap-yBegomneHue:
dot1dStpPortForwardTransitions

[ocTtyn: TonbKo Ans uteHus
CuUHTaKcHueckas cTpykTypa: Counter32
NpeHTtudumkatop obvekra: .1.3.6.1.2.1.17.2.15.1.10.1

OnpepeneHune: Yucno nepexofoB AaHHOTO NOpTa U3 COCTOAHMSA Learning B
coctosiHue Forwarding.

pynna: dot1dStpPortGroup
Trap-yBepomneHue: dot1dStpPortPathCost

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudukatop obvekra: .1.3.6.1.2.1.17.2.15.1.5.1

OnpepeneHue: Bknag AaHHOro nopTa B CTOMMOCTb MYTHU K KOPHIO

STP uepes sto1 nopt. 802.1D-1998 pekoMeHAyeT N0 yMONUaHUIO
MCcnonb3oBaTh 3HaUeHWe, 0bpaTHO NPONOPLMOHANbHOE CKOPOCTH
noakntoueHHon JIBC. HoBbIM peanusauunsam cnefyeT Nogaep>KuMBaTh
dot1dStpPortPathCost32. Ecnm cTOMMOCTb NyTH uepe3 NOpPT NPEeBOCXOAUT
MaKCMManbHoe 3HaueHue Ans 3Toro obbekTa, 06beKTy cnefyeT Bo3BpallaTbh
MaKcMManbHoe 3HaueHue 65535. Ecnv gaHHbIM 0ObeKT BO3BpallaeT
MaKCMManbHOe 3HaYeHne, MPUNOXKEHUIO CefyeT BbIMOMHUTb UTeHHe
obbekTa dot1dStpPortPathCost32.

pynna: dot1dStpPortGroup
Trap-yBepgomneHue: dot1dStpPortPriority
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®yHkuuoHan areHrta: RC-BRIDGE-MIB-AC

[octyn: [InAa uteHMA 1 3anucu

CMHTaKcuuecKan cTpyKTypa: Integer
UpeHTtudpukatop obbekra: .1.3.6.1.2.1.17.2.15.1.2.1
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pynna/O6bekT

OnucaHue

OnpepeneHue: 3HaueHWe NONsA NPUOPUTETA, COAEPKALLErOCA B MEPBbIX

2 okTeTax uaeHTUdMKaTopa nopTta. OcTanbHble OKTETbI MAeHTUdUKATOPA
nopta 3agatoTca 3HaueHuemM dot1dStpPort. ina MmocToB ¢ noaaepxkon IEEE
802.1t unu IEEE 802.1w gonyctumbl 3HaueHuA ot 0 go 240 c warom 16.

NpumeuaHune
CornacHo RFC 4188 gonycTMMble 3HaUeHUA AN1A 3TOro obbekTa COCTaBNAOT
ot 0 go 240 c warom 16.

Ipynna: rstpPortGroup

Trap-yBepomneHue:
dot1dStpPortProtocolMigration

[octyn: [InAa uteHMA 1 3anucu
TruthValue
UneHTupukatop obbekra: .1.3.6.1.2.1.17.2.19.1.1

OnpepeneHue: MNpu paboTe B pexxume RSTP (Bepcusi 2) 3anWcCb 3HaUEHUSA
true(1) ona 3Toro obbeKTa NPUBOAWT K MPUHYAUTENBHOM Nepefaue

3TWM NOpTOM 6510Ka NPOTOKONbHbIX AaHHbIX MocTa RSTP. Mobana gpyras
onepawuusa € 3TMM OOBEKTOM He OKa3biBaET HUKAKOro BAMAHKUA 1 BCerga
BO3BpalllaeT 3HaueHue false(2) npu uteHuu.

pynna: dot1dStpPortGroup
Trap-yBegomnenue: dot1dStpPortState

[octyn: TonbKo ANA uTeHuns
CUHTaKCcHueckas CTpykTypa: Integer
UpeHTtUdpukatop obbekra: .1.3.6.1.2.1.17.2.15.1.3.1

OnpepeneHue: Tekyllee COCTOSHUE NOPTa, ONpefeneHHoe NMPUNOXKEHUEM
STP. 370 cocTosfiHWE onpefensieT 4eUCTBMA NOPTa NpU NOlyUeHUH Kagpa.
Mpu 0bHapyxeHMK HepaboTocnocobHOro NopTa MOCT yCTaHaBNMBaeT

[na Hero coctoAHue broken(6). [ns oTKNOUEHHbIX MOPTOB (CM.
dot1dStpPortEnable) 3ToT 06beKT MMeeT 3HaueHwue disabled(1).

pynna: dot1dStpBridgeGroup
Trap-yBepomneHue: dot1dStpPriority

OyHKkumnoHan areHTta: RC-BRIDGE-MIB-AC
[octyn: [inA uTeHnA 1 3anucu

CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.2.2.0

OnpepeneHue: 3HaueHWe paspeLLeHHOM Ans 3an1cKk YacTm
naeHTUMKaTopa MocTa (T. e. nepBble 2 OKTETa 8-OKTETHOO
naeHTUMKaTopa MocTa). lNocnegHue 6 OKTETOB UAEHTUdUKATOPA

MOCTa 3agaHbl 3HaueHreM dot1dBaseBridgeAddress. Ha mocTax,
noaaepxusatowwimx IEEE 802.1t unu IEEE 802.1w, pa3peLueHbl 3HaueHusa ot
0 no 61440 c warom 4096.

MNpumeuaHue
CornacHo RFC 4188 gonycTMMble 3HaueHuA Ana 3Toro obbekta coctaBnAOT
ot 0 go 61440 c warom 4096.

Ipynna: dot1dStpBridgeGroup

Trap-yBegomneHue:
dot1dStpProtocolSpecification

[ocTyn: TonbKo AnA uteHus
CUHTaKCHuecKasn CTpyKTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.2.1.0

OnpepeneHue: MHAMKaLMA UCNONb3yeMOW Bepcum npoTokona STP.
3HaueHue decLb100(2) yka3sbiBaeT npotokon DEC LANbridge 100 STP.
Peanusaumu IEEE 802.1D byanyT Bo3BpaLlaTh 3HaueHuWe ieee8021d(3). MNpu
BbiMycKe B OyayLllemM HOBbIX Bepcuit npoTokona |IEEE STP, He coBMeCTUMbIX
C TeKyLLeW Bepcuen, BynyT onpeaeneHbl HOBble 3HAUEHMA.

Ipynna: dot1dStpBridgeGroup

Trap-yBepgomneHue: dot1dStpRootCost
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[ocTyn: TonbKo AnA uteHus

CHHTaKcuueckan CTpyKTypa: Integer
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pynna/O6bekT

OnucaHue

UpeHTudpukatop obbekra: .1.3.6.1.2.1.17.2.6.0

OnpepgeneHune: CTOMMOCTb MYTU K KOPHHO CO CTOPOHbI 3TOFO MOCTA.

pynna: dot1dStpBridgeGroup
Trap-yBegomnenue: dot1dStpRootPort

[octyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKas CTpyKTypa: Integer
UpeHTudpukatop obbvekra: .1.3.6.1.2.1.17.2.7.0

OnpepeneHune: Homep nopTa, KOTOPbIM NpeanaraeT caMbli AeLleBbli NyTb
OT AA@HHOrO MOCTa K KOPHEBOMY MOCTY.

pynna: dot1dStpBridgeGroup

Trap-yBepomneHue:
dot1dStpTimeSinceTopologyChange

®dyHKkumnoHan areHTta: RC-BRIDGE-MIB-AC
Joctyn: TonbKko ANA uTeHuA

CuHTaKcuueckas cTpykTypa: Timeticks
UpeHTtudukatTop obbvekra: .1.3.6.1.2.1.17.2.3.0

OnpepeneHune: Bpema (B COTbIX JONAX CEKYHAbI) C MOMEHTA NOCIefHEro
M3MEeHeHUs Tononoruu, obHapyxeHHoro MmoctoMm. [ina RSTP 370 Bpems ¢
MOMeHTa, Korga Taimep tcWhile nroboro 13 nopToB 3TOro MoCTa NPUHAN
HeHyneBoe 3HaueHue.

MpumeuaHue
CornacHo RFV 4188 370 BpemMsi C MOMeHTa, Koraa Tavmep tcWhile ntoboro
M3 NOPTOB 3TOrO MOCTa NPUHSAN HEHYNEBOE 3HaUEHHe.

Ipynna: dot1dStpBridgeGroup
Trap-yBepgomneHue: dot1dStpTopChanges

[ocTyn: TonbKo AnA uteHus
CuHTaKcnueckasn cTpykrypa: Counter32
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.17.2.4.0

Onpepenexue: ObLiee UMCIO U3MEHEHUI TOMONOMUKU, 0BHapYXEHHbIX
3TUM MOCTOM C MOMEHTA nocneaHero cbpoca Mnu MHUUMANM3aL MK
anemMeHTa yrnpaBneHus.

Ipynna: dot1dTpBridgeGroup
Trap-yBepgomneHue: dot1dTpAgingTime

[octyn: [1na uteHnA 1 3anucu
CUHTaKCHuecKasn CTpyKTypa: Integer
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.17.4.2.0

OnpepeneHue: Bpemsa (B cekyHAax) CTapeHUs AMHAaMUUECKU
onpepeneHHon nHdopmaumm o nepecbiike. 802.1D-1998 pekomeHayeT
ncnosnb3osaTtb Mo ymonuaHuto 300 cekyHA.

NpumeuaHue
[lnanasoH gonyCcTMMbIX 3HAUEHWIM OrpaHnueH MHTepBanom oT 15 go 800
cekyHa. HmxHui npegen 15 cekyH ABNAETCA annapaTHbIM OrpaHUUeHUEM.

pynna: dot1dTpFdbGroup
Trap-yBepomnenue: dot1dTpFdbAddress

[octyn: TonbKo Ans uteHms
CMHTaKcuueckas cTpyKTtypa: Hex-String
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.4.3.1.1.148.184.197.5.176.0

Onpepenexue: NHPoOpMaLMa 0 KOHKPETHOM MHANBUAYanbHOM MAC-
appece, AnA KOTOPOro MOCT MMeeT MHOPMaLMIo O Nepecbinke n/nnum
dunbTpaumm.

pynna: dot1dTpFdbGroup
Trap-yBepomneHue: dot1dTpFdbPort
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[ocTtyn: Tonbko Ans uteHus
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.4.3.1.2.148.184.197.5.176.0

OnpepeneHue: 0 UK HOMep MopTa, Ha KOTOPOM bbit 0BHapy»KeH Kaap ¢
aflpecoMm OTMpaBWTENSs, COBMaAatoLLMM CO 3HaUEHUMEM COOTBETCTBYHOLLETO
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

sk3emnnspa dot1dTpFdbAddress. O nokasbiBaeT, UTo HOMep NopTa He
ObIn onpeaeneH, HO y MOCTa UMeeTCs Hekas MHdopMaLums o nepecbinke/
unbTpaumm ans atoro agpeca (Hanpvmep, B dot1dStaticTable).
Pa3paboTunkam peKoMeHyeTcA Ha3HauaTb 3TOMY 06beKTy HOMep nopTa,
KOrfa OH onpepeneH, fa)e ANA afpecoB, y KOTOPbIX COOTBETCTBYOLLIEE
3HaueHue dot1dTpFdbStatus He paBHo learned(3).

pynna: dot1dTpFdbGroup
Trap-yBepomneHue: dot1dTpFdbStatus

[octyn: TonbKo Ans uteHms
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.4.3.1.3.148.184.197.5.176.0

OnpepeneHue: CTaTyc 3TOM 3aMMUCU. KOTOPbIM MOXET NPUHUMATb
3HaueHus:

e other(1) — HX 0AHO W3 NMepeunCIeHHbIX HUXKe. ITO BKItouaeT
CUTyaUMH, Korfa Hekuit apyroi o6bekT MIB (He COOTBETCTBYHOLLMHI
sk3emnnspy dot1dTpFdbPort u He 3anuch B dot1dStaticTable)
ncrnonb3yeTca ANA onpefeneHns nepecbinku Kagpa, HanpaBneHHoro no
appecy 13 cootsetcTBytowero dot1dTpFdbAddress.

e invalid(2) — 3anucb bonblue He NpurogHa (HanpumMep, oHa yxe
yCTapena), HO ellle ocTaeTcs B Tabnuue.

e learned(3) — 3HaueHWe COOTBETCTBYIOLLErO 3K3eMNnApa
dot1dTpFdbPort onpegeneHo n ucnonb3lyercs.

* self(4) — 3HaueHWe COOTBETCTBYHOLLErO 3K3eMNNAPa
dot1dTpFdbAddress npeacraBnsert oguH U3 agpecoB MOCTa.
CootBeTcTBytOLWMM 3k3emnnsap dot1dTpFdbPort nokasbiBaeT, Kakoi K3
MOpPTOB UMeEeT 3TOT afpec.

e mgmt(5) — 3HaueHWe COOTBETCTBYIOLLENO IK3EMMSPa
dot1dTpFdbAddress saBnseTca Takke 3HaUeHWEM UMetoLLLerocs
sk3emnnspa dot1dStaticAddress.

pynna: dot1dTpBridgeGroup

Trap-yBepomneHue:
dot1dTpLearnedEntryDiscards

OyHKkumnoHan areHTta: RC-BRIDGE-MIB-AC
Hoctyn: TonbKo Ana uteHns

CuHTakcnueckas ctpykrypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.4.1.0

OnpepeneHue: ObLee uncno 3anuceit 6asbl AaHHbIX NEPECHINKK, KOTOpble
Bbinn nonyueHbl NyTeM obyueHus, HO OTOPOLLIEHBI MO MPUUMHE HEXBATKK
MecTa B ba3e faHHbIX Nepecbiiku. ECnu 3HaueHWe cueTuMKa pacTerT,

3TO MOKa3bIBaeT perynsapHoe nepenonHeHne 6asbl JaHHbIX NEPEChITKH
(HeraTuBHOE BNUAHME Ha paboTy ceTH). Ecnv 3HaueHHWe cueTumka
[0CTAaTOUHO BENMKO, HO HEe pacTeT, 3TO NOKa3blBaeT, uTo npobnema
nepenosiHeHus bbina BpeMeHHOM.

MNpumeuaHue
KommyTaTopy He M3BeCTHO 3HaueHuWe 3Toro obbekTa. B oTBeT Ha 3anpoc
GET bynet Bo3BpallleHO HyneBoe 3HaueHue.

pynna: dot1dTpGroup
Trap-yBepgomneHue: dot1dTpPort

[ocTyn: TonbKo AnA uteHus
CUHTaKCcHuecKasn CTpyKTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.4.4.1.1.1

OnpepeneHue: Homep nopTa, Ans KOTOPOro 3Ta 3aMNUCb COAEPKUT AaHHble
ynpaBneHus NpPo3pauHbiM MOCTOM.

pynna: dot1dTpGroup

Trap-yBepgomneHue: dot1dTpPortinDiscards
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[ocTyn: TonbKo Ana uteHus
CuHTaKcnueckasn cTpyktypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.4.4.1.5.1
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ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHune: UUCno NpUHATLIX JaHHbIM MOPTOM U3 CBOETO CErMeHTa
KOPPEKTHbIX KapoB, KOTOpble bbinu oTOpoLLEHbI (T. €., OT(UNBTPOBaHbI)
MPOLIECCOM NEPECHIIKU.

pynna: dot1dTpGroup

Trap-yBepomneHue: dot1dTpPortinFrames

[octyn: TonbKo Ans uteHms
CuUHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.4.4.1.3.1

OnpepgeneHune: UKcrno KapoB, NONyUYEHHbIX JaHHbIM MOPTOM W3 ero
cermeHTa. OTMETUM, UTO Kafpbl, MOMyUeHHble Ha COOTBETCTBYHOLLEM
3TOMY NOPTY UHTEpeice, YUUTBIBAOTCA 3TUM OOBEKTOM JIULLb B TOM
Cnyuae, KOrfia OHU OTHOCATCS K NpoToKony, obpabaTbiBaeMOMY NOKanbHOM
(byHKUMEN MoCTa (BKAtOUasA Kaapbl ynpaBineHWa MOCTOM).

pynna: dot1dTpGroup

Trap-yBepomnenue: dot1dTpPortMaxinfo

[octyn: TonbKo Ana uteHms
CuMHTaKcuuecKan CTpyKTypa: Integer
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.4.4.1.2.1

OnpepeneHue: MakcrmanbHbii pa3mep nons INFO (He MAC), koTopbli
3TOT nopT byaeT NpUHUMaTbL U NepeaasaTth.

pynna: dot1dTpGroup

Trap-yBepomneHue: dot1dTpPortOutFrames

[octyn: TonbKo Ana uteHms
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudukatop obbekra: .1.3.6.1.2.1.17.4.4.1.4.1

OnpepeneHune: Yucno KagpoB, NepeaaHHbIX NopTOM B CBOM CETMEHT.
OTMETUM, uTO Kafipbl, NepejaHHble COOTBETCTBYHOLLMM 3TOMY NOPTY
MHTEPENCOM, YUUTBIBALOTCA 3TUM ODBEKTOM NHWLLb B TOM Cllyyae, Koraa
OHM OTHOCATCA K MPOTOKONY, obpabaTbiBaeMOMy NOKanbHOM DyHKLMEN
MocTa (BKtouas Kagpbl ynpaBneHWs MOCTOM).

IEC-62439-3-MIB

Ipynna/O6bekT

OnucaHue

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomneHue: IreCntDuplicateA

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTudpukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.19.1

OnpepeneHune: Uucro 3anucei B MexaHW3Me obHapyXeHWs fybnnKaToB Ha
nopty A, Ans KOTopbIX Hbin NONyUeH OAWH eOUMHCTBEHHbIN AybnuKaT.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomneHue: IreCntDuplicateB

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UpeHTudpukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.20.1

OnpepeneHune: Uucro 3anucei B MexaHW3Me obHapyXeHus fybnnKaToB Ha
nopTy B, Ans KoTopbix b6bi MONyUeH OAUH eUHCTBEHHbIN AybnuKar.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomneHue: IreCntDuplicateC

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTupukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.21.1

OnpepeneHune: Uucro 3anucei B MexaHW3Me obHapyXeHus fybnnKaToB Ha
nopty C, AinA KOTOpbIX Bbif MONyUYeH OAMH eAWHCTBEHHbIV AybnuKar.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: lreCntErrorsA
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[ocTtyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTudpukatTop obbekra: 1.0.62439.2.21.1.1.0.1.1.11.1
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pynna/O6bekT

OnucaHue

OnpepeneHue: Uncno kagpos ¢ ownbkamu, NonyuyeHHbIX Ha 3Tom LRE-
nopty A. UcxogHoe 3HaueHue = 0.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomneHue: lreCntErrorsB

[octyn: TonbKo Ans uteHus
CuHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudumkatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.12.1

OnpepeneHue: Uncno kagpos ¢ ownbkamu, NonyyeHHbIX Ha 3Tom LRE-
nopty B. NcxogHoe 3HaueHue = 0.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomneHue: lreCntErrorsC

[octyn: TonbKo Ans uteHus
CuHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudumkatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.13.1

OnpepeneHue: Uncno Kagpos ¢ ownbkamu, NonyuyeHHbIX Ha MHTepdelice
npunoxeHua DANP unu DANH nnu mexxceteBoM coegnHeHun RedBox.
McxogHoe 3HaueHue = 0.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomneHue: lreCntErrWronglLanA

[ocTtyn: TonbKo Ana uteHms
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudumkatop obbvekra: 1.0.62439.2.21.1.1.0.1.1.5.1

OnpepeneHune: Uncno KagpoB C HeBepHbIM UaeHTUdmnkaTtopoM J1BC,
nosiyyeHHbix Ha LRE-nopty A. UcxopaHoe 3HaueHnue = 0. [pumeHnMo
TonbKo Ana PRP-noptosB.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomneHue: IreCntErrWronglLanB

[ocTtyn: Tonbko Ans uteHus
CuHTaKcHuecKkas cTpykTypa: Counter32
NpeHTudumkatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.6.1

OnpepeneHune: Uncno KagpoB C HeBepHbIM UaeHTUdKKaTopoM J1BC,
nosiyyeHHbix Ha LRE-nopty B. McxogHoe 3HaueHune = 0. [IpUMEHMMO TOJIbKO
ana PRP-noptosB.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: lreCntErrWronglanC

®dyHkuuoHan areHrta: RC-IEC-62439-3-MIB-AC

[ocTtyn: He peann3oBaH

CuHTaKcuueckas cTpyktypa: Counter32
UneHTudukatTop obbekrta: 1.0.62439.2.21.1.1.0.1.1.7.1

OnpepeneHue: Uncno KagpoB C HEBEPHbIM naeHTUdDUKaTopom JIBC,
NONyUeHHbIX Ha MEXCeTEBOM coefiMHeHUHn RedBox. MprMeHUMO TONbKO
anst RedBox HSR B koHwmrypaumu HSR-PRP.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomneHue: IreCntMultiA

OyHkuunoHan areHTa: RC-IEC-62439-3-MIB-AC

[ocTyn: He peann3oBaH

CuHTakcuueckas cTpykrypa: Counter32
UpeHTudukatTop obbvekrta: 1.0.62439.2.21.1.1.0.1.1.22.1

OnpepeneHue: Yucno 3anvcei B MexaHn3Me obHapyxeHus Ayb6nnkaTos Ha
nopTy A, Ans KoTopbix Bbino nonyueHo bonee ogHoro gybnukara.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomneHue: IreCntMultiB

dyHkumnoHan areHTa: RC-IEC-62439-3-MIB-AC

HocTyn: He pean13oBaH

CuHTaKcnueckasn cTpykrypa: Counter32
UpeHTudukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.23.1

OnpepeneHue: Uncrno 3anucen B MexaHu3Me obHapyxeHus ybnukaTos Ha
nopty B, ana koTopbix bbino nonyyeHo bonee ogHoro Aybnukara.

Ipynna: IreStatisticsinterfaceGroup
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dyHKumoHan areHta: RC-IEC-62439-3-MIB-AC
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ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBegomnenue: IreCntMultiC

HocTyn: He pean13oBaH
CuHTaKcnueckasn cTpykrypa: Counter32
UpeHTudukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.24.1

OnpepeneHue: Uncno 3anucen B MexaHu3Me obHapyxeHus ybnukaTtos B
nHTepderce npunoxernma DAN unu mexxceteBoM coegnHeHmmn RedBox, anA
KOTOpbIX H6bINo nonyveHo 6onee ogHoro gybnukara.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: IreCntNodes

[ocTyn: TonbKo AnA uteHus
CUHTaKCcHuecKasn CTpyKTypa: Integer
UpeHTudukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.14.1

OnpepeneHue: Yucno y3n0B B Tabnuue Y3Nno0B.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: lreCntOwnRxA

[ocTyn: TonbKo Ana uteHus
CuHTaKcnueckasn cTpykrypa: Counter32
UpeHTudukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.25.1

OnpepeneHune: Konnuectso Kagpos ¢ Teramu HSR, monyueHHbIX Ha NopTy
A, KOTOpble NOCTYNatoT OT 3TOro ycTpoicTea. Kagpbl NOCTynaroT OT 3T0ro
ycTpowcTBa, ecnn MAC-agpec uctouHunka cosnagaet ¢ MAC-agpecom LRE
unu ecnn MAC-aipec MCTOUHKKa NOsABNAETCS B Tabnuue NpoKcu-y3nos (B
cnyyae peanusauuu). MpumMeHUMo Tonbko ana HSR. UcxopgHoe 3HaueHue =
0.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: lreCntOwnRxB

[ocTyn: TonbKo AnA uteHus
CuHTaKcnueckasn cTpykrypa: Counter32
UpeHTudukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.26.1

OnpepeneHue: KonnuectBo KagpoB ¢ MeTKoi HSR, monyueHHbIX Ha nopTy
B, KoTOpble NocTynatoT OT 3TOro ycTporcTea. Kagpbl mocTynatoT OT 3TOro
ycTpowcTBa, ecnn MAC-agpec uctouHuka cosnagaet ¢ MAC-agpecom LRE
unu ecnn MAC-aipec MCTOUHKKa NOsABNAETCS B Tabnuue NpoKcu-y3nos (B
cnyyae peanusauuu). MpumMeHUMo Tonbko ana HSR. UcxogHoe 3HaueHue =
0.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: lreCntProxyNodes

[ocTyn: TonbKo AnA uteHus
CUHTaKCHuecKasn CTpyKTypa: Integer
UpeHTudukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.15.1

OnpepeneHue: Yncno ysnos B Tabnuue npokcK-y3nos. [IpUMeHnMO TONbKO
nns RedBox. McxogHoe 3HaueHue = 0.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: lreCntRxA

[ocTyn: TonbKo AnA uteHus
CuHTaKcnueckasn cTpykrypa: Counter32
UpeHTudukatTop obbvekrta: 1.0.62439.2.21.1.1.0.1.1.8.1

OnpepeneHune: Uncno Kagpos, noflydeHHbiX Ha LRE-nopTy A. YuuTbiBatoTca
TONbKO Kaapbl C MeTKOM HSR Mnu ocHalleHHble KOHLIEBOM METKOWM
ynpasrneHua pesepsupoBaHrMeM PRP. TakxKe yunTbIBAtOTCA Kafpbl, KOTOpble
HWKyZa He nepecbinatotca (HanpyvmMep, NOTOMY UTO OTNPaBMUTENb Kaapa
HaxoAuTca B Tabnuue NPOKCH-y3n0B). YUMTbIBAOTCS TONbKO Kaapbl,
nonyyeHHble NOMHOCTbIO M 6e3 owmnbok. McxonHoe 3HaveHue = 0.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: lreCntRxB

RUGGEDCOM ROS Bepcusa5.5
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[ocTyn: TonbKo AnA uteHus
CuHTaKcnueckasn cTpykrypa: Counter32
UpeHTudukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.9.1

OnpepeneHune: Uucno Kagpos, nonyveHHbIX Ha LRE-nopTy B. YuntbiBatotca
TONbKO Kaapbl ¢ MeTKOM HSR Mnu ocHalleHHble KOHLLEBOW METKOWM
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

ynpaBneHusi pesepBrUpoBaHWeM PRP. Takke yuWTbIBatOTCA Kaapbl, KOTOpbIe
HWKyZda He nepecbinatoTcs (Hanpumep, NOTOMY UTO OTMpaBUTENb Kaapa
HaxoAWTCs B Tabnuue NpoKCK-y3M0B). YUMTBIBAKOTCA TONbKO Kafpbl,
noslyueHHble NOMHOCTbIO M He3 ownbok. McxogHoe 3HaueHue = 0.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: lreCntRxC

®dyHkuuoHan areHrta: RC-IEC-62439-3-MIB-AC

[ocTtyn: TonbKo ANA uTeHuns

CuHTaKcHueckas cTpykTypa: Counter32
UpeHTtudpukatTop obbekra: 1.0.62439.2.21.1.1.0.1.1.10.1

OnpepgeneHue: Uncno Kagpos C olMbKaMu, NonyUueHHbIX Ha MHTepdelice
npunoxxennsa DANP unu DANH vnu umcno Kagpos, NONYYEHHbIX Ha
MeXceTeBOM coenHeHMU RedBox. YUMnTbIBatoTCA Kafpbl, OCHALLEHHble
KOHLEBOM METKOM ynpaBneHus pesepsrupoBaHiemM PRP unu bes Hee,

unu c MeTkor HSR, Ho He Kagpbl link-local. YuuTbiBaroTcs ToNbKO Kagpsl,
nonyyeHHble NOMHOCTbIO U 6e3 ownbok. McxonHoe 3HaueHue = 0.

MpumeuaHune
YUMTbIBAKOTCA TOSIbKO KaApbl, MOMYyUYEHHbIE Ha NOKaNbHOM MOPTY.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomneHue: lreCntTxA

[octyn: ToNbKO AN1A UTeHKUA
CuHTakcnueckas cTpykrypa: Counter32
UpeHTudukatTop obbvekrta: 1.0.62439.2.21.1.1.0.1.1.2.1

OnpepeneHune: Uncno Kagpos, oTnpaBsneHHblx uepes LRE-nopT A, KoTopble
ABNAOTCA KagpaMu ¢ MeTKoM HSR nnu ocHalleHbl KOHLEBOM METKOM
ynpasneHua pesepsupoBaHremM PRP. YunTbiBatoTCA TONbKO Kafpbl C METKOK
HSR 1nu ocHalleHHble KOHLEBOW METKOW ynpaslieHUA pe3epB1MpoBaHNeM
PRP. Kagpbl, oTbpoLleHHble BO BpeMsA nepefayun, He yUnTbiBatoTCA.
McxopgHoe 3HaueHue = 0.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomnenue: lreCntTxB

[octyn: TofbKO ANA UTeHUA
CuHTakcuueckas cTpykrypa: Counter32
UpeHTudukatTop obbvekrta: 1.0.62439.2.21.1.1.0.1.1.3.1

OnpepeneHune: Uncno Kagpos, oTnpasneHHbix uepes LRE-nopT B, KoTopble
ABNAOTCA KagpaMu ¢ MeTKoM HSR nnu ocHalleHbl KOHLEBOM METKOM
ynpasneHua pesepsupoBaHremM PRP. YunTbiBatoTCA TONbKO Kafpbl C METKOK
HSR 1nu ocHalleHHble KOHLEBOW METKOW ynpaslieHUA pe3epB1MpoBaHneM
PRP. Kagpbl, oTbpoLleHHble BO BpeMsA nepefayun, He yUnTbiBatoTCA.
McxopgHoe 3HaueHune = 0.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomneHue: lreCntTxC

dyHKkumnoHan areHTa: RC-IEC-62439-3-MIB-AC

[ocTyn: TonbKo AnA uteHus

CuHTaKcnueckasn cTpyktypa: Counter32
UpeHTudukatTop obbvekrta: 1.0.62439.2.21.1.1.0.1.1.4.1

OnpepeneHue: Uncno KagpoB., OTNPaBeHHbIX Ha MHTEPGENC MPUIOXKEHNA
DANP vnu DANH unu uepes MexceteBoe coeguHeHue RedBox.
YumnTbIBatOTCA Kafpbl, OCHaLLLEHHble KOHLLEeBOW METKOM ynpaBneHus
pe3epBupoBaHueM PRP unu 6e3 Hee, unu c metkon HSR, HO He Kaapsl
link-local. Kagpbl, 0TbpoLLeHHble BO BpeMsA Nepefaun, He yumTbiBatoTCs.
McxogHoe 3HaueHue = 0.

NpumeuaHune
YUmnTbIBaIOTCA TONTbKO KaApbl, OTMPaBEeHHbIe C IOKaNbHOro nopTa.

Ipynna: IreStatisticsinterfaceGroup
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomnenue: IreCntUniqueA

HocTyn: He pean13oBaH
CuHTaKcnueckasn cTpykrypa: Counter32
UpeHTudukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.16.1

OnpepeneHue: Uncrno 3anucen B MexaHu3Me obHapyxeHus fybnukatos Ha
nopty A, AN KOTOPbIX He BbINo NONyYeHO HM oAHOro fybnukarta.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: lreCntUniqueB

®dyHkunoHan areHta: RC-IEC-62439-3-MIB-AC

[ocTtyn: He peann3oBaH

CuHTaKcHueckas cTpykTypa: Counter32
UpeHTtudmkatop obbvekra: 1.0.62439.2.21.1.1.0.1.1.17.1

OnpepeneHue: Uucro 3anucei B MexaHW3Me obHapyxeHWs fy6rnnKaToB Ha
nopTy B, Ans KoTopbix He BbINO NoNyueHo HYU ofHOro Aybnukarta.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepomnenue: lreCntUniqueC

®yHkuuoHan areHrta: RC-IEC-62439-3-MIB-AC

[ocTtyn: He peann3oBaH

CuHTaKcuueckas cTpykTypa: Counter32
UpeHTudpukatTop obbekrta: 1.0.62439.2.21.1.1.0.1.1.18.1

OnpepeneHune: Uucro 3anucei B MexaHW3Me obHapyXeHWs fybnnKaToB Ha
nopty C, AinA KOTOpbIX He BbINO NoNyyeHo HKU ogHoro AybnukaTa.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: IreDuplicateDiscard

OyHkunoHan areHTa: RC-IEC-62439-3-MIB-AC

[octyn: TonbKo AnA uteHus

CUHTaKcHueckas CTpykTypa: Integer

UpeHTudukatTop obbvekrta: 1.0.62439.2.21.0.1.0.1.1.11.1

Onpep,eneHMe: YKa3biBaeT, UCMOJb3YeTCA NIK NPU NPUEME anroputm
NCKNrYeHnA }J,y6J'IMKaTOB. [1o ymMonuaHU1Io: UCKNoueHue.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: IreEvaluateSupervision

dyHKumnoHan areHTa: RC-IEC-62439-3-MIB-AC

[ocTyn: TonbKo AnA uteHus

CuMHTaKcuuecKan cTpykrypa: Integer

UpeHTudukatTop obbvekra: 1.0.62439.2.21.0.1.0.1.1.16.1

OnpepeneHue: True (McTUHA), ecnu LRE oueHMBaeT nonyyeHHble
KOHTponupytowue Kagpbl. False (noxb), ecnu oH oTbpacbiBaet
KOHTponupytoLme kagpbl be3 oueHku. Npumeuanue: LRE Heobxoanmbl
ONA OTNPaBKW KOHTPONMPYIOLLMX KaApPOB, HO NPUeM He ABNAeTCA
0b6A3aTenbHbIM. 3HaUEHME NO YMONMUYAHWUIO 3aBMCUT OT peanu3aumnu.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepgomneHue: lreHsrLREMode
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®dyHKunoHan areHta: RC-IEC-62439-3-MIB-AC

[octyn: TonbKo Ans uteHus

CuMHTaKcuuecKan CTpyKTypa: Integer

UpeHTudumkatTop obbvekra: 1.0.62439.2.21.0.1.0.1.1.13.1

OnpepneneHue: 370 nepeynciieHne NPUMEHUMO TONbKO B TOM Cllyyae,
ecnu LRE aBnAetca yanom mocta HSR nnun RedBox. OHO MoKa3biBaeT pexum
pabotbl LRE HSR:

e (1): Pexkum no ymonuaHuto: LRE HSR HaxoauTca B pexkume h 1
BbINOMHSAET MapLUpyTU3aLuto Tpadhmka c MeTKoi HSR.

e (2): OnuuoHanbHbIM pexknm: LRE HSR HaxoauTcs B pexxuMe n, 1
MapLupyTM3auuna Mexgy ero noptamu HSR otkntoueHo. Tpadmk nmeet
MeTKy HSR.
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

e (3): OnuuoHanbHbIM pexxum: LRE HSR HaxoauTcs B pexxume t U
BbINOSIHAET MapLUpyTU3aLMto Tpaduka be3 meTkn HSR mexay noptamu
HSR.

e (4): OnumoHanbHbIM pexknm: LRE HSR HaxoauTcs B pexKMMe U ero
noBefeHWe aHanorMuHo pexxmmy h, 3a UCKNoUeHneM yaaneHua
OfHOAAPECHbIX COOBLLEHUN.

e (5): OnunoHanbHbIM pexunm: LRE HSR ckoHdurypupoBaH Ans
KombuHMpoBaHHoro pexxnuma. Kagpbl HSR obpabatbiBatotcs B
COOTBETCTBUM C pexknmom h. Kagpbl He HSR obpabaTbiBatoTca B
COOTBETCTBUM C NPaBMIaMK MOCTOBOTO coefunHeHuna 802.1D.

Korpa KommyTaTop HaxoauTca B pexkume HSR, 3ToT napametp
KOHMUIypaLnW LOCTYNEH, HO TONbKO A uTeHus. 3HaueHune: modeh(1).
Korpa koMmyTaTop HaxoauTca B pexkxume PRP, 3TOT napameTp HeAoCTyrneH,
TaK Kak He npuMmeHseTca.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepgomnenue: IrelnterfaceConfigEntry

Joctyn: He peanu3oBaH
CUHTaKCcMUecKas CTpyKrypa: Integer
UpeHTudukatop obbvekra: 1.0.62439.2.21.0.1.0.1.1

OnpepeneHune: Kaxkgas 3anmMcb COAEPXKUT faHHbIe yNpaBreHus,
NpPUMeHKMble K KOHKpeTHOMY LRE.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepgomnenue: IrelnterfaceConfigindex

Joctyn: He peanu3oBaH
CUHTaKCcUUecKas CTpyKrypa: Integer
NpeHTudukatTop obbvekra: 1.0.62439.2.21.0.1.0.1.1.1

OnpepeneHue: YHUKanbHOe 3HaveHuWe ana Kaxgoro LRE.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepgomneHue: IreinterfaceConfigTable

Joctyn: He peanu3oBaH
CUHTaKCcUUecKas CTpyKrtypa: Integer
NpeHTudukatop obbvekra: 1.0.62439.2.21.0.1.0.1

OnpepeneHue: NepeueHb LRE PRP/HSR. Kaxpaasa 3anucb cooTBeTCTBYET
oflHOMY 0bbekTy npoTokona pesepsupoBaHua (LRE) PRP/HSR, kaxabli

13 KoTopbIxX NpefcTaBnaet napy LAN-nopTtoB A v B. ba3oBble ycTpoicTBa,
noaaepxusatowme PRP/HSR, MoryT umetb TonbKo oanH LRE u,
crnefoBaTeNnbHO, OHY 3anuch B Tabnuue, B TO BpeMa Kak bonee cnoxHblie
YCTPOWCTBA MOIYT MMETb HECKONbKO 3anuncei ana Heckonbkux LRE.

Ipynna: IreConfigurationGeneralGroup

Trap-yBepgomneHue: IrelnterfaceCount

[ocTyn: TonbKo AnA uteHus
CUHTaKCHuecKasn CTpyKTypa: Integer
UpeHTudukatTop obbvekra: 1.0.62439.2.21.0.0.2.0

OnpepeneHue: Obuee uncno LRE B 3T0OM cucTeme.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: IrelnterfaceStatsEntry

Joctyn: He peanu3oBaH
CUHTaKCcUUecKas CTpyKrypa: Integer
UpeHTudukatop obbvekra: 1.0.62439.2.21.1.1.0.1.1

OnpepeneHue: 3anuch, cofepxallas AaHHble yrpaBieHUsa, NPUMEHUMbIe K
KOHKpeTHOMY LRE.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: IreinterfaceStatsindex

Joctyn: He peanu3oBaH
CUHTaKCcUUecKas CTpyKrypa: Integer
NpeHTudukatTop obbvekra: 1.0.62439.2.21.1.1.0.1.1.1

OnpepeneHue: YHUKanbHOe 3HaveHuWe ana Kaxgoro LRE.

Ipynna: IreStatisticsinterfaceGroup

Trap-yBepgomneHue: IreinterfaceStatsTable
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

UpeHTUdukatop obbvekrta: 1.0.62439.2.21.1.1.0.1

Onpepenenue: MNepeuenb LRE PRP/HSR. KaxxaaA 3anmcb cootBeTCTBYET
0fHOMY 0bbeKTy npoTokona pesepsupoBaHus (LRE) PRP/HSR, kaxabiit

13 KoTopbix NpeactasnsAeT napy LAN-noptos A v B, a Takxe nopt C

B OTHOLLEHWK NPUITOXKEHUAIMEXKCETEBOTO COeiMHEHNA. ba3oBble
YyCTPOMCTBA, noagaepuBatowmne PRP/HSR, MmoryT umeTb Tonibko oauH LRE u,
cnepgoBaTenbHO, O4HY 3anWch B Tabnuue, B TO BpeMs Kak bonee cnoxHble
YCTPOMCTBA MOTYT MMETb HECKOMbKO 3anucei ana Heckonbkux LRE.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: IreLinkStatusA

[ocTtyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKas CTpykTypa: Integer
UneHTudukatTop obbekrta: 1.0.62439.2.21.0.1.0.1.1.9.1

OnpepeneHue: NokasbiBaeT haKTUUECKUM CTATyC KaHana nopTa A LRE.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: IreLinkStatusB

[octyn: TonbKo ANA uTeHus
CUHTaKCcHuecKkas CTpykTypa: Integer
UneHTudpukatTop obbvekra: 1.0.62439.2.21.0.1.0.1.1.10.1

OnpepeneHue: MNokasbiBaeT PaKTUUECKUI CTaTyC KaHana nopta B LRE.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: IreMacAddress

OyHkuunoHan areHTa: RC-IEC-62439-3-MIB-AC

HocTyn: TonbKo Ana uteHns

CuHTaKcnueckas cTpyktypa:MacAddress
UpeHTudukatTop obbvekrta: 1.0.62439.2.21.0.1.0.1.1.6.1

OnpepeneHue: Yka3biBaeT MAC-agpec Ana ucnonb3oBaHuA 3tum LRE. MAC-
afipeca MaeHTUUHbI ANnA Bcex noptos ofHoro LRE.

Ipynna: IreConfigurationGeneralGroup

Trap-yBepomneHue: IreManufacturerName

Joctyn: Tonbko ANA uTeHuA
CuHTaKcuueckas cTpykTypa:DisplayString
UpeHTudukatTop obbvekrta: 1.0.62439.2.21.0.0.1.0

Onpep,eneHMe: YKa3blBaeT HaMMeHOBaHWe NPOM3BOAMTENA yCTpOlZCTBa
LRE.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: lreNodeName

[octyn: [inA uTeHnA v 3anucu
CuHTaKcuueckas cTpykTypa:DisplayString
UpeHTudukatTop obbvekrta: 1.0.62439.2.21.0.1.0.1.1.4.1

OnpepeneHue: YKa3sbiBaeT UMs y3na 3toro LRE.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: IreNodesTableClear

[octyn: [inA uTeHnA 1 3anucu
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekrta: 1.0.62439.2.21.0.1.0.1.1.17.1

OnpepeneHue: YkasbiBaeT, uto Tabnuua y3nos JoMmkHa bbiTb ounLleHa.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomnenue: IreNodeType

RUGGEDCOM ROS Bepcusa5.5
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[ocTyn: [inA uTeHnA 1 3anucu

CUHTaKcHueckas CTpykTypa: Integer

UpeHTudukatTop obbvekrta: 1.0.62439.2.21.0.1.0.1.1.3.1
OnpepeneHue: YkasbiBaeT pexxuM paboTbl LRE:

e Pexxum PRP 1 (1)
e Pexum HSR (2)
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

NpumeuaHune
Pexxnm PRP O cunTaeTca ycTapeBLUMM U He NOAAEPXKUBAETCA 3TOM Bepcuent
MIB.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: IrePortAdminStateA

[octyn: [InA uteHMA 1 3anucu
CUHTaKCcHueckas CTpykTypa: Integer
UneHTudukatTop obbekrta: 1.0.62439.2.21.0.1.0.1.1.7.1

OnpepeneHue: YKasbIBaeT, JOMKEH N1 NopT A ObITb aKTUBHbBIM UK
HEaKTUBHbIM, C MOMOLLbIO AENCTBUIM NO ynpaBneHuto. Mo yMonuaHuio:
AKTUBHbIN

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: IrePortAdminStateB

[octyn: [InA uteHMA 1 3anucu
CUHTaKCcHuecKkas CTpykTypa: Integer
UneHTudukaTop obbekrta: 1.0.62439.2.21.0.1.0.1.1.8.1

OnpepeneHue: YKasblBaeT, OMKEH U NOPT B 6bITb aKTUBHLIM MK
HEaKTUBHbIM, C MOMOLLbIO AENUCTBUIM NO ynpaBneHuto. Mo yMonuaHuio:
AKTUBHbIN

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomnenue: IreProxyNodeTableClear

OyHkuunoHan areHTa: RC-IEC-62439-3-MIB-AC

[ocTtyn: He peanu3oBaH

CUHTaKcHueckas CTpykTypa: Integer

UpeHTudukatTop obbvekra: 1.0.62439.2.21.0.1.0.1.1.18

Onpep,eneHMe: YKasbiBaeT, uto Tabnuua MPOKCH-Y3N10B AOJIXKHa 6bITb
ouunlleHa.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: IreRedBoxIdentity

dyHKkumnoHan areHTa: RC-IEC-62439-3-MIB-AC

HocTyn: He pean13oBaH

CuMHTaKcuueckas cTpykTypa: Integer

NpeHTudmkatTop obbvekra: 1.0.62439.2.21.0.1.0.1.1.15

OnpepeneHue: NpumeHnmo Kk HSR-PRP RedBox A n HSR-PRP RedBox B.
OpMH MaeHTUMKaTOp UCNoNb3yeTca oAHOM Napoi RedBox (oanH HacTpoeH
Ha A, a pyroi HacTpoeH Ha B), coeaunHatoLLei konbLo HSR ¢ ceTbio PRP.
LlenouncneHHoe 3HaueHWe 3afaeT 3HaueHKWe nNond nyTu, kotopoe RedBox
BCTaBMAET B KaXKAbli Kagp, NonyyaeMblid UM OT CBOErO MeXCeTeEBOI0
coeguHeHus, U BBOaMT B KonbLo HSR. MNMpu onpefneneHnu B Kauectse
NBOWUHbIX 3HAUEHWIA HaUMEeHbLLWM 3HavaL Mt buT (LSB) obo3HauaeT
KoHdUrypauuto RedBox (A unu B), a cnepytowime 3 6uta obosHauatoT
naeHtTudurkatop napol RedBox.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepgomneHue: lreRowStatus

®dyHkunoHan areHta: RC-IEC-62439-3-MIB-AC
[octyn: TonbKo Ana uteHms

CuHTaKcHuecKkan cTpyKtypa: RowStatus
UpeHTudumkatop obbvekra: 1.0.62439.2.21.0.1.0.1.1.2

OnpepeneHue: YkasbiBaeT CTaTyc 3anucu Tabnuupl LRE.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: IreSwitchingendNode
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®yHkuuoHan areHrta: RC-IEC-62439-3-MIB-AC

[octyn: TonbKo ANA uTeHuns

CuMHTaKcuuecKan cTpyKTypa: Integer

UpeHTudpukatTop obbekrta: 1.0.62439.2.21.0.1.0.1.1.14.1

OnpepeneHue: 370 NepeyncieHre NoKa3blBaeT, Kakas PYHKLMUA BKIOUEHa
B 3TOM KOHKpeTHOM LRE:
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

e (1): He3amaHHbIV He-MOCTOBOM y3en, Hanpumep, SRP.
e (2): He3apaHHbIV MOCTOBOW y3en, HanpumMep, RSTP.
e (3):y3en PRP/RedBox.

e (4): RedBox HSR c 0bbluHbIM TpachukoM Ethernet Ha MexceTeBoM
COeMHEHMMN.

e (5): KOMMyTaUWOHHBIN y3en HSR.
e (6): RedBox HSR c TpadhrkoM ¢ MeTKoM HSR Ha MeKceTeBOM

COeAMHEHUMN.
e (7): RedBox HSR c Tpachukom PRP gna LAN A Ha MexceTeBOM
CoelMHEHUMU.
e (8): RedBox HSR c Tpachnkom PRP ania LAN B Ha MexxceTeBOM
COeIMHEHUU.

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue:
IreTransparentReception

[octyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKkas CTpykTypa: Integer
UneHTudpukatTop obbvekrta: 1.0.62439.2.21.0.1.0.1.1.12.1

OnpepeneHue: Ecnu ckoHdurypmuposaHo removeRCT, RCT ynansetca
Nnpv Nepecolike Ha BEPXHUE YPOBHHU, NPUMEHWMO TonbKo Ans LRE PRP (no
ymMonuaHuto: removeRCT).

Ipynna: IreConfigurationinterfaceGroup

Trap-yBepomneHue: IreVersionName

[octyn: TonbKo ANA uTeHuns
CHMHTaKcUueckas cTpykTypa: String
UneHTudpukatTop obbekrta: 1.0.62439.2.21.0.1.0.1.1.5.1

OnpepeneHue: YKasbiBaeT BEPCUIO NporpaMmMHoro obecneueHus LRE.

IEEEC37-238-MIB

Fpynna/O6bekT

OnucaHue

Ipynna: ieeeC37238SystemCurrentGroup

Trap-yBepomneHue:
ieeeC37238CurrentDSLocTimelnacc

[octyn: TofbKO ANA UTeHKUA
CuHTaKcuueckas cTpykTypa: Gauge32
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.2.3

OnpepeneHue: Bknag Timelnaccuracy ycTpoWCTBa B HAHOCEKYHAAX.

Ipynna: ieeeC37238SystemCurrentGroup

Trap-yBepomneHue:
ieeeC37238CurrentDSOfstFrMaster

[octyn: TofnbKO ANA UTeHKUA
CuHTaKcuueckas cTpykTypa: IEEEC37238Timelnterval
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.2.2

3aBucsLLee OT peanusalnm NpeacTaBneHue TeKYLLEero 3HaueH1s pasHuL bl
BO BPEMEeHW Mexay BefyLUWM U BEAOMbIM YCTPOMUCTBOM, BblUMCIEHHOE
BeIOMbIM YCTPOMCTBOM; T. e. <offsetFromMaster> = <Time on the slave
clock> ? <Time on the master clock>. Crapwue 4 6aiiTa. Tun AaHHbIX
nomkeH bbITb Timelnterval.

Ipynna: ieeeC37238SystemCurrentGroup

Trap-yBepomneHue:
ieeeC37238CurrentDSStepsRemoved

[ocTyn: TonbKo ANA uteHus
CuHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.2.1

OnpepeneHue: UMcno KOMMYHHUKALMOHHBIX MyTel MeXay NoKabHbIMKU
yacamu U rpoCCMENCTEPCKUMM UacamMu. 3HaueHWe MHUMLMANU3aLMK OMKHO
6bI1Tb O.

pynna:
ieeeC37238SystemDefaultReqdGroup

RUGGEDCOM ROS Bepcusa5.5
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Joctyn: Tonbko ANA uTeHKA

CuHTakcnueckan crpykrypa: IEEEC37238ClockAccuracyValue
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ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomneHue:
ieeeC37238DefaultDSCIkAccuracy

UneHTudpukatTop obbekrta: 1.3.111.3.37.238.9999.1.1.5

Onpepenenue:ClockAccuracy nokanbHbIX UacoB.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBepomneHue:
ieeeC37238DefaultDSClkClass

[octyn: TonbKo Ana uteHus
CuHTaKkcnueckan cTpykrtypa: IEEEC37238ClockAccuracyValue
UneHTudpukatTop obbekra: 1.3.111.3.37.238.9999.1.1.4

Onpepenenue:ClockClass nokanbHbIX YacoB.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBepomneHue:
ieeeC37238DefaultDSClkldentity

[octyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykTypa: Clockldentity
UneHTudpmkatTop obbekrta: 1.3.111.3.37.238.9999.1.1.2

Onpeaenexue:Clockldentity nokanbHbIX Uacos.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBepomneHue:
ieeeC37238DefaultDSDomainNumber

[octyn: [InAa uteHMA 1 3anucu
CUHTaKCcHueckas CTpykTypa: Integer
UneHTudpukatTop obbekrta: 1.3.111.3.37.238.9999.1.1.9

OnpepeneHune:CTaHOapTHbIM JOMEH NOKaMNbHbIX 4aCOB.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBepomneHue:
ieeeC37238DefaultDSEngTimelnacc

OyHKunoHan areHTta: AC-IEEEC37-238-MIB-AC

[ocTtyn: He peanu3oBaH

CuHTaKcHueckas CTpykTypa: Integer

UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.1.13

OnpepeneHune:CnpoekTMpoBaHHOe 3HaueHWe networkTimelnaccuracy
B HC. JTO 3HaUeHMWe NpeacTaBnaeT CObOM HauXyaLLUIA BapuaHT
networkTimelnaccuracy oT 3TOro ycTpoWcTBa Ans BCero.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBepomneHue:
ieeeC37238DefaultDSGMIdentity

[octyn: [inA uTeHnA 1 3anucu
CuHTaKcHueckas cTpykTypa: Integer
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.1.11

OnpepeneHune:geHTUdMKATOP rPOCCMENCTEPCKMUX UacoB, NepefaBaeMblii
B TLV IEEE_C37_238 (2 6aiiTa). Ctapuii baiT 3ape3epBUpOBaH U

pomkeH bbb 0. HacTpanBaeTcs TONbKO ANA YCTPOWCTB € hyHKUMEN
rPOCCMENCTEPCKUX YaCOoB.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBepomneHue:
ieeeC37238DefaultDSLocTimelnacc

[ocTyn: TonbKo ANnA uteHus
CuHTaKcuueckas cTpykTypa: Gauge32
UpeHTudukatTop obbvekra: 1.3.111.3.37.238.9999.1.1.14

OnpepeneHune:MakcumManbHoe 3HaueHue Timelnaccuracy, KoTopoe
YCTPOMCTBO BHOCHT B 0bLLee 3HaueHe networkTimelnaccuracy.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBepomneHue:
ieeeC37238DefaultDSNetTimelnacc

[octyn: [inA uTeHnA v 3anucu
CuHTaKcuueckas cTpykTypa: Gauge32
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.1.12

OnpepeneHue:3HauveHne networkTimelnaccuracy, nepegasaemoe B TLV
IEEE_C37_238.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBepomneHue:
ieeeC37238DefaultDSNumberPorts

[ocTyn: TonbKo ANA uteHus
CuHTaKcuueckas cTpykTypa: Gauge32
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.1.3

OnpepeneHue: Uncno PTP-nopToB Ha ycTponcTee. [nA cTaHA4apTHbIX YacoB
3TO 3HauYeHue JOSKHO bbITb 1.
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBepomneHue:
ieeeC37238DefaultDSOfsScdLogVar

DocTyn: TonbKo Ana uteHus
CuMHTaKcuueckas cTpykTypa: Integer
UpeHTudukaTop obbvekrta: 1.3.111.3.37.238.9999.1.1.6

OnpepeneHue: 3HaueHWe macluTabupyeTtca, NnpeAacTaBieHne CMeLLeHUA
KaK oLeHKM Bapuauuu PTP. Baprauuna PTP xapakTepu3yeT cTabunbHOCTb
TOYHOCTM W YaCTOTbl BEAYLLMX YaCoB.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBepomneHue:
ieeeC37238DefaultDSOfstFrMLimit

dyHKkumnoHan areHTa: RC-IEEEC37-238-MIB-AC

Joctyn: Tonbko ANA uTeHun

CuHTaKcuueckasn cTpykrtypa: IEEEC37238Timelnterval
UpeHTudukatop obbvekra: 1.3.111.3.37.238.9999.1.1.15

OnpepeneHue:CMelleHMe OT OCHOBHOIO OrpaHUUeHWA ANiA reHepauuu
cobbiTna OfstExceedsLimit.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBegomneHue:
ieeeC37238DefaultDSPriority1

[octyn: [ina uTeHnA v 3anucu
CUHTaKCcHuecKkasn cTpykTypa: Gauge32
NpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.1.7

OnpepeneHune:ATpnbyT Priority1 noKanbHbIX Yacos.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBegomneHue:
ieeeC37238DefaultDSPriority2

[octyn: [ina uTeHnA 1 3anucu
CuHTaKcHueckasn cTpykTypa: Gauge32
NpeHTudukatTop obbvekra: 1.3.111.3.37.238.9999.1.1.8

OnpepeneHune:ATpnbyT Priority2 nokanbHbIX Yacos.

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBegomneHue:
ieeeC37238DefaultDSSlaveOnly

[octyn: [ina uTeHnA 1 3anucu
CUHTaKCcHuecKasn CTpykTypa: Integer
UpeHTudukatTop obbvekra: 1.3.111.3.37.238.9999.1.1.10

OnpepeneHue: True (MCTUHA), ECIM JIOKANbHbIE UaCbl ABMSAIOTCS TONbKO
BEJOMbIMW Uacamu, B UHOM criyuae — False (TOXb).

pynna:
ieeeC37238SystemDefaultReqdGroup

Trap-yBegomneHue:
ieeeC37238DefaultDSTwoStepFlag

[octyn: [ina uTeHnA v 3anucu
CUHTaKCcHuecKasn CTpykTypa: Integer
UpeHTudukaTop obbvekrta: 1.3.111.3.37.238.9999.1.1.1

OnpepeneHue: True (MCTUHA), €CIIM UAChl ABMSOTCA TONbKO UaCcaMu C
[IBYX3TarnHOM CUHXPOHU3aLMel, B UHOM criyuae — False (noxb).

Ipynna: ieeeC37238EventsPropertiesGroup

Trap-yBegomneHue:
ieeeC37238EventFaultyState

®dyHkumnoHan areHta: RC-IEEEC37-238-MIB-AC
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.0.0.3.0

Onpe.qenel-me: YKa3bIBaeT, uto vachbl nepewnu B HemcnpaBHoOe COCTOAHUE.

MNpumeuaHue
370 yBeJOMNEHNE He MOALEePIKUBAETCA.

Ipynna: ieeeC37238EventsPropertiesGroup

Trap-yBegomneHue:
ieeeC37238EventLeapSecAnnounced

®dyHkumnoHan areHta: RC-IEEEC37-238-MIB-AC
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.0.0.7.0

OnpepeneHue: YkasbiBaeT, uto Obina 3asBneHa CeKyHAa KOOpAWHaLWK,

MpumeuaHue
370 yBeJOMNEHNE He MOALEePIKUBAETCA.

Ipynna: ieeeC37238EventsPropertiesGroup
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®dyHkumnoHan areHta: RC-IEEEC37-238-MIB-AC
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11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomneHue:
ieeeC37238EventOtherProfileDetect

UneHTtudpukatTop obbekra: 1.3.111.3.37.238.9999.0.0.6.0

OnpepeneHue: YkasbiBaeT, uto bbin obHapykeH npodunb PTP, OTNUUHbIN
ot C37.238.

MpumeuaHune
370 yBeJOM/IEHME He NOAAEPIKUBAETCA.

Ipynna: ieeeC37238EventsPropertiesGroup

Trap-yBepomneHue:
ieeeC37238EventPortStateChange

dyHkumnoHan areHta: RC-IEEEC37-238-MIB-AC
UneHTudukatTop obbekrta: 1.3.111.3.37.238.9999.0.0.4.0

OnpepeneHune: YKasblBaeT, UTO COCTOSHWE NMOPTa U3MEHWUNOCH.

MpumeuaHune
370 yBeJOM/IEHME He NOAAEPIKUBAETCA.

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSClkldentity

Hoctyn: TonbKo Ana uteHna
CuHTaKkcuueckas cTpyktypa: Clockldentity
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.3.1.0

OnpepeneHune: MaeHTU(MKATOP BeAYLLMX UACOB A1 CUHXPOHU3ALMK 3THUX
4acos.

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSGMClkAccuracy

Hoctyn: TonbKo Ana uteHna
CuHTakcnueckan crpykrypa: IEEEC37238ClockAccuracyValue
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.3.8.0

OnpepeneHue: ClockAccuracy rpoccMeicTepcKkUx UacoB

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSGMClkClass

Hoctyn: TonbKo Ana uteHns
CuHTakcnueckan crpykrypa: IEEEC37238ClockClassValue
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.3.7.0

OnpepeneHue: ClockClass rpoccmeictepckmx uacos

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSGMClkldentity

HocTyn: TonbKo Ana uteHna
CuHTaKkcuueckas cTpyktypa: Clockldentity
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.3.6.0

Onpepenenue: Clockldentity rpoccmeictepckmx uacos

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSGMIdentity

[ocTyn: TonbKo ANA uteHns
CuHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.3.12.0

OnpepeneHune: NoeHTUPUKATOP FPOCCMENCTEPCKUX YACOB, NOMYUEHHbIH B
TLV IEEE_C37_238.

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSGMOfstScdLVar

dyHkumnoHan areHta: RC-IEEEC37-238-MIB-AC

[ocTyn: TonbKo AnA uteHus

CuMHTaKcuuecKan cTpyKrypa: Integer

UpeHTudukatop obbvekra: 1.3.111.3.37.238.9999.1.3.4.0

OnpepeneHue: Baprauuna OffsetScaledLog rpoccmeicTepckux uacos.

NpumeuaHue
JanbHelwan nogaepkka bynet npegocraBneHa. Tekyllee 3HaUeHHe:
65535.
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11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSGMPriority1

Joctyn: Tonbko ANA uTeHun
CuHTaKcnuecKkan cTpykrypa: Gauge32
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.1.3.10.0

OnpepeneHue: ATpubyT Priority1 rpoccMencTePCKKUX UacoB.

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSGMPriority2

Joctyn: Tonbko ANA uTeHun
CuHTaKcnuecKkan cTpyKkrypa: Gauge32
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.1.3.11.0

OnpepeneHue: ATpubyT Priority2 rpoccMencTePCKUX UacoB.

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSGMTimelnacc

dyHKkumnoHan areHTa: RC-IEEEC37-238-MIB-AC

Hoctyn: TonbKo Ana uteHma

CuHTaKcHueckasn cTpykTypa: Gauge32

NpeHTudukatTop obbvekra: 1.3.111.3.37.238.9999.1.3.13.0

Onpepenenue: 3HaueHune NetworkTimelnaccuracy, nonyyerHoe B TLV
IEEE_C37_238 B HaHOCeKyHAax.

MpumeuaHune
JanbHelwan noaaepkka bynet npegocraBneHa. Tekyliee 3HaueHue: 0.

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSNetTimelnacc

®dyHkuuoHan areHTta: RC-IEEEC37-238-MIB-AC

[octyn: TonbKo ANA uTeHus

CUHTaKcHueckas cTpykTypa: Gauge32

MpoeHTndmkatop obbekra: 1.3.111.3.37.238.9999.1.3.14.0

OnpepeneHue: 3HaueHne NetworkTimelnaccuracy, nonyueHHoe B TLV
IEEE_C37_238 B HaHOCEKyHAax.

NpumeuaHune
JanbHelwan nogaepkka byaet npeaocrtaBneHa. Tekyliee 3HaueHue: 0.

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSObsOfstScdLVar

dyHKkumnoHan areHTa: RC-IEEEC37-238-MIB-AC

Hoctyn: TonbKo Ana uteHma

CuHTaKcHueckasn cTpykTypa: Gauge32

UpeHTudukatTop obbvekra: 1.3.111.3.37.238.9999.1.3.4.0

OnpepeneHue: OueHKa OTKIOHeHUA PTP poanTenbCcKmMx yacoB, OTMeUeHHas
BeAOMbIMW YaCaMM, BbIUUCIIEHHAA W NpeacTaBNeHHaA COrnacHO ONUCaHUI0
B cTaHgapTe IEEE 1588-2008 7.6.3.5. 3HaueHne MHUUManU3aLmMmn 4ONXKHO
ObITb FFFF.

MpumeuaHue
JanbHelwan nogaepxka byner npegocraBneHa. Tekyllee 3HaUeHHe:
65535.

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBegomneHue:
ieeeC37238ParentDSObsPhChgRate
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®dyHkuuoHan areHrta: RC-IEEEC37-238-MIB-AC

[octyn: TonbKo ANA uTeHms

CUHTaKCcHueckas cTpykTypa: Gauge32

UneHTnudukatop obbekra: 1.3.111.3.37.238.9999.1.3.5.0

OnpepeneHue: OueHKa YacToTbl U3MEeHeHUs pa3bl CUHXPOHM3aLMK
BeAyLLero ycTponcTBa, oTMeueHHas BeAOMbIMU UYacaMM COMTIacHO
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

onucaHuto B ctaHgapte |IEEE 1588-2008 7.6.4.4. Ecnun oueHKa npesbillaeT
[ONYCTUMBbIM AUanasoH TUNa faHHbIX, 3TO 3HaUeHWe AOMKHO BbiTb
ycraHoBneHo Ha 7FFF FFFF nnn 8000 0000, B 3aBUCMMOCTH OT CUTyaLUK.
3HaK nnroca yKasblBaeT, UTO YacToTa U3MeHeHUA a3bl CUHXPOHU3ALMK
BefyLlero ycTpoicTea bonblue, ueM yactota pasbl CUHXPOHU3aLUK
BEJOMOTO YCTPOMCTBA. 3HAUEHWE MHULMANU3aLWUK [ONKHO BbiTb 7FFF FFFF.

NMpumeuaHune
NanbHelwan nogaepkka byaet npegocrtaBneHa. Tekyllee 3HaueHuHe:
OX7FFF FFFF.

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSPortNumber

[octyn: TonbKo Ana uteHus
CUHTaKcHueckas cTpykTypa: Gauge32
UneHTtudukatTop obbekra: 1.3.111.3.37.238.9999.1.3.2.0

OnpepeneHune: Homep nopTa Ha BeayLleM yCTPOMCTBe, KOTOPOE BblaaeT
COOBLLEHNSA CUHXPOHU3ALMU, UCMONb3YEMbIE A1 CUHXPOHMU3ALMUM ITUX
uacoB.

pynna:
ieeeC37238SystemClockParentGroup

Trap-yBepomneHue:
ieeeC37238ParentDSStats

OyHKkunoHan areHTa: RC-IEEEC37-238-MIB-AC

[octyn: TonbKo AnA uTeHus

CUHTaKcHueckas CTpykTypa: Integer

UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.3.3.0

OnpepeneHue: True (MCTUHA), eCnK BbINOMHAOTCA 00a crefyroLmx
YCIOBUA:

e Uacbl umetoT nopT B coctosiHuu SLAVE (BeioMbliA).

*  Uacbl BbIUACIUNK CTaTUCTUUECKW [OCTOBEPHbIE OLLEHKU
OTKNoHeHunA parentDS.observedParentOffsetScaledLog u uneHoB
parentDS.observedParentClockPhaseChangeRate. B uHom cnyuae — False
(NoXb). 3HaUeHUe UHULManNU3aLnmn SOKHO bbiTb FALSE (Toxb).

MNpumeuaHue
NanbHelwan nogaepka bynet npegocrasneHa. Tekyllee 3HaueHue: false
(noxb).

Ipynna: ieeeC37238TCPropertiesGroup

Trap-yBegomneHue:
ieeeC37238TCDefaultDSClkldentity

[ocTyn: TonbKo AnA uteHus
CuHTakcuueckasn cTpykrtypa: Clockldentity
UpeHTudukatTop obbvekra: 1.3.111.3.37.238.9999.1.6.1

Onpep,eneHMe: M,EleHTVICII)VIKaTOp JTOKaNnbHbIX UaCOB.

Ipynna: ieeeC37238TCPropertiesGroup

Trap-yBegomneHue:
ieeeC37238TCDefaultDSCurGMaster

[ocTyn: TonbKo AnA uteHus
CuHTakcuueckasn cTpykrtypa: Clockldentity
NpeHTudukatop obbvekra: 1.3.111.3.37.238.9999.1.6.6

OnpepeneHue: Cofep>KUT TEKYLLMK MAEHTUHUKATOP FPOCCMERCTEPCKUX
4acos.

Ipynna: ieeeC37238TCPropertiesGroup

Trap-yBegomneHue:
ieeeC37238TCDefaultDSDelayMech

[octyn: [ina uteHnA 1 3anucu
CUHTaKCHuecKasn CTpyKTypa: Integer
NpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.6.3

OnpepeneHue: MexaHW3M 3aflep>KKK, UCNOSb3yeMbI YCTPOMUCTBOM. [inA
peanusauui, coBmectuMblx ¢ IEEE C37.238, 310 3HaueHWe JOMKHO bbITh 2
(p2p).

Ipynna: ieeeC37238TCPropertiesGroup
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®dyHkumnoHan areHta: RC-IEEEC37-238-MIB-AC
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomneHue:
ieeeC37238TCDefaultDSGMIdentity

Joctyn: He peanu3oBaH
CUHTaKCcMUecKas CTpyKrypa: Integer
NpeHTudukatTop obbvekra: 1.3.111.3.37.238.9999.1.6.8

OnpepeneHue: UoeHTUHKATOP rPOCCMENCTEPCKUX YaCOB, MONYUEHHbIN B
TLV GRANDMASTER_ID.

Ipynna: ieeeC37238TCPropertiesGroup

Trap-yBegomneHue:
ieeeC37238TCDefaultDSGMTimelnacc

®dyHkunoHan areHta: RC-IEEEC37-238-MIB-AC

[ocTtyn: TonbKo Ans uteHus

CUHTaKCcHuecKas cTpykTypa: Gauge32

UpeHTudumkatop obbvekra: 1.3.111.3.37.238.9999.1.6.12

OnpepeneHue: 3HaueHne GrandmasterTimelnaccuracy, nonyyeHHoe B TLV
IEEE_C37_238.

NMpumeuaHune
[anbHelwan nogaepkka byaet npeaocrtaBneHa. Tekyliee 3HaueHue: 0.

pynna: ieeeC37238TCPropertiesGroup

Trap-yBepomneHue:
ieeeC37238TCDefaultDSLocTimelnacc

[octyn: TonbKo Afna uteHus
CUHTaKcHueckas cTpykTypa: Gauge32
UpeHTudpukatTop obbekra: 1.3.111.3.37.238.9999.1.6.14

OnpepeneHue: Bknag Timelnaccuracy nokanbHbIX UaCOB B HAHOCEKYHAAX.

pynna: ieeeC37238TCPropertiesGroup

Trap-yBepomneHue:
ieeeC37238TCDefaultDSNetProtocol

[octyn: [InA uteHMA 1 3anucu
CUHTaKCcHuecKkas CTpykTypa: Integer
UneHTudpukatTop obbekrta: 1.3.111.3.37.238.9999.1.6.9

OnpepeneHune: YKa3biBaeT MCNOMb3yeMblid ceTeBOM npoTokon. [AnA
peanu3auui, coBmectumbix ¢ IEEE C37.238, 370 3HaueHWe J0MKHO bbITb 1
(ieee8023).

pynna: ieeeC37238TCPropertiesGroup

Trap-yBepomneHue:
ieeeC37238TCDefaultDSNetTimelnacc

OyHKkunoHan areHTa: RC-IEEEC37-238-MIB-AC

[octyn: TonbKo AnA uteHus

CuHTaKcuueckas cTpykTypa: Gauge32

UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.6.13

OnpepeneHue: 3HaueHne NetworkTimelnaccuracy, nonyueHHoe B TLV
IEEE_C37_238.

MpumeuaHue
[anbHelwan nogaepxka byner npepocraBneHa. Tekyuyee 3HaueHue: 0.

Ipynna: ieeeC37238TCPropertiesGroup

Trap-yBegomneHue:
ieeeC37238TCDefaultDSNumberPorts

[ocTyn: TonbKo AnA uteHus
CUHTaKCcHuecKkasn cTpykTypa: Gauge32
NpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.6.2

Onpepenenue: Yncno PTP-nopToB ycTpoicTBa.

Ipynna: ieeeC37238TCPropertiesGroup

Trap-yBegomneHue:
ieeeC37238TCDefaultDSPriDomain

[octyn: [1na uteHnA 1 3anucu
CUHTaKCHuecKasn CTpyKTypa: Integer
NpeHTudukatop obbvekrta: 1.3.111.3.37.238.9999.1.6.4

OnpepeneHue: Homep NepBMUHOIO IOMEHA CUHTOHMW3AUWK. 3HaueHue
WMHWUMANM3aLUMK JOIKHO BbITh 0.

Ipynna: ieeeC37238TCPropertiesGroup

RUGGEDCOM ROS Bepcusa5.5
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomneHue:
ieeeC37238TCDefaultDSPriority

UneHTudpukatTop obbekrta: 1.3.111.3.37.238.9999.1.6.11

OnpepeneHue: YKa3biBaeT Mcnonb3yemMbii npuoputet Tera VLAN.

Ipynna: ieeeC37238TCPropertiesGroup

Trap-yBepomneHue:
ieeeC37238TCDefaultDSSyntonize

[octyn: [inA uTeHnA 1 3anucu
CuHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.6.5

OnpepeneHue: True (MCTUHA), €CIIM CUHTOHM3ALMSA BKIOUEHA.

Ipynna: ieeeC37238TCPropertiesGroup

Trap-yBepomneHue:
ieeeC37238TCDefaultDSTwoStepFlag

[octyn: [inA uTeHnA 1 3anucu
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.6.7

OnpepeneHue: True (MCTUHA), €CAM UaChl ABMAOTCA UacaMu C ABYX3TaNHOM
CUHXPOHU3ALMEN.

Ipynna: ieeeC37238TCPropertiesGroup

Trap-yBepomneHue:
ieeeC37238TCDefaultDSVlIanld

[octyn: [inA uTeHnA v 3anucu
CuHTaKcHueckas cTpykTypa: Gauge32
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.6.10

OnpepeneHue: YKasbiBaeT UCNONb3yeMbli uaeHTUdmKaTop VLAN.

Ipynna: ieeeC37238SystemTimePropGroup

Trap-yBepomneHue:
ieeeC37238TimePropDSCurUTCOfst

[ocTyn: TonbKo AnA uteHus
CuHTaKcHueckas CTpykTypa: Integer
UpeHTudukaTop obbvekrta: 1.3.111.3.37.238.9999.1.4.1

OnpepeneHue: Tekyulee cMmeleHne mexay TAI m UTC B cekyHpax.

Ipynna: ieeeC37238SystemTimePropGroup

Trap-yBepomneHue:
ieeeC37238TimePropDSCurUTCOfstvd

[ocTyn: TonbKo ANA uteHns
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.4.2

OnpepeneHue: True (MCTUHA), €CIK U3BECTHO, UTO 3HaUeHWe
currentUtcOffset aBnaeTca BepHbIM.

Ipynna: ieeeC37238SystemTimePropGroup

Trap-yBepomneHue:
ieeeC37238TimePropDSFrqTraceable

[ocTyn: TonbKo ANA uteHns
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.4.6

OnpepeneHue: True (MCTUHA), €CNM UYACTOTa, ONpeaensatoLwan WwKany
BpPEMEHMU, NPOCEXMNBAETCA 40 NEPBUUHOIO 3TaIOHa, B UHOM Cliyyae —
False (noxb).

Ipynna: ieeeC37238SystemTimePropGroup

Trap-yBepomneHue:
ieeeC37238TimePropDSLeap59

dyHkumnoHan areHta: RC-IEEEC37-238-MIB-AC

[ocTyn: TonbKo AnA uteHus

CuMHTaKcuuecKan cTpyKrypa: Integer

NpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.4.3

OnpepeneHue: 3HaueHue True (UCTMHA) yKa3bIBAET, UTO NOCNEAHAA MUHYTa
Tekywero aHa UTC coaep>uT 59 cekyHa.

NpumeuaHune
JanbHelwan nogaepkka bynet npegocraBneHa. Tekyliee 3HaueHue: false
(noxb).

Ipynna: ieeeC37238SystemTimePropGroup

Trap-yBegomneHue:
ieeeC37238TimePropDSLeap61
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[ocTtyn: TonbKo Ans uteHms
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudumkatTop obbvekra: 1.3.111.3.37.238.9999.1.4.4

RUGGEDCOM ROS Bepcua5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02



WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHue: 3HaueHue True (MCTMHA) yKa3bIBAET, UTO NOCNEAHAA MUHYTa
Tekywero aHa UTC cofepxuT 61 cekyHay.

Ipynna: ieeeC37238SystemTimePropGroup

Trap-yBegomneHue:
ieeeC37238TimePropDSLeapEvExpiry

®dyHkuuoHan areHrta: RC-IEEEC37-238-MIB-AC

[ocTtyn: He peann3oBaH

CUHTaKcHueckas CTpykTypa: Integer

UneHTudpmkatTop obbekrta: 1.3.111.3.37.238.9999.1.4.15

OnpepeneHune: CekyHaHan yactb BpeMeHu PTP ans ucteueHuns nocnegHero
obbasneHHoro IERS cobbiTna cekyHabl koopanHauuu. Ecnu Bpems PTP >
LeapEVEXpiry, ycTpoicTBO ycTaHaBnuBaeT 3HaueHne CurUTCOfstVd Ha False
(noxb).

pynna: ieeeC37238SystemTimePropGroup

Trap-yBepomneHue:
ieeeC37238TimePropDSLeapEvlLatest

OyHKuunoHan areHTa: RC-IEEEC37-238-MIB-AC

[ocTtyn: He peanu3oBaH

CuHTaKcHueckas CTpykTypa: Integer

UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.4.13

OnpepeneHue: CekyHHas yacTb BpeMeHu PTP ana cekyHabl fo
nocnegHero obbsBneHHOro IERS cobbIThA ceKyHAbl KOOPAUHALMK (MOXKeET
6bITb Npoluealen unu byayLien).

Ipynna: ieeeC37238SystemTimePropGroup

Trap-yBepomneHue:
ieeeC37238TimePropDSLocalTCurOfs

dyHkumnoHan areHta: RC-IEEEC37-238-MIB-AC

HocTyn: He pean13oBaH

CuMHTaKcuueckas cTpykTypa: Integer

NpeHTudukatop obbvekrta: 1.3.111.3.37.238.9999.1.4.9

OnpepeneHue: CMelLeHWe anbTeEPHATUBHOIO BPEMEHHU B CeKyHAax OT
BpPEMEHMU y3na. AnbTepHaTMBHOE BPEMSA — 3TO CyMMa [aHHOr0 3HaUEHUs U
BpPEMEHM y3na.

Ipynna: ieeeC37238SystemTimePropGroup

Trap-yBegomneHue:
ieeeC37238TimePropDSLocalTJumpS

®dyHkumnoHan areHta: RC-IEEEC37-238-MIB-AC

[ocTtyn: He peann3oBaH

CuMHTaKcuuecKan CTpyKTypa: Integer

UpeHTudmkatop obbvekra: 1.3.111.3.37.238.9999.1.4.10

OnpepeneHue: Pa3mep cnefytoLlero paspbiBa B 3HaUEHUAX
anbTepHaTMBHOrO BPeMEHU B CeKyHAax. HyneBoe 3HaueHWe yKka3biBaeT Ha
OTCYTCTBME pa3pbiBa B 3HaUeHUsAX. [10N0XKUTeNbHOE 3HaUEHUe YKa3biBaeT
Ha TO, UTO pa3pbIB B 3HaUEHUAX NPHUBELET K yBenuueHuto currentOffset
anbTepHaTMBHOrO BPEMEHM.

Ipynna: ieeeC37238SystemTimePropGroup

Trap-yBegomneHue:
ieeeC37238TimePropDSLocalTName

®yHkuuoHan areHrta: RC-IEEEC37-238-MIB-AC

[ocTtyn: He peann3oBaH

CMHTaKcUueckas cTpykTypa: String

UneHTudpukatTop obbekrta: 1.3.111.3.37.238.9999.1.4.12

OnpepeneHue: 3HaueHue displayName gonKHO BbITb TEKCTOBbIM UMEHEM
LUKarbl aNibTEPHATUBHOIO BPEMEHM.

pynna: ieeeC37238SystemTimePropGroup

Trap-yBepomneHue:
ieeeC37238TimePropDSLocalTNtump

OyHKkunoHan areHTa: RC-IEEEC37-238-MIB-AC

[ocTtyn: He peanu3oBaH

CUHTaKcHueckas CTpykTypa: Integer

UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.4.11

Onpep,eneHMe: 3HaueHue CEKyH/J,HOlZ 4acCTh BpeMeHU nepenarollero ysna
B MOMEHT HaCTynJeHUA cneayroLlero pa3pbiBa B 3HaueHuaAX. PaspbiB B
3HaUeHNAX BO3HMKAET B Hauane CeKyHAabl, yKa3aHHOl;1 3TUM 3HaUEHUEM.
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

pynna: ieeeC37238SystemTimePropGroup

Trap-yBepgomneHue:
ieeeC37238TimePropDSPTPTimescale

DocTyn: TonbKo Ana uteHus
CMHTaKcuueckas cTpykTypa: Integer
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.1.4.7

OnpepeneHue: True (MCTUHA), €CNU LUKaNa BpeMeHW rpoCCMenCTepPCKUX
yacos aBnsetca PTP. [InA peanu3aunit, coBMmectumbix ¢ IEEE C37.238, 370
3HaueHue OOSMKHO BbITh True (MCTUHA).

pynna: ieeeC37238SystemTimePropGroup

Trap-yBepomneHue:
ieeeC37238TimePropDSTimeSource

HocTyn: TonbKo Ana uteHns
CuHTaKcuueckas cTpyktypa: IEEEC37238TimeSourceValue
UpeHTudukaTop obbekrta: 1.3.111.3.37.238.9999.1.4.8

OnpepeneHune: ICTOUHUK BpEMEHU, UCNOMb3yeMbI FPOCCMENCTEPCKUMHU
yacamu.

pynna: ieeeC37238SystemTimePropGroup

Trap-yBepomneHue:
ieeeC37238TimePropDSTmeTraceable

DocTyn: TonbKo Ana uteHus
CMHTaKcuueckas cTpykTypa: Integer
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.1.4.5

OnpepeneHue: True (MCTUHA), €CNM LLKaNa BPEMEHW U 3HAUEHHe
currentUtcOffset npocnexuBatoTca 4O NEPBUUHOINO 3TaNlOHa; B MHOM Cllyuyae
— False (nob).

pynna: ieeeC37238SystemTimePropGroup

Trap-yBepomneHue:
ieeeC37238TimePropDSUTCOfstNext

dyHkumnoHan areHTa: RC-IEEEC37-238-MIB-AC

HocTyn: He peann3oBaH

CuMHTaKcuueckas cTpykTypa: Integer

UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.4.14

OnpepeneHue: CekyHabl cMeLLatoTca mexay wkanoi TAl v wkanon UTC
nocne LeapEvlLatest (aHanornuHo CurUTCOfst nocne LeapEvLatest).

Ipynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBegomneHue:
IfleeeC37238PortDSAnnounceRcTout

[octyn: [ina uTeHnA 1 3anucu
CUHTaKCcHuecKasn CTpykTypa: Integer
UpeHTtudukatop obbvekra: 1.3.111.3.37.238.9999.1.5.1.7

OnpepeneHue: [py NOBTOPHOM MHULIMANM3aLMKU CUCTEMbI YNIPaBeHNUA U B
ApYrux cnydyanx, ykasaHHbix 3HaueHneM ifCounterDiscontinuityTime, moryT
BO3HWKaTb Pa3pbiBbl B 3HaUEHUAX 3TOrO CUETUMKa.

Ipynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBegomneHue:
IfleeeC37238PortDSClkidentity

DocTyn: TONbKO ANA uTeHus
CuHTakcuueckasn cTpykrtypa: Clockldentity
UpeHTudukatTop obbvekra: 1.3.111.3.37.238.9999.1.5.1.2

OHPEHEHEHMEZ M,EleHTVICbMKaTOp JTOKanbHbIX UaCOB.

Ipynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBegomneHue:
IfleeeC37238PortDSDelayMech

[octyn: [1na uTeHnA 1 3anucu
CUHTaKCHuecKasn CTpykTypa: Integer
UpeHTudukatop obbvekra: 1.3.111.3.37.238.9999.1.5.1.9

OnpepeneHune: Onuma 3MepeHUs 3a[lePXKKK pacnpocTpaHeHus,
ncnonb3yemasn nopToM. [inA peanusaumii, coBMecTuMbix ¢ IEEE C37.238,
3TO 3HaUeHWe AOMKHO bbITb 2 (p2p).

Ipynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBegomneHue:
IfleeeC37238PortDSDIyAsymmetry

®dyHkumnoHan areHta: RC-IEEEC37-238-MIB-AC

[ocTtyn: He peann3oBaH

CuMHTaKcHuecKan CTpyKTypa: Integer

NpeHTudukatTop obbvekra: 1.3.111.3.37.238.9999.1.5.1.13

Onpep.eneHMe: ACMMMETpVIFl 3aEePXXKKW paCnpoCTpaHeHUA CUrHana
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepgomneHue:
IfleeeC37238PortDSLogAnnouncelnt

[octyn: [inA uTeHnA 1 3anucu
CuMHTaKcuuecKkan cTpyKTtypa: Integer
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.1.5.1.6

OnpepeneHue: llorapudm no ocHoBaHuto 2 cpegHero announcelnterval.

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepomneHue:
IfleeeC37238PortDSLogMinPdlyRint

[octyn: [inA uTeHnA 1 3anucu
CuMHTaKcuuecKkan cTpyKTtypa: Integer
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.1.5.1.10

OnpepeneHue: Jlorapudm no ocHoBaHuto 2 minPdelayReqlnterval.

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepomneHue:
IfleeeC37238PortDSLogSyncint

[octyn: [inA uTeHnA 1 3anucu
CuMHTaKcuuecKkan cTpyKTtypa: Integer
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.1.5.1.8

OnpepeneHue: Jlorapudm no ocHoBaHUto 2 cpepHero Synclnterval ans
MHOT0a[lpeCHbIX COOBLLIEHUN.

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepgomneHue:
IfleeeC37238PortDSMPathPDly

[octyn: TonbKo Ana uTeHus
CuHTaKcuueckas cTpykTypa: IEEEC37238Timelnterval
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.5.1.5

OnpepeneHune: OueHKa TeKyLLen OAHOCTOPOHHEW 3a4ePXKKH
pacnpocTpaHeHuUs No KaHany CBA3W, NOAKOUEHHOMY K 3TOMY NOPTY,
paccuMTaHHasa C UCMONb30BaHWEM MeXaHW3Ma OJHOPaHTOBOM 3afiePXKKH.
3HaueHWe UHULMaNM3aLmnu AOMKHO BbITb Hynem.

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepomneHue:
IfleeeC37238PortDSNetProtocol

[octyn: [ina uTeHnA 1 3anucu
CuMHTaKcuueckan cTpyKTtypa: Integer
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.1.5.1.15

OnpepeneHue: YKa3biBaeT MCNOMb3yeMbli ceTeBOM npoToKon. [AnA
peanu3auuni, coBmectumblx ¢ IEEE C37.238, 370 3HaueHWe JOMKHO bbITb 1
(ieee8023).

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepomneHue:
IfleeeC37238PortDSPortNumber

DocTyn: TonbKo Ana uteHus
CuHTaKcHueckas cTpykTypa: Gauge32
UpeHTtudukatTop obbvekra: 1.3.111.3.37.238.9999.1.5.1.3

OnpepeneHue: Homep noKanbHOro nopra.

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepomneHue:
IfleeeC37238PortDSPortState

DocTyn: TonbKo Ana uTeHus
CuMHTaKcuueckas cTpykTypa: Integer
UpeHTtudukatTop obbvekra: 1.3.111.3.37.238.9999.1.5.1.4

OnpepeneHue: Tekyllee COCTOAHME ABUXKaA npoTokona PTP, cBA3aHHOro ¢
3TUM NOPTOM.

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepomneHue:
IfleeeC37238PortDSPriority

[octyn: [inA uTeHnA v 3anucu
CuHTaKcHueckas cTpykTypa: Gauge32
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.5.1.17

OnpepeneHue: YKka3biBaeT Mcnonb3lyeMbit npuoputet Tera VLAN.

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepomneHue:
IfleeeC37238PortDSProfileld

[octyn: [inA uTeHnA 1 3anucu
CuMHTaKcuuecKkan cTpyKTtypa: Integer
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.1.5.1.14

OnpepeneHue: YKasblBaeT UCNONb3yeMbli npodunb PTP.
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11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepomneHue:
IfleeeC37238PortDSPtpPortEnabled

[octyn: [Ina uTeHnA 1 3anucu
CuMHTaKcuuecKkan cTpyKTtypa: Integer
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.5.1.12

OnpepeneHue: True (MCTUHA), €CNIM MOPT NOAKIOUEH.

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepomneHue:
IfleeeC37238PortDSVersionNumber

DocTyn: TonbKo Ana uteHus
CuHTaKcHueckas cTpykTypa: Gauge32
UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.5.1.11

OnpepeneHue: Ncnonb3lyemas Bepcua PTP Ha nopTy. [inA peanu3sauni,
coBMecTUMbIX ¢ IEEE C37.238, 3T0 3HaueHWe J0SXKHO bbITb 2.

pynna: ieeeC37238PortDataSetGlobalGroup

Trap-yBepomneHue:
IfleeeC37238PortDSVlanld

[octyn: [1na uTeHnA 1 3anucu
CuHTaKcnueckan cTpykrypa: Gauge32
UpeHTudukatTop obbekrta: 1.3.111.3.37.238.9999.1.5.1.16

OnpepeneHue: YKasbiBaeT UCNONb3yeMbli uaeHTUdmkaTop VLAN.

pynna: ieeeC37238TCPortDataSetGroup

Trap-yBepgomneHue:
IfleeeC37238TCPortDSDlyAsymm

dyHkumnoHan areHTa: RC-IEEEC37-238-MIB-AC

HocTyn: He pean13oBaH

CMHTaKcuueckas cTpykTypa: Integer

UpeHTudukatTop obbvekrta: 1.3.111.3.37.238.9999.1.7.16

ACMMMeTpMH 3a4epPXKn pacnpoCcTpaHeHUA CUIrHana

Ipynna: ieeeC37238TCPortDataSetGroup

Trap-yBegomneHue:
IfleeeC37238TCPortDSFaulty

®dyHkumnoHan areHta: RC-IEEEC37-238-MIB-AC

[octyn: Tonbko Ana uteHus

CuMHTaKcHuecKan cTpyKTtypa: Integer

UpeHTudumkatop obbvekra: 1.3.111.3.37.238.9999.1.7.1.4

OnpepeneHue: True (MCTUHA), €CIM NOPT HeUCrpaBeH, 1 False (Noxb), ecnu
nopt pabotaetT HoOpManbHO. 3HaUeHWe UHULMANM3aLuKu AOSIKHO bbiTh False
(noxb).

MpumeuaHune
HanbHelwasn nopaepkka bynet npefocrasneHa. Tekyllee 3HaueHue: false
(noxb).

pynna: ieeeC37238TCPortDataSetGroup

Trap-yBepomneHue:
IfleeeC37238TCPortDSLMinPdlyRInt

[octyn: [InA uteHMA 1 3anucu
CUHTaKCcHuecKas CTpyKTypa: Integer
UpeHTudpmkatTop obbvekra: 1.3.111.3.37.238.9999.1.7.1.3

OnpepeneHue: Jlorapudm no ocHoBaHuto 2 minPdelayReqlnterval.

pynna: ieeeC37238TCPortDataSetGroup

Trap-yBepomneHue:
IfleeeC37238TCPortDSMPathPDIy

[octyn: TonbKo ANA uTeHms
CuHTaKcnueckasn cTpykrtypa: IEEEC37238Timelnterval
UpeHTudpmkatTop obbvekra: 1.3.111.3.37.238.9999.1.7.1.5

OnpepeneHune: OueHKa TeKyLLeln 3aepXXKU OQHOCTOPOHHEro
pacnpocTpaHeHus.

pynna: ieeeC37238TCPortDataSetGroup

Trap-yBepomneHue:
IfleeeC37238TCPortDSPortNumber

[octyn: TonbKo ANA uTeHus
CUHTaKcHueckas cTpykTypa: Gauge32
UpeHTudpmkatTop obbvekra: 1.3.111.3.37.238.9999.1.7.1.2

OnpepeneHue: Homep NoKanbHOro nopra.
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

IF-MIB

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Ipynna: IfGenerallnformationGroup

Trap-yBepomnenue: IfAdminStatus

dyHkumnoHan areHTa: RC-IEEEC37-238-MIB-AC
[octyn: [ina uTeHnA v 3anucu

CuMHTaKcuuecKan cTpykrypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.2.2.1.7.1

OnpepeneHue: XenaeMmblit cTaTyc MHTepdeica. CocTosHue testing(3)
yKa3blBaeT Ha TO, UTO HUKaKKWe onepaLMoHHbIe NakeTbl He MOTYT BbiTb
nepepaHbl. Korga ynpasnsaemas cuctemMa MHUMLMANU3UpyeTcs, Bce
UHTEpdeincbl HauuHatoTcAa ¢ ifAdminStatus B coctosHMu down(2).

B pesynbTate nMbo ABHOro 4eNCTBUA CUCTEMBI ynpaBneHus, nbo B
COOTBETCTBUM C KOH(PUTYPaALMOHHOW MHDOpMaLMen, COXpaHEHHOM
ynpaenaemoi cuctemoit, ifAdminStatus 3ateM U3MeHseTcA Ha COCTOAAHME
up(1) unu testing(3) (unu octaetcs B coctosiHun down(2)).

MpumeuaHune
Mopaep»kKa 3HaueHun testing(3) He peanu3oBaHa B COOTBETCTBUM C
3aaBneHunem o cootBetctBmMu RFC 2863.

Ipynna: IfGenerallnformationGroup

Trap-yBepgomnenue: IfAlias

®dyHkuuoHan areHrta: RC-IF-MIB-AC
CMHTaKcuueckasn cTpykTtypa: String
UpeHTudukatop obbekra: .1.3.6.1.2.1.31.1.1.1.18.1

OnpepeneHue: ITOT 0OBLEKT ABNIAETCA NCEBAOHUMOM UHTEpPdENCa,
COrnacHoO onpeaeneHnio MeHeXepa CeTH, U NpefocTaBnsaeTt
3HeproHe3aBMCMMbIN "AeckpunTop” ana nHtepdeinca. B nepsom
3Kk3emnnspe uHTepderica 3HaueHue ifAlias, cBfizaHHOe C 3TUM
WHTepdencom, npeacTaBnaeT cobon CTPOKy HyneBow AnuHbl. Korga
3HaueHMe 3anucbiBaeTcs B 3k3emnnap ifAlias uepes onepauuto Habopa
yNpaBneHWA CeTblo, areHT JOMKEH COXPaHATb YKa3aHHOe 3HaueHWe B
sk3emnnspe ifAlias, cBf3aHHOM C TeM Xe WHTepdercom, 1o Tex nop,

MoKa 3TOT MHTepdeinC 0CTaeTCA 3K3eMMAAPOM, B TOM UMCIe Npu BCex
NOBTOPHbIX MHULMaNMU3aumax/nepesarpy3kax CUCTEMbl yNpaBieHNsA
CeTbto, BKNOUAs Te, KOTOPble NMPUBOAAT K U3MEHEHMI0 3HaueHusn iflndex
nHTepdeica. NMprumMepomM 3HaUeHHA, KOTOPOE MEHEXKEP CETU MOXET
XpaHWTb B 3TOM 0bbekTe anAa nHtepdeica WAN, Asnsaetca Homep/
naeHTUmkatop uenu (Telco) uHTepdeiica. HekoTopble areHTbl MOryT
noaAepXunBaTtb AOCTYN Ha 3aMWCb TONbKO ANA MHTEP(ENCOB, UMEIOLLNX
onpefeneHHble 3HaueHun ifType. AreHT, NoALePKUBALOLLKUIA JOCTYN

Ha 3anucb K 3TOMY 0b6bekTy, HeoDX0AWM NS COXPaHEHUA 3HAUEHUA B
3HEepProHe3aBMCMMOM XPaHWUIULLE, HO OH MOXET OFPaHWUUNTb ANIMHY HOBbIX
3HaYeHWM B 3aBMCMMOCTHM OT TOFO, CKOMbKO NaMATH YXKe 3aHATO TeKYLLUMU
3HaYEeHUAMM ANA APYTUX MHTEPGENCOB.

NMpumeuaHue
[nunHa cTpokun orpaHmnyeHa 15 cumBonamu.

Ipynna: IfGenerallnformationGroup

Trap-yBegomnenue: IfConnectorPresent

®dyHKkuunoHan areHTa: RC-IF-MIB-AC

DocTyn: TonbKo Ana uteHus

CuMHTaKcuuecKkan cTpyKTtypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.31.1.1.1.17.1

OnpepeneHue: ITOT 06bEKT UMeeT 3HaueHue "true(1)", ecnu noacnow
WHTepdeica MeeT PU3NUECKUI COeANHUTEND, U 3HaueHue "false(2)" B
MHOM Clyyae.
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11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

Ipynna: IfCounterDiscontinuityGroup

Trap-yBepomneHue:
IfCounterDiscontinuityTime

DocTyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykTypa: Timeticks
UpeHTudukatop obbvekra: .1.3.6.1.2.1.31.1.1.1.19.1

OnpepeneHue: 3HaueHue sysUpTime B nocnegHem cnyuae obHapy>KeHuWA
pa3pbiBOB B 3HAUEHUAX A1 OAHOI0 UK HECKONbKUX CUETUMKOB

3TOro uHTepderica. CooTBETCTBYHOLLME CUETUMKM — 3TO KOHKPETHbIE
3K3eMMNAspbl, CBA3aHHbIE C 3TUM UHTepdericom nroboro Counter32 nnu

Ipynna: IfGenerallnformationGroup

Trap-yBepomneHue: IfDescr

DocTyn: TonbKo AnA uTeHus
CMHTaKcUueckas cTpykTypa: String
UneHTudukatop obbvekra: .1.3.6.1.2.1.2.2.1.2.1

OnpepeneHue: TekCcToBan CTPOKa, COAepKaLlaa MHopmMaLnto ob
MHTepdence 3Ta CTPOKaA AOMKHA coaepKaTb UMA NPOU3BOAUTENS,
Ha3BaHMWe NPoAyKTa v BepCUto annapaTHoro/nporpaMmmHoro obecneueHusn
WHTepdeica.

pynna: IfVHCPacketGroup

Trap-yBepomneHnue: IfHCInBroadcastPkts

DocTyn: TonbKo Ana uteHus
Onpepenenune: Counter64
UneHTudukatop obbvekra: .1.3.6.1.2.1.31.1.1.1.9.1

OnpepeneHue: ObbekT Counter64, conepatymiics B ifTable unu ifXTable.
Ecnn c MoMeHTa nocnegHen NOBTOPHOM MHULMANMU3aLUK NOKaNbHOM
NOACUCTEMbI YNPaBNEHWA TaKUX Pa3pbiBOB B 3HAUEHWUAX HE BO3HUKNO, TO
3TOT OOBEKT COEPXKUT HYNEBOE 3HAUEHMUE.

pynna: IfVHCPacketGroup
Trap-yBepomneHnue: IfHCInMulticastPkts

DocTyn: TonbKo Ana uteHus
Onpepenenue: Counter64
UpeHTudukatop obbvekra: .1.3.6.1.2.1.31.1.1.1.8.1

OnpepeneHue: KonnuectBo NakeToB, AOCTaBMEHHbIX 3TUM NMOAYPOBHEM
Ha bornee BbICOKMI ypoBeHb (MOAypPOBeHb), KOTOopble Hbinu afpecoBaHbl

Ha rpynnoBoOw agpec Ha 3TOM noaypoBHe. ns npoTtokona yposHsa MAC
37O BK/ItOUAET KaK rpynnoBble, Tak U PyHKLUMOHanbHble agpeca. 3ToT
o0bbekT ABnaeTca 64-pa3pagHoi Bepcuelr ifinMulticastPkts. MNpu noBTOpHOM
MHWLMANM3aLun CUCTEMbI YNIPaBAEHHUA U B APYTUX CyYasX, YKazaHHbIX
3HaueHueM ifCounterDiscontinuityTime, MOryT BO3HWKaTb pa3pbiBbl B
3HaUEeHMAX 3TOro CUeTUmKa.

pynna: IfVHCPacketGroup

Trap-yBepomnenue: IfHCInOctets

DocTyn: TonbKo Ana uteHus
Onpepenenune: Counter64
UpeHTudukatop obbvekra: .1.3.6.1.2.1.31.1.1.1.6.1

OnpepeneHue: ObLLee KONMUECTBO OKTETOB, MOMYUEHHbIX HA MHTEPENCE,
BKHOUAsA CUMBOSbI KaAPOBOWM CUHXPOHMU3aLMK. ITOT 0O6beKT ABNAETCA
64-pa3psgHoi Bepcue ifinOctets. MNpu NOBTOPHOM MHULMANM3aLUK
CUCTeMbl YNPaBAEHUA U B APYTUX CyUasX, yKazaHHbIX 3HaUeHWeMm
ifCounterDiscontinuityTime, MOryT BO3HWKaTb pa3pbiBbl B 3HAUEHWUAX 3TOTO
cueTumKa.

pynna: IfVHCPacketGroup
Trap-yBepomnenue: IfHCInUcastPkts
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DocTyn: TonbKo AnA uTeHus
Onpepenenune: Counter64
UpeHTudukatop obbvekra: .1.3.6.1.2.1.31.1.1.1.7.1

OnpepeneHue: KonnuectBo NakeToB, AOCTaBNEHHbIX 3TUM NMOAYPOBHEM
Ha bonee BbICOKMI ypoBeHb (MOAYPOBEHb), KOTOPbIe He BbliM aapecoBaHbl
Ha rpynnoBOW MK LUMPOKOBELLATeNbHbIA aapec Ha 3TOM NodypoBHe. 3TOT
0bbeKT ABnaetca 64-pa3panHoi Bepcuel ifinUcastPkts. Mpu nosTopHOM
MHWLMANM3aLMn CUCTEMbI YNIPaBAEHHUA U B APYTUX CIyYasX, YKazaHHbIX
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11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

3HaueHueM ifCounterDiscontinuityTime, MOryT BO3HWKaTb pa3pbiBbl B
3HaUEHUSIX 3TOrO CUeTUMKa.

Ipynna: IfVHCPacketGroup
Trap-yBepomnenue: IfHCOutBroadcastPkts

[ocTtyn: TonbKo Ana uteHms
OnpepeneHune: Counter64
UpeHTudukatop obbekra: .1.3.6.1.2.1.31.1.1.1.13.1

OnpepeneHue: ObLee KONMUECTBO NaKeTOB, KOTOPble 3anpaLlnBatoTCA
npoTokonamu bonee BbICOKOro yPOBHA U KOTOpble BbiNK agpecoBaHbl

Ha LUIMPOKOBeLLaTeNbHbIM aApec Ha 3TOM NoAypOBHe, BKNtouas Te,
KoTopble 6binK 0TOPOLLEHbI UM He OTNpaBneHbl. 3TOT 0bbeKT ABnNAeTCA 64-
pa3psiaHoi Bepcueit ifOutBroadcastPkts. Mpu NOBTOPHON MHULMANM3ALMK
CUCTEMbI YIpaBAEeHNUA U B APYr1X Cyuasnx, yKa3aHHbIX 3HaUeHWeM
ifCounterDiscontinuityTime, MOryT BO3HWKaTb pa3pbiBbl B 3HAUEHWUAX 3TOrO
cueTumKa.

Ipynna: IfVHCPacketGroup
Trap-yBepomnenue: IfHCOutMulticastPkts

[ocTtyn: TonbKo Ana uteHms
OnpepeneHune: Counter64
UpeHTudukatop obbekra: .1.3.6.1.2.1.31.1.1.1.12.1

OnpepeneHue: ObLlee KONMMUECTBO NaKeTOB, KOTOPbIE 3anpallnBatoTCA
npoTokonamu bonee BbICOKOrO YPOBHS U KOTOPble Dbinu afpecoBaHbl
Ha rpynnoBoW agpec Ha 3TOM NOAYpPOBHe, BKItOUas Te, KOTopble bbinu
OTOpOLLEHbI UMK He oTNpaBneHbl. AnA npotokona yposHa MAC 310
BK/HOUAET KaK rpynnoBble, Tak U (yHKLMUOHaNbHbIe agpeca. 3T0T 0bbeKT
ABnsetcs 64-pa3psaHon Bepcueit IfOutMulticastPkts. Mpu noBTOpHOM
WHWLMANM3aLMKU CUCTEMbI YNIPaBIEHWA WU B APYTUX CNyUanX, YKa3aHHbIX
3HaueHueM ifCounterDiscontinuityTime, MOryT BO3HWKaTb pa3pbiBbl B
3HaUEHUAX 3TOrO CUeTUMKa.

Ipynna: IfVHCPacketGroup
Trap-yBepomnenue: IfHCOutOctets

[ocTtyn: TonbKo Ans uteHus
OnpepeneHune: Counter64
UpeHTudukatop obvekra: .1.3.6.1.2.1.31.1.1.1.10.1

OnpepeneHue: ObLLee KONMUECTBO OKTETOB, NepefaBaeMbiX U3
WHTepdeica, BKNOYaa CUMBOJbI KaAPOBON CUHXPOHM3aLKK. ITOT 0ObeKT
ABnsetcs 64-pa3psaHon Bepcuent ifOutOctets.

Ipynna: IfVHCPacketGroup
Trap-yBepomnenue: IfHCOutUcastPkts

[ocTtyn: Tonbko Ans uteHus
OnpepeneHune: Counter64
UpeHTudukatop obvekra: .1.3.6.1.2.1.31.1.1.1.11.1

OnpepeneHue: ObLee KONMMUECTBO NaKeTOB, KOTOPbIE 3anpallnBatoTCA
npoTokonamu bonee BbICOKOrO YPOBHA WM KOTOPble He bbinu afpecoBaHbl Ha
rpynnoBOM WK LUIMPOKOBELLATENbHbIN afpec Ha 3TOM MOAYPOBHE, BKItOUas
Te, KoTopble OblK OTOPOLLEHBI UK He OTNPaBNeHbl. ITOT 0ObEKT ABNSAETCA
64-pa3psigHon Bepcueit IfOutUcastPkts.

Ipynna: IfGeneralinformationGroup

Trap-yBepomnenue: IfHighSpeed
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[octyn: TonbKo Ans uteHus
CUHTaKCcHuecKas cTpykTypa: Gauge32
UpeHTudukatop obvekra: .1.3.6.1.2.1.31.1.1.1.15.1

OnpepeneHue: OueHKa TeKyLLel NPONyCKHOM CNocobHOCTU MHTepdeiica
B eAuHULax n3meperHusa 1 000 000 6uToB B cekyHay. Ecnu 3ToT

0b6beKT coobuyaeT 3HaueHWe "n", To CKOPOCTb MHTepdheica HaxoauTCA
npubnusnTenbHo B AgnanasoHe ot "n-500 000" o "n+499 999". finn
MHTepdenCcoB, KOTOPbIe He OTIMUALOTCA MO LMPUHE NOTOChI NPOMNYCKaHMA
Unu Ansa nHTepdencoB, ANA KOTOPbIX HEBO3MOXHO MPOWU3BECTU TOUHYHO
OLLeHKY, 3TOT OBbeKT JOMKEH CoAepKaTb HOMUHANbHYHO LLUMPUHY NONOChHI
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT OnucaHue

nponycKaHuA. Onsa noaypoBHA, KOTOprVI HEe COAEPXUT NOHATHUE NOJTOChI
nponycKkaHuA, 3ToT obbekT OOJIKeH ObITb PaBeH HyIHO.

Ipynna: IfVHCPacketGroup Doctyn: TonbKo ANa UTeHus
Trap-yBepgomneHue: IfinBroadcastPkts CuHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudukatop obbekra: .1.3.6.1.2.1.31.1.1.1.3.1

OnpepeneHue: KonnuectBo NakeToB, JOCTABNEHHbIX 3TUM NOAYPOBHEM
Ha 6oree BbICOKMI ypoBeHb (MOAYypPOBEHb), KOTOpble HbiW aApecoBaHbl
Ha LUMPOKOBeLLaTeNbHbIA aapec Ha 3TOM NodypoBHe. [py NOBTOPHOM
MHULMANM3aLWK CUCTEMbI YNIPABIEHUSA U B APYTUX CITyuasX, yKasaHHbIX
3HaueHueM ifCounterDiscontinuityTime, MOryT BO3HWKaTb pa3pbiBbl B
3HaUEHUSIX 3TOr0 CUeTUMKa.

Ipynna: IfGenerallnformationGroup ®yHKunoHan areHTa: RC-IEEEC37-238-MIB-AC
Trap-yBepomnenue: Ifindex [ocTtyn: TonbKo ANA uTeHuns

CUMHTaKcUueckas CTpykTypa: Integer
UneHTudpukatop obbekra: .1.3.6.1.2.1.2.2.1.1.1

OnpepeneHue: YH1KanbHoe 3HaueHWe bonblue Hyns AnA KaXxaoro
WHTepdenca. PekoMeHayeTCA NPUCBanBaTb 3HaUEHWUA HEMPEPBIBHO,
HauuHanA ¢ 1. 3HaueHKWe 4NA KaX[oro NogypoBHA MHTepdeica fJONKHO
0CTaBaTbCA MOCTOAHHbIM, MO KpanHeW Mepe, OT O4HOW NOBTOPHOM
MHWLMANM3aLMKM CUCTEMbI YyNpaBeHnA ceTbio 0bbeKTa Jo cnefytoLen
NMOBTOPHOM MHULMANU3aLMHK.

MpumeuaHune
Co3paHve v ynaneHue 3anucu B ifTable He noppep>kuBaeTca.

Ipynna: IfVHCPacketGroup [ocTyn: TonbKo ANA uteHus
Trap-yBepomnenue: IfInDiscards CuHTaKcuueckas cTpykrypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.2.2.1.13.1

OnpepeneHune: KonnuectBo BXOASALLMUX NaKeTOB, KOTOpble Bbinu BbIbpaHbl
ANA yhaneHus, faxe ecnv He bbino obHapyXeHo owmnbok, uTobbl NomMeLaThb
WX [lOCTaBKe B MPOTOKON bonee BbICOKOro ypoBHsS. OfHON U3 BO3MOXHbIX
MPUUKH OTKa3a OT TaKOro naketa MoXeT bbITb BbicBObOXAEHHUE BydhepHOoro
npocTpaHcTBa. [pyM NOBTOPHOM MHULMANW3ALWUK CUCTEMDbI YNIPABNEHUA U B
Lpyrux cnyuasx, ykasaHHblx 3HaueHueM ifCounterDiscontinuityTime, moryT
BO3HMKaTb pa3pbIBbl B 3HAUEHUAX 3TOMO CUETUMKA.

Ipynna: IfVHCPacketGroup [ocTyn: TonbKo ANA uteHus
Trap-yBepomnenue: IfInErrors CuHTaKcuueckas cTpykrypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.2.2.1.14.1

OnpepeneHue: [na NakeTHO-OPUEHTUPOBAHHbIX HTepdeNcoB —
KOMMUECTBO BXOAALLMX NAKETOB, COAEPKALLUMX OLLUMDKHK, NpenaTcTBytoLLMe
WX [lOCTaBKe B MPOTOKON bonee BbICOKOro ypoBHsA. [ins nHTepdheicos,
OPUEHTUPOBAHHBIX HAa CUMBOSbI UMM (DUKCUPOBAHHYHO ANKUHY, —
KONMUEeCTBO BXOAALLMX BNOKOB Nepefauun, CofepKallux ownbKH,
NpensaTCTBYHOLLME WX [OCTaBKe B NPOTOKON Honee BbICOKOro ypoBHs. Mpu
MOBTOPHOM MHWLMANKU3aLMKU CUCTEMbI YNIPABIIEHUS U B APYrHX Cryyasx,
yKa3saHHbIx 3HaueHuewm ifCounterDiscontinuityTime, MOryT BO3HUKaTb
pa3pbiBbl B 3HAUEHUSAX 3TOrO CUETUMKaA.

Ipynna: IfVHCPacketGroup [ocTyn: TonbKo AnA uteHus

Trap-yBepomnenue: IfinMulticastPkts CuHTaKcuueckas ctpykrypa: Counter32

UpeHTudukatop obbvekra: .1.3.6.1.2.1.31.1.1.1.2.1

3 '] 4 RUGGEDCOM ROS Bepcua5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02



WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHue: KonnuectBo NakeToB, JOCTaBAEHHbIX 3TUM MOAYPOBHEM
Ha bonee BbICOKKI ypoBeHb (NOLYPOBEHb), KOTOPbIe bbiNv afpecoBaHbl
Ha rpynnoBoK agpec Ha 3TOM noaypoBHe. [ina npoTtokona ypoBHA MAC
3TO BKITIOUAET KaK rpynnoBsble, Tak U PyHKLKUOHanbHble agpeca. MNpu
NOBTOPHOM MHULMANN3aLMKN CUCTEMbI YNIPABEHUA U B APYTUX ClyyasXx,
yKa3aHHbIx 3HaueHueM ifCounterDiscontinuityTime, MOryT BO3HWKaTb
pa3pbiBbl B 3HAUEHUAX 3TOr0 CUETUMKa.

Ipynna: IfVHCPacketGroup

Trap-yBepomnenue: IfInOctets

[ocTtyn: TonbKo Ana uteHms
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudukatop obbekra: .1.3.6.1.2.1.2.2.1.10.1

OnpepeneHue: ObLiee KONMUECTBO OKTETOB, MOMTyUEHHbIX Ha UHTepdETiCe,
BKIItOUass CHMBOJbI KAAPOBOM CMHXPOHU3aLMK. Mpu NOBTOPHOM
MHULMANM3aLWK CUCTEMbI YNIPABNEHUSA U B APYTUX CITyuasX, yKasaHHbIX
3HaueHueM ifCounterDiscontinuityTime, MOryT BO3HWKaTb pa3pbiBbl B
3HaUEHUSIX 3TOr0 CUeTUMKa.

Ipynna: IfVHCPacketGroup

Trap-yBepomnenue: IfinUcastPkts

[ocTtyn: TonbKo Ans uteHus
CuHTaKcHueckas cTpykTypa: Counter32
UpeHTudukatop obbekra: .1.3.6.1.2.1.2.2.1.11.1

OnpepeneHune: KonnMuecTBo NakeToB, [OCTABIEHHbIX 3TUM NOAYPOBHEM
Ha bonee BbICOKUI ypOBeHb (MOAYPOBEHD), KOTOPbIE He bbinK agpecoBaHbl
Ha rpynnoBOW WUIW LUMPOKOBELLATeNbHbIN aipec Ha 3TOM NoAypoBHe. Mpw
MOBTOPHOM MHULMANKM3ALMKU CUCTEMDBI YIIPABIIEHWUA U B APYTUX CyuasX,
yKa3aHHbIx 3HaueHueM ifCounterDiscontinuityTime, MOryT BO3HWKaTb
pa3pbiBbl B 3HAUEHHWSAX 3TOrO CUETUMKA.

Ipynna: IfVHCPacketGroup

Trap-yBepgomnenue: IfinUnknownProtos

[octyn: TonbKo Ans uteHms
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudukatop obbekra: .1.3.6.1.2.1.2.2.1.15.1

OnpepeneHue: InA NakeTHO-OPUMEHTUPOBaHHbIX MHTepdencoB —
KONTMUECTBO MaKeToB, NOMyUeHHbIX uepes nHTepdeic, koTopble bbinu
OTOpOLLEHbI U3-32 HEU3BECTHOIO UK HEMOAAEPXKUBAEMOTrO NPOTOKONA.
[nA nHTepdencoB, OPUEHTUPOBAHHbBIX Ha CUMBOJIbI, UK UHTEpPdeNCcoB
(PMKCMPOBAHHOW ANWHbBI, NOAAEPKUBAOLLUX MYNbTUMIEKCUPOBaHHUE
NPOTOKOJNOB, KONMUECTBO BNIOKOB Nepefaun, NPUHATLIX Uepes UHTepdeiic,
KoTOpble bbinu oTOPOLLEHbI U3-32 HEU3BECTHOTO MW HEMOAAEPXKUBAEMOTO
npotokona. [ina ntoboro MHTepdeiica, KOTOpPbIA He NOAAEPXKHUBAET
MYNbTUMNEKCMPOBaHWeE MPOTOKONOB, 3TOT CUETUMK Bceraa byaet paseH 0.
MpY NOBTOPHOM MHULMANMU3ALUK CUCTEMDBI YNIPABNEHWUA WU B APYTUX Cydasnx,
yKa3aHHbIx 3HaueHueM ifCounterDiscontinuityTime, MOryT BO3HWKaTb
pas3pbiBbl B 3HAUEHUSAX 3TOMO CUETUMKa.

Ipynna: IfGeneralinformationGroup

Trap-yBepomnenue: IfLastChange

[octyn: TonbKo Ana uteHms
CuMHTaKcuueckas cTpykrtypa: Timeticks
UpeHTudukatop obbekra: .1.3.6.1.2.1.2.2.1.9.1

OnpepeneHue: 3HaueHue sysUpTime Ha MOMEHT nepexofa UHTepdeiica
B TekyLlee pabouee cocTonHue. Ecnu Tekylee cocTosaHKWe bbino BBeAeHO
[0 nocnegHen NOBTOPHOM MHULUMaNM3aLmMn NOACUCTEMbI yNpaBieHuUA
NOKanbHOW CeTbH, TO 3TOT ODBEKT COAEPKUT HYNeBOE 3HaUeHue.

Ipynna: IfGenerallnformationGroup

Trap-yBepgomneHue:
IfLinkUpDownTrapEnable

RUGGEDCOM ROS Bepcusa5.5
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[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKan CTpyKTypa: Integer

UpeHTudukatop obbekra: .1.3.6.1.2.1.31.1.1.1.14.1
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHue: YKasbiBaeT, cefyeT v co3fgasaTb NOBYLWKK linkUp/
linkDown gnsa satoro uHTepdeica. Mo ymMonuaHuto 3TOT 0OBEKT AOMKEH
MMeTb 3HaueHue enabled(1) ans MHTepgencoB, KOoTopble He paboTatoT
nosepx ntoboro gpyroro nHTepdeiica (Kak onpeneneHo B ifStackTable), B
NPOTUBHOM Cillyuyae — 3HaueHwue disabled(2).

Ipynna: IfVHCPacketGroup

Trap-yBepgomneHue: [fMtu

[ocTtyn: TonbKo Ans uteHms
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudukatop obbekra: .1.3.6.1.2.1.2.2.1.4.1

OnpepeneHue: Pa3mep camoro 6onblIOro nakeTa, KOTOPbIM MOXeT

BbITb OTNpaBRNeH/NPUHAT Ha MHTepdelce, yka3aHHbIW B OKTeTax. [Ann
HHTepdenCcoB, KOTOpble UCMONb3YTCA As Nepefayn ceTeBbiX AaTarpamm,
3T0 pa3Mep caMoM bonbLUIOW ceTeBOW faTarpaMMbl, KOTOpas MOXeT BbiTb
OTMpaBneHa Ha UHTepdec.

Ipynna: IfGenerallnformationGroup

Trap-yBepomnenue: [fName

[ocTtyn: TonbKo Ana uteHms
CMHTaKcuuecKkas cTpykTtypa: String
UpeHTudukatop obbekra: .1.3.6.1.2.1.31.1.1.1.1.1

OnpepeneHue: TeKCTOBOE UMA UHTepdelica. 3HaueHMeM 3TOro obbekTa
[LOJIXKHO BbITb UMA MHTepdeica, NPUCBOEHHOE NIOKaNbHbIM YCTPOWCTBOM,
W LOMKHO BblTb NPUTOAHO AN1A UCMONb30BaHUA B KOMaHAaX, BBOAUMbIX Ha
"KOHCONK" yCTPOMCTBA. 3TO MOXKeET bblTb TEKCTOBOE UMSA, Hanpumep, "le0”
WM NPOCTOM HOMEp NopTa, Hanpumep “1", B 3aBUCMMOCTM OT CMHTaKCKCa
WMeHOBaHWA UHTepdeiica ycTpoicTea. Ecnm Heckonbko 3anucelt B ifTable
BMecCTe NPeAcTaBnatoT OAMH MHTEPdENC C UMEHEM YCTPOWCTBA, TO Kaxaas
13 HUX ByaeT UMeTb ofiMHaKoBoe 3HaueHKe ifName. ObpaTnTe BHUMaHMUe,
UTO ANA areHTa, Kotopbin oTBeuaeT Ha SNMP-3anpocbkl oTHOCUTENbHO
WHTepdeica Ha KakoM-TMbo ApyromM (MPOKCMPOBAHHOM) YCTPOMICTBE,
3HaueHue ifName ana Takoro HTepdeica ABNAETCA NOKaNbHbIM UMEHEM
NPOKCMPOBAHHOIO YCTPOWCTBA ANsl Hero. ECnu NoKanbHOro UMeHW HeT
WK 3TOT O6BEKT He MPUMEHUM MHbIM 06Pa3oM, TO 3TOT OBbEKT COAEPKHUT
CTPOKY HYNeBOM ANUHbI.

Ipynna: IfGenerallnformationGroup

Trap-yBepomnenue: [fNumber

[octyn: TonbKo Ans uteHms
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.2.1.0

OnpepeneHune: KonuuectBo ceTeBbIX MHTeP(ENCOB (HE3aBUCMMO OT UX
TEeKYyLLEro COCTOSIHUSA), MPUCYTCTBYHOLLMX B 3TOW CUCTEME.

Ipynna: IfGenerallnformationGroup

Trap-yBepomneHue: [fOperStatus
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®dyHkuuoHan areHrta: RC-IF-MIB-AC

[octyn: TonbKo ANA uTeHus

CuMHTaKcuuecKan cTpyKTypa: Integer
UneHTudpukatop obbekra: .1.3.6.1.2.1.2.2.1.8.1

OnpepeneHue: Tekyulee pabouee cocToAaHUe UHTepdeica. CocToAaHUe
testing(3) yka3sbiBaeT Ha TO, UTO HMUKaKWe omnepaLMOHHbIe NaKeTbl He MOTyT
6bITb NepefaHbl. Ecnv ifAdminStatus HaxoauTcs B coctosiHun down(2),

10 ifOperStatus gomkeH bbiTb B coctoaHnn down(2). Ecnv ifAdminStatus
u3MeHeH Ha up(1), To ifOperStatus gomkeH M3MeHUTbCs Ha up(1), ecnu
WHTEpdeNC roToB K Nnepefave U NpUemMy CETEBOro TPaPuKa; OH LOIKEH
n3MeHuTbca Ha dormant(5), ecnu UHTEpdENC 0XKMAAET BHELLUHUX AENCTBUI
(HanpuMmep, NocnefoBaTenbHas MUHWA OXXWAAET BXOAALLEro COeAnHEHHUSA);
OH [I0MXeH ocTaBaTbCA B cocTossHUM down(2), ecnin 1 TONbKO ecin ecTb
HEeMCnpaBHOCTb, KOTOPAA MeLIaeT eMy nepeinTu B coctosHue up(1); oH
[lOJIXKEH OCTaBaTbCsA B COCTOSAHWMM notPresent(6), ecnu MHTepdeiic meeT
oTcyTcTBytoLMe (06bIUHO annapaTHble) KOMMOHEHTI.
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

NMpumeuanune
MHdopMauuma, orpaHuueHHan areHToM Rugged Switch ans obbekTa TonbKo
ANA uTeHusA.

pynna: IfVHCPacketGroup

Trap-yBepomneHnue: IfOutBroadcastPkts

[ocTtyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTucpukatop obbekra: .1.3.6.1.2.1.31.1.1.1.5.1

OnpepeneHune: ObLlee KONMUECTBO NaKETOB, KOTOPbIe 3anpaLlnBatoTCA
npoTokonamu bonee BbICOKOrO YPOBHS U KOTOpble BbiNM agpecoBaHbl Ha
LUMPOKOBELLATENbHbIM apec Ha 3TOM MOAYPOBHeE, BKKOUas Te, KOTOpble
6binK 0TOPOLLEHBI UK He OTrpaBneHbl. [1pyU NOBTOPHOM MHULMANW3aLWK
CUCTEMbI YNIPABAEHHUA U B APYTUX ClyuasX, yKa3aHHbIX 3HaUEHWeM
ifCounterDiscontinuityTime, MOryT BO3HWKaTb pa3pbiBbl B 3HAUEHWAX 3TOTO
CUeTUMKa.

pynna: IfVHCPacketGroup

Trap-yBepomnenue: IfOutDiscards

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTUdpukatop obbvekra: .1.3.6.1.2.1.2.2.1.19.1

OnpepeneHune: KonnuectBo UCXOAALLMX MAKeTOB, KOTOpble Bbinu

BbIOpaHbl ANA yaaneHus, faxke ecnu He bbino obHapy»keHo ownbok ans
npenoTBpaLleHus ux nepeaaun. OQHOM U3 BO3MOXHBIX NMPUUMH OTKasa oT
TaKoro nakeTa MOXeT bbITb BbICBOOOXAEHWE DyhepHOro NpoCTpaHCTBa.
MpyY NOBTOPHOM MHULMANM3ALMU CUCTEMBI YIPABAEHWUA U B PYrUX ClyuasXx,
yKa3aHHbIX 3HaueHuewm ifCounterDiscontinuityTime, MOryT BO3HUKaTb
pa3pbiBbl B 3HAUEHUSIX 3TOTO CUETUMKA.

pynna: IfVHCPacketGroup

Trap-yBepomneHue: IfOutErrors

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTtUdpukatop obbvekra: .1.3.6.1.2.1.2.2.1.20.1

OnpepgeneHue: A NakeTHO-OPUEHTUPOBAHHbIX HTEPENCOB —
KOMMUECTBO UCXOAALLMX NAKETOB, KOTOPbIE HE YAaNoch NepefaTb Us-
3a owunbokK. Ans nHTepeinCcoB, OPUEHTUPOBAHHBIX HA CUMBOJIbI UITU
(PUKCHPOBAHHYHO ASTUHY, — KOMTMUECTBO UCXOAALLMX BNOKOB nepefauu,
KoTopble He MOTYT bbITb NepesaHbl U3-3a oWKMbOK. [pK NOBTOPHOW
MHULMaNM3aLnUK CUCTEMbI YNIPaBNEHUA U B APYTUX CIyuasX, yKa3aHHbIX
3HaueHwueM ifCounterDiscontinuityTime, MOryT BO3HWKaTb pa3pbiBbl B
3HaUEHUSIX 3TOrO CUeTUMKa.

pynna: IfVHCPacketGroup
Trap-yBepomneHnue: IfOutMulticastPkts

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTucpukatop obbvekra: .1.3.6.1.2.1.31.1.1.1.4.1

OnpepeneHue: ObLiee KONMUECTBO NMaKeTOB, KOTOPbIE 3aMpaLlnBatoTCA
npoTokonamu bonee BbICOKOrO YPOBHSA U KOTOPble Bbink agpecoBaHbl
Ha rpynnoBoOK agpec Ha 3TOM NOAYPOBHE, BKIIOUaA Te, KoTopble

HbInK OTOPOLLEHBI UK He oTnpasneHbl. Ona npoTtokona yposHa MAC
3TO BK/tOUAET KaK rpynnoBble, Tak U PyHKLMOHanbHble agpeca. Mpu
NOBTOPHOMN MHULMANU3ALMK CUCTEMbBI YNIPABIEHUA U B APYTUX ClyyasnX,
yKa3aHHbIX 3HaueHuem ifCounterDiscontinuityTime, MOryT BO3HUKaTb
pa3pbiBbl B 3HAUEHMAX 3TOr0 CUETUMKA.

pynna: IfVHCPacketGroup

Trap-yBepomneHue: IfOutOctets
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[octyn: TonbKo ANA uTeHus

CuHTaKcuueckas cTpykTypa: Counter32

UneHTudpukatop obbvekra: .1.3.6.1.2.1.2.2.1.16.1
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ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT OnucaHue

OnpepeneHune: ObLee KONMMUECTBO OKTETOB, NEpPefaBaeMbiX U3
UHTepdelica, BKIHOUas CUMBOIbI KaAPOBOM CMHXPOHM3aLMK. pu
MOBTOPHOM MHULMANKU3ALMKU CUCTEMDBI YIIPABIEHWUA U B APYTUX CyuasnXx,
yKa3aHHbIx 3HaueHueM ifCounterDiscontinuityTime, MOryT BO3HWKaTb
pa3pbiBbl B 3HAUEHHWSAX 3TOrO CUETUMKA.

Ipynna: IfVHCPacketGroup Doctyn: TonbKo ANA UTeHus
Trap-yBepomnenue: [fOutUcastPkts CuHTaKcHueckas cTpykTypa: Counter32
UpeHTtudukatop obbekra: .1.3.6.1.2.1.2.2.1.17.1

OnpepgeneHue: ObLlee KONMUECTBO NaKETOB, KOTOPbIe 3anpaLlvBatoTCA
npoTokonamu bonee BbICOKOrO YPOBHS U KOTOpble He Bbinu agpecoBaHbl Ha
rpynnoBOM UK LWMPOKOBELLATENbHBIW afpec Ha 3STOM NOAYPOBHE, BKIOUas
Te, KoTopble Bbinn OTOPOLLEHbI UK He OTNpaBneHbl. [1pyU NOBTOPHOW
MHULMANM3aLWKW CUCTEMbI YNIPaBNEHUSA U B APYTUX CITyuasX, yKasaHHbIX
3HaueHueM ifCounterDiscontinuityTime, MOryT BO3HWKaTb pa3pbiBbl B
3HaUEHUSIX 3TOrO CUeTUMKa.

Ipynna: IfGeneralinformationGroup Doctyn: TonbKo ANA UTeHus
Trap-yBepomneHue: [fPhysAddress CuHTaKcuueckas cTpyKkrtypa: PhysAddress
UpeHTudukatop obbekra: .1.3.6.1.2.1.2.2.1.6.1

OnpepeneHue: Agpec nHTepdeinca Ha NoaypoBHe nNpoTokona. Hanpumep,
anst uHTepgerica 802.x 3T0T 06bekT 0bbluHO cogepxkut MAC-agpec. MIB
MHTepdenca, 3aBUCALLMI OT HOCMTENA, AOMKEH ONpeaenATb NOPAAOK
6uToB 1 6arTOB M hopMaT 3HaUeHMA 3Toro obbekTa. A uHTepdencos,
He MMeLLMX TaKoro agpeca (Hanpumep, NocnefoBaTeNbHON IMHWK), 3TOT
0DbEKT AOMKEH COAEPKaTb OKTETHYH CTPOKY HYNEeBOW ANWHbI.

Ipynna: IfVHCPacketGroup ®yHKunoHan areHta: RC-IF-MIB-AC
Trap-yBepgomneHue: [fPromiscuousMode [octyn: TonbKo ANA uTeHuns

CuMHTaKcuuecKan cTpyKTypa: Integer
UpeHTtudpukatop obbekra: .1.3.6.1.2.1.31.1.1.1.16.1

OnpepeneHue: IToT 0bbeKT UMeeT 3HaueHue false(2), ecnu 3ToT
WHTepdenc NpUHMMaeT TONbKO NakeTbl/Kagpbl, agpecoBaHHble 3TON
CTaHUMK. 3TOT 0B6BEKT UMeeT 3HaueHue true(1), Koraa CTaHUMs MPUHUMaeT
BCe naKeTbl/Kafpbl, NepefaHHble Ha HocuTene. 3HaueHue true(1)

ABNAETCA 3aKOHHbIM TONbKO AN1A ONpeAeneHHbIX TUNOB HocuTenewn. Ecnu
3T0 3aKOHHO, YCTaHOBKa 3TOro obbekTa Ha 3HaueHue true(1) MoxeT
notpeboBatb cbpoca uHTepdeica nepes BCTyNeHUMEM B CUy. 3HaUEHUe
ifPromiscuousMode He BNUsAeT Ha NpYeM LUIMPOKOBELLATENbHbIX U
rPynnoBbIX NaKeTOB/KaApOB MHTEPdENCOM.

MpumeuaHune
[JocTyn Ans 3anucu He peanu3oBaH B COOTBETCTBUM C 3aABNIEHUEM O
cooTBeTcTBUM RFC 2863. 10T pexxum Bcerga "false(1)".

Ipynna: IfGenerallnformationGroup ®yHkumnoHan areHTa: RC-IF-MIB-AC
Trap-yBepomnenue: IfSpeed [ocTyn: TonbKo Ana uteHns

CUHTaKCHuecKasn CTpyKTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.2.2.1.5.1

OnpepeneHue: OLeHKa TeKkyLLeh NPONyCKHOM cnocobHOCTM MHTepdeica

B OuTax B cekyHay. [ins nHTepeicoB, KOTOPbIE HE OTAUUATCA NO
LIMPKWHE NONOCHI NPOMYCKAaHWUA UK ANA MHTEPERCOB, AN1A KOTOPbIX
HEBO3MOXHO MPOU3BECTU TOUHYHO OLIEHKY, 3TOT ODBbEKT LOMKEH COAEPXKATb
HOMWHaNbHYH WKWPUHY NONOChI NPONYCKaHWaA. ECnu WKpuHa nonocsl
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

nponycKaHWa UHTepdeica NpeBbIIaeT MaKCHManbHOEe 3HaUEHHe,
coobliaemMoe 3TUM 0O6bEKTOM, TO 3TOT OOBEKT A0NKEH coobLLaTh CBOE
MaKcMManbHoe 3HaueHue (4 294 967 295), a ifHighSpeed pomxeH
MCNofib30BaTbCA AN COODbLLEHWA CKOPOCTU MHTepdeica. [Ins noaypoBHs,
KOTOPbIM HE COAEPIKUT MOHATHE NONOChl MPOMYCKaHWSA, 3TOT OOBEKT JONKEH
ObITb paBeH Hy/HO.

Ipynna: IfGenerallnformationGroup

Trap-yBepomneHue: IfTableLastChange

®dyHkuuoHan areHrta: RC-IF-MIB-AC

[octyn: TonbKo Afa uteHus

CuHTaKcuueckas cTpykTypa: Timeticks
UneHTtudukatop obbekra: .1.3.6.1.2.1.31.1.5.0

OnpepeneHue: 3HaueHue sysUpTime Ha MOMEHT NOCNEAHErO CO3aHUA
Unu ynanenus 3anucw B ifTable. Ecnu KonuuecTBo 3anucei He U3MEHUNOCH
C MOMEHTa nocnegHen NOBTOPHON MHWULMANM3aLMK NOACUCTEMDI
yNpaBneHWsa NOKanbHOM CETbIO, TO 3TOT OOBLEKT COAEPKUT HyNeBoe
3HaueHue.

Ipynna: IfGenerallnformationGroup

Trap-yBepomnenue: IfType

OyHkuunoHan areHTa: RC-IP-MIB-AC

[octyn: TonbKo Ana uteHus

CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.2.2.1.3.1

OnpepeneHue: Tun uHTepdenca. [lononHUTeNbHble 3HaUEHWUA ANA

ifType npucBavBaroTcas AQMUHUCTpaLMER afpeCcHOro NPoCTpaHCTBa
MHTepHeT (IANA) nyTemM 0OHOBAEHUSI CMHTAaKCHCA TEKCTOBOIO COrNaLleHus
IANAIifType.

IP-MIB

Mpynna/O6bekT

OnucaHue

Ipynna: icmpGroup

Trap-yBepgomneHue: icmplnAddrMaskReps

[ocTyn: TonbKo AnA uteHus
CuHTaKcuueckasn cTpykrypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.5.13

OnpepeneHue: Konnuectso nonyueHHbix ICMP-coobennin Address Mask
Reply (0TBET Ha 3aNpoOC MaCKu ceTH).

Ipynna: icmpGroup

Trap-yBepgomneHue: icmplnAddrMasks

[ocTyn: TonbKo AnA uteHus
CuHTaKcnueckasn cTpykrypa: Counter32
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.5.12

Onpepenenue: Konnuectso nonyueHHbix ICMP-coobennin Address Mask
Request (3anpoc Macku cetu).

Ipynna: icmpGroup

Trap-yBepgomneHue: icmplnDestUnreachs

[ocTyn: TonbKo AnA uteHus
CuHTaKcuueckasn cTpykrypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.5.3

OnpepeneHue: Konuuectso nonyueHHbix ICMP-coobuieHuit Destination
Unreachable (uenb HegocTynHa).

Ipynna: icmpGroup

Trap-yBepgomneHue: icmplnEchoReps

RUGGEDCOM ROS Bepcusa5.5
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[ocTyn: TonbKo AnA uteHus
CuHTaKcnueckasn cTpykrypa: Counter32

UpeHTudukatop obbvekra: .1.3.6.1.2.1.5.9
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHue: KonuuectBo nonyueHHbix ICMP-coobuieHnit Echo Reply
(3x0-oTBET).

pynna: icmpGroup

Trap-yBegomneHue:

icmplnEchos

[octyn: TonbKo Ans uteHus
CuHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.5.8

Onpepenenue: KonuuectBo nonyueHHbix ICMP-coobuieHnit Echo (request)
(ax0-3anpoc).

pynna: icmpGroup

Trap-yBegomneHue:

icmplInErrors

[octyn: TonbKo Ans uteHus
CuHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.5.2

Onpepenexue: KonnuectBo ICMP-coobLeHUH, KoTopble 0OBEKT Nonyuun,
HO onpeaenun Kak umerowwme cneumguueckue ans ICMP ownbku
(HenpaBuNbHbIe KOHTPONbHble cyMMbl ICMP, HenpaBubHaA ANKHA U T. A.).

pynna: icmpGroup

Trap-yBegomneHue:

icmplnMsgs

[ocTtyn: TonbKo Ana uteHms
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudukatop obbekra: .1.3.6.1.2.1.5.1

OnpepeneHue: Obuiee konnuectso ICMP-coobLyeHMI, NONyUeHHbIX
obbekToM. ObpaTuTe BHUMAHKE, UTO 3TOT CUETUMK BKIHOUAET BCE
nofcumTaHHble icmplnErrors.

pynna: icmpGroup

Trap-yBegomneHue:

icmplnParmProbs

[ocTtyn: Tonbko Ans uteHus
CuHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudumkatop obvekra: .1.3.6.1.2.1.5.5

OnpepeneHue: KonnuectBo nonyueHHbix ICMP-coobuieHuit Parameter
Problem (npobnema c napameTtpom).

pynna: icmpGroup

Trap-yBegomneHue:

icmplnRedirects

[ocTtyn: Tonbko Ans uteHus
CuHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.5.7

OnpepeneHue: KonnuectBo nonyueHHbix ICMP-coobuieHnit Redirect
(nepeHanpasnexue).

pynna: icmpGroup

Trap-yBegomneHue:

icmpInSrcQuenchs

[octyn: TonbKo Ans uteHus
CuUHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.5.6

OnpepeneHue: KonnuectBo nonyuveHHbix ICMP-coobuiennit Time Exceeded
(Bpems uCTekro).

pynna: icmpGroup

Trap-yBegomneHue:

icmpInTimeExcds

[octyn: TonbKo Ana uteHms
CuHTaKcHueckas cTpykTypa: Counter32
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.5.4

OnpepeneHue: KonnuectBo nonyueHHbix ICMP-coobuieHni Timestamp
Reply (0TBeT Ha 3aNpoC 3HaUeHMA CUeTUMKa BPEMEHMH).

pynna: icmpGroup

Trap-yBegomneHue:

icmplnTimestampReps

[ocTtyn: TonbKo Ans uteHms
CuUHTaKcHueckasn cTpykTypa: Counter32
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.5.11

OnpepeneHue: KonuuectBo nonyueHHbix ICMP-coobuieHni Timestamp
Reply (0TBET Ha 3aNpoC 3HaUeHMA CUeTUMKA BPEMEHMU).

pynna: icmpGroup
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[octyn: Tonbko Ans uteHms
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomneHue

:icmpInTimestamps

CuHTakcuueckas ctpyktypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.5.10

OnpepeneHue: Konnuectso nonyuyeHHbix ICMP-coobuweHunit Timestamp
(request) (3anpoc 3HaUEHUs CUEeTUKMKA BPEMEHMU).

Ipynna: icmpGroup

Trap-yBepomneHue:

icmpOutAddrMaskReps

[octyn: TofbKO ANA UTeHUA
CuHTakcuueckas ctpyktypa: Counter32
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.5.26

OnpepeneHue: Konnuectso otnpasneHHbix ICMP-coobennii Address Mask
Reply (0TBET Ha 3aNpOC MaCKK ceTH).

Ipynna: icmpGroup

Trap-yBepomneHue:

icmpOutDestUnreachs

[octyn: ToNbKO ANA UTeHUA
CuHTakcuueckas ctpykrypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.5.16

OnpepeneHue: Konnuectso otnpasneHHbix ICMP-coobuyenuii Destination
Unreachable (uenb HegocTynHa).

Ipynna: icmpGroup

Trap-yBepomneHue:

icmpOutEchoReps

[octyn: ToNbKO ANA UTeHUA
CuHTakcuueckas cTpykrypa: Counter32
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.5.22

OnpepeneHue: Konnuectso otnpasneHHbix ICMP-coobuerunii Echo Reply
(3xo-oTBeT).

Ipynna: icmpGroup

Trap-yBepomneHue:

icmpOutErrors

[octyn: ToNbKO ANA UTeHUA
CuHTaKcuueckas ctpykrypa: Counter32
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.5.15

Onpepenenue: Konnuectso ICMP-coobLLeHNH, KOTOpble 3TOT OOBLEKT He
oTnpaBun 13-3a Nnpobnem, obHapyxeHHbIX B ICMP, Takux Kak oTCyTCTBHE
byepoB. 3T0 3HaUeHWEe He [OMKHO BKNOUATh OLWKWOKKU, 06HapyXeHHble 3a
npegenamu yposHa ICMP, Takue Kak HecnocobHocTb IP MapLupyTM3npoBaTb
pe3ynbTUPYHOLLYHO faTarpaMmy. B HEKOTOpbIX BapMaHTax peannsauunu
MOTYT OTCYTCTBOBaTb TUMbl OLLMBOK, KOTOPble obecneunBatoT 3HaUeHHe
3TOro CUeTumKa.

Ipynna: icmpGroup

Trap-yBepomneHue

:icmpOutMsgs

[octyn: TofnbKO ANA UTeHKUA
CuHTakcnueckas cTpykrypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.5.14

OnpepeneHue: Obuee konnuectso ICMP-coobuyeHuni, KOTOpble 3TOT
06beKT nbiTanca oTnpaBuTb. ObpaTUTe BHUMaHKWeE, UTO 3TOT CUETUMK
BKJIHOUAeT BCe noAcuUmTaHHble icmpOutErrors.

Ipynna: icmpGroup

Trap-yBepomneHue

: icmpOutParmProbs

[octyn: TofnbKO ANA UTeHKUA
CuHTakcuueckas cTpykrypa: Counter32
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.5.18

OnpepeneHue: Konnuectso otnpasneHHbix ICMP-coobuyeHnii Parameter
Problem (npobnema c napameTtpom).

Ipynna: icmpGroup

Trap-yBepomneHue

: icmpOutRedirects

[octyn: TofnbKO ANA UTeHKUA
CuHTakcuueckas cTpykrypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.5.20

Onpepenenue: Konnuectso otnpaBneHHbix ICMP-coobuieHnit Redirect
(nepeHanpasneHue). [ina xocTa 3T0T 0O6bEKT BCeraa byaeT paBeH Hynto, Tak
KaK XOCTbl He OTMPaBAAT COOBLLEHNA O NepeHanpaBieHnH.
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

pynna: icmpGroup

Trap-yBepgomneHue: icmpOutSrcQuenchs

DocTyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykrypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.5.19

OnpepeneHue: Konnuectso otnpasneHHbix ICMP-coobueHunii Source
Quench (caep’kMBaHWe UCTOUHUKA).

pynna: icmpGroup

Trap-yBegomneHue: icmpOutTimeExcds

DocTyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykrypa: Counter32
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.5.17

OnpepeneHue: Konnuectso otnpasneHHbix ICMP-coobuernii Time
Exceeded (BpemMa UCTEKNO).

pynna: icmpGroup

Trap-yBepomneHue:
icmpOutTimestampReps

DocTyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykrypa: Counter32
UpeHTudukatTop obbekra: .1.3.6.1.2.1.5.24

OnpepeneHue: Konnuectso otnpaBneHHbix ICMP-coobuieHnit Timestamp
Reply (oTBET Ha 3aNpPOC 3HAUEHMWS CUETUMKA BPEMEHMH).

pynna: icmpGroup

Trap-yBepomneHue: icmpOutTimestamps

DocTyn: TonbKo Ana uteHus
CuHTaKcnueckas cTpykrypa: Counter32
UpeHTtudukatop obbvekra: .1.3.6.1.2.1.5.23

OnpepeneHue: Konnuectso otnpaBneHHbix ICMP-coobuieHnit Timestamp
(request) (3anpoc 3HaUEHMWA CUeTUMKa BPEMEHMU).

pynna: ipGroup
Trap-yBepomneHue: ipAdEntAddr

DocTyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykrtypa: IpAddress
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.4.20.1.1.192.168.0.180

OnpepeneHue: IP-agpec, K KOTOPOMY OTHOCHUTCS apecHan MHGopMaL s
3TOM 3aMnucH.

pynna: ipGroup
Trap-yBepomneHue: ipAdEntBcastAddr

DocTyn: TonbKo AnA uTeHus
CuMHTaKcuueckas cTpykTypa: Integer
UpeHTudukatTop obbekra: .1.3.6.1.2.1.4.20.1.4.192.168.0.180

OnpepeneHune: 3HaueHWe HanMeHee 3HauMMoro buta B IP-agpece
LUMpOKOBELLaTeNbHOW NepeAayuu, UCNonb3yemMoe Afs OTNpPaBKMW AaTarpamMm
Ha (Tornueckuin) MHTepdeic, cBA3aHHbIN ¢ IP-agpecom 3ToM 3anucy.
Hanpumep, Npu UCNONb30BaHWKU CTaHAAPTHOTO LLMPOKOBELLATENBHOIO
anpeca UHTepHeTa all-ones 3HaueHue byaet paBHO 1. 370 3HaueHue
OTHOCHWTCS KaK K NOACETH, TaK W K CETEBbIM LUMPOKOBELLATENbHbIM
aapecam, UCnonb3yeMbiM 06bEKTOM B 3TOM (NOTMUECKOM) UHTepdelice.

pynna: ipGroup
Trap-yBepomnenue: ipAdEntlfindex

DocTyn: TonbKo Ana uteHus
CMHTaKcuueckas cTpykTypa: Integer
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.4.20.1.2.192.168.0.180

OnpepeneHune: 3HaueHWe MHAEKCA, KOTOPOE OAHO3HAUHO
MAEHTUDMLMPYET MHTEPEIC, K KOTOPOMY NPUMEHKWMa 3Ta 3aMNWuChb.
MHTepdelc, MAeHTUULUPOBAHHbIA KOHKPETHBIM 3HAUEHWEM 3TOrO
MHAEeKCa, NpeacTaBnseT cobor ToT e UHTepdeic, MAEHTUMDULMPOBAHHbIN
TeM e 3HaueHneM uHgekca ifindex RFC 1573.

pynna: ipGroup
Trap-yBepomnenue: ipAdEntNetMask
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DocTyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykrtypa: IpAddress
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.4.20.1.3.192.168.0.180
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHune: Macka nofceTu, CBsi3aHHas c IP-agpecom 3ToM 3anucu.
Macka npepacraBnseT cobov IP-agpec co 3HaueHWAMM BCEX CETEBbIX
6WUTOB, YCTAHOBMNEHHbIMU Ha 1, U 3HAUEHUSAMMK BCeX BUTOB XOCTOB,
YCTaHOBMEHHbIMM Ha 0.

pynna: ipGroup

Trap-yBepomneHue: ipAdEntReasmMaxSize

[octyn: TonbKo Ans uteHus
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudumkatTop obbvekra: .1.3.6.1.2.1.4.20.1.5.192.168.0.180

OnpepeneHue: Pasmep camoi bonbLuoit IP-gatarpaMmbl, KOTOpYHO 3TOT
0ObeKT MOXeT NOBTOPHO cobpaTb M3 BXOAALLMX IP-dhparMeHTUPOBaHHbIX
JatarpamMm, MONyuyeHHbIX Ha 3TOM MHTepdence.

pynna: ipGroup
Trap-yBepomneHue: ipDefaultTTL

®dyHkuuoHan areHrta: RC-IP-MIB-AC

[ocTtyn: TonbKo ANA uTeHus
CMHTaKcuuecKan cTpyKTypa: Integer
UneHTtudpukatop obbekra: .1.3.6.1.2.1.4.2.0

OnpepeneHue: 3HaUeHME NO YMONUAHWIO, BCTaBfieHHOe B none Time-To-
Live 3aronoBka IP gatarpamm, Nnpoucxoasiumnx o1 3Toro obbekTa, Korga
3HaueHue TTL He yKa3aHO NPOTOKOSIOM TPAHCMOPTHOIO YPOBHSA.

MpumeuaHune
JlocTyn AnA 3anucu He noafep>kmMBaeTca.

Ipynna: ipGroup

Trap-yBepomneHue: ipForwarding

dyHKuunoHan areHTa: RC-IP-MIB-AC

[octyn: [ina uteHnA 1 3anucu
CuMHTaKcuuecKan cTpykrypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.4.1.0

OnpepeneHue: YkasaHue Toro, AeMcTByeT N1 3ToT 06beKT B KauecTse IP-
MapLupyTM3aTopa B OTHOLLEHWUUW NEePEChINKK AaTarpaMm, MOfyUEHHbIX 3TUM
06beKTOM, HO He afpecoBaHHbIX eMy. IP-mapLupyTH3aTopbl NepecbinatoT
fatarpaMmbl. IP-xocTbl — HeT (Kpome TeX, KoTopble HanpaBsTCcA Mo
MCTOUHWKY uepes XocT).

NpumeuaHue
Mopnep»kka 3HaueHun "forwarding(1)" He peann3oBaHa B COOTBETCTBUU C
RFC 2011.

pynna: ipGroup

Trap-yBepomneHue: ipForwDatagrams

[octyn: TonbKo Ans uteHms
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.4.6.0

OnpepeneHune: KonnuectBo BXOAHbIX AaTarpamm, st KOTOPbIX AaHHbII
0DObeKT He ABAAETCS KOHeUHbIM IP-nonyuaTtenem, B pesynbTaTe uero Hbina
npeanpuHATa NOMbITKA HAWTWU MapLUPYT ANs UX MEePEChINIKK B KOHEUHbIH
MYHKT Ha3HaueHuWs. B obbeKTax, KoTopble He BbICTyNatoT B kKauecTse |P-
MapLUpPyTU3aTOPOB, 3TOT CUETUMK DYAET BKIOUATb TONTbKO Te NaKeThl,
KoTopble bbinv NepeHanpaBneHbl uepes 3ToT 06bekT, M 06paboTka onuuu
MapLUpyTU3aLMK OT UCTOUHMKA BbIMOSHEHA YCMELLHO.

pynna: ipGroup

Trap-yBepomneHue: ipFragCreates
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[octyn: TonbKo Ans uteHus

CuUHTaKcHueckas cTpykTypa: Counter32

NpeHTudumkatTop obbvekra: .1.3.6.1.2.1.4.19.0
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHue: KonnuectBo parmeHToB IP-gatarpammel,
CreHepupoBaHHbIX B pe3ynbTaTte hparMeHTaLMmK Ha 3TOM obbekTe.

pynna: ipGroup

Trap-yBepomneHue: ipFragFails

[octyn: TonbKo Ans uteHus
CuHTaKcHuecKkas cTpykTypa: Counter32
NpeHTudumkatTop obbvekra: .1.3.6.1.2.1.4.18.0

OnpepeneHue: Konuuectso IP-gatarpamMm, Kotopble bbinu oTbpoLleHsl,
NOCKONbKY OHW AOMKHbI ObInK 6bITb (PparMeHTUPOBaHbI B 3TOM 0bbekKTe,
HO He MorfiK BbITb parMeHTMPOBaHbI, HaNnpUMep, MOTOMY, UTo Bbin
ycTaHoBneH dnaxok "Don 't Fragment" (He dhparmeHTMpOBaTh).

pynna: ipGroup

Trap-yBepomneHue: ipFragOKs

[ocTtyn: TonbKo Ans uteHms
CuUHTaKcHuecKkas cTpykTypa: Counter32
NpeHTudumkatTop obbekra: .1.3.6.1.2.1.4.17.0

Onpepenexue: Konnuectso IP-gatarpaMm, Kotopsble bbinu ycnewHo
¢pparmMeHTMpOBaHbl Ha 3TOM ObbekKTe.

pynna: ipGroup

Trap-yBepomnenue: ipinAddrErrors

®yHkuuoHan areHTta: RC-LLDP-MIB-AC
[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UpeHTtudpukatop obbvekra: .1.3.6.1.2.1.4.5.0

OnpepeneHue: KonnuecTBo BXOAHbIX AaTarpaMm, KoTopble Hbiiu
oTOpOLLEHbI, MOCKONbKY IP-agpec B nofie Ha3HaueHuUs ux IP-3aronoBka He
ABNAETCA JONYCTUMbIM 3aAPECOM AMA NMOMyYeHUA Ha 3TOM obbekTe. 3T
UMCIo BKNtOUAET HefonycTUMble agpeca (Hanpumep, 0.0.0.0) v agpeca
HenonAep>KMBaeMbIx KNaccoB (HanpuMmep, knacca E). [ina obbekTos,
KOTOpble He ABNAOTCA IP-MapLupyTU3aTopaMu 1, CiefoBaTeNibHoO, He
nepecbinaroT AatarpamMmbl, 3TOT CUETUMK BKITKOUAET AaTarpaMmbl, KOTopble
HbInK OTOPOLLEHbI, MOCKOMbKY afipec Ha3HaUeHUs He Dbl IoKanbHbIM
aapecom.

pynna: ipGroup

Trap-yBepomneHue: iplnDelivers

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTudpukatTop obbekra: .1.3.6.1.2.1.4.9.0

OnpepeneHue: ObLLee KONMUECTBO BXOAHbIX AAaTarpamMm, yCnewHo
[IOCTaBMEHHbIX B MOMb30BaTeNbCKUe npoTokonbl IP (Bkntouas ICMP).

pynna: ipGroup

Trap-yBepomneHue: ipInDiscards

[ocTtyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UpeHTudpukatop obbekra: .1.3.6.1.2.1.4.8.0

OnpepeneHune: KonnuectBo BXoAHbIX IP-A4aHHbIX, B OTHOLIEHWUW KOTOPbIX
He BO3HUWKNO Npobnem c npegoTBpalleHneM Ux JanbHelwel obpaboTtky,
HO KoTopble Bbinu oTbpoLLeHbl (HanpruMep, U3-3a OTCyTCTBUS BydhepHoro
npocTpaHcTBa). ObpaTnTe BHUMAHUE, UTO 3TOT CUETUMK HE COREPIKUT
HWKaKWX fatarpaMm, oTOPOLLEHHbIX B OXXMAAHWW MOBTOPHOM COOPKHU.

pynna: ipGroup

Trap-yBepomneHue: ipInHdrErrors

[ocTtyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTudpukatop obbekra: .1.3.6.1.2.1.4.4.0

OnpepeneHune: KonnuectBo BXOAHbIX AaTarpaMm, oTOPOLLEHHbIX U3-3a
oWwKbOK B UX IP-3aronoBKax, BKIOUAsA HEBEPHbIE KOHTPOSbHbIE CyMMbl,
HeCcoOTBETCTBME HOMEpPA BEPCUU, Apyrue OLLMDOKK hopMaTa, NpeBbilleHHe
BPEMEHM XKU3HHU, OLINbKK, 0ODHapyKeHHble npu obpaboTke ux IP-agpecos u
T. 4.
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

pynna: ipGroup

Trap-yBepomMneHue: ipInReceives

DocTyn: TonbKo Ana uteHus
CuHTaKcnueckas cTpykrypa: Counter32
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.4.3.0

OnpepeneHune: ObLLee KONMUECTBO BXOLAHbIX AaTarpamm, NonyyeHHbIX OT
MHTepeNCcoB, BKIOUAs NonyyeHHbIe No olwunbke.

pynna: ipGroup

Trap-yBegomneHue: iplnUnknownProtos

DocTyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykrypa: Counter32
UpeHTudukatop obbekra: .1.3.6.1.2.1.4.7.0

OnpepeneHune: KonnuectBo IOKanbHO aapecoBaHHbIX AaTarpamm,
YCMeLHO NoMyUeHHbIX, HO OTOPOLLEHHbIX M3-3a HEW3BECTHOIO MK
HenoaAep>KMBaeMoro NPoOToKosna.

pynna: ipGroup

Trap-yBepomneHue: ipNetToMedialfIndex

[octyn: [ina uTeHnA 1 co3gaHua
CuMHTaKcuuecKkan cTpyKTtypa: Integer
UpeHTudukatop obbekra: .1.3.6.1.2.1.4.22.1.1.1002.192.168.0.254

OnpepeneHue: NHTepdeic, Ana KOTOPOro 3KBUBANEHTHOCTb 3TOM
3anucu AaBnAeTCA AeNCTBUTENBHON. UHTepdeic, MaeHTUULMPOBAHHDIN
KOHKPETHbIM 3HaUeHneM 3TOro MHAEeKCa, NpeacTaBnsAeT cobow ToT xe
MHTEpPdENC, UAEHTUDULUPOBAHHbBIV TEM XXe 3HaueHWeM nHaekca ifindex
RFC 1573.

pynna: ipGroup

Trap-yBepomneHue:
ipNetToMediaNetAddress

[octyn: [ina uTeHnA 1 co3naHuA
CuHTaKcuueckas cTpykrtypa: IpAddress
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.4.22.1.3.1002.192.168.0.254

OnpepeneHue: IpAddress, COOTBETCTBYHOLLMI 3aBUCALLEMY OT CPeAbI
nepepauu "pusnmueckomy” agpecy.

pynna: ipGroup

Trap-yBepomneHue:
ipNetToMediaPhysAddress

[octyn: [1na uTeHnA 1 co3gaHuA
CMHTaKcUueckas cTpykTypa: String
UpeHTudukatop obbvekra: .1.3.6.1.2.1.4.22.1.2.1002.192.168.0.254

OnpepeneHue: 3aBUCALLMI OT cpefbl Nepefaum "usnueckuin” agpec.

pynna: ipGroup
Trap-yBepomneHue: ipNetToMediaType

[octyn: [ina uTeHnA 1 co3gaHuA
CuMHTaKcuueckan cTpyKTtypa: Integer
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.4.22.1.4.1002.192.168.0.254

OnpepeneHue: Tun otobpakeHun. YcTaHOBKa 3TOro obbekTa Ha
3HaueHMe invalid(2) NnpUBOAMUT K AHHYNMPOBAHMWIO COOTBETCTBYIOLLEN
3anucu B Tabnuue ipNetToMediaTable. To ecTb oH 3chheKkTUBHO
oTAenseT uHTepdenc, MAeHTUPULMPOBAHHDIN C YKa3aHHOM 3anucCbio,
oT oTODparkeHuns, AEHTUDPULMPOBAHHOIO C YKa3aHHOW 3aMuUCbHo.
YpansaeT nu areHT HefeNCTBUTENbHYHO 3aMnCb U3 Tabnuubl, 3aBUCHUT

OT KOHKpPEeTHOW peanu3aunn. COOTBETCTBEHHO, CTaHLMK yNpaBneHus
[LOMKHbI BbITb FOTOBbI K MONyYeHUto TabnMuHON MHOPMALIMK OT areHToB,
KOTOpas COOTBETCTBYET 3aNMUCAM, He UCMOMb3yeMbIM B HacTosLLee
Bpems. [paBunbHaA MHTepNpeTauma TakMx 3anucei TpebyeT nlyueHua
cooTBeTcTBYytoLLero obbvekTa ipNetToMediaType.

pynna: ipGroup

Trap-yBepomneHnue: ipOutDiscards
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DocTyn: TonbKo Ana uteHus
CuHTaKcnueckas cTpykrypa: Counter32
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.4.11.0

OnpepeneHune: Konnuectso BbIXOAHbIX IP-AaHHbIX, B OTHOLLIEHWK
KOTOpPbIX HE BO3HWKIIO NpobneM ¢ ux nepefaueit No HazHaAYEHMIo, HO
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

KoTopble bbinu oTbpoLleHbl (HanpuMmep, U3-3a OTCyTCTBUA BydepHoro
npocTpaHcTBa). ObpaTuTe BHUMAHUe, UTO 3TOT CUETUMK DyeT BKItouathb
faTarpaMmMbl, MogcunTaHHble B ipForwDatagrams, ecnu ntobble Takue
nakeTbl YAOBNETBOPSAHOT 3TOMY (AUCKPELMOHHOMY) KPUTEPUIO OTOPAKOBKM.

pynna: ipGroup

Trap-yBepomneHue: ipOutNoRoutes

[octyn: TonbKo Ana uteHms
CuUHTaKcHueckas cTpykTypa: Counter32
NpeHTudukatTop obbvekra: .1.3.6.1.2.1.4.12.0

OnpepeneHue: KonnuectBo oTbpolleHHbIX IP-gatarpamMm, NoCcKonbKy
MapLUPYT He MOXEeT BbITb HaWAEH ANA UX Nepefaun B NYHKT Ha3HaueHus.
ObpaTtnTe BHUMaHKeE, UTO 3TOT CUETUMK BKIOUaAEeT Ntobble nakeTbl,
noacuuTaHHble B ipForwDatagrams, KOTOpble COOTBETCTBYHOT KPUTEPUHO
"6e3 mapLupyTa". ObpaTTe BHUMaAHKe, UTO 3TO BKItOUAET B cebA ntobbie
fatarpaMMbl, KOTOpble XOCT He MOXeT MapLUPyTU3UPOBaTb, MOTOMY UTO BCe
€ro MapLUpyTU3aToOPbl MO YMONUAHWUIO OTKITFOUEHbI.

pynna: ipGroup

Trap-yBepomneHue: ipOutRequests

[ocTtyn: TonbKo Ans uteHms
CuUHTaKcHueckas cTpykTypa: Counter32
NpeHTudumkatTop obbvekra: .1.3.6.1.2.1.4.10.0

OnpepeneHue: ObLiee KonuMuecTBo IP-gaTarpaMm, KOTOpble NoKanbHble
nonb3oBaTtenbckue IP-npotokonbl (Bkntouaa ICMP) nepegatot IP-agpecy
B 3anpocax Ha nepepauy. Obpatute BHUMaHUWe, UTO 3TOT CUETUMK He
BK/tOUAeT flaTarpaMmbl, NogcunTaHHble B ipForwDatagrams.

pynna: ipGroup

Trap-yBepomneHue: ipReasmrFails

[ocTtyn: TonbKo Ans uteHms
CuHTaKcHueckas cTpykTypa: Counter32
NpeHTudukatTop obbvekra: .1.3.6.1.2.1.4.16.0

OnpepeneHue: KonnuectBo 0TKa3oB, 0bHapyKeHHbIX IP-anroputMom
NOBTOPHOM c60pKM (MO NtOBON NPUUMHE: UCTEKITO BPEMS OXXUIAAHMS,
owmnbku 1 T. n.). ObpatnTe BHWUMaHKeE, UTO 3TO He 0Os3aTeNIbHO ABASETCS
KONMUeCcTBOM OTOpOLLEHHbIX IP-hparMeHTOB, MOCKOJIbKY HEKOTOPbIE
anropuTMbl (B 4acTHOCTH, anropuTM B RFC 815) MOryT He BbINMONHATb
OTCNEXXMBAHWE KONTMUECTBA PparMeHTOB, 06beMHAS UX MO Mepe UX
nonyueHus.

pynna: ipGroup

Trap-yBepgomneHue: ipReasmOKs

[octyn: Tonbko Ans uteHms
CuHTaKcHuecKkas cTpykTypa: Counter32
NpeHTudukatTop obbekra: .1.3.6.1.2.1.4.15.0

OnpepeneHue: KonnuectBo ycnewHo cobpaHHbix IP-gatarpamm.

pynna: ipGroup

Trap-yBepomneHue: ipReasmReqds

[octyn: TonbKo Ans uteHms
CuHTaKcHueckas cTpykTypa: Counter32
NpeHTudumkatTop obbekra: .1.3.6.1.2.1.4.14.0

OnpepeneHune: KonnuectBo nofyueHHbIX IP-oparmeHToB, KOTOpbIE
HeobxoMMo 6bino cobpaTb 3aHOBO Ha 3TOM obbekTe.

pynna: ipGroup

Trap-yBepgomneHue: ipReasmTimeout

[octyn: TonbKo Ans uteHus
CUHTaKCHuecKas CTpyKTypa: Integer
NpeHTudukatTop obbekra: .1.3.6.1.2.1.4.13.0

OnpepeneHue: MakcMManbHOE KONMUECTBO CEKYH[, B TEUEHWE KOTOPbIX
nonyueHHble pparMeHTbl YAEP>KUBAKOTCS B 0XXMAAHUU NMOBTOPHOM COOPKU
Ha 3TOM obbekTe.

pynna: ipGroup

Trap-yBepomneHue: ipRoutingDiscards

326

[octyn: TonbKo Ans uteHms

CuHTaKcHueckas cTpykTypa: Counter32
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

UneHTtudpukatop obbekra: .1.3.6.1.2.1.4.23

OnpepgeneHune: Konnuectso 3anvcei MapLupyTU3aLnm, KoTopble Hbinu
BbIbpaHbl AN yaaneHus, faxe eciiv OHWU AeNcTBUTeNbHbI. OHa U3
BO3MOXHbIX MPUUMH OTKa3a OT TaKOM 3aMnCK MOXKET 3aKJTHuaThCA

B BbICBOOOXAEHWM DydhepHOro npocTpaHCcTBa ANA Apyrux 3anucen
MapLUpyTU3aLmK.

LLDP-MIB

Fpynna/O6bekT

OnucaHue

Ipynna: lldpConfigTxGroup

Trap-yBepomneHue:
lldpConfigManAddrPortsTxEnable

dyHkuunoHan areHTta: RC-LLDP-MIB-AC

[octyn: [ina uteHnA 1 3anucu

CMHTaKcUuecKkan cTpyKTtypa: Hex-String

UpeHTudukatop obbvekra: .1.0.8802.1.1.2.1.1.7.1.1.4

OnpepeneHue: Habop nopToB, MAEHTUHOULMPOBAHHbLIX C MOMOLL IO
PortList, B KOTOPOM KaAbl¥ NOPT NpefcTaBneH Kak but. COOTBETCTBYHOLMI
3K3eMMAAp agpeca Ans ynpaBneHna noKanbHOW cuctemMow byaer nepenaH
Ha nopTbl-uneHbl lldpManAddrPortsTxEnable. 3HaueHne no ymonuaHuio
ana obvekTa lldpConfigManAddrPortsTxEnable — nycTtas gBoMuUHas cTpoka,

UTO O3HauaeT, UTO ANA YKa3aHHOro 3K3eMniAapa ynpasndaroLwero agpeca He
YKa3aHbl NOPTbI.

,D,OCTyI'I 4514 3aNMnCU He peaJin30BaH.

pynna: lldpLocSysGroup

Trap-yBepomnenue: lldpLocChassisld

[octyn: TonbKo Ans uteHms
CMHTaKcuueckas cTpyKTtypa: Hex-String
UpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.3.2.0

OnpepeneHue: TUN KOAWPOBAHUSA, UCMONb3yEMbIHM ANSA UOEHTUUKAUWK
6noka, CBA3aHHOIO C NOKaNnbHOM CUCTEMOW.

pynna: lldpLocSysGroup

Trap-yBegomneHue:
lldpLocChassisldSubtype

[octyn: TonbKo Ans uteHus
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.3.1.0

OnpepeneHue: TUN KOAWPOBAHUSA, UCMONb3yEMbIHM ANSA UOEHTUUKAUWK
Gnoka, CBA3aHHOIO C NOKanbHOM CUCTEMOW.

pynna: lldpLocSysGroup
Trap-yBepomnenue: lldpLocManAddrlfld

[octyn: TonbKo Ans uteHus
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.3.8.1.5.192.168.0.180

OnpepgeneHue: Llenoe 3HaueHue, UCMONb3yeMoe AMs UAEHTUUKALUK
HoMepa UHTepdeiica B OTHOLLIEHUU KOMIMOHEHTA aapeca yrnpaBneHus,
CBSI3aHHOTO C JIOKaNnbHOMW CUCTEMON.

pynna: lldpLocSysGroup

Trap-yBegomneHue:
lldpLocManAddrifSubtype

[octyn: TonbKo Ans uteHus
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudukatTop obbekra: .1.0.8802.1.1.2.1.3.8.1.4.192.168.0.180

OnpepeneHue: 3HaUeHWe NepeyuncrieHns, KOTOpoe UAEHTUdULKUPYET
MeToA HyMepauuu nHTepdeica, MCnonb3yembli ANA onpefeneHus HoMmepa
MHTepdenca, CBA3aHHOrO C IOKanbHOM CUCTEMOM.

pynna: lldpLocSysGroup

Trap-yBepomnenue: lldpLocManAddrLen
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[octyn: TonbKo Ans uteHus

CHHTaKcuueckan CTpyKTypa: Integer

327



WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

UpeHTUdpukaTop obbekra: .1.0.8802.1.1.2.1.3.8.1.3

OnpegeneHue: ObLlas AnNMHa NOATWNA aapeca ynpaBlieHUs U nonen
afpeca ynpasneHusa B LLDPDU, nepegaBaeMbix NOKanbHbIM areHToM
LLDP. MNone anuHbl agpeca ynpaBfiieHUss Heo6XoAWMO AfA TOro, uTobbl
NPUHUMatOLLME CUCTEMDbI, KOTOpble He peanu3ytoT SNMP, He JOMXKHbI
6bInK peanv3oBbIBaTb TabnuLy 3KBMBANEHTHOCTM HOMEPOB/ANWHBI aapeca
CeMEeNCTBa iana ana AeKOAUPOBaHUS agpeca yrnpaBneHus.

pynna: lldpLocSysGroup
Trap-yBepomnenue: lldpLocManAddrOID

[ocTtyn: TonbKo ANA uTeHuns
CuMHTaKcuuecKkan cTpyKtypa: MoeHTudmkaTop obbekTta
UneHTucpmkatTop obbekra: .1.0.8802.1.1.2.1.3.8.1.6.192.168.0.180

OnpepeneHune: 3HaueHWe UaeHTUMKaTopa obbekTa, UCNonb3yemoe Ans
MAEHTUMKALMM TUMA annapaTHOro KOMMOHEHTa Uik 0bbekTa MPOTOKONa,
CBSI3aHHOTO C aAPeCcoM YNpaBieHUs!, BblENEHHbIM JIOKaNbHbIM CUCTEMHbIM
areHToMm.

pynna: lldpLocSysGroup

Trap-yBegomnenue: lldpLocPortDesc

[octyn: TonbKo ANA uTeHuns
CHMHTaKcUueckas cTpykTypa: String
UneHTUdpukatTop obbekra: .1.0.8802.1.1.2.1.3.7.1.4.1

OnpepeneHue: 3HaueHWe CTPOKH, UCNONb3yeMoe ANA UAEHTUUKALUK
onucaHus nopta ctaHumm 802 LAN, CBA3aHHOrO C IOKanbHOM CUCTEMON.
Ecnu nokanbHbIv areHT nogaepxusaet IETF RFC 2863, obbekT
lldpLocPortDesc goneH UMeTb TO e 3HaueHue obbekTa ifDescr.

pynna: lldpLocSysGroup

Trap-yBegomnenue: lldpLocPortld

[octyn: TonbKo ANA uTeHuns
CHMHTaKcUueckas cTpykTypa: String
UneHTudpukatTop obbekra: .1.0.8802.1.1.2.1.3.7.1.3.1

OnpepeneHue: 3HaueHWe CTPOKHM, UCMONb3yeMOoe Ans UAEHTUDUKALUM
KOMMOHEHTa MopTa, CBA3aHHOIO C JaHHBIM MOPTOM B fIOKaNbHOM cUCTEME.

pynna: lldpLocSysGroup
Trap-yBepomnenue: lldpLocPortldSubtype

[octyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKas CTpykTypa: Integer
UneHTudpukaTop obbekra: .1.0.8802.1.1.2.1.3.7.1.2.1

OnpepgeneHune: TUn KOAUPOBKU UAEHTUUKATOPa NOpTa, UCMONb3yeMOW B
cBA3aHHOM obbekTe lldpLocPortld.

pynna: lldpLocSysGroup
Trap-yBepomnenue: lldpLocSysCapEnabled

[octyn: TonbKo Afa uteHus
CuMHTaKcUueckas cTpykTypa: Hex-String
UneHTudpmkatTop obbvekra: .1.0.8802.1.1.2.1.3.6.0

OnpepeneHue: ToueuHoe 3HaUEHUE, UCMONb3yeMOe ANs ONpeaeneHus
TOr0, KaK1e BO3MOXKHOCTU CUCTEMbI BKITHOUEHbI B TOKaSIbHOM CUCTEME.

pynna: lldpLocSysGroup

Trap-yBepomneHue:
lldpLocSysCapSupported

[octyn: TonbKo Ana uteHus
CuHTaKcUueckas cTpykTypa: Hex-String
UneHTupmkatTop obbekra: .1.0.8802.1.1.2.1.3.5.0

OnpepeneHue: ToueuHoe 3HaUEHUE, UCMONb3yeMOe ANs ONpeaeneHus
TOrO, KaK1e BO3MOXHOCTW CUCTEMbI MOAAEPIKUBALOTCS B TIOKANbHOM
cucTeme.

pynna: lldpLocSysGroup

Trap-yBepomneHue: lldpLocSysDesc
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[ocTtyn: TonbKo ANA uTeHuns
CMHTaKcUueckas cTpykTypa: String
UneHTudpmkatTop obbvekra: .1.0.8802.1.1.2.1.3.4.0

OnpepeneHune: 3HaueHWe CTPOKM, UCMOMb3yeMOe Ans ONpeaeseHus
CUCTEMHOTO OMUCAHWSA TOKaNIbHOM CUCTEMbI. ECIK NTOKanbHbIN areHT
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

nopaepxusaert IETF RFC 3418, obbekT lldpLocSysDesc fofKeH UMETb TO e
3HaueHMe obbekTa sysDesc.

pynna: lldpLocSysGroup

Trap-yBepomnenue: lldpLocSysName

[ocTtyn: TonbKo Ana uteHms
CMHTaKcuueckas cTpykTtypa: String
UpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.3.3.0

OnpepeneHune: 3HaueHWe CTPOKM, UCMONb3yeMoe AN1s OnpeaeneHus
CUCTEMHOTO MMEHW NOKaNbHOM CUCTEMbI. ECIM NOKanbHbIM areHT
nopaepxusaert IETF RFC 3418, obbekT lldpLocSysName gonxkeH umeTb TO
e 3HaueHue obbekTa sysName.

Ipynna: lldpConfigTxGroup

Trap-yBegomneHue:
lldpMessageTxHoldMultiplier

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.1.2.0

OnpepeneHue: 3HaueHue time-to-live, Bbipa)keHHOE KaK KpaTHoe
obbekty lldpMessageTxInterval. ®akTMueckoe 3HaueHUe BPEMEHMU
paboTbl, ucnonb3lyemoe B kKagpax LLDP, nepefgaBaemMoe OT UMEHU 3TOTO
areHTa LLDP, MoxeT BbITb BblpaxkeHo cnepytolei hopmynoi: TTL =
min(65535, (lldpMessageTxInterval * lldpMessageTxHoldMultiplier))
Hanpwumep, ecnu 3HaueHwue lldpMessageTxInterval paBHo 30, a 3HaueHue
lldpMessageTxHoldMultiplier paBHo 4, To 3HaueHKe 120 KoaupyeTca

B none TTL B 3aronoBke LLDP. 3HaueHue no ymonuaHuto ans obbekTa
lldpMessageTxHoldMultiplier — 4. 3HaueHune 3TOro obbekTa HeobxoanmMo
BOCCTaHaBIMBaTb U3 IHEPrOHE3aBMCHMOrO 3aNOMMHAIOLLIErO YCTPOMCTBA
nocne NOBTOPHON MHWULMANM3aLMK CUCTEMbI YIIPaBEHUA.

Ipynna: lldpConfigTxGroup

Trap-yBepomnenue: lldpMessageTxInterval

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.1.1.0

OnpepeneHue: HTepBan, uepes KoTopbiv Kagpbl LLDP nepenatotcs

OT UMeHM 3Toro areHTa LLDP. 3HaueHWe no ymonuaHuto ans obbekTa
[ldpMessageTxInterval coctaBnsaet 30 cekyHA. 3HaueHMWe 3TOro obbekTa
HeobxoAWMO BOCCTaHaBAWBaTb M3 SHEPrOHE3aBUCMMOTO 3aNOMUHAOLLEro
YCTPOWCTBa NOCNe NOBTOPHOM MHULMANM3aLMK CUCTEMbI YIIPaBEHUA.

Ipynna: lldpConfigRxGroup

Trap-yBepomnenue: lldpNotificationInterval

RUGGEDCOM ROS Bepcusa5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

®yHkuuoHan areHta: RC-LLDP-MIB-AC

[octyn: [InA uteHMA 1 3anucu

CMHTaKcuuecKan cTpyKTypa: Integer
UneHTUdpmkatop obbekra: .1.0.8802.1.1.2.1.1.5.0

OnpepeneHue: ITOT OObLEKT yNpaBisieT nepefayen yBeaoMneHuin

LLDP. AreHT He LOMXeH reHepupoBaTh bonee oaHOro cobbiTus
yBegomMnenus lldpRemTablesChange B yka3aHHbIM nepuog, rae "cobbitne
yBefloMneHuns" — nepegava ogHoro Tvna PDU yBefOMNEHUI CNIUCKY
nonyuatenei ysefoMneHnin. Ecnv 4ONonHUTENbHbIE U3MEHEHHUA B
rpynnax obbekToB lldpRemoteSystemsData npoucxonaT B TeueHne
yKa3aHHOro Nepuoaa perynMpoBaHusa CKOPOCTH, areHT JOMKeH NoAaB1Tb
37K cobbITnA noByLwKK. NMS AomkHa Nepruoanyecku NpoBepaTb
3HaueHue lldpStatsRemTableLastChangeTime, utobbl 06HapyXuTb Ntobble
nponyueHHble cobbiThs yBepomnenus lldpRemTablesChange, Hanpumep,
13-3a perynupoBaHWA CKOPOCTU WK NoTepu nepeaaun. Ecnv nepegava
YyBEAOMIEHHWA BKIOUEHA [ANA KOHKPETHbIX MOPTOB, PEKOMEHAYEMbIH
nepuoA perynmpoBaHna CKOPOCTH MO YMOTUaHMIO COCTaBAAET 5

CeKyHA. 3HaueHue 3T0ro obbekTa He0H6X0ANMO BOCCTaHAaBNMBATD U3
SHEpProHe3aBMCMMOro 3aNMOMMUHaIOLLEro YCTPOMCTBA NOCe MOBTOPHOWM
MHWLMANM3aLMKU CUCTEMbI YNPaBleHuUA.
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

NpumeuaHune
[locTyn AnA 3anucu He peanu3oBaH.

pynna: lldpConfigGroup

Trap-yBepomneHue:
[ldpPortConfigAdminStatus

[octyn: [InAa uteHMA 1 3anucu
CUHTaKCcHuecKas CTpykTypa: Integer
UneHTudukaTop obbekra: .1.0.8802.1.1.2.1.1.6.1.2.1

OnpepeneHue: Tpebyembii AnA aAMUHUCTPUPOBAHMSA CTaTyC JIOKaNbHOro
areHTa LLDP. Ecnu cBA3aHHbIN 06bekT lldpPortConfigAdminStatus umeet
3HaueHue "txOnly(1)", To areHT LLDP bynet nepenaBaTtb Kagpbl LLDP Ha
3TOM NOPTY U He ByAeT XpaHWUTb HUKAKOW MHAOPMaLMK O MOAKIOUEHHbIX
yAaneHHbIx cucteMax. Ecnu ceazaHHbIM 06bekT lldpPortConfigAdminStatus
umeeT 3HaueHue "rxOnly(2)", To areHT LLDP byaeTt nonyuaTb, HO He

bynet nepepaBaTb kaapbl LLDP Ha 3ToM nopTy. Ecnu cBA3aHHbIM 0ObeKT
[ldpPortConfigAdminStatus umeeT 3HaueHue "txAndRx(3)", To areHT

LLDP bynet nepeaaBaTb U NpMHMMaTb Kafpbl LLDP Ha 3ToM nopry.

Ecnu cBaA3zaHHbIM 06bekT lldpPortConfigAdminStatus MMeeT 3HaueHue
"disabled(4)", areHT LLDP He byaeT nepefaBaTb UK MPUHUMATb Kaapbl
LLDP Ha 3aToMm nopTy. Ecnu cywiecteyeT nHpopmMaumsa 06 yaaneHHbIX
cUcTemax, MoflyyeHHasn Ha 3TOM MOPTY U COXpaHeHHasA B ApYyrux Tabnuuax,
no otkntoueHusn lldpPortConfigAdminStatus nopta, To Hdopmauma
€CTeCTBEHHO yCTapeerT.

pynna: lldpConfigRxGroup

Trap-yBepomneHue:
lldpPortConfigNotificationEnable

[octyn: [InA uteHMA 1 3anucu
CUHTaKCcHueckas CTpykTypa: Integer
UneHTudpukaTop obbekra: .1.0.8802.1.1.2.1.1.6.1.3.1

OnpepeneHue: InemMeHTbl ynpasnenus lldpPortConfigNotificationEnable
LNA KaXKQoro nopTa, He3aBUCKMO OT TOTO, BKITHOUEHbI JIM YBeOMIIEHUS
oT areHTa. 3HaueHue true(1) 03HauaeT, uTo YBELOMIIEHUS BKITHOUEHDI;
3HaueHue false(2) o3Hauaer, UTo OHU He BKIIFOUEHbI.

pynna: lldpConfigTxGroup

Trap-yBepomneHue:
lldpPortConfigTLVsTxEnable
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[octyn: [InA uTeHnA 1 3anucu

CuHTaKcuueckas cTpykTypa: Hex-String
UpeHTudukaTop obbekrta: .1.0.8802.1.1.2.1.1.6.1.4.1

OnpepeneHue: LIdpPortConfigTLVsTxEnable, onpenensembiv kak
pacTpoBbIM PUCYHOK, BKNtouaeT 6a3oBbii Habop TLV LLDP, nepegnaua
KOTOPbIX pa3pelleHa fIoKanbHbIM areHTom LLDP ceTeBbIM ynpaBneHuem.
Kaxpabli 61T pactpoBoro nsobpaxeHusa cooTBetcTByeT TMny TLV,
CBA3aHHOMY C onpefeneHHbIM HeobasaTenbHbiM TLV. CneayeT oTMeTUTD,
uTo cneumdurueckre Ana opraHmsaunm TLV CKFOUEHbl U3 TOUEUHOro
pucyHka lldpTLVsTxEnable. MIB paclumpeHua nHhopmaLn opraHusaumnu
LLDP gomKHbl MMETb aHanormMuHbli 0bbeKT KOHPUIypaLuu Ana ynpaBneHus
nepenfauei CBOMX OpraHUM3aLWOHHO onpefeneHHbix TLV. byt "portDesc(0)"
yKasbiBaeT, uto areHT LLDP gonxeH nepegasath "TLV onucanua nopta”.

BuT "sysName(1)" yka3sbiBaeT, uto areHt LLDP gonxeH nepegasaTb "TLV
CUCTEMHOrO UMeHH". BUT "sysDesc(2)" ykasbiBaeT, uto areHT LLDP gonxeH
nepenasatb "TLV onucaHua cucteMbl”. but "sysCap(3)" ykasbiBaeT, uto areHT
LLDP pnonxeH nepepaBaTtb "TLV Bo3moxHoCTel cuctembl”. Ana tuna TLV
ajpeca ynpasneHus He 3ape3epBUpoOBaH buT, Tak Kak nepepauva TLV agpeca
ynpasneHua KoHTponupyetca Apyrum obbektom lldpConfigManAddrTable.
3HaueHue no ymonuaHuto ans obbekra lldpPortConfigTLVsTxEnable nycToe,
UTO O3HAUaEeT, UTo NepeuncisemMble 3HaUeHUA He 3aaHbl. 3HaueHue

3T0ro obbekTa HeOBXOAMMO BOCCTaHABNMBATb U3 SHEPrOHE3aBMCUMOro
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

3aMOMMWHatOLLErO YCTPOMCTBA NOCHe NOBTOPHOM MHULMANW3aLWUK CUCTEMBI
ynpaBneHus.

[JocTyn ans 3anucu He peanu3oBaH.

pynna: lldpConfigTxGroup

Trap-yBepomnenue: lidpReinitDelay

[octyn: [InA uteHMA 1 3anucu
CUHTaKCcHuecKas CTpykTypa: Integer
UneHTupukatTop obbvekra: .1.0.8802.1.1.2.1.1.3.0

Onpepenexue: LidpReinitDelay yka3biBaeT Ha 3aaep KKy (B ceKyHaax)
C MOMeHTa, Koraa craTtyc obbekTa lldpPortConfigAdminStatus
KOHKPETHOro nopta nonyyaet 3HaueHue "disabled”, no Tex nop,

noka He ByaeT npeanprHsTa NOMNbITKa NOBTOPHOM MHULMANW3aLWK.
3HaueHue no ymonuaHuto ans obbekTa lldpReintDelay coctaBnset aBe
CeKyHAbl. 3HaueHUe 3Toro obbekTa HeObXOAMMO BOCCTaHABIMBATbL U3
3HEeproHe3aBWCHMOro 3aMOMKUHAIOLLErO YCTPOWCTBA NOCHEe NOBTOPHOWM
MHULMANM3aLnUKu CUCTEMbI YNIPaBNEHUS.

pynna: lldpRemSysGroup

Trap-yBepomneHnue: lldpRemChassisld

[octyn: TonbKo Ana uteHus
CuHTaKcUueckas cTpykTypa: Hex-String
UpneHTUdpukatTop obbekra: .1.0.8802.1.1.2.1.4.1.1.5.3496.7.1

OnpepeneHue: 3HaueHWe CTPOKH, UCNONb3yeMoe ANA UAEHTUDUKALUK
KOMMOHeHTa Bnoka, CBA3aHHOIO C YaneHHOW CUCTEMOMN.

pynna: lldpRemSysGroup

Trap-yBepomneHue:
lldpRemChassisldSubtype

[octyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKas CTpykTypa: Integer
UneHTudpukatTop obbekrta: .1.0.8802.1.1.2.1.4.1.1.4.3496.7.1

OnpepeneHue: TUM KOAUPOBAHWSA, UCNOSNb3YEMbIN ANA UaeHTUDUKAUNUK
bnoka, CBAA3aHHOrO C yAaneHHOW CUCTEMOW.

pynna: lldpRemSysGroup
Trap-yBepomnenue: lldpRemManAddrlifld

[ocTtyn: TonbKo ANA uTeHuns
CUHTaKCcHueckas CTpykTypa: Integer

UneHTUdukaTop obbekTa:
.1.0.8802.1.1.2.1.4.2.1.4.3496.7.1.1.4.192.168.0.20

OnpepeneHue: Lienoe 3HaueHue, UCNONb3yeMoe Ana UAEHTUUKALUK
HOMepa UHTepdeica OTHOCUTENIbHO KOMMOHEHTA aApeca ynpaBfieHus,
CBAI3aHHOTO C yAaneHHOM CUCTEMON.

pynna: lldpRemSysGroup

Trap-yBepomneHue:
lldpRemManAddrIfSubtype

[octyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKas CTpykTypa: Integer

UneHTUdukaTop obbekTa:
.1.0.8802.1.1.2.1.4.2.1.3.3496.7.1.1.4.192.168.0.20

OnpepeneHue: 3HaueHWe NepeyncrieHns, KOTopoe UaeHTUdULKUPYET
MeTOA HyMepauumn nHTepdeica, MCnonb3yembli ANA onpefeneHus Homepa
WHTepdelca, CBA3AHHOIO C yAaleHHOM CUCTEMON.

pynna: lldpRemSysGroup
Trap-yBepomnenue: lldpRemManAddrOID

[octyn: TonbKo ANA uTeHuns
CuMHTaKcuuecKkan cTpyKtypa: MoeHTudurkaTop obbekta

UneHTUdukaTop obbekTa:
.1.0.8802.1.1.2.1.4.2.1.5.6036.6.1.1.4.192.168.0.33

OnpepeneHune: 3HaueHWe UaeHTUMKaTopa obbekTa, UCNonb3yemoe Ans
MAEHTUMKALMM TUMA annapaTHOro KOMMOHEeHTa Uik 0bbekTa NPOTOKONa,
CBSI3aHHOTO C aAPecoM yNnpaBieHUs!, BblAeNEeHHbIM yaaneHHbIM CUCTEMHbIM
areHToMm.

pynna: lldpRemSysGroup
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[octyn: TonbKo ANA uTeHuns
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomnenue: lldpRemOrgDefinfo

CuMHTaKcuueckas cTpykTypa: String
UpeHTudukatTop obbvekrta: .1.0.8802.1.1.2.1.4.4.1.4

OnpepeneHue: JTa Tabnuua cOAEPIKUT OAHY MU HECKONbKO CTPOK

Ha Kaxxgoe (hM3MUEeCKoe CeTeBOE MOAKIOUEHUE, KOTOPOE BblgenseTt
OpraHu3aLMoHHO onpeaeneHHyr MHdopMaumrto. ObpaTuTe BHUMaHWe,

uTO 3Ta Tabnuua coaep>KUT OAHY UK HECKONbKO CTPOK OpraHW3aLMoHHO
onpeneneHHoi MHopMaLmnK, KoTopasi He PacNo3HAETCA NIOKaNbHbIM
areHToM. Ecniv nokanbHas cuctemMa cnocobHa pacnosHaBsath Ntobyto
OpraHu3aLMoHHO onpeaeneHHy UHOPMaLMIO, ANIS MOUCKa MHGOPMaLMK
cnefyeT UCMonb30BaTh COOTBETCTBYHOLLME paclunpeHust MIB ot
opraHu3auuu.

pynna: lldpRemSysGroup

Trap-yBepomnenue: lldpRemPortDesc

[octyn: ToNbKO AN1A UTeHKUA
CHMHTaKcuueckas cTpykTypa: String
UpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.4.1.1.8

Onpep,eneHMe: 3HaueHue CTPOKMH, UCnosibsyemMoe anAa onpeneneHna
OMNMUCaHWA fAaHHOIO NOpPTa, CBA3aHHOIO C y,D,aJ'IEHHOlZ CUCTEMOMN.

pynna: lldpRemSysGroup

Trap-yBepomnenue: lldpRemPortld

[octyn: ToNbKO AN1A UTeHKUA
CuMHTaKcuueckas cTpykTypa: String
UpeHTudukatTop obbvekrta: .1.0.8802.1.1.2.1.4.1.1.7.3496.7.1

Onpep,eneHMe: 3HaueHue CTPOKH, UcnosibsyemMmoe anA M,D,eHTMCbMKaLI,MM
KOMMNOHEHTa NopTa, CBA3aHHOIO C y,D,aﬂeHHOVI CUCTEMOMN.

pynna: lldpRemSysGroup
Trap-yBepomnenue: lldpRemPortldSubtype

[ocTyn: TonbKo ANA uteHus
CuHTaKcHueckas cTpykTypa: Integer
UpeHTudukatTop obbekrta: .1.0.8802.1.1.2.1.4.1.1.6.3496.7.1

OnpepeneHune: TN KOAUPOBKU UAEHTU(UKATOPa NOpTa, UCNONb3yeMOWn B
cBA3aHHOM obbekTe lldpRemPortld.

pynna: lldpRemSysGroup
Trap-yBepomnenue: lldpRemSysCapEnabled

[octyn: ToNbKO ANA UTeHKUA
CuHTaKcuueckas cTpykTypa: Hex-String
UpeHTudukatTop obbekrta: .1.0.8802.1.1.2.1.4.1.1.12.3496.7.1

Onpep,eneHMe: ToueuHoe 3HaueHKe, UCNONb3yeMoe ANlA onpeaeneHuna
TOro, Kakme BO3MOXHOCTHU CUCTEMbI BKJTHOUEHbI B yﬂaJ'IEHHOﬁ cucrteme.

pynna: lldpRemSysGroup

Trap-yBepomneHue:
lldpRemSysCapSupported

[octyn: ToNbKO ANA UTeHKUA
CuHTaKcuueckas cTpykTypa: Hex-String
UpeHTudukatTop obbekrta: .1.0.8802.1.1.2.1.4.1.1.11.3496.7.1

Onpep,eneHMe: ToueuHoe 3HaueHKe, UCNONb3yeMoe ANIA onpeaeneHuna
TOro, Kakne BO3MOXXHOCTHU CUCTEMbI NOAAEPKUBAKOTCA B ynaneHHoﬁ
cucreme.

pynna: lldpRemSysGroup

Trap-yBepomneHue: lldpRemSysDesc

[octyn: TofnbKO ANA UTeHUA
CHMHTaKcuueckas cTpykTypa: String
UpeHTudukatTop obbekrta: .1.0.8802.1.1.2.1.4.1.1.10.3496.7.1

Onpep,eneHMe: 3HaueHue CTPOKMH, UCnosibsyemMoe anAa onpeneneHna
CUCTEeMHOro onnucaHuAa y,D,aﬂeHHOVI CHUCTEMbI.

pynna: lldpRemSysGroup

Trap-yBepomnenue: lldpRemSysName
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[octyn: TofbKO AN1A UTeHKUA
CHMHTaKcuueckas cTpykTypa: String
UpeHTudukaTop obbekrta: .1.0.8802.1.1.2.1.4.1.1.9.3496.7.1
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Onpep,eneHMe: 3HaueHue CTPOKH, ncnonblyemMoe anAa onpenersieHnAa
CUCTEMHOIoO MMEHMU yD,aJ'IeHHOVI CUCTEMBDI.

Ipynna: lldpNotificationsGroup

Trap-yBepomnenue: lldpRemTablesChange

CMHTaKcUueckasn cTpykTtypa: String
UpeHTudukatop obbvekra: 1.0.8802.1.1.2.0.0.1.0

Onpepenenue: Yeegomnenue lldpRemTablesChange otnpasnsetca npu
u3MeHeHun 3HaueHua lldpStatsRemTableLastChangeTime. OHO MOXeT bbITb
ncnonb3osaHo NMS gnsa 3anycka onpocoB TeEXHUUYECKOro obcnyXunBaHna
Tabnuubl yaaneHHbix cuctem LLDP. Obpatute BHMMaHwue, uTo nepefava
yBenomMneHui lldpRemTablesChange orpaHnunBaeTca areHToM, Kak
yka3aHo obbekTom lldpNotificationinterval.

pynna: lldpRemSysGroup

Trap-yBegomneHue:
lldpRemUnknownTLVInfo

[ocTyn: TonbKo Ana uteHus
CMHTaKcUueckasn cTpykTtypa: String
NpeHTudmkatop obbvekra: 1.0.8802.1.1.2.1.4.3.1.2

OnpepeneHue: 3TOT 0OBbEKT NpeAcTaBnsAeT 3HAaUeHWEe, U3BNEUEHHOE U3
nons 3HaueHua TLV.

pynna: lldpStatsRxGroup

Trap-yBegomneHue:
lldpStatsRemTablesLastChangeTime

[ocTyn: TonbKo Ana uteHus
CuMHTaKcuueckasn cTpykrtypa: Timeticks
UpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.2.1.0

OnpepeneHue: 3HaueHWe obbekTa sysUpTime (onpeneneHHoe B IETF

RFC 3418) Ha MOMEHT CO3faHU1sA, U3MEHEHUS UNU YAANEHWUA 3anNuCH B
Tabnuuax, cBA3aHHbIX ¢ obbekTamu lldpRemoteSystemsData 1 Bcemu
obbekTamu paclumpeHus LLDP, cBA3aHHbIMK C yAaneHHbIMW CUCTEMAMMU.
NMS Mo3KeT ucnonb3oBaThb 3TOT OObEKT AN1A YMEHbLUEHUS onpoca 06bekToB
lldpRemoteSystemsData.

pynna: lldpStatsRxGroup

Trap-yBegomneHue:
lldpStatsRxPortAgeoutsTotal

[ocTyn: TonbKo AnA uteHus
CuHTaKcnueckasn cTpykrypa: Counter32
UpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.2.7.1.7.1

OnpepeneHue: CueTumK, NPeACTaBAOLLMIA KONMUECTBO yCTapeBaHui,
npowvsollealwmnx Ha faHHoM nopTy. CpOK FroOA4HOCTUM — 3TO KONMUECTBO

pas, Korga nonHbli Habop MHDOpPMaLMK, peKnamupyemon

onpepeneHHbiM MSAP, yaananca u3 Tabnuu, cogepxalumxca B obbekTax
[ldpRemoteSystemsData u lldpExtensions, NOCKONbKY UHTepBan
CBOEBPEMEHHOCTU MHEPOPMALIMK UCTEK. ITOT CUETUMK aHaNornueH
lldpStatsRemTablesAgeouts, 3a UCKNHOUEHWEM TOFO, UTO CHETUMK
ncrnonb3yeTca Ana Kaxxaoro nopta. 31o nossonAeT NMS onpocutb Tabnuubl,
cBA3aHHble c obbekTamu lldpRemoteSystemsData n Bcemu obbekTamm
pacwnpeHuns LLDP, cBA3aHHbIMKW C yAaneHHbIMU CUCTEMAaMM, TONbKO Ha
yKa3aHHOM MOpTy. ITOT CHETUMK JOIKEH ObiTb YCTaHOBNEH Ha HOMb BO
BpeMA MHULMANM3aLnn areHTa, U ero 3HaueHue He JOMKHO COXPaHATLCA

B 3HEpProHe3aBMCMMOM 3anoMUHatoLLeM ycTpoicTe. Korga cratyc
aAMUHWUCTPUpPOBaHKUA nopTta MeHseTca ¢ "disabled” Ha "rxOnly”, "txOnly"

nnu "txAndRx", cueTumnk, CBA3aHHbIN C TEM Xe MOPTOM, AOMXKEH BbITb
cbpoweH Ha 0. AreHT TakXe JomKeH cOpoCHTb BCHO yAaNeHHYH CUCTEMHYHO
MHOPMaLMIO, CBA3AHHYIO C OfHUM M TEM e NMOPTOM. ITOT CUETUMK
crnefyeTt yBelMuMBaTh TONbKO OAMH pas, Korga nofHbik Habop nHdopmalmm
HefeHlcTBUTENEH (ycTapen) U3 BCeX CBA3aHHbIX TabnuL, Ha KOHKPETHOM
nopty. YacTMuHoe ycTapeBaHWe He foMNycKaeTca 1, Takum obpasom, He
[OMKHO M3MEHATb 3HaUEHWe 3TOro CUeTUHMKa.

pynna: lldpStatsRxGroup

Trap-yBegomneHue:
lldpStatsRxPortFramesDiscardedTotal

RUGGEDCOM ROS Bepcusa5.5
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[ocTyn: TonbKo AnA uteHus
CuHTaKcnueckasn cTpykrypa: Counter32
NpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.2.7.1.2.1

333



WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

Onpepenenue: Konnuectso Kagpos LLDP, noflyueHHbIX 3TUM areHTtom LLDP
Ha YKa3aHHOM NopTy, a 3aTeM OTOPOLLEHHbIX NO 060K NpUUnHe. ITOT
CUETUMK MOXKET yKa3blBaTb Ha TO, UTO NpobnemMbl ¢ hopMaTUpoOBaHUEM
3aronoska LLDP MoryTt Bo3HMKaTb C floKanbHbIM areHTom LLDP B cucteme
OTNpPaBKK UK uto npobnemsbl ¢ Banuaaumen LLDPDU MoryT BO3HMKATb C
NoKanbHbIM areHTom LLDP B cucteme npuema.

Ipynna: lldpStatsRxGroup

Trap-yBegomneHue:
lldpStatsRxPortFramesErrors

[octyn: TonbKo Ans uteHms
CuUHTaKcHuecKkas cTpykTypa: Counter32
NpeHTudukatop obbvekra: .1.0.8802.1.1.2.1.2.7.1.3.1

OnpepeneHune: Konnuectso HeflonyCTUMbIX Kagpos LLDP, nonyueHHbIx
3TUM areHTom LLDP Ha ykazaHHOM MopTy, Koraa 31oT areHT LLDP BKitoueH.

Ipynna: lldpStatsRxGroup

Trap-yBegomneHue:
lldpStatsRxPortFramesTotal

[octyn: TonbKo Ans uteHus

CuHTaKcHueckas cTpykTypa: Counter32

OnpepeneHune: Konnuectso AOMyCTUMbIX KaapoBs LLDP, nonyyeHHbIX 3TUM
areHToM LLDP Ha yka3aHHOM nopTy, Korga 31oT areHT LLDP BkntoueH.

Ipynna: lldpStatsRxGroup

Trap-yBegomneHue:
lldpStatsRxPortTLVsDiscardedTotal

[octyn: TonbKo Ans uteHus
CuHTaKcHueckas cTpykTypa: Counter32
NpeHTudumkatop obbvekra: .1.0.8802.1.1.2.1.2.7.1.5.1

Onpepenexue: Konuuectso TLV LLDP, otbpakoBaHHbIX No ntoboi npuunHe
[aHHbIM areHToM LLDP Ha ykasaHHOM nopTy.

Ipynna: lldpStatsRxGroup

Trap-yBegomneHue:
lldpStatsRxPortTLVsUnrecognizedTotal

[ocTtyn: TonbKo Ans uteHms
CuHTaKcHueckas cTpykTypa: Counter32
NpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.2.7.1.6.1

OnpepeneHue: Konnuectso TLV LLDP, nonyueHHbIX Ha JaHHOM NOPTY,
KOTOpble He pacno3HatoTca 3TUM areHToM LLDP Ha ykasaHHOM nopty.
Hepacno3sHaHHbIM TLV Ha3biBaeTca TLV, 3HaueHWe TMNa KOTOporo
HaxoAMTCs B AMana3oHe 3ape3epBMpoBaHHbIX TMNoB TLV (000 1001 — 111
1110) B Tabnuue 9.1 ctanpapTa IEEE 802.1AB-2005. Hepacno3HaHHbIM TLV
MOXeT bbITb 6a3oBoe TLV ynpaBneHusi u3 bonee nosaHewn Bepcuu LLDP.

pynna: lldpStatsTxGroup

Trap-yBegomneHue:
lldpStatsTxPortFramesTotal

[octyn: TonbKo Ans uteHms
CuHTaKcHueckas cTpykTypa: Counter32
NpeHTudumkatop obbvekra: .1.0.8802.1.1.2.1.2.6.1.2.1

Onpepenenue: Konnuectso kagpos LLDP, nepegaBaeMbiX 3TUM areHTOM
LLDP Ha yka3aHHOM MopTy.

Ipynna: lldpConfigTxGroup

Trap-yBepomnenue: lIdpTxDelay

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudumkatTop obbvekra: .1.0.8802.1.1.2.1.1.4.0

Onpepenenue: LidpTxDelay yka3sbiBaeT 3aepKy (B CEKYHAAX) MexXay
nocnegosaTenbHbiMU Nepegavamun kagpa LLDP, HHUUMMPOBAHHbBIMU
M3MEHEHUAMM 3HaUeHu/coctoAsHMA B MIB nokanbHbix cuctem LLDP.
PekomeHayemoe 3HaueHue ana lldpTxDelay 3apaetca no cnepytoLlen
dopmyne:

1 <= lldpTxDelay <= (0,25 * lldpMessageTxInterval)

3HaueHue no ymonuaHuto ans obbekTa lldpTxDelay coctaBnser ase
CeKyHAbl. 3HaueHKWe 3Toro obbekTa HeObXOAMMO BOCCTaHaBNMBATb U3
3HEeproHe3aBWCHMOro 3aNOMKUHALOLLErO YCTPOWCTBA NOCNE NMOBTOPHOM
MHULMaNM3aLnMK CUCTEMbI YNIpaBNeHUs.
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ynpasjieHne CeTbHO

Q-BRIDGE-MIB

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

pynna: gBridgeFdbUnicastGroup

Trap-yBepomneHue:
dot1qFdbDynamicCount

[octyn: TonbKo AnA uteHus
CuHTaKcuueckas cTpykrypa: Counter32

UpeHTudukaTop obbekra:
.1.3.6.1.2.1.17.7.1.2.1.1.2.255.148.184.197.5.176.0

OnpepeneHue: Tekyllee KOMUECTBO AMHAMUUECKUX 3anuncel B 3ToM base
[aHHbIX PUNbTpaL .

Ipynna: gBridgeServiceRequirementsGroup

Trap-yBepomneHue:
dot1qForwardAllForbiddenPorts

®dyHKkumnoHan areHTta: RC-Q-BRIDGE-MIB-AC

DocTyn: TONbKo ANA uTeHus

CMHTaKcUuecKkan cTpyKTtypa: Hex-String
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.17.7.1.2.4.1.3.22

OnpepeneHue: Habop NopToB, 3aAaHHbIX CUCTEMOM yNpaBleHUs B 3TOM
VLAN, ansa kotopbix aTpubyT Service Requirement co 3HaueHuem Forward
All Multicast Groups He MOXeT lMHaMHWUeCKKU pernctpupoBaTbcst GMRP.
370 3HaueHuWe ByaeT BOCCTAHOBNEHO NOCNe Nepe3anycka yCTPOMCTBa.
MopT He MoxeT bbITb fobaBNEH B 3TOT Habop, ecnu OH yxe ABnAeTCA
uneHomM Habopa noptoBs B dot1gForwardAllStaticPorts. 3HaueHue no
YMONUaHWUIO — CTPOKa HyNen COOTBETCTBYHOLLLEN ASIMHBI. 3HAUEHWE 3TOro
obbekTa JOJINKHO coxpaHATbCA NpU MOBTOPHOM MHULMANMU3aLMUK CUCTEMBI
ynpasneHus.

Ipynna: gBridgeServiceRequirementsGroup

Trap-yBepgomnenue: dot1gForwardAllPorts

DocTyn: TONbKo ANA uTeHus
CMHTaKcUuecKkan cTpyKTtypa: Hex-String
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.2.4.1.1.22

OnpepeneHue: MNonHbiit Habop nopToB B 3ToM VLAN, Ha KOTOpbIe AOMXKHbI
HbITb NepeHanpaBfieHbl BCe MHOroaApecHbie rpynnoBblie Kagpbl. Croga
BXOAAT NOPTbI, ANs KOTOPbIX 3TO TpeboBaHMe bbINo AUHaMUUECKH
onpepeneHo GMRP nnu cTtatMuecky 3a4aHo CUCTEMOM yNpaBneHuA.

Ipynna: gBridgeServiceRequirementsGroup

Trap-yBegomneHue:
dot1gForwardAllStaticPorts

®dyHKumnoHan areHta: RC-Q-BRIDGE-MIB-AC

[octyn: Tonbko Ana uteHus

CMHTaKcuueckas cTpyKTtypa: Hex-String
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.2.4.1.2.22

Onpepenexue: Habop NopToB, 3aAaHHbIM CMCTEMOW yrpaBneHuna

B 3701 VLAN, Ha KoTopble JOMKHbI ObITb MepeHanpaBneHbl BCe
MHOroafpecHble rpynnosble Kagapbl. [1opTbl, BHECEHHbIE B 3TOT CMIUCOK,
BynyT oTobpakeHbl B nonHoMm Habope, nokasaHHom dot1qgForwardAllPorts.
370 3HaueHwue byneT BOCCTAHOBMEHO NOCHE Nepe3anycka ycTpoiCTBa.

3TO OTHOCKTCA TOMbKO K NOpTaMm, ABAAIOLWMMCA uneHamu VLAN,
onpepeneHHbim dot1gVlanCurrentEgressPorts. MopT He MoXeT bbITb
fobasneH B 3T0T Habop, ecnu OH yXXe ABNAETCA uneHoM Habopa nopTos

B dot1gForwardAllForbiddenPorts. 3HaueHWe Mo yMONUaHW — 3T0
CTpOKa CTPOK COOTBETCTBYHOLLEN ANIMHDBI, YKa3biBatoLLlasa cTaHAapTHoe
noBefeHWe Npu UCNonb3oBaHWK Ba3oBbIX CNyXb unbTpaumu, T.€.
nepechbinke BCeX MHOroapecHbIX PacCbifiOK Ha BCE NOPTbl. 3HaYEHMe 3TOro
obbekTta JOMKHO coxpaHATbCA NpK MOBTOPHOM MHULMANU3aLUKU CUCTEMDI
ynpaBneHus.

Ipynna: qBridgeServiceRequirementsGroup

Trap-yBegomneHue:
dot1gForwardUnregisteredForbiddenPorts

RUGGEDCOM ROS Bepcusa5.5
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[octyn: [InA uteHMA 1 3anucu
CMHTaKcuueckas cTpyKTtypa: Hex-String
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.17.7.1.2.5.1.3.22
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ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHue: Habop nopToB, 3alaHHbIA CUCTEMOW YNpaBneHus B 3TOM
VLAN, ans koTtopbix aTpubyT Service Requirement co 3HaueHnem Forward
Unregistered Multicast Groups MOXeT IMHaMHUUECKU He PErMCTPUPOBATLCA
GMRP. 370 3HaueHHe DyaeT BOCCTAaHOBMNEHO NOCHE Nepe3anycka
ycTpoicTBa. MopT He MOXeT BbITb fobaBneH B 3TOT HAabop, eciu OH yxe
ABnaeTcA uneHoM Habopa noptoB B dot1gForwardUnregisteredStaticPorts.
3HaueHue Mo YMONUaHMIK — CTPOKa Hyflel COOTBETCTBYHOLLEN ANNHbI.
3HaueHue 31oro obbekTa [JOJMKHO coxpaHsATbCs Npy NOBTOPHOM
MHULMANM3aLmMm CUCTEMbI ypaBieHuUA.

Ipynna: qBridgeServiceRequirementsGroup

Trap-yBegomneHue:
dot1gForwardUnregisteredPorts

[ocTtyn: TonbKo Ans uteHms
CuHTaKcuueckasn cTpykTypa: Hex-String
UpeHTudmkatop obvekra: .1.3.6.1.2.1.17.7.1.2.5.1.1.22

OnpepeneHue: MonHbi Habop nopTtoB B 3T0M VLAN, Ha KoTopble ByayT
nepecbinaTbCA MHOroaapecHble rpynnoBble Kaapbl, ANs KOTOPbIX HeT bonee
KOHKpeTHOM nHdopmaummn o nepeagpecauunun. Ctoga BXOAAT MOPThI, ANA
KOTOpbIX 3T0 TpeboBaHMe ObIIo AMHAMUUecku onpeaeneHo GMRP vnu
CTaTUUYeCKM 3a1aHO CMCTEMOWM yNpaBeHHA.

Ipynna: qBridgeServiceRequirementsGroup

Trap-yBegomneHue:
dot1gForwardUnregisteredStaticPorts

[octyn: [InA uteHMA 1 3anucu
CnHTaKcuueckas cTpykTypa: Hex-String
UpeHTudmkatop obvekra: .1.3.6.1.2.1.17.7.1.2.5.1.2.22

OnpepeneHue: Habop nopToB, 3alaHHbIA CUCTEMOW yNpaBieHus B
3701 VLAN, Ha KoTopble JOMKHbI ObITb NepeHanpaBneHbl afpecoBaHHble
MHOroafipecHble rpynmnoBble Kafpbl, ANA KOTOPbIX HeT bonee
KOHKPETHOM nHopmMaLmmn o nepeagpecauunn. MopTbl, BHECEHHbIE B
3TOT CMUCOK, Takxe byayT oTobpakeHbl B NoNHOM Habope, Noka3aHHOM
dot1gForwardUnregisteredPorts. 3To 3HaueHWe bDyaeT BOCCTaHOBNEHO
nocne nepesanycka ycTponcTaa. MNopT He MoxeT bbITb fobaBneH

B 3TOT Habop, ecnu oOH yxe ABNAETCA uneHoMm Habopa NopToB B
dot1qForwardUnregisteredForbiddenPorts. 3HaueHne No ymonuaHuto

— CTPOKa HyJfiel COOTBETCTBYIOLLEN ANMHbI, XOTA 3TO He BNMUAET Ha
3HaueHue dotTqForwardAllStaticPorts no ymonuaHuto. 3HaueHue 3T0ro
obbekTa JOMKHO coxpaHATbLCA NpU MOBTOPHOM MHULMANU3ALUKU CUCTEMDI
ynpasneHus.

Ipynna: qBridgeBaseGroup

Trap-yBepomneHue: dot1qGvrpStatus

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudukatop obnekra: .1.3.6.1.2.1.17.7.1.1.5.0

Onpepenenue: Ctatyc AnA afMMHUCTPUPOBAHMA, 3aNPOLLEHHbIA CUCTEMOM
ynpasnexua ana GVRP. 3HaueHue enabled(1) ykasbiBaeT Ha 1o, uto GVRP
[lofKeH BbITb BKIOUEH Ha 3TOM YCTPOMCTBE Ha BCeX MOpTax, AfiA KOTOPbIX
OH He ObIn cneunanbHo oTKtoueH. Mpu 3HaueHuu disabled(2) GVRP
OTKIIFOUAeTCs Ha Bcex nopTax, U Bce nakeTbl GVRP ByayT nepecbinaTbcs

6e3 nepeKkoanpOBKM. ITOT 06BEKT BNMAET Ha BCE MALUUHbI COCTOAHWUM
Applicant and Registrar ana GVRP. Mepexof oT 3HaueHun disabled(2) k
enabled(1) npuenet k cbpocy Bcex MalLMH cocTosaHUM GVRP Ha Bcex
noptax. 3HaueHue 31oro obbekTa JOJIKHO coxpaHATbCS NpU NOBTOPHOM
MHULMANM3aLmMm CUCTEMbI ypaBieHuA.

Ipynna: qBridgeBaseGroup

Trap-yBegomneHue:
dot1gMaxSupportedVlans

[octyn: TonbKo Ans uteHms
CUHTaKCcHuecKas cTpykTypa: Gauge32
UpeHTtudukatop obvekra: .1.3.6.1.2.1.17.7.1.1.3.0

OnpepeneHune: MakcumanbHoe konnuecTBo ceTtelt VLAN IEEE 802.1Q,
noaAepXXnBaeMblX 3TUM YCTPOWCTBOM.

pynna: qBridgeBaseGroup
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ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomnenue: dot1gMaxVlanld

CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.1.2.0

OnpepeneHue: MakcmanbHbiv naeHTudgurkaTop VLAN IEEE 802.1Q,
KOTOPbI¥ NoaAep>KMBaeT 3TO YCTPOMCTBO.

Ipynna: gBridgeVlanStaticGroup

Trap-yBepomneHue:
dotTqNextFreelLocalVlanindex

[ocTyn: TonbKo ANA uteHus
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.4.4.0

OnpepeneHue: Cneayrollee focTynHoe 3HaueHue dot1gVlanindex 3anucu
nokanbHot VLAN B dot1qVlanStaticTable. 3To npuBegeT k coobLieHuto
3HaueHWn >=4096, ecnu MoxeT ObiTb CO3AaHa HOBas NOKanbHas CeTb
VLAN, 1nu K 3HaueHuto 0, ecnu 370 HEBO3MOXHO. Onepauma co3faHua
CTPOKM B 3TOM Tabnuue AnsA 3anucK C ToKanbHbIM 3HaueHreM Vianindex
MOXXET 3aBEPLUMUTLCA HeY[lauen, ecnu TeKyLlee 3HaueHue 3Toro obbekTa He
MCNonb3yeTcA B KauecTBe MHAEKCA. [laXke ecnu UCNosib3yeTcsa CUMTbiIBaemMoe
3HaUeHWe, HeT rapaHTUK, UTo OHO ByaeT ABNATLCA AENCTBUTENbHBIM
MHLEKCOM NPU NOMbITKE CO3AaTb ONepaLnto; APYron MeHemxep,
BO3MOXHO, y>Ke BKITHOUMIICA B TEUEHWE NPOMEXYTOUHOrO MHTepBana
BpemeHu. B atom cnyuae dot1gNextFreelLocalVlanindex cnegyet cumntathb
CHOBA M NOBTOPUTb NOMbITKY CO3aHUA C HOBbIM 3HAUEHMEM. ITO 3HaUEHWe
aBTOMAaTMUECKWU U3MEHMTCA, KOTAa TeKYyLLee 3HaUeHWe Ucnonb3yeTca ans
CO3[,aHWA HOBOM CTPOKMH.

Ipynna: gBridgeBaseGroup

Trap-yBepomnenue: dot1gNumVlians

[octyn: ToNbKO AN1A UTeHKUA
CuHTaKcuueckas cTpykTypa: Gauge32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.1.4.0

OnpepeneHue: Tekyulee konnuectBo ceter VLAN IEEE 802.1Q,
CKOH(MUIYypPUPOBAHHbIX B 3TOM YCTPOWCTBE.

Ipynna: gBridgePortGroup2

Trap-yBepomneHue:
dot1gPortAcceptableFrameTypes

®dyHKkumnoHan areHTta: RC-Q-BRIDGE-MIB-AC

[octyn: [1na uteHnA 1 3anucu

CUHTaKCHuecKasn CTpyKTypa: Integer

UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.4.5.1.2.1

OnpepeneHue: Mpu admitOnlyVianTagged(2) yctpovicTto bynet
oTbpacbiBaTb Kaapbl 6€3 MeTOK MK Kafpbl C METKaMKU NpUOpHUTETa,
nonyueHHble Ha 3TomM nopty. Mpu admitAll(1) kagpbl 6€3 METOK UNK Kagpbl
C MeTKaMW NpuopuTeTa, MONyUeHHbIe Ha 3TOM NopTy, byayT NPUHATBI U
Ha3HaueHbl VID Ha ocHoBe PVID 1 VID Set ans s3Toro nopra. 370 ynpasneHue
He BnMAeT Ha He3aBKUCcKMble oT VLAN kagpbl 6noka NpoTOKONbHbIX AaHHbIX
mocta (BPDU), Takue kak GVRP 1 npotokon cBasytolero agepesa (STP). 3to
BnuAeT Ha 3aBucumMble oT VLAN kagpbl BPDU, Takue kak GMRP. 3HaueHune
310ro obwvekta OMKHO coxpaHATbCA NpU NOBTOPHOM MHULMANW3aLMK
CMCTEMbI yNIpaBneHus.

NpumeuaHue
3HaueHue «admitOnlyVlanTagged(2)» He noanepxuBaeTcs.

pynna: qBridgePortGroup2

Trap-yBepomneHue: dot1qPortGvrpStatus
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®yHkuuoHan areHta: RC-Q-BRIDGE-MIB-AC

[octyn: [InAa uteHMA 1 3anucu

CuMHTaKcuuecKan cTpyKTypa: Integer

UneHTudpukatop obbekra: .1.3.6.1.2.1.17.7.1.4.5.1.4.1

OnpepeneHue: CoctosiHue paboTbl GVRP Ha 3ToM nopTy. 3HaueHue
enabled(1) yka3sbiBaeT Ha To, uto GVRP BKItOUEH Ha 3TOM NOPTY, NpH

337



WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

ycnoBuu, uto dot1qGvrpStatus Takke BKIOUEH AnA 3TOro ycrponcTtea. Ecnu
ycTaHOBneHo 3HaueHue disabled(2), Ho dot1qGvrpStatus Bce elle BKItoUueH
ana yctpoicta, GVRP OTKNtOUEH Ha 3TOM NOPTY: Ntobble NONyUeHHble
nakeTbl GVRP ByayT oTbpoLUeHbl, U HUKakue peructpaunv GVRP He ByayT
nepenaBaTbCA C APYrUX NOPTOB. ITOT OOBEKT BAMAET Ha BCE MaLUUHbI
cocTosAHMI Applicant and Registrar ana GVRP Ha aToM nopTy. Mepexog

oT 3HaueHus disabled(2) k enabled(1) npuBeneT kK cbpocy Bcex MaLLMWH
cocToAAHWMI GVRP Ha 3TOM nopTy. 3HaueHue 3Toro obbekTa JOIMKHO
COXPaHATbCA NPU MOBTOPHOW MHULMANM3ALMUM CUCTEMBI YNIPaBIEHHA.

NpumeuaHune
3HaueHue no ymonuaHuto «disabled(2)».

pynna: gBridgePortGroup2

Trap-yBepomneHue:
dot1qgPortingressFiltering

OyHKumnoHan areHTta: RC-Q-BRIDGE-MIB-AC

[octyn: [inA uTeHnA 1 3anucu

CUHTaKcHueckas cTpykTypa: Integer

UpeHTudukatTop obbvekra: .1.3.6.1.2.1.17.7.1.4.5.1.3.1

OnpepeneHue: Ecnu yctaHOBREHO 3HaueHMe true(1), ycTpoicTeo byaert
oTbpacbiBaTb BXOAALME Kaapbl ANA BUPTyanbHbix ceTer VLAN, KoTOpble He
BKJTHOUQOT 3TOT MOPT B CBOM Habop uneHoB. Ecnu ycTaHOBNEHO 3HaueHue
false(2), nopt byaeT npMHUMaTh BCe BXOAALLME Kaapbl. ITO ynpaBrneHue
He BnUseT Ha He3aBKUcKMble oT VLAN kafpbl 6noka NpoTOKOMNbHbIX AAHHbIX
MocTa (BPDU), Takue kak GVRP 1 npoTokon cBasytouero gepesa (STP). 31o
BnuAeT Ha 3aBucumble oT VLAN kagpbl BPDU, Takue kak GMRP. 3HaueHune
31oro obwvekTta JOIMKHO coxpaHATbCA NPU NOBTOPHOM MHMLMANM3ALMUK
CUCTEeMbl yNpaBneHus.

MNpumeuaHue
3HaueHue «true(1)» He Nnoaaep>kMBaeTcs.

Ipynna: gBridgePortGroup2

Trap-yBepgomneHue: dot1gPvid

[octyn: [ina uteHnA 1 3anucu
CUHTaKCcHuecKkasn cTpykTypa: Gauge32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.4.5.1.1.1

Onpepenenue: PVID, VLAN-ID, npucBoeHHble KagpaM be3 MeToK nnu
KaipaM C MeTKaMu npuopuTeTta, NoyUYeHHbIM Ha 3TOM NOpPTY. 3HaueHue
310ro obwvekta JOMKHO coxpaHATbCA NpU NOBTOPHOW MHULMANW3aLMK
CUCTEMbI yNpaBneHus.

Ipynna: gBridgeFdbUnicastGroup
Trap-yBepgomneHue: dot1qTpFdbPort

[ocTyn: TonbKo AnA uteHus
CUHTaKCcHuecKasn CTpyKTypa: Integer

NpeHTudukaTop obbekra:
.1.3.6.1.2.1.17.7.1.2.2.1.2.255.148.184.197.5.176.0

Onpepenenue: 0 nnn HoMep NopTa, Ha KOTOPOoM bbin obHapy»eH Kagp
afpecoM OTNpaBuUTENs, COBMaAatoLLMM CO 3HaUEHWEM COOTBETCTBYHOLLErO
sk3emnnspa dot1qTpFdbAddress. O nokasbiBaeT, UTo HOMep NopTa He bbin
onpefeneH, HO y YCTPOWCTBA UMEETCSl Hekas MHopMaLMs O nepechbinkel
unbTpaumu ans storo agpeca (Hanpumep, B dot1qStaticUnicastTable).
Pa3paboTumkaM peKoMeHyeTca Ha3HauaTb 3TOMY 06beKTy HOMep nopTa,
KOTrfa OH onpeneneH, faxe Ana afpecos, y KOTOPbIX COOTBETCTBYOLLLEE
3HaueHue dot1qTpFdbStatus He paBHo learned(3).

Ipynna: gBridgeFdbUnicastGroup

Trap-yBepomneHue: dot1qTpFdbStatus
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[ocTyn: TonbKo AnA uteHus

CHHTaKcuueckan CTpyKTypa: Integer
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

UneHTUdukaTop obbekTa:
.1.3.6.1.2.1.17.7.1.2.2.1.3.255.148.184.197.5.176.0

OnpepeneHune: CTaTycC 3TOM 3aNMUCU. KOTOPbIA MOXET NPUHUMATb
3HaueHun:

* other(1) — HM O0AHO U3 NEPeUUCTEHHbIX HUXE. ITO MOXKET BKIIOUaTb
CUTYauMH, Koraa Hekui apyroi obbekT MIB (He cOOTBETCTBYHOLLMI
sk3emnnspy dot1qTpFdbPort u He 3anuck B dot1qStaticUnicastTable)
MCnonb3yeTcs ANs onpefeneHnsa Nepechiniki Kaapa, HanpasneHHOro no
appecy 13 cootsetcTBytoero dot1qTpFdbAddress.

e invalid(2) — 3anucb bonblue He NpuroaHa (HanpumMep, oHa yxe
ycTapena), HO eLle ocTaeTcs B Tabnuue.

e learned(3) — 3HaueHMe COOTBETCTBYIOLLErO 3K3eMNnApa
dot1qTpFdbPort onpegeneHo n ncnonb3yerca.

e self(4) — 3HaueHWe COOTBETCTBYIOLLErO 3K3eMMNNApa
dot1qTpFdbAddress npeacraBnsaeT 0OgMH U3 a4pecoB YCTPOMCTBA.
CooTBeTcTBytOWMM 3k3emnnap dot1qTpFdbPort nokasbiBaeT, Kakoi K3
MOPTOB YCTPOMCTBA UMEET 3TOT afpec.

*  mgmt(5) — 3HaueHWe COOTBETCTBYHOLLENO IK3EMMSPa

dot1qTpFdbAddress aBnAeTcA TakXe 3HauUeHWEM UMetoLLLeroca
sk3emnnspa dot1qStaticAddress.

Ipynna: gBridgeFdbMulticastGroup

Trap-yBepomneHue:
dot1qTpGroupEgressPorts

[ocTyn: TonbKo ANA uteHus
CUHTaKcHueckas cTpykTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.2.3.1.2

OnpepeneHue: MNonHbiM Habop nopToB B 3ToM VLAN, Ha KOTOpble B
HacTosLLee BpeMA ABHO NepechiNaroTca Kaapbl, NpefHasHaueHHble AnA
sToro MAC-agpeca rpynnbl. 3TO He BKrOUaeT MopThbl, AN1A KOTOPbIX 3TOT
afpec nepecbinaeTcs TONbKO HeABHO, B cnucok dot1gForwardAllPorts.

Ipynna: gBridgeFdbMulticastGroup

Trap-yBepomnenue: dot1qTpGrouplearnt

[ocTyn: TonbKo ANA uteHus
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.2.3.1.3

Onpepenenue: NoamHoxectso noptos B dot1qTpGroupEgressPorts,
KoTopble bbinu n3yueHbl GMRP nnu Kaknum-nmbo Apyrum AUHaMUUYECKUM
MexaHW3MOM B 3To Ha3e AaHHbIX hHUbTPaLMK.

Ipynna: gBridgeVlianGroup

Trap-yBepomnenue: dot1gVlanCreationTime

Joctyn: Tonbko ANA uTeHuA
CuHTaKcuueckas cTpykTypa: Timeticks
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.4.2.1.7

OnpepeneHue: 3HaueHue sysUpTime npu co3faHnu 3TON BUPTYanbHOM
cetn VLAN.

Ipynna: gBridgeVlianGroup

Trap-yBepomneHue:
dot1qVlanCurrentEgressPorts

[octyn: ToNbKO AN1A UTeHKUA
CuHTaKcuueckas cTpykTypa: Hex-String
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.4.2.1.4

Onpepenenue: Habop nopTo., KOTOpble NepeaatoT TpadmK ANsA 3TOM
BUpTyanbHow cetn VLAN Kak Kagpbl C MeTKaMu unu 6es MeTok.

Ipynna: gBridgeVianGroup

Trap-yBepomneHue:
dot1qVlanCurrentUntaggedPorts

[octyn: ToNbKO ANA UTeHUA
CuHTaKcuueckas cTpykTypa: Hex-String
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.4.2.1.5

Onpepenenue: Habop nopTo., KoTOpble NepeaatoT TpadmK ANA 3TOM
BUpTyanbHoi cet VLAN kak Kagpbl 6e3 MeToK.
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ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

pynna: gBridgeVlanGroup
Trap-yBepgomnenue: dot1qgVlanFdbld

Joctyn: Tonbko ANA uTeHun
CuHTaKcuuecKkan cTpykrypa: Gauge32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.4.2.1.3

OnpepeneHue: basa JaHHbIX PUNbTPaALMK, UCNONb3yeMas 3TOM
BUpTyanbHow ceTbto VLAN. 310 ogHO 13 3HaueHui dot1qFdbld B

Tabnuue dot1gFdbTable. 310 3HaueHWe aBTOMaTUUECKK NPUCBaUBaETCA
YCTPOWCTBOM NpH co3faHnu BUpTyanbHoi cetn VLAN: nnbo guHamuuecku
¢ nomouybo GVRP, nnbo cuctemont ynpasnenus B dot1qVlanStaticTable.
PacnpeneneHune 3TOro 3HaueHWA COOTBETCTBYET OrpaHUUEHUAM 0byueHus,
onpepeneHHbiM ana 3toi VLAN B Tabnuue dot1qglearningConstraintsTable.

Ipynna: gBridgeVlanStaticGroup

Trap-yBepomneHue:
dot1qVlanForbiddenEgressPorts

[octyn: [ina uTeHWA 1 co3gaHuA
CMHTaKcUueckas cTpykTypa: String
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.17.7.1.4.3.1.3.22

OnpepeneHue: Habop NopToB, KOTOPbIE 3aMpeLLeHbl CUCTEMOW
ynpaBneHus Ans BKAKOUEHUA B CMMCOK BbIXOAHbIX MOPTOB AJ1A 3TOMN CeTH
VLAN. M3meHeHHs 3TOro obbeKkTa, KOTOpble MPUBOAAT K BKIHOUEHUIO UK
MCKJTFOUEHUIO NOpPTa, Ha ypoBHe nopta U VLAN BNMAKOT Ha ynpasneHue
perMcTpaTopoM M 3anpeTt permcTpaummn AnA COOTBETCTBYOLLEN MaLLWUHbI
coctosiHui GVRP Ha kaxkgom nopty. MopT He MoXeT bbITb fobaBneH

B 3TOT Habop, eCnu OH yKe ABNAETCA uneHoM Habopa NopToB B
dot1qVlanStaticEgressPorts. 3HaueHWe MO yMonuaHWto Ana 3Toro obbekTa
— CTPOKa Hyneln COOTBETCTBYHOLLEN ANMHbI, MCKIOUatoLWasa BCe NOPTbI U3
Habopa 3anpeLLeHHbIX.

pynna: gBridgeVlanGroup

Trap-yBegomnenue: dot1qVlanNumbDeletes

DocTyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykrypa: Counter32
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.7.1.4.1

OnpepeneHue: KonnuecTtso pas, korga 3anucb VLAN ygansnacb u3
dot1qVlanCurrentTable (no ntobo# npuunHe). Eciv 3anuce yaaneHa, 3aTem
BCTaB/leHa, a 3aTeM yJaleHa, 3TOT CUeTUMK byaeT yBenuueH Ha 2.

pynna: gBridgeVlanStaticGroup

Trap-yBepomneHue:
dot1qVlanStaticEgressPorts

[octyn: [ina uTeHMA 1 co3naHuA
CMHTaKcUueckas cTpykTypa: String
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.17.7.1.4.3.1.2.22

OnpepeneHue: Habop NopToB, KOTOPbIE MOCTOAHHO Ha3HAUEeHbl CUCTEMOM
ynpaBneHus Ans BKAKOUEHUA B CMUCOK BbIXOAHbIX MOPTOB Af1A 3TOM

cett VLAN. M3meHeHus 6UToB 3Toro obbekTa Ha ypoBHe nopta 1 VLAN
BIIUAIOT Ha yNpaBieHne perncTpaTopom u PUKCaLmio pernucTpauunm ans
COOTBETCTBYHOLLEN MalLMHbI cOCTOAHWI GVRP Ha Kaxkgom nopty. lNopT

He MOXeT bbITb obaBneH B 3TOT HAabop, eCNu OH yXXe ABNSAETCA UTEHOM
Habopa nopTto. B dot1qVlanForbiddenEgressPorts. 3HaueHue 3TOro obbekTa
MO YMOMUaHWIO — CTPOKa NOCNeA0BaTENbHOCTU HyNel COOTBETCTBYOLLEN
[NWHbI, yKa3blBatoLLan Ha OTCyTCTBME PUKCALMH.

pynna: gBridgeVlanStaticGroup

Trap-yBepomnenue: dot1qVlanStaticName

[octyn: [ina uTeHnA 1 co3gaHuA
CMHTaKcUueckas cTpykTypa: String
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.17.7.1.4.3.1.1.22

OnpepeneHune: HazHaueHHaaA aAMUHUCTPATOPOM CTPOKA, KOTOPasA MOXeT
MCnonb30BaThCsa AN uaeHTUdMKaumm cetu VLAN.

pynna: gBridgeVlanStaticGroup

Trap-yBepomneHue:
dot1qVlanStaticRowStatus
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[octyn: [ina uTeHnA 1 co3gaHuA
CuMHTaKcuueckan cTpyKTtypa: Integer
UpeHTudukatTop obbvekra: .1.3.6.1.2.1.17.7.1.4.3.1.5.22
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHune: ObbEKT yKa3biBAET CTATYC 3TOM 3aMUCH.

Ipynna: gBridgeVlanStaticGroup

Trap-yBepgomneHue:
dot1qVlanStaticUntaggedPorts

[octyn: [InA uteHnA 1 co3ngaHunA
CMHTaKcuueckas cTpykTtypa: String
UpeHTudmkatTop obbvekra: .1.3.6.1.2.1.17.7.1.4.3.1.4.22

OnpepeneHue: Habop NopToB, KOTOPbIE AOMKHbI MepeaaBaTb BbIXOAHbIE
naketbl Ana 3Tol VLAN Kak nakeTbl 6e3 MeToK. 3HaueHWe 3Toro obbeKkTa no
ymonuanuto ans VLAN no ymonuanuto (dot1qVlanindex = 1) npeactasnsaer
cobo¥ CTPOKY COOTBETCTBYHOLLEH ANKUHbBI, BKIHOUALOLLYHO BCe NopTbl. Ons
apyrux VLAN 3HaueHWe no yMONUaHUIO He yKa3aHo. Ecniv areHT yctpoictaa
He MOXXeT NoAAepKMBaTb HAbOp NOPTOB, OH OTKITIOHMT onepaLuto Habopa

C oWKMbBKOW. Hanpumep, MeHedKep MOXET NONbITaTbCsA YCTAHOBUTb
Heckonbko VLAN ans npMcBOeHUss METOK Ha BbIXOAe, eCiii YCTPOMCTBO He
nopaep>xusaet 3ty onuuio IEEE 802.1Q.

Ipynna: gBridgeVlanGroup

Trap-yBepomnenue: dot1qVlanStatus

[ocTtyn: TonbKo Ana uteHms

CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudukatop obvekra: .1.3.6.1.2.1.17.7.1.4.2.1.6
OnpepeneHue: OObeKT yKa3biBaeT CTaTyC 3TOM 3aMuUCH.

e other(1) — 3Ta 3anucb B HacTosLLEee BPeMs UCMONb3YEeTCA, HO YCITOBHA,
NPY KOTOPbIX OHA OCTAHETCS TAKOM, OTNIMUAKOTCA OT CNefyoLUX
3HAUEHUH.

* permanent(2) — 3Ta 3anucb, COOTBETCTBYHOLLAA 3aMUCH B
dotTqVlanStaticTable, B HacTosLLee BpeMaA UCNONb3yeTCs U OCTaHeTCA
TakoOBOM NMocne cnegyroLLero nepesanycka ycrporcrea. Cnucku
MOPTOB AN1A 3TOM 3aNUCH BKNHOUALOT MOPTbl U3 SKBUBANEHTHOM 3anucH
dot1qVlanStaticTable 1 guHamMUueCcKKn U3yUeHHble NOPThI.

e dynamicGvrp(3) — 3Ta 3anucb B HaCTOALLEe BPEMSA UCMNONb3yeTcs
n bynet ncnonb3osaTtbea Ao Tex nop, noka GVRP He yaanur ee.
CraTnueckan 3anuch Ana 3toi VLAN oTcyTcTByeT, 1 OHa byfeT yaaneHra,
nocrne BbiBoAa nocnegHero nopta u3 VLAN.

Ipynna: gBridgeBaseGroup

Trap-yBegomneHue:
dot1qVlanVersionNumber

[ocTyn: TonbKo Ana uteHus
CUHTaKCHuecKasn CTpyKTypa: Integer
UpeHTtudumkatop obvekra: .1.3.6.1.2.1.17.7.1.1.1.0

OnpepeneHue: Homep Bepcuu IEEE 802.1Q, nogaepxMBaeMon 3TUM
YCTPOWCTBOM.

RMON-MIB

Ipynna/O6bekT

OnucaHue

pynna: rmonAlarmGroup

Trap-yBepomneHue: AlarmFallingEventindex

RUGGEDCOM ROS Bepcusa5.5
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[octyn: [InA uteHnA n co3gaHunA
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.3.1.1.10.1

OnpepeneHue: NHgekc eventEntry, KOTOpbIA MCNONb3yeTca

npu nepeceyeHnrn nopora cHUXxeHna. ObbeKT eventEntry,
MOEHTUPULNPOBAHHbIA KOHKPETHbIM 3HaUeHMEM 3TOr0 MHAEKCa,
npeacTaBnsaeT cobol TOT e 0b6beKT, UAEHTUMULUPOBAHHbIN TEM Xe
3HaueHWeM obbekTa eventindex. Ecnu B eventTable HeT cooTBeTCTBYOLLEN
3anuncu, To CBA3b He CyLlecTByeT. B uaCcTHOCTH, ecnun 3T0 3HaueHMe paBHO
HYMt0, CBA3aHHOe cobbiTUe reHepupoBaTbCca He ByAeT, Tak KaK Hyfb He
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

ABNAETCA LOMNYCTUMbIM MHAEKCOM CODBITUSA. 3TOT 0BBEKT HE MOXKET BbITb
M3MEHEH, ecsiM CBA3aHHbIN 0ObeKT alarmStatus paBeH 3HaueHwuto valid(1).

pynna: rmonAlarmGroup

Trap-yBepomnenue: AlarmFallingThreshold

[octyn: [InA uteHnA 1 co3gaHunA
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.3.1.1.8.1

Onpepenenue: Mopor Ana BbIbopouHo ctatncTukK. Koraa Tekylee
BbIBOpOUHOE 3HaUeH1e MeHbLUe UM PaBHO STOMY MOPOrOBOMY 3HaUEHUIO,
a 3HaueHwue B MocneaHeM UHTepBane BbIBOPKKM BonbLLe 3TOro NoporoBoro
3HaueHus, reHepupyeTca ofHO cobbiThe. OaHO cobbiThe Takxe byaeT
reHepupoBaTbCA, eCNU MepBbIi 3K3eMMAAP NOocne 3TOM 3aNncu CTaHOBUTCA
MeHblLIe UK PaBeH 3TOMY NOPOrOBOMY 3HaUEHUIO 1 CBA3aHHbIM
alarmStartupAlarm paseHn fallingAlarm(2) unu risingOrFallingAlarm(3).
Mocne reHepaummn cobbITUA CHUXEHWUA Apyroe Takoe cobbiThe He byaeT
reHepupoBaTbCA 0 TeX Nop, Moka BbIbopouHoe 3HaueHne He MOJHUMETCA
BblLLe 3TOro nopora 1 He gocturHet alarmRisingThreshold. 3ToT 0bbekT

He MOXeT BbITb M3MeHeH, ecnn CBA3aHHbIN 0bbeKT alarmStatus paBeH
3HaueHuto valid(1).

pynna: rmonAlarmGroup

Trap-yBepgomneHue: Alarmindex

®dyHkuuoHan areHta: RC-RMON-MIB-AC

[ocTtyn: TonbKo ANA uTeHuns

CMHTaKcuuecKan cTpyKTypa: Integer
UneHTtupukatop obbekra: 1.3.6.1.2.1.16.3.1.1.1.1

OnpepeneHue: NHAeKC, KOTOPbIA OAHO3HAUHO MAEHTUULMPYET 3aNuch
B Tabnuue aBapuiHbIX cMrHanoB. Kaxaan Takana 3anuch onpegenser
[MarHOCTMUECKKUI 3K3eMNNAp C onpedeNieHHbIM MHTEPBaNoM Ana obbekTa
Ha ycTpoWncTBe.

OnpepeneHue: B Tabnuue alarmTable moxeT bbITb CO34aHO B cpefHeM
ueTblpe 3aMncK Ha NopT.

pynna: rmonAlarmGroup

Trap-yBepomnenue: Alarminterval

dyHkumnoHan areHta: RC-RMON-MIB-AC

[octyn: [ina uteHnA 1 co3gaHua

CuMHTaKcuuecKan cTpyKrypa: Integer
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.3.1.1.2.1

OnpepeneHue: MHTepBan B CEKYHAAX, B TeueHMe KOTOporo otbupatotca
[aHHble U CPAaBHMBAOTCA C BO3PACTAOLLMMMU U CHUXKAFOLLMMUCA
NOPOroBbIMMK 3HaueHUAMM. [1pn ycTaHOBKE 3TOM NepeMeHHON cnefyeT
cobntopaaTbh OCTOPOXKHOCTb NpH Bbibopke deltaValue — ycTaHOBNEHHbIN
MHTEepBan AOMKeH OblTb 4OCTAaTOUHO KOPOTKMM, UTobbl BoIBOpPOUHan
nepemMeHHas yBenuumMBanacb uinm ymeHbluanacb He bonee uem Ha 2731
— 1 B TeueHWe OAHOro UHTepBana BbIbOpKK. ITOT OOBLEKT He MOXKET BbITb
M3MEHEH, eciv CBA3aHHbIM 0bbekT alarmStatus paBeH 3HaueHwuto valid(1).

Onpepenenue: 3HaueHune alarminterval no ymonuaHuio — 60 cekyHg.

pynna: rmonAlarmGroup

Trap-yBepgomneHue: AlarmOwner

®dyHkuuoHan areHta: RC-RMON-MIB-AC

[octyn: [InA uteHMA n co3aaHunA

CHMHTaKcUueckas cTpykTypa: String
UpeHTUdpukatop obbekra: 1.3.6.1.2.1.16.3.1.1.11.1

OnpegeneHue: OObEKT, KOTOPbINA CKOHUTYpUPOBaAn 3Ty 3aNUCb U NO3TOMY
Mcnonb3yeT Ha3HaueHHble el pecypchbl.

OnpepeneHune: 3HaueHWeM No ymonuaHuto ana alarmOwner sBnseTcs
cTpoka '‘Monitor'.

pynna: rmonAlarmGroup
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[octyn: [ina uTeHMA 1 co3naHuA
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomneHnue: AlarmRisingEventindex

CUHTaKcHueckas CTpykTypa: Integer
UpeHTtudukatop obbvekra: 1.3.6.1.2.1.16.3.1.1.9.1

OnpepeneHue: NHaekc eventEntry, KOTOpbIN UCNONb3yeTCs

Npu nepeceueHnn nopora nosbiweHus. ObbekT eventEntry,
MAEHTUULMPOBAHHBIM KOHKPETHBIM 3HaUEHWEM 3TOMO UHAEKCA,
npenctaBnsiet coboi TOT ke 06beKT, MAEHTUDULMPOBAHHbLIN TEM e
3HaueHneM obbekTa eventindex. Ecnu B eventTable HeT cooTBeTCTBYOLLEN
3aMnucH, TO CBA3b He CyLLecTBYeT. B UaCTHOCTH, ecnu 3T0 3HaUeHWe paBHO
HYNt, CBAA3aHHOEe CODbbITUe reHepuMpoBaTbCs He ByAeT, Tak Kak Hyflb He
ABNAETCA LONYCTUMbIM UHAEKCOM COBbITUA. ITOT OOBEKT HE MOXKET BbITb
M3MEHEH, ecnu CBA3aHHbIM 00beKT alarmStatus paBeH 3HaueHwuto valid(1).

pynna: rmonAlarmGroup

Trap-yBepomnenue: AlarmRisingThreshold

[octyn: [ina uTeHMA 1 co3naHua
CuHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.3.1.1.7.1

OnpepeneHue: Mopor Ana BbIBOPOUHOM CTaTUCTUKK. Koraa Tekylee
BbIbOpOUHOe 3HaueHKe bonblue UK PaBHO 3TOMY NOPOrOBOMY 3HaUEHUIO,
a 3HaueHwWe B NocnefHEM UHTepBane BbIDOPKU MEHbLLIE 3TOrO MOPOroBOro
3HauUEeHUs, reHepupyeTca ofHO cobbiThe. OaHO cobbiThe Takxke byaeT
reHepupoBaTbCs, eCM NepPBbIV 3K3eMMNAP NOoche 3TON 3aNncu CTaHOBUTCS
BonbLle MNK paBeH 3TOMY MOPOroBOMY 3HaUEHUHO U CBA3AHHbIN
alarmStartupAlarm paeH risingAlarm(1) unu risingOrFallingAlarm(3).
Mocne reHepaumu cobblTHA NOBbLILLEHUA APYroe Takoe cobbiTue He byaeTt
reHepupoBaTbCs [0 TEX MOP, NMOoKa BbIBOPOUHOE 3HaUEHWe He CHU3UTCA
HUWXKe 3TOro nopora u He focturHet alarmFallingThreshold. 3101 06bekT

He MOXeT BbITb M3MeHeH, ecnu CBA3aHHbIN 0bbeKT alarmStatus paBeH
3HaueHuto valid(1).

pynna: rmonAlarmGroup

Trap-yBepomneHue: AlarmSampleType

dyHkumnoHan areHta: RC-RMON-MIB-AC

[octyn: [ina uteHnA 1 co3gaHua

CuMHTaKcuuecKan cTpykrypa: Integer
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.3.1.1.4.1

OnpepeneHue: MeTog BbIbOpKKU BbIBpaHHOM NepPeEMEHHON U BbIUYMCINEHUS
3HAUEHMS ANsi CPaBHEHUS C MOPOrOBbIMKU 3HAUEHUAMM. ECnin 3HaueHue
3Toro obbekTa paBHoO absoluteValue(1), 3HaueHWe BbIOPaHHOW NepPeEMEHHOM
byneT cpaBHMBATLCA HEMOCPEACTBEHHO C MOPOroBbIMU 3HAUEHUSIMU B
KOHLe UHTepBana BbIDOPKK. ECK 3HaueHUeM 3Toro obbekTa siBnAeTcA
deltaValue(2), 3HaueHuWe BbIbpaHHOM NepeMeHHOM Ha nocniegHeM obpasue
OyneT BbIUTEHO U3 TEKYLLEro 3HaUeHHWs, a pasHULa CpaBHUBAETCA C
NMOPOroBbIMU 3HAUEHUSAMU. ITOT O6BEKT HE MOXKET ObITb U3MEHEH, eCIU
CBA3aHHbIM 06beKT alarmStatus paBeH 3HaueHuto valid(1).

OnpepeneHue: 3HaueHune alarmSampleType no ymonuaHuto —
deltaValue(2).

pynna: rmonAlarmGroup

Trap-yBepomneHue: AlarmStartupAlarm
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®dyHkuuoHan areHta: RC-RMON-MIB-AC

[octyn: [InA uteHMA n co3naHuna

CMHTaKcuuecKan cTpyKTypa: Integer
UneHTtucpukatop obbekra: 1.3.6.1.2.1.16.3.1.1.6.1

OnpeneneHue: ABapuiHbIM CUTHanN, KOTOPbIA MOXET BblTb OTNpaBfeH,
KOrfa 3Ta 3anucb BNepBble yCTaHOBMEHa Ha AeWCTBUTENIbHOE 3HauUeHue.
Ecnuv nepBbli 3K3eMNAAp nNocne 3T0ro BBOAa CTaHOBUTCA Bonblue 1iu
paBeH BO3pacTatoLLieMy MOPOroBOMY 3HaueHuto, a alarmStartupAlarm
paseH risingAlarm(1) unu risingOrFallingAlarm(3), To reHepupyetca
OfMH BO3pacTaloLMi CUrHan TpeBoru. Ecnu nepBbIi 3Kk3eMnnap

nocre 3TOro BBOAa CTAHOBUTCA MEHbLLE WU paBeH CHUXKatoLweMycs
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pynna/O6bekT OnucaHue

noporoBoMy 3HaueHuto, a alarmStartupAlarm paseH fallingAlarm(2) unu
risingOrFallingAlarm(3), To reHepupyeTCcs OfMH CHUXAIOLMUIACA CUrHan
TPEBOTrU. ITOT 0ObEKT He MOXKET ObITb MU3MEHEH, eCliv CBA3AHHbIN 0bbeKT
alarmStatus paBeH 3HaueHwuto valid(1).

OnpepeneHue: 3HaueHune alarmStartupAlarm no ymonuaHuto —
risingOrFallingAlarm(3).

pynna: rmonAlarmGroup [octyn: [InA uteHMA n co3aaHunA
Trap-yBegomneHue: AlarmStatus CuMHTaKcuuecKan CTpyKTypa: Integer
UpeHTUdpukatop obbekra: 1.3.6.1.2.1.16.3.1.1.12.1

OnpepeneHune: CTaTyc 3anN1CcuK 3TOro0 aBapuMMHOro CUrHana.

pynna: rmonAlarmGroup [ocTtyn: TonbKo ANA uTeHuns
Trap-yBepomneHnue: AlarmValue CuMHTaKcuuecKan CTpyKTypa: Integer
UneHTtucpukatop obbekra: 1.3.6.1.2.1.16.3.1.1.5.1

OnpepeneHue: 3HaUeHWe CTaTUCTUKKU 33 NOCSeHWUI Nepuos BbIDOPKH.
Hanpumep, ecnu Tunom Bbibopku siBnAetca deltaValue, 3To 3HaueHue
ByneT pasHuuen mexay BbIbopkaMu B Hauane 1 KoHLe neproga.

Ecnu TMNnom BbIbopKM ABnsAeTca absoluteValue, 310 3HaueHue bynet
BbIOOPOUHbBIM 3HaUEHWEM B KOHLE MepUoAa. ITO 3HaUeH1e CpaBHUBaETCA
C BO3pacCTaloLLMM MU CHUXAIOLLMMCH MOPOrOBbIMM 3HAUEHUAMU. 3HaUeHHe
B TeUeHMe TeKyLlero nepuoga BbIbopKkK He AOCTYMHO A0 3aBepLUeHKA
nepuvoAa 1 ocTaHeTca AOCTYMHbIM [0 3aBepLUeHKUA creytoLlwero nepnoaa.

pynna: rmonAlarmGroup [octyn: [InA uteHnA n co3naHunA
Trap-yBepomneHue: AlarmVariable CuMHTaKcuuecKkan cTpyKTypa: MoeHTudurkaTop obbekTta
UneHTtupmkatop obbekra: 1.3.6.1.2.1.16.3.1.1.3.1

OnpepeneHue: NoeHTUMKATOp OObEKTA KOHKPETHOW NepeMeHHOMN,
nognexatlen soibopke. Only variables that resolve to an ASN.1 primitive
type of Integer (Integer, Integer32, Counter32, Counter64, Gauge,

or TimeTicks) may be sampled. MockonbKy ynpaBneHue JOCTYNOM

SNMP cchopMynMpoBaHO NMONHOCTbIO C TOUKKU 3PEHUA COAEPKUMOTO
npeacrasneHnin MIB, He cyLlecTByeT MexaHW3Ma yNpaBneHus JOCTYMOM,
KOTOPbIM MOXeT OrpaHUUMTb 3HaueHWe 3Toro obbekTa AnA MaeHTUdUKaLWK
TONbKO Tex 06beKTOB, KOTOPbIE CYLLEeCTBYOT B KOHKPETHOM MPeACcTaBleHun
MIB. MockonbKy, TaKUM 06pa3om, HET NPUEMIEMbIX CPeACTB OrpaHUUEHHSA
[0CTyMNa Ha UTeHWe, KOTOPbIA MOXET BbITb MONyUyeH uepe3 MexaH13M
CUIHanNM3auuu, 4aTUMK JOMKEH NPeAoCTaBAATb AOCTYN Ha 3aMuUCh K

3TOMY ODbEKTY TONIbKO B TEX BUAAX, KOTOPble UMET AOCTYN Ha UTeHue

KO BCceM obbekTam Ha AaTuvKe. Bo Bpems 3aaHHOM onepauuu, ecnu
yKa3aHHOe UMA NepeMeHHOM HeAOCTYNHO B BbIBpaHHOM NpeacTaBneHnn
MIB, Bo3BpalyaeTcs owmnbka badValue. Ecnv B ntoboit MOMEHT BpeMeHHU
WMsA NnepeMeHHOM ycTaHoBneHHoro alarmEntry Bonblue He AOCTYNHO B
BblIbpaHHOM npeacTaBneHuu MIB, faTumK JOMKEH U3MEHUTb CTATyC 3TOrO
alarmEntry Ha invalid(4). 3T0T 06beKT He MOXeT bbITb U3MEHEH, ecnu
CBA3aHHbIM 06beKT alarmStatus paseH 3HaueHuto valid(1).

pynna: rmonEthernetHistoryGroup [octyn: TonbKo ANA uTeHuns
Trap-yBepomneHue: CuHTaKcHueckas cTpykTypa: Counter32
etherHistoryBroadcastPkts WnenTndpukatop obbekra: 1.3.6.1.2.1.16.2.2.1.7.1

OnpepeneHue: KonnuectBo NpUrofHbIX NakeToB, NONYUEHHbIX B
TeUeHWe 3TOro MHTepBasna BblIbopKK, KoTopble bbiNW HanpaBneHbl Ha
LUMpPOKOBELLATENbHbIM agpec.

pynna: rmonEthernetHistoryGroup [octyn: TonbKo ANA uTeHuns

Trap-yBepomnenue: etherHistoryCollisions | CUHTaKkcMueckas cTpykrypa: Counter32
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pynna/O6bekT

OnucaHue

UneHTUdpukatop obbvekra: 1.3.6.1.2.1.16.2.2.1.14.1

OnpepeneHue: Havnyuwas oueHKa obLLero KonuuecTa CTONKHOBEHHM
Ha 3TOM cermeHTe Ethernet B TeueHuWe 3TOro UHTEpPBana BbIOOPKH.
Bo3Bpalluaemoe 3HaueHue byaeTt 3aBUCETb OT MECTOMOMNOXKEHMUSA
fatumka RMON. B paspene 8.2.1.3 (10BASE-5) u pa3gene 10.3.1.3
(10BASE-2) cTaHaapTa IEEE 802.3 roBopMTCA, UTO CTaHUMSA JOMKHA
obHapyXunBaTb CTOJIKHOBEHHWE B PeXMUMe NpUemMa, ecnu Tpu unu bonee
CTaHLUWW OQHOBPEMEHHO OCYLLeCTBNALOT nepedavy. MopT nosTopUTENA
fomkeH obHapy>KMBaTb CTONIKHOBEHUWE, KOrAa ABE MM HECKObKO
CTaHLUWW NepenaroT AaHHble OfHOBPeMeHHO. TakuM obpa3om, AaTumk,
pa3MeLLeHHbIM Ha MOPTy MOBTOPUTENA, MOXET PerucTpupoBath bonblue
CTONKHOBEHWM, YeM AATUMK, NOAKIOUEHHbIM K CTaHLMM Ha TOM Xe
cermeHTe. MecTononoxeHue aaTunKa UrpaeT ropasfo MeHbLUYH posib
npu vcnonb3oBaHuu T0BASE-T. 14.2.1.4 (10BASE-T) ctaHgapTa IEEE
802.3 onpefensaeT CTONIKHOBEHWE KaK OQHOBPEMEHHOE NPUCYTCTBUE
curHanos B Lensx DO 1 RD (nepepaua v nprvem ogHOBpeMeHHo). CTaHuuMs
TOBASE-T MoxeT 06HapyX1BaTb CTONKHOBEHWA TONbKO NpU nepepauve.
TakuM 0bpa3om, AaTUMKK, pa3MeLLEHHble Ha CTaHLMKW U MOBTOPUTENH,
LOMKHbI coobLaTh O O4MHAKOBOM KONMUECTBE CTONIKHOBeHW. CneayeT
TaKXe 0TMeTUTb, uTo AaTuMk RMON BHYTpU MOBTOPUTENA LOMXKEH B
naeane coobLaTb O CTONKHOBEHUAX MeXAY MOBTOPUTENEM M OQHUM
MM HECKONbKUMU APYTMMM XOCTaMu (NepefaBaTh CTONIKHOBEHMUS,

Kak onpeneneHo IEEE 802.3k), a TakXe CTONKHOBEHMAX NPUEMHUKA,
HabntofaeMbIx Ha NtobbIX KOAKCHanbHbIX CErMeHTax, K KOTOPbIM
NOAKIIOYUEH NOBTOPHTENb.

pynna: rmonEthernetHistoryGroup

Trap-yBepomneHue:
etherHistoryCRCAlignErrors

[octyn: TonbKo ANA uTeHus
CuHTaKcuueckas cTpykTypa: Counter32
UneHTtupukatop obbekra: 1.3.6.1.2.1.16.2.2.1.9.1

OnpepeneHue: KonnuecTBo NakeToB, NOSlyUEHHbIX B TEUEHUE 3TOrO
WHTepBarna BbIOOpKK, KOTOpble UMENU ANTUHY (MCKNtouas BuTol
KaapupoBaHus, HO BKItouas okTeTbl FCS) oT 64 1o 1518 okTeToB
BKNOUMUTENIbHO, HO MMeNM NMBOo HeydauHyto NoC/efoBaTeNIbHOCTb
npoBepku kagpa (FCS) c uenbim uncnom oktetoB (olwmnbka FCS), nubo
HeyaauHyto FCS ¢ HelleNibIM UMCIOM OKTeTOB (OLMOKA BbIpaBHUBAHUS).

pynna: rmonEthernetHistoryGroup

Trap-yBepomneHue: etherHistoryDropEvents

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTucpukatop obbekra: 1.3.6.1.2.1.16.2.2.1.4.1

OnpepeneHue: ObLLee KONMUECTBO COBLITUIA, B KOTOPbIX NaKeTbl Obinu
yAaneHbl [aTUMKOM M3-3a HEXBATKKU PECYpPCOB B TEUEHWE 3TOr0O MHTEpBarna
BblIbopku. OBpaTnTe BHUMaHUE, UTO 3TO UMCNO He 0bA3aTenLHO ABNAeTCA
KONMMUECTBOM OTOPOLLEHHbIX NAKETOB, 3TO MPOCTO KOMMUECTBO pa3, Koraa
3T0 ycnoBue Bbiio obHapyKeHo.

pynna: rmonEthernetHistoryGroup

Trap-yBepomneHue: etherHistoryFragments
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[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UpeHTUpukatop obbekra: 1.3.6.1.2.1.16.2.2.1.12.1

OnpepeneHune: ObLiee KONMUECTBO NAKETOB, MOSTYUEHHbIX B TeUEHUE
3TOro MHTepBana BbIDOPKM, AJIMHA KOTOPbIX COCTaBNANa MeHee 64 OKTETOB
(3a UckntoueHnem BUTOB KaApUPOBaHUS, HO BKItouas okTeTbl FCS), u
KoTopble UMenu nMbo HeyaauHyr NocnefoBaTENbHOCTb NPOBEPKU Kaapa
(FCS) c uenbim uncnom okteToB (owwnbka FCS), nnbo HeyaauHyto FCS ¢
HeLenbIM UMCrIoM OKTeToB (oWwKbKa BbipaBHKWBaHHWA). ObpaTTe BHUMaHHe,
uTO NpUpaLleHue KonuuecTea parmeHToB etherHistoryFragments
abcontoTHO HOpMasibHO. 3TO CBA3AHO C TEM, UTO YUMTBIBAKOTCA Kak NaKeTbl
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OnucaHue

c HegonyctMuMmo MasnoMm ,Cl,J'IVIHOVI (KOTOpre ABJTAKOTCA HOPMaJibHbIMU U3-3a
CTOJ'IKHOBEHVI[;I), TaK U KPAaTKOBPEMEHHDbIE MOMEXMU.

pynna: rmonEthernetHistoryGroup

Trap-yBepomneHue: etherHistorylndex

[octyn: TonbKo Ans uteHus

CHHTaKcuueckan CTpyKTypa: Integer

OnpepeneHue: UCTopusa, YacTbio KOTOPOM ABNAETCA 3Ta 3anucb. Uctopus,
MOEHTUULMPOBAHHAA MO KOHKPETHOMY 3HAUEHUIO 3TOr0 MHAEKCa,
ABNAETCA TAKOW XXe UCTOPUEN, KaK MAEHTU(DULMPOBAHHAA N0 TOMY e
3HaueHwuto historyControlindex.

Ipynna: rmonEthernetHistoryGroup

Trap-yBegomneHue:
etherHistorylntervalStart

[ocTtyn: TonbKo Ans uteHms
CuMHTaKcuueckas cTpykrtypa: Timeticks
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.2.2.1.3.1

OnpepeneHue: 3HaueHuWe sysUpTime B Hauane MHTepBana, B TeueHue
KOTOPOro M3MepANCA 3TOT 3k3emMnnap. Ecnv gatumnk otcnexxmBaeT BpeMs
CYTOK, OH AO/KEH BbINMOIHWUTb 3aMyCK NePBOro 3K3eMnaApa UCTOpUK

B TAaKOW MOMEHT BPEMEHH, uTobbl MpU Hauane cnedyoLero yaca aHs,
3K3eMNAAp 3anycKancs UMEHHO B 3TOT MOMeHT. OBpaTuTe BHUMaHwWe, uto
cobntofeHune 3Toro NpaBmna MoxeT NoTpeboBaTh OT faTUMKa 3a4EPKKU
BbIMNONIHEHMA BbIDOPKY flaHHbIX NEPBOro 3K3eMnspa UCTOPUM, MOCKONbKY
WHTepBanbl Af1A KaXA40ro 3K3eMnnapa AOMKHbI BbiTb 0AUHaKOBbI. Takxe
obpaTuTe BHWMaHMe, UTo 3K3eMnisAp, BbiIbopKa AaHHbIX KOTOPOTro
BbIMOJMTHAETCA B HAacToALLee BpeMsl, HeJOCTyrneH B 3TOM Tabnuue 40 KOHUa
€ro uHTepBana M3MepeHui.

pynna: rmonEthernetHistoryGroup

Trap-yBepomneHue: etherHistoryJabbers

[octyn: TonbKo Ana uteHms
CuHTaKcHueckas cTpykTypa: Counter32
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.2.2.1.13.1

OnpepeneHue: KonnuecTBo NakeToB, NOMlyUEHHbIX B TEUEHUWE 3TOrO
WHTepBana BblIbOpKH, KoTopble Obinu gnuHHee 1518 okTeToB (3a
UCKNtoUeHWeM BUTOB KafpMpOBaHUs, HO BKtouas okTeTbl FCS), 1

nmenu nubo HeyaauHyo NocnefoBaTenbHOCTbL NpoBepKK kagpa (FCS) ¢
LenbiM uncnom okTetoB (owmnbka FCS), nubo HeypauHyto FCS ¢ HelenbiM
uncnom okTeToB (OWKMOKa BbipaBHUBAHMA). OBpaTUTE BHUMAHKE, UTO 3TO
onpepeneHue cboiHoro naketa (jabber) otnuuaertcs ot onpenenexnus B
pa3gene 8.2.1.5 (10BASE5) v pa3gene 10.3.1.4 (10BASE2) IEEE-802.3.

B 3TMx loKyMeHTax nroboi nakeT onpenenseTcs Kak COOMHbIN nakeTt

NP1 yCNOBWHK, UTO ero AnuHa npesbiwaeT 20 Mc. JonyCcTUMbIN fMana3oH
obHapyxeHus cboiHoro naketa coctasnaet ot 20 mc fo 150 mc.

pynna: rmonEthernetHistoryGroup

Trap-yBegomneHue:
etherHistoryMulticastPkts

[octyn: TonbKo Ans uteHms
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.2.2.1.8.1

Onpep,enelme: Konnuectso NMPUTrOAHbIX MAaKeTOB, NONYUEHHbIX B TeUeHne
3TOro UHTEpPBAJia BbI60pKVI, KOTOpble Obinu HanpaB/ieHbl Ha prI'II'IOBOVI
aapec. O6paTVITe BHUMaHHKE, UTO 3TO YUMUCJTO HE BKITKOUAET MNMaKeThl,
afijpecoBaHHbIe Ha UJVIpOKOBELLlaTEJ'IbeIVI agpec.

Ipynna: rmonEthernetHistoryGroup

Trap-yBepomneHue: etherHistoryOctets

[ocTtyn: TonbKo Ans uteHms
CuUHTaKcHueckasn cTpykTypa: Counter32
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.2.2.1.5.1

OnpepeneHue: ObLLee KONMUECTBO OKTETOB flaHHbIX (B TOM uucie
B HelONyCTUMbIX MaKeTax), MONyYeHHbIX B CeTH (MCKtouasa butbl
KaApupOBaHMs, HO BKNtouas okTeTbl FCS).
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pynna/O6bekT

OnucaHue

pynna: rmonEthernetHistoryGroup

Trap-yBepomneHue:
etherHistoryOversizePkts

DocTyn: TonbKo Ana uteHus
CuHTaKcnueckas cTpykrypa: Counter32
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.2.2.1.11.1

OnpepeneHue: KonnuecTBo NakeToB, NOMyUEHHbIX B TeUEHWE 3TOro
WHTepBana Bbibopku, KoTopble bbinu AnnHHee 1518 okTeToB (MCKNtoUas
6UTbI KafpUpPOBaHKA, HO BKMtouan okTeTbl FCS), HO HbIIM MHBIM 06pasom
NnpaBWNbHO ChOPMUPOBAHDI.

pynna: rmonEthernetHistoryGroup

Trap-yBepomneHue: etherHistoryPkts

DocTyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykrypa: Counter32
UpeHTtudukatop obbvekra: 1.3.6.1.2.1.16.2.2.1.6.1

OnpepeneHune: Konnuectso nakeTos (BKIOUas HEAOMYCTUMbIE NaKeTbl),
MOSlyUeHHbIX B TeUEHWE 3TOro MHTepBasa BbIOOPKHM.

pynna: rmonEthernetHistoryGroup

Trap-yBepomneHue:
etherHistorySamplelndex

DocTyn: TonbKo Ana uteHus
CuMHTaKcuueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.2.2.1.2.1

OnpepeneHue: MHOEKC, O4HO3HAUHO UAEHTUDULUPYHOLLUMIA KOHKPETHbIW
3K3eMnAsp, KOTOPbIW 3Ta 3aNUCb NPeACTaBseT Cpefiv BCeX 3K3eMMSAPOB,
CBA3aHHbIX C OAHOM 1 ToK e historyControlEntry. 3TOT MHAEKC HauMHaeTcA
€ 1 M yBENMUMBAETCA Ha €AMHULY NMPU KaXKA0W HOBOW BbiDOpKe.

pynna: rmonEthernetHistoryGroup

Trap-yBepomneHue:
etherHistoryUndersizePkts

DocTyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykrypa: Counter32
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.2.2.1.10.1

OnpepeneHune: KonnuectBo NakeToB, MOyUeHHbIX B TEUEHWE 3TOTO
WHTepBana BbIDOPKH, KOTOpble BblK ANMHON MeHee 64 OKTETOB (MCKNtOUas
6UTbl KagpUpOBaHUA, HO BKNtoUas okTeTbl FCS) M Bbinun MHBIM 0bpa3om
npaBWNbHO ChOPMUPOBAHDI.

pynna: rmonEthernetHistoryGroup

Trap-yBepomneHue: etherHistoryUtilization

DocTyn: TonbKo Ana uteHus
CMHTaKcuueckas cTpykTypa: Integer
UpeHTtudukatop obbvekra: 1.3.6.1.2.1.16.2.2.1.15.1

OnpepeneHune: Haunyullas olleHKa cpejHero UCnofib30BaHWsA CeTv
(P13MUECKOro YPOBHA Ha 3TOM MHTEpdeiice B TeUueHWe 3TOro MHTepBana
BbIDOPKM, B COTbIX MpOLeHTax.

pynna: rmonEtherStatsGroup

Trap-yBepgomneHue:
etherStatsBroadcastPkts

DocTyn: TonbKo Ana uteHus
CuHTaKcnueckas cTpykrypa: Counter32
UpeHTtudukatop obbvekra: 1.3.6.1.2.1.16.1.1.1.6.1

OnpepeneHune: ObLLee KONMMUECTBO NOMYUYEHHbIX NPUTO4HbBIX NaKeTOB,
KoTopble Bbinv HanpaBsneHbl Ha LUIMPOKOBeLlaTenbHbli agpec. ObpaTtute
BHUMaHWeE, UTO 3TO He BKIIHOUAET MHOI0afipecHble NaKeThl.

pynna: rmonEtherStatsGroup

Trap-yBepomneHue: etherStatsCollisions

RUGGEDCOM ROS Bepcusa5.5
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DocTyn: TonbKo Ana uteHus
CuHTaKcuueckas cTpykrypa: Counter32
UpeHTtudukatop obbvekra: 1.3.6.1.2.1.16.1.1.1.13.1

OnpepeneHune: Haunyuluas oleHKa obLLEro KONMUeCTBa CTOIKHOBEH U
Ha 3ToM cermeHTe Ethernet. Bo3Bpalyaemoe 3HaueHue byaeT 3aBuceTb
0T MecTononoxeHus gatumka RMON. B pa3sgene 8.2.1.3 (10BASE-5)

u pasgene 10.3.1.3 (10BASE-2) ctaHzapTa IEEE 802.3 roBopuTCs, uto
CTaHUMA AO/MKHA 0OHAPYXKMBATb CTOIKHOBEHUWE B PEXHUME NPUeMa, ecnu
TPU WK bonee CTaHUMIA OAHOBPEMEHHO OCYLLECTBAAIOT nepedayy. Mopt
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT OnucaHue

NOBTOPUTENs [OMXKeH 0bHapy»KMBaTb CTONIKHOBEHMWE, KOrJa ABe UK
HECKOMbKO CTaHLUMI NepeaaroT AaHHble OfHOBPEMEHHO. TakuM obpa3om,
[aTumMK, pa3MeLleHHbIA Ha MOPTY MOBTOPUTENS, MOXET perncTtpupoBaTb
Gonblle CTONKHOBEHWI, UeM JaTUMK, MOAKIFOUEHHbIW K CTaHL MW Ha TOM
e cermeHTe. MecTononoXeHue AaTumMKa UrpaeT ropasfo MeHbLUYH
ponb npu ucnonb3osaHuu 10BASE-T. 14.2.1.4 (10BASE-T) ctaHzapra IEEE
802.3 onpepfennaet CTOJIKHOBEHWE KaK OAHOBPEMEHHOE NPUCYTCTBUE
curHanos B uenax DO v RD (nepepaua v npueM ogHOBpeMeEHHO). CTaHUMS
T0BASE-T MoxeT 0bHapy»KMBaTb CTONIKHOBEHUS TOMbKO NpU nepefave.
Takum 0bpasom, AaTUMKK, pa3MeLLleHHbIe Ha CTaHLUMK U MOBTOPUTENM,
[LOJKHbI coobLaTh O OfMHAKOBOM KONIMUECTBEe CTONIKHOBEHWIt. CneayeT
TaKXe OTMeTUTb, uTo AaTunK RMON BHYTpU MOBTOPUTENA [OMKEH B
naearne coobLllatb O CTONKHOBEHUSX MeXy NOBTOPUTENIEM U OQHUM

WU HECKOMbKUMU APYTMMU XOCTamu (nepenaBaTtb CTONKHOBEHWS,

Kak onpegeneHo IEEE 802.3k), a TakXe CTONKHOBEHMAX NPUEMHUKA,
HabnogaeMblx Ha MHOObIX KOAKCUANbHbIX CEFMEHTaX, K KOTOPbIM
NOAKIFOUEH MOBTOPUTEND.

pynna: rmonEtherStatsGroup [octyn: TonbKo Ana uteHus

Trap-yBepomneHue: CuHTaKcHuecKkasn cTpykTypa: Counter32

etherStatsCRCAlignErrors Waentudmkatop obbekTa: 1.3.6.1.2.1.16.1.1.1.8.1

OnpepeneHue: ObLLee KONMMUECTBO MONyUEHHbIX MAaKeTOB, KOTOpble
nmenu AnuHy (Mcknrouas BUTbl KagPUPOBAHKWSA, HO BKITHOUAA OKTETbI

FCS) oT 64 go 1518 OKTETOB BKNHOUKUTENbHO, HO UMENW NMDBO HeyaauHyHo
nocneaoBaTenbHOCTb NpoBepkU Kagpa (FCS) ¢ LenbiM UMCIIOM OKTETOB
(owmwbka FCS), nnbo HeypauHyto FCS ¢ HelenbiM UMcnoM okTeToB (oLmnbKa
BblpaBHWBAHWSA).

pynna: rmonEtherStatsGroup [octyn: [ins uteHuA 1 co3gaHusa
Trap-yBepomneHue: etherStatsDataSource | UpeHTudmkaTop obbekTa: 1.3.6.1.2.1.16.1.1.1.2.1

OnpepeneHue: 3TOT 0ObEKT onpesenseT UCTOUHKUK AaHHbIX, ANA aHanu3a
KOTOpbIX CKOH(UIyp1pOBaHa 3Ta 3anuch etherStats. 3TMM UCTOUHMKOM
MOoXeT bbiTb Nrobon MHTepdelic Ethernet Ha aTom ycTpoiicTe. UTobbl
MOEHTUDULMPOBATb KOHKPETHbBIN MHTEPdENC, 3TOT 06bEKT AOMKeH
MOEHTUMLKMPOBATL 3k3emnnsap obbekTa ifindex, onpegenenHoro B RFC
2233 [17], pna Tpebyemoro uHTepderica. Hanpumep, ecnu 3anucs bynert
nonyuatb AaHHble U3 nHTepdeica #1, 3ToT 0bbeKT byaeT ycTaHOBNEH

Ha iflndex.1. CTaTUCTMKa B 3TOM rpynne oTpakaeT BCe NaKeTbl Ha

CerMeHTe IOKanbHOM CeTHU, NOAKIIIOUEHHOM K MAEHTU(ULMPOBaHHOMY
MHTepdency. AreHT MOXeT UM He MOXXET ONpPeAenuTb, MPOU3OLLAN NN
dyHAaMeHTanbHble U3MEHEHUA B HOCUTENE MHTepderica 1 TpebytoT
NPW3HaHWA 3TOM 3anucK HedencTBUTeNbHONW. Hanpumep, KapTy Ethernet

C BO3MOXXHOCTbHO MOAKMHOUEHWA B «FOPSUEM» PEXKMME MOXKHO U3BNEUb U
3aMeHUTb KapToW ¢ nopaep>kkoi Token Ring. B TakoM cnyuae, ecnu areHTt
MMeeT TaKyto MHpopMaunto 06 U3MEHEHUH, peKOMEeHYyeTCA aHHYNMPOBaTb
3Ty 3aMMCb. 3TOT OObEKT HEe MOXKET DbITb U3MEHEH, eC/M CBA3aHHbINA 00beKT
etherStatsStatus paBeH 3HaueHuto valid(1).

pynna: rmonEtherStatsGroup [ocTyn: TonbKo AnA uteHus
Trap-yBepgomneHue: etherStatsDropEvents | CUHTaKcuMueckas cTpyktypa: Counter32
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.1.1.1.3.1

OnpepeneHue: ObLiee KONMUECTBO COOLITUM, B KOTOPbIX NaKeTbl bbinu
yAaneHbl 4aTYUMKOM M3-3a HeXBaTKK pecypcoB. ObpaTuTe BHMMaHUe, uto
3TO UMCNO He 00513aTeNIbHO ABNAETCA KOTMUECTBOM OTOPOLLEHHbIX MAaKeToB,
3TO NPOCTO KOAMYECTBO pas, KOrAa 3To ycnosue bbino obHapyxeHo.

pynna: rmonEtherStatsGroup [ocTyn: TonbKo Ana uteHus
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomneHue: etherStatsFragments

CuHTakcuueckas ctpyktypa: Counter32
UpeHTudukatop obbvekrta: 1.3.6.1.2.1.16.1.1.1.11.1

OnpepeneHue: ObLLee KONMMUECTBO NONYUYEHHbIX NAaKeTOB, ANTMHA
KOTOPbIX COCTaBnANa MeHee 64 OKTETOB (3a UCKNOUeHWEM BUTOB
KagpupoBaHUs, HO BKNtouas okTeTbl FCS), v KoTopble uMenu nubo
HeyZauHyto nocnefoBaTeNlbHOCTb NpoBepKu Kaapa (FCS) ¢ uenbiM uncnom
okTeToB (owubka FCS), nubo HeynauHyto FCS ¢ HeUenbiM UMCIIOM OKTETOB
(owwnbka BblpaBHMBaHWA). ObpaThTe BHUMaHUe, UuTo NpUpaLLeHme
KonuuectBa pparmeHToB etherStatsFragments abcontoTHO HOpManbHO.
370 CBA3AHO C TEM, UTO YUWTLIBAOTCA KaK NaKeTbl C HEAOMYCTUMO Manown
LNWHOM (KOTOpble SIBASKOTCA HOPMalibHbIMM U3-3a CTONIKHOBEHMI), TaK U
KpaTKOBPEMEHHbIe NOMEXH.

pynna: rmonEtherStatsGroup

Trap-yBepomneHue: etherStatsindex

dyHkumnoHan areHta: RC-RMON-MIB-AC

[ocTyn: TonbKo Ana uteHus

CuMHTaKcuuecKan cTpykrypa: Integer
UpeHTudukatop obvekra: 1.3.6.1.2.1.16.1.1.1.1.1

OnpepeneHue: 3HaueHWe 3TOro obbekTa OAHO3HAUHO MAEHTUdULMpPYET
3Ty 3anuchb etherStats.

NpumeuaHue
B Tabnuue etherStatsTable co3gaetcs no aBe 3anuncu Ha Nopr.

pynna: rmonEtherStatsGroup

Trap-yBepgomneHue: etherStatsJabbers

[octyn: TonbKo Ans uteHus
CuHTaKcHueckas cTpykTypa: Counter32
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.1.1.1.12.1

OnpepeneHue: ObLLee KONMMUECTBO MONyUEHHbIX MAaKETOB, KOTOpble
6bInu aAnMHHee 1518 okTeToB (33 MCKNOUEHUEM BDUTOB KalpUpPOBAHMS, HO
BKJItouas okTeTbl FCS), n Menu nnbo HeyaauHyro NocnefoBaTeNbHOCTb
npoBepku kagpa (FCS) c uenbim uncnom okteToB (owwnbka FCS), nubo
HeynauHyto FCS ¢ HelenbiM UMCoM OKTeTOB (OLWKbKa BbipaBHUBaHUS).
ObpaTtute BHMMaHKe, uTo 3TO onpeaeneHue cboiHoro naketa (jabber)
oTNMuaeTca oT onpeneneHus B pasgene 8.2.1.5 (10BASE5) u pasgene
10.3.1.4 (10BASE2) IEEE-802.3. B 3Tx JOKYMeHTax ntobow naket
onpepaensietTcst Kak cOOMHbIM NakeT Npu YCIIOBUM, UTO €ro ArMHa
npesbiwaeT 20 mc. flonycTUMbIN ArMana3oH obHapyxeHua cboMHOro naketa
coctansaeT o1 20 mc oo 150 mc.

pynna: rmonEtherStatsGroup

Trap-yBepomneHue: etherStatsMulticastPkts

[ocTtyn: TonbKo Ans uteHus
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudukatop obnekra: 1.3.6.1.2.1.16.1.1.1.7.1

OnpepeneHue: ObLiee KONMUECTBO NOMYUYEHHbBIX MPUTOLHbIX
MakeToB, KOTopble BbINKM HanpaBneHbl Ha FpynnoBoi agpec. ObpatuTe
BHUMaHWe, UTO 3TO UMCIIO HE BKIHOUAET NaKeTbl, HaNpaBleHHble Ha
LUIMpPOKOBELLATeNbHBbIM agpec.

pynna: rmonEtherStatsGroup

Trap-yBepomneHue: etherStatsOctets

RUGGEDCOM ROS Bepcusa5.5
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[octyn: TonbKo Ans uteHus
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.1.1.1.4.1

OnpepeneHue: ObLiee KONMUECTBO OKTETOB flaHHbIX (B TOM uucie

B HeJONyCTUMbIX MakeTax), MONyYeHHbIX B CeTH (MCKtouasa butbl
KaApupOoBaHusA, HO BKNtouasi okTeTbl FCS). 3ToT 06beKT MOXKeT ObITb
“cnonb3oBaH B KauecTBe 060CHOBaHHOM OLEHKM ncnonb3oBaHus Ethernet
10-Megabit. Ecnu TpebyeTca 6bonbluan TOUHOCTb, 3K3eMMNAPbI 06bEKTOB
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

etherStatsPkts v etherStatsOctets nonxHbl 0TOMpaTbhCA 4O U Nocsie obLuero
WHTepBana. Pa3nuuus B BbiIOpaHHbIX 3HaUeHWAX cocTaBnstoT Pkts u Octets,
COOTBETCTBEHHO, @ KOJIMUECTBO CEKYHA B MHTepBane — Interval. 3tn
3HaYeHMUA UCMONb3yHTCA AS1A pacyeTa UCMONb30BaHUA CNeayoWwnM
obpasom:

Pkts * (9.6 + 6.4) + (Octets * .8)
Utilization = -—-=—-=—-——-———————————————————————————
Interval * 10,000

Pe3ynbTaToM 3TOro ypaBHEHUWA ABNAETCA 3HAUEHME UCMONTb30BaHUA,
KOTOpoe npeactaBnaeT cobol NPOLEHT UCMoNb30BaHMA cerMeHTa Ethernet
no wkane ot 0 go 100 npoueHTOoB.

pynna: rmonEtherStatsGroup

Trap-yBepomneHue: etherStatsOversizePkts

[octyn: TonbKo Ans uteHus
CuHTaKcHueckas cTpykTypa: Counter32
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.1.1.1.10.1

OnpepeneHue: ObLLee KONMMUECTBO NONYyUEHHbIX NMAaKeTOB, KOTopble bbinu
AnuHHee 1518 okTeToB (MCKNtouasn BUTbI KaApUPOBaHUs, HO BKItOUasn
okTeTbl FCS) 1 6binu MHbIM 0O0pa3oM NpPaBUIIbHO CPOPMHUPOBAHDI.

pynna: rmonEtherStatsGroup

Trap-yBepgomneHue: etherStatsOwner

®yHkuuoHan areHta: RC-RMON-MIB-AC

[octyn: [InA uteHnA n co3naHunA

CHMHTaKcUueckas cTpykTypa: String
UpeHTUdpukatop obbvekra: 1.3.6.1.2.1.16.1.1.1.20.1

OnpeaeneHue: OObEKT, KOTOPbINA CKOHPUTYpUpPOBaAn 3Ty 3aNUCb U NO3TOMY
Mcnonb3yeT Ha3HaueHHble el pecypchbl.

OnpepeneHue: 3HaueHWe 3TOM 3aMWCKU BCeraa yCTaHaBNUMBAETCS Ha
‘Monitor', u He MOoXeT DbITb U3MEHEHO.

pynna: rmonEtherStatsGroup

Trap-yBepomneHue: etherStatsPkts

[octyn: TofbKO ANA UTeHUA
CuHTakcuueckas cTpykrypa: Counter32
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.1.1.1.5.1

OnpepeneHune: ObLiee KONMUECTBO NOMYUYEHHbIX NakeToB (BKNtouasn
HeJoMyCTUMbIe NaKeTbl, LUMPOKOBELLATeNIbHblE MAaKeTbl ¥ MHOrOaApPeCcHble
nakeTbl).

pynna: rmonEtherStatsGroup

Trap-yBepomneHue:
etherStatsPkts1024t015180ctets

[octyn: ToNbKO ANA UTeHKUA
CuHTakcuueckas ctpykrypa: Counter32
UpeHTudukatop obbvekrta: 1.3.6.1.2.1.16.1.1.1.19.1

OnpepeneHue: ObLLee KOMUECTBO NONYUYEHHbIX NakeToB (BKNtouas
HeZonyCTUMble NaKeTbl), KOTOpble UMenu AnuHy oT 1024 fo 1518 okTeToB
BKNHOUMUTENbHO (MCKIoUan bUTbl KapUMpPOBaHUs, HO BKAtouas okTeTbl FCS).

pynna: rmonEtherStatsGroup

Trap-yBepomneHue:
etherStatsPkts128t02550ctets

[octyn: ToNbKO ANA UTeHUA
CuHTakcuueckas ctpykrypa: Counter32
UpeHTudukatop obbvekrta: 1.3.6.1.2.1.16.1.1.1.16.1

OnpepeneHune: ObLiee KONMUECTBO NOMYUYEHHbIX NakeToB (BKNtouasn
HeJoMyCTUMbIE NaKeTbl), KOTopble UMenu AnuHy oT 128 fo 255 okTeToB
BKIIHOUMTENbHO (MCKItouan bUTbl KagprupoBaHWs, HO BKItouas okTeTbl FCS).

pynna: rmonEtherStatsGroup

Trap-yBepomneHue:
etherStatsPkts256t05110ctets
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

UpeHTtUdpukatop obbvekra: 1.3.6.1.2.1.16.1.1.1.17.1

OnpepeneHue: ObLiee KOIMUECTBO MOMYUYEHHbIX NMaKeToB (BKtouas
HeZonyCTUMble NMaKeTbl), KOTOpble UMeNu AnunHY oT 256 fo 511 okTeToB
BKNOUMUTENIbHO (MCKIouaa bUTbl KaApMpPOBaHUs, HO BKAtouasi okTeTbl FCS).

pynna: rmonEtherStatsGroup

Trap-yBepomneHue:
etherStatsPkts512t010230ctets

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpyktypa: Counter32
UpeHTtudpukatop obbvekra: 1.3.6.1.2.1.16.1.1.1.18.1

OnpepeneHue: ObLiee KOIMUECTBO NONYUYEHHbIX NMaKeToB (BKtouas
HefonycTUMble NaKeTbl), KOTOpble UMenu AnuHy oT 512 go 1023 okTeToB
BKNOUMUTENIbHO (MCKItouaa bUTbl KaipMpPOBaHUs, HO BKAtouasi okTeTbl FCS).

pynna: rmonEtherStatsGroup
Trap-yBegomMmneHue: etherStatsPkts64Octets

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UpeHTUdpukatop obbvekra: 1.3.6.1.2.1.16.1.1.1.14.1

OnpepeneHue: ObLiee KOIMUECTBO NOMYUYEHHbIX NaKeToB (BKtouas
HefonyCTUMble NaKeTbl), KOTOpble UMeNU AnNnHY 64 okTeTa (MCKntouas BUTbI
KaapupoBaHUs, HO BKtouas okTeTbl FCS).

pynna: rmonEtherStatsGroup

Trap-yBepomneHue:
etherStatsPkts65t01270ctets

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UpeHTUdpukatop obbvekra: 1.3.6.1.2.1.16.1.1.1.15.1

OnpepeneHue: ObLiee KOIMUECTBO NONYUYEHHbIX NMaKeToB (BKtouas
HeZonyCTUMblEe NMaKeTbl), KOTOPbIE UMENU ANUHY OT 65 o 127 oKTeToB
BKNOUMUTENIbHO (MCKItoUuaa bUTbl KaApMpPOBaHUs, HO BKAtouasi okTeTbl FCS).

pynna: rmonEtherStatsGroup

Trap-yBepomneHue: etherStatsStatus

OyHkumnoHan areHta: RC-RMON-MIB-AC

[octyn: [ina uTeHMA 1 co3gaHua

CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekrta: 1.3.6.1.2.1.16.1.1.1.21.1

OnpepeneHue: CTatyc 3TOM 3anucu etherStats.

MpumeuaHue

OpfHa 3anucb Ha NopT co3paeTca B Tabnuue etherStatsTable npu
BOCXOASLLEN MHMLMANM3ALMK. ITU 3aMUCU HE MOTYT DbITb U3MEHEHbI
WnK yaaneHbl. HEBO3MOXHO co34aTb HOBble 3anucu. Moatomy
historyControlStatus Bcerga umeet 3HaueHue valid(1).

pynna: rmonEtherStatsGroup

Trap-yBegomneHue:
etherStatsUndersizePkts

[ocTyn: TonbKo AnA uteHus
CuHTaKcnueckasn cTpykrypa: Counter32
UpeHTudukatop obvekra: 1.3.6.1.2.1.16.1.1.1.9.1

OnpepeneHue: ObLiee KONMUECTBO NOMYUEHHbIX MAaKeTOB, KOTopble Bbinn
[NMHOM MeHee 64 OKTeTOB (MCKItouas OUTbl KafpMpPOBaHMS, HO BKIIFOUas
okTeTbl FCS) 1 6bInu MHbIM 06pa3oM NpPaBUIIbHO CHOPMHUPOBaAHDI.

Fpynna: rmonEventGroup

Trap-yBegomneHue: eventCommunity
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®dyHkumnoHan areHta: RC-RMON-MIB-AC

[octyn: [InA uteHnAa n co3gaHunA

CMHTaKcuueckas cTpykTtypa: String
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.9.1.1.4.1

OnpepeneHue: Ecnun gomkHa bbiTb oTnpasneHa SNMP-noByLuKa, oHa byget
otnpasneHa B SNMP-coobLuecTBo, ykazaHHOE 3TOW OKTETHOM CTPOKOW.
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHue: [Ins 5Toro obbekTa Noaaep>KMBaeTcs CTpoKa AnuHoM ao 30
CMMBOJOB.

Fpynna: rmonEventGroup

Trap-yBepomneHue: eventDescription

®dyHkuyuoHan areHta: RC-RMON-MIB-AC

[octyn: [InA uteHnA n co3naHuna

CMHTaKcUueckas cTpykTypa: String
UneHTudpukatop obbekra: 1.3.6.1.2.1.16.9.1.1.2.1

OnpepeneHue: KOMMeHTapui, ONUCbIBatoLW M 3Ty 3annUCb CODbITUS.

Fpynna: rmonEventGroup

Trap-yBepomMneHue: eventindex

OyHKkumnoHan areHta: RC-RMON-MIB-AC

[octyn: TonbKo AnA uTeHus

CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.9.1.1.1.1

OnpepeneHune: MHAEKC, KOTOPbIM OQHO3HAUHO MAEHTUDULMUPYET
3anucb B Tabnuue cobbiTvit. Kaxaas Takasa 3anvcb onpeaensieT 0gqHo
cobbITHEe, KOTOPOE AOMKHO BbITh CreHepHUpPOBaHO NPU BOSHUKHOBEHWM
COOTBETCTBYHOLLMX YCTOBUA.

OnpepeneHue: B eventTable moxeT bbITb CO30aHO B CpeiHEM MO OAHOM
3anucu Ha alarmEntry.

Fpynna: rmonEventGroup

Trap-yBepgomneHue: eventlastTimeSent

®dyHkunoHan areHta: RC-RMON-MIB-AC

[ocTtyn: TonbKo Ana uteHms

CuMHTaKcuueckas cTpykrtypa: Timeticks
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.9.1.1.5.1

OnpepeneHue: 3HaueHue sysUpTime Ha MOMEHT NoCNefHen reHepaunu
cobbITHA 3anucbio cobbiTA. ECnu 3Ta 3anncb He reHepupyeT HUKaKKX
COBbITUI, 3TO 3HaUeHuWe DyaeT paBHO HYIHO.

Fpynna: rmonEventGroup

Trap-yBepomneHue: eventOwner

®yHkuuoHan areHta: RC-RMON-MIB-AC

[octyn: [InA uteHnA n co3naHuna

CMHTaKcUueckas cTpykTypa: String
UneHTtucpukatop obbekra: 1.3.6.1.2.1.16.9.1.1.6.1

OnpegeneHue: OObEKT, KOTOPbINA CKOHUTYpUPOBaAn 3Ty 3aNUCb U NO3TOMY
Mcnonb3yeT Ha3HaueHHble el pecypcbl. ECn 3TOT 06beKT CoAep>KMT CTPOKY,
HaUMHAIOLLYHCA C «monitor», U UMeeT CBA3aHHble 3anucy B Tabnuue
XypHana, BCe MOAKIOUEHHbIe CTaHLKUW YyNPaBieHWA AOMKHbI MOAYUUTb 3TH
3aMM1CH XKypHana, NOCKONbKY OHW MOTYT MMeTb 3HaueHue Ans BCeX CTaHLUMI
ynpaBneHus, NOAKIIOUEHHbIX K 3TOMY YCTPOMCTBY.

OnpepeneHue: 3HaueHue eventOwner No yMonuaHuto — cTpoka Monitor.

Fpynna: rmonEventGroup

Trap-yBepomneHue: eventStatus

[octyn: [ina uTeHMA 1 co3gaHuA
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.9.1.1.7.1

OnpepeneHue: Ctatyc 3anucy 0b 3Tom cobbiTuK. Ecnv 3TOT 06BbEKT He
paBeH valid(1), areHT yhanseT Bce CBSi3aHHble 3aM1CH XypHana.

Fpynna: rmonEventGroup

Trap-yBepomneHue: eventType

352

dyHkumnoHan areHta: RC-RMON-MIB-AC

[octyn: [ina uteHnA 1 co3gaHua

CuMHTaKcuuecKan cTpyKrypa: Integer
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.9.1.1.3.1

OI'IpeAEHEHMEZ Tun yBeoOMNEeHUA faTuMKa 06 3TOM CcobbITHK. B cnyJae
XKypHana ona Kaxgoro cobbITus aenaetca 3anmcb B Ta6J'IVILl€ XKypHana.
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

B cnyuae snmp-nosyuku SNMP-nioByLLIKa OTNpaBnAeTCA Ha OAHY UK
HECKOJIbKO CTaHLMM yrpaBneHus.

OnpepeneHue: 3HaueHue eventType no ymonuaHuto — logandtrap(4).

pynna: rmonHistoryControlGroup

Trap-yBepomneHue:
historyControlBucketsGranted

[ocTtyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKas CTpykTypa: Integer
UneHTucpukatop obbekra: 1.3.6.1.2.1.16.2.1.1.4.1

OnpepeneHue: KonnuectBo MHTEPBaANoB AUCKPETHOW BbIBOPKH,

B TeUEHMWe KOTOPbIX AaHHbIe JOMXKHbI OblITb COXPaHEHbI B UacTH

Tabnuubl AN KOHKPETHOrO HOCUTENA, CBA3aHHOM C 3TOM 3aMMUCbio
historyControlEntry. Mpu co3gaHnUK UK U3MEHEHUK CBA3AaHHOTO 0ObeKTa
historyControlBucketsRequested gaTumk LOMXKeEH yCTaHOBWUTL 3TOT 0OBbEKT
KaK MOXHO Bnue K 3anpallnBaeMOMy 3HAUEHU IO 419 KOHKPETHOM
peanu3auunu AaTuMKa U JOCTYMHbIX pecypcoB. [laTuMK He JONXKeH CHUXaTb
370 3HaUeHMWe, KPOMeE KakK B pe3ynbTaTe U3MEeHeHHUA CBA3aHHOro obbekTa
historyControlBucketsRequested. Bo3mMOXHbI ciyuau, Koraa akTMueckoe
KONMMuUecTBO BIIOKOB NaMATH, CBA3AHHbIX C 3TOM 3anucbto, byaeT MeHblue
3HaueHKs 3Toro obbekTa. B 3TOM Cnyuae B KOHLIE KaXXA0ro MHTepBana
BbIOOPKK B Tabnuuy Ana KOHKPETHOro HocuTena byaeT fobaBfieH HOBbIM
6nok namaTu. Korga KonnMuectso 610KOB NaMATH AOCTUIaeT 3HaUeHuUs
3Toro obbekTa v HOBbIM BNIOK NamMATK foMmkeH HbiTb fobaBneH B Tabnuuy
[Ns1 KOHKPETHOT O HOCUTENS, CaMbli CTapblit BNIOK MamMATH, CBA3AHHbIN C
3T1oM historyControlEntry, fonkeH 6biTb yaaneH areHToM, utobbl MOXHO
6b1n0 fobaBUTb HOBbIN. Korga 3HaueHue 3Toro obbeKkTa MeHAeTca

Ha 3HaueHWe, MeHbLUee TEeKYLLero 3HaueHus, 3anncy yaanatoTca us
Tabnuubl, OTHOCALLENCA K KOHKPETHOMY HOCUTENO, CBA3AaHHOM C 3TOM
historyControlEntry. [JocTaTOUHOE KONWUECTBO CTapbIX 3aMWUCeM AONXKHbI
BbITb yAaneHbl areHToM, UTobbl UX KOIMUECTBO OCTaBanoCh MeHbLUe UNn
paBHO HOBOMY 3HaueHwWto 3Toro obbekTa. Korga 3HaueHue 370ro obbekTa
M3MEHAETCA Ha 3HaueHue, NpeBbILLatoLLee TeKyLLee 3HaueH1e, KONMUecTBo
CBA3aHHbIX 3aNncew, CneLMdUUHbIX ANA HOCUTENA, MOXET YBeNTMUMBATLCA.

pynna: rmonHistoryControlGroup

Trap-yBepomneHue:
historyControlBucketsRequested

OyHkumnoHan areHta: RC-RMON-MIB-AC

[octyn: [ina uteHnA 1 co3gaHua

CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.2.1.1.3.1

OnpepeneHune: KonnuectBo MHTEPBANOB AUCKPETHOW BbIBOPKHK, B
TeueHWe KOTOPbIX AaHHble JOMKHbI BbiTb COXPaHEeHbl B UacTu Tabnuubl Ans
KOHKPETHOIO HOCUTENS, CBA3aHHOM € 3ToM 3anuchkto historyControlEntry.
Mpu co3naHUKM UMK USMEHEHWU 3TOrO 0BbEKTa AATUMK JOMKEH YCTAHOBUTD
historyControlBucketsGranted kak MoXxHO bnuxe k 3ToMy 06beKTy AnA
KOHKPETHOW peanusaLuu faTunka U OCTYMNHbIX PeCypCoB.

OnpepeneHue: OrpaHuueHue ans 3HaveHus historyControBucketRequested
pasHo 4000.

Ipynna: rmonHistoryControlGroup

Trap-yBegomneHue:
historyControlDataSource
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[octyn: [ina uteHnA 1 co3gaHuA
CMHTaKcUuecKkan cTpyKTypa: MoeHTudrkaTop obbekTa
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.2.1.1.2.1

OnpepeneHue: ITOT 0ObEKT onpefenaeT UCTOUHKUK JaHHbIX, A1 KOTOPOro
HbInK cobpaHbl UCTOpPUUECKME JaHHble M MOMeLLeHbl B Tabnuuy ana
KOHKPETHOIO HOCUTENA OT MMeHM 3To historyControlEntry. 3Tum
MCTOUYHMKOM MOXeT bbITb Ntobon MHTepdelnc Ha 3TOM ycTpoKcTBe. UTobbl
MOEHTMMULMPOBATb KOHKPETHbIN MHTEPdEIC, 3TOT 06bEKT AOMKeH
MOEHTUMLKMPOBATL 3Kk3emnnsap obbekTa ifindex, onpegenenHoro B RFC
2233 [17], pna Tpebyemoro uHTepderica. Hanpumep, ecnu 3anucs bynert
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

nonyuatb AaHHble U3 UHTepdeica #1, 3TOT 0bbekT ByaeT ycTaHOBNEH

Ha iflndex.1. CTaTucTMKa B 3TOM rpynne oTpakaeT BCe NaKeTbl Ha

CEermMeHTe JIOKanbHOM CeTH, MOAKMOUEHHOM K MAEHTUDULMUPOBAHHOMY
HHTepdency. AreHT MOXKET UM He MOXET ONpeaenvTb, NPOU30LWAKN K
yHOamMeHTanbHble U3MEHEHUSA B HOCUTENE UHTepdeica U TpebyroT
NpU3HaHWA 3TOM 3aNWUCK HeleMCTBUTeNbHOM. Hanpumep, kapty Ethernet

C BO3MOXXHOCTbH MOAKMHOUEHWSA B «FOPSUEM» PEXKMME MOXKHO U3BNEUb U
3aMeHUTb KapToW c nopaep>koi Token Ring. B TakoMm cnyuae, ecnu areHt
“MeeT TaKyto MHpopMaLuto 06 U3MEHEHWH, PeKOMEHAYETCS aHHYIMPOBaTb
3Ty 3aNWCb. ITOT OBbEKT HE MOXET ObITb U3MEHEH, eC/U CBA3AHHbIW 0ObeKT
historyControlStatus paBeH 3HaueHwuto valid(1).

pynna: rmonHistoryControlGroup

Trap-yBepgomneHue: historyControlindex

®yHkuyuoHan areHta: RC-RMON-MIB-AC

[ocTtyn: TonbKo ANA uTeHuns

CuMHTaKcuuecKkan cTpyKTtypa: Integer
UneHTtupukatop obbekra: 1.3.6.1.2.1.16.2.1.1.1.1

OnpepeneHue: MHOEKC, KOTOPbIA OAHO3HAYHO UAEHTUDULKMPYET 3aNuchb
B Tabnuue historyControl. Kaxaas Takana 3anvcb onpegenset Habop
3K3eMMSPOB C OnpefeNieHHbIM MHTePBaNnoM Ans MHTepdelica Ha
yCTpOMICTBeE.

OnpepeneHue: B Tabnuue historyControlTable moeT BbITb co3aaHo B
cpefHeM ueTbipe 3anucy Ha Ethernet-nopr.

Ipynna: rmonHistoryControlGroup

Trap-yBepgomnenue: historyControlinterval

[octyn: [ina uTeHWA 1 co3gaHuA
CuHTaKcHueckas cTpykTypa: Integer
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.2.1.1.5.1

OnpepeneHue: MHTepBan B CeKyHAax, B TeUeHWe KOTOPOro AaHHble
oTbupatoTca Ans Kaxaoro bnoka naMATK B YacTu Tabnuubl, OTHOCALLENCA
K KOHKPETHOMY HOCHUTENH, CBA3aHHOWM ¢ 3ToM historyControlEntry. 3toT
MHTepBan MoxXeT ObITb yCTaHOBMEH Ha Ntoboe KonnMuecTBo cekyHg oT 1 Ao
3600 (1 uac). NockonbKy cUeTUMKK B BIIOKe NaMATU MOTYT NepPenonHATLCA
NPW UX MaKCUManbHOM 3HaueHuKn be3 yKasaHusA, NpeayCcMOTPUTENbHbIN
MeHegXep byfaeT yunTbiBaTb BO3MOXHOCTb NepenofnHeHns B Ntobom 13
CBA3aHHbIX CYETUMKOB. BaXXHO yunTbIBaTb MUHUMaNbHOE BPEMS, B TeUeHne
KOTOPOro Ntobow cUeTUMK MOXeT MepenoHUTLCA Ha OnpeAeneHHOM

TUNE HOCUTENA, U YCTaHOBUTb Ans obbekTa historyControllnterval
3HaueHWe MeHbLUe 3TOro UHTepBana. 370, Kak NpaBuno, Hambonee

BaXXHO [Nl CYUETUMKA «OKTETOB» B Nt060M Tabnuue Ans KOHKPETHOro
HocuTens. Hanpumep, B cetn Ethernet cueTtunk etherHistoryOctets moxeT
nepenonHUTLCA MPUMEPHO 3a Yac MPU MaKCMManbHOM MUCMONb30BaHUK
Ethernet. 3ToT 06bEKT He MOXeT BbITb M3MEHEH, eClM CBA3aHHbIN 06beKT
historyControlStatus paBeH 3HaueHuto valid(1).

Ipynna: rmonHistoryControlGroup

Trap-yBepgomnenue: historyControlOwner

dyHkumnoHan areHta: RC-RMON-MIB-AC

[octyn: [ina uteHnA 1 co3gaHua

CMHTaKcUueckasn cTpykTtypa: String
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.2.1.1.6.1

OnpepeneHune: OBbeKT, KOTOPbIN CKOH(PUIYPUPOBAN 3Ty 3aNUCb M NO3TOMY
ncnonb3yeT Ha3HaueHHble eil pecypcbl.

OnpepeneHue: 3HaueHWeM No ymonuanuto ana historyControlOwner
ABnseTcs cTpoka '‘Monitor'.

Ipynna: rmonHistoryControlGroup

Trap-yBepgomneHue: historyControlStatus
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[octyn: [InA uteHnA 1 co3gaHunA
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.2.1.1.7.1
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHue: Ctatyc aTo 3anucu historyControl. Kaxabiv sk3emnnap
Tabnuubl, CBA3aHHOM € 3TUM 3nemeHTOM historyControlEntry, bynet yaaneH
areHTomMm, ecnu 37oT anemeHT historyControlEntry He paBeH valid(1).

Fpynna: rmonEventGroup

Trap-yBepomneHue: logDescription

[octyn: TonbKo Ans uteHms
CMHTaKcuueckas cTpykTtypa: String
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.9.2.1.4.1

Onpep,eneHMe: OnucaHue CO6bITVIF|, dKTUBHUPOBABLUEro 3Ty 3aNunCb
XKypHana, 3aBucALlee ot peanm3auunn.

Fpynna: rmonEventGroup

Trap-yBepomneHue: logEventindex

[octyn: TonbKo Ans uteHms
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudukatop obbekra: 1.3.6.1.2.1.16.9.2.1.1.1

OnpepgeneHue: 3anucb cobbITUsA, KOTOpasi CreHepypoBana 3Ty 3anuchb
XKypHana. XXypHan, UaeHTU(ULMPOBaHHbIN ONpefeneHHbIM 3HaUeHWeM
3TOro MHAEKCA, CBSA3aH C TOM e eventEntry, UTo ¥ UAEHTUULMPOBAHHBIN
TeM e 3HaueHueM eventindex.

Fpynna: rmonEventGroup

Trap-yBepgomneHue: logindex

®dyHkuyuoHan areHta: RC-RMON-MIB-AC

[octyn: TonbKo ANA uTeHuns

CuMHTaKcuuecKan cTpyKTtypa: Integer
UneHTupukatop obbekra: 1.3.6.1.2.1.16.9.2.1.2.1

OnpepeneHue: NHAeKC, OAHO3HAUHO MAEHTUMULMPYIOLLKIA 3aMKUCh B
Tabnuue XXypHana cpeau 3anncen, CreHepUpoBaHHbIX OGHUMU U TEMU XKe
eventEntries. 3TM MHAEKCbI HAa3HAYaOTCA HauMHas C 1 M yBennUMBaroTCA Ha
eMHMLY C KaXKOoW HOBOM 3anuCbio XXypHana. CBA3b Mexay 3HaUeHUAMMU
logindex u logEntries hMKcupyeTcst Ha NPOTSAXKEHWM BCEro CPpOKa Cy0bbl
Kaxgon logEntry. AreHT MOXeT YAanuTb caMble CTapble 3K3eMMAApb
logEntry no mepe HeobxoaMMOCTHU 13-3a HEXBATKM NaMATU. Bonpoc o Tom,
KOra MOXeT NPOM30MTH 3TO yaaneHune, 3aBUCHT OT peanunsaumu.

MpumeuaHune

[inA Kaxporo 3HaueHns eventEntry MosxeT bBblTb CO34aHO CTO 3anucen B
Tabnuue logTable. 3HaueHune 3T0ro 0bbekTa byaeT yBenMunBaTbhCa ANA
Ka[0ro HOBOrO XypHana, CreHepUpoBaHHOrO AJf1A COOTBETCTBYHOLLErO
cobbiTa. Korga 3HaueHue 3Toro obbekTta ctaHoBUTCA bonblue 100, camble
cTapble 3anucu byayT yaaneHbl.

Fpynna: rmonEventGroup

Trap-yBepomneHue: logTime

Joctyn: TonbKko ANA uTeHKA
CuHTaKcuueckas cTpykTypa: Timeticks
UpeHTudukatop obbvekra: 1.3.6.1.2.1.16.9.2.1.3.1

OnpepeneHue: 3HaueHue sysUpTime Npu co3aaHUM 3TOM 3aNUCK KypHana.

RS-232-MIB

Mpynna/O6bekT

OnucaHue

Fpynna: rs232AsyncGroup

Trap-yBegomneHue:
rs232AsyncPortAutobaud
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[octyn: [ina uteHnA 1 3anucu
CUHTaKCcHuecKasn CTpyKTypa: Integer
UpeHTudumkatop obbvekra: 1.3.6.1.2.1.10.33.3.1.3.101

OnpepeneHue: YnpasneHie cnocobHOCTbIO NOPTa aBTOMAaTUUECKH
onpepensaTb CKOpocTb BBoAa. Koraa rs232PortAutoBaud BkntoueH, nopt
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

MOX>eT aBTOMaTUUeCKH rnepegaBaTb 3HaUeHMUA, OTJIMUHbIE OT 3ajdHHbIX
3HaUeHWH CKOPOCTH, UETHOCTHU U pa3Mepa CUMBOJIOB. B pe3ynbTate CUCTEMaA
ynpaBJiIeEHNUA CETbHO MOXXET BPEMEHHO Ha6J'IPO,D,aTb 3HAaUeHUA, OTJIIMUHbIE OT
paHee yCTaHOBJIEHHDbIX.

Fpynna: rs232AsyncGroup

Trap-yBepomneHue: rs232AsyncPortBits

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatop obvekra: 1.3.6.1.2.1.10.33.2.1.5.1.4

OHPEAGHEHMGZ KonuuecTtso 6utos nopTa B CMMBOIJIE.

Fpynna: rs232AsyncGroup

Trap-yBepomneHue:
rs232AsyncPortFramingErrs

[ocTtyn: TonbKo Ana uteHms
CuUHTaKcHueckasn cTpykTypa: Counter32
UpeHTudumkatop obvekra: 1.3.6.1.2.1.10.33.2.1.5.1.2

OnpepeneHune: ObLlee KONMUECTBO CUMBOJIOB C OLUMOKOM KaapUpOBaHUs,
BBEJEHHbIX U3 MOPTa C MOMEHTA MOBTOPHOM UHWLMANU3ALMK CUCTEMDI U B
TO BpPeMsi KaK COCTosiHWE nopTa 6bin0 up mnu test.

Fpynna: rs232AsyncGroup

Trap-yBepomneHue: rs232AsyncPortindex

[ocTtyn: TonbKo Ans uteHms
CUHTaKCHuecKan CTpyKTypa: Integer
NpeHTtudumkatop obbvekra: 1.3.6.1.2.1.10.33.2.1.5.1.1

OnpepeneHue: YHUKaNbHOE 3HAUEHWe Ana Kaxxaoro nopta. Ero 3HaueHune
aHanoruuHo rs232Portindex gns nopta.

Fpynna: rs232AsyncGroup

Trap-yBepomneHue:
rs232AsyncPortOverrunErrs

[ocTtyn: Tonbko Ans uteHus
CuHTaKcHuecKkas cTpykTypa: Counter32
UpeHTtudumkatop obvekra: 1.3.6.1.2.1.10.33.2.1.5.1.3

OnpepeneHue: ObLiee KONMUECTBO CUMBOJIOB C OLLUMDOKOM NepenonHeHus,
BBEJEHHbIX U3 MOPTa C MOMEHTA MOBTOPHOM UHWLMANU3ALMK CUCTEMDI U B
TO BpPeMsi KaK COCTosiHWE nopTa 6bino up mnu test.

Fpynna: rs232AsyncGroup

Trap-yBepomneHue: rs232AsyncPortParity

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTtudumkatop obbekra: 1.3.6.1.2.1.10.33.1.0

Onpep,enelme: Ono3HaBaHue nopTOM O61Ta UETHOCTU CUMBOJIOB.

Fpynna: rs232AsyncGroup

Trap-yBepomneHue:
rs232AsyncPortParityErrs

[octyn: TonbKo Ans uteHus
CuUHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudukatop obvekra: 1.3.6.1.2.1.10.33.2.1.6.1.4

OnpepeneHue: ObLiee KOIMUECTBO CUMBOMNOB C OLLIMBKOW UETHOCTH,
BBe[IeHHbIX M3 MOPTa C MOMEHTA NMOBTOPHOM MHULMANU3ALMMU CUCTEMDBI U B
TO BpeMs Kak CoCTosiHWe nopTa Obiio up unu test.

Fpynna: rs232AsyncGroup
Trap-yBepgomneHue: rs232AsyncPortStopBits

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudumkatop obbvekra: 1.3.6.1.2.1.10.33.2.1.6.1.2

OnpepeneHune: HoMep nopTa CTONOBbLIX OHUTOB.

Fpynna: rs232Group

Trap-yBepomneHue: rs232InSigChanges

[ocTtyn: TonbKo Ans uteHms
CuUHTaKcHueckasn cTpykTypa: Counter32
NpeHTtudumkatop obbvekra: 1.3.6.1.2.1.10.33.2.1.6.1.1

OnpepeneHue: KonnuecTBo pas, Koraa CUrHan MeHssnca ¢ on Ha off unu ¢
off Ha on.

Fpynna: rs232Group
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[octyn: Tonbko Ans uteHms
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomneHue: rs232InSigName

CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: 1.3.6.1.2.1.10.33.2.1.6.1.3

OnpepeneHue:>MaeHTUdUKaLMA annapaTHOro CUrHana creayroLmMm
obpasom:

* rts: 3anpoc Ha nepegauy

e cts: [OTOBHOCTb K Nepepaue

e dsr: TOTOBHOCTb KaHara CBA3MU

e dtr: TOTOBHOCTb TEpMMHana

*  ri: 3anpoc Ha yCTaHOBKY CO€ANHEHUA OT yAaneHHoro
KOMMYHMWKaLMOHHOIO YyCTPOMCTBA

e dcd: ObHapyxeHMe NPUHMMAEMOrO CUTHana

* sq: OnpepeneHuve KauecTBa NPUHUMAEMOTO CHrHana

* srs: Boibop CKOpOCTU Nepefauu AaHHbIX

*  srts: 3anpoc Ha nepefauy no BTOPoMy (pe3epBHOMY) KaHany

*  scts: FOTOBHOCTb K Nepefaue No BTOPOMY (pe3epBHOMY) KaHany

e sdcd: ObHapy»eHWe NPUHUMAEMOTO CUIHarna no BTOPOMy
(pesepBHOMY) KaHany

Fpynna: rs232Group

Trap-yBepomneHue: rs232InSigPortindex

[octyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKkas CTpykTypa: Integer
UneHTtudpmkatTop obbekra: 1.3.6.1.2.1.10.33.2.1.1.101

OnpepeneHue: 3HaueHue rs232Portindex ana nopTta, KOTOpoOMy
NPUHAANEXHMT 3Ta 3aMuCb.

Fpynna: rs232Group
Trap-yBepomneHue: rs232InSigState

[octyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKas CTpykTypa: Integer
UneHTtudukatTop obbekra: 1.3.6.1.2.1.10.33.2.1.7.101

OnpepeneHue: Tekyllee COCTOSHUE CUMHanNa.

Fpynna: rs232Group

Trap-yBegomneHue: rs232Number

[ocTtyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKas CTpyKTypa: Integer
UneHTtudukatTop obbekra: 1.3.6.1.2.1.10.33.2.1.3.101

OnpepeneHue: KonnuectBo NopToB (HE3aBUCUMO OT MX TEKYLLEFO
COCTOsIHMA) B 0bLei Tabnuue nopToB RS-232.

Fpynna: rs232Group
Trap-yBepomMneHue: rs2320utSigChanges

[octyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKas CTpykTypa: Integer
UneHTtudukatTop obbekra: 1.3.6.1.2.1.10.33.2.1.5.101

OnpepeneHue: KonnuecTBo pas, KOraa CUrHan MeHssca ¢ on Ha off unu ¢
off Ha on.

Fpynna: rs232Group

Trap-yBepomMneHue: rs2320utSigName

RUGGEDCOM ROS Bepcusa5.5
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[ocTtyn: TonbKo ANA uTeHus
CUHTaKCcHuecKkas CTpykTypa: Integer
UneHTtudukatTop obbekra: 1.3.6.1.2.1.10.33.2.1.7.101

OnpepeneHue: NoeHTUMKaLMA annapaTHOro CUrHana crnegyoLwmum
obpasom:

* rts: 3anpoc Ha nepegauy

e cts:[oTOBHOCTb K Nepefaue

e dsr: TOTOBHOCTb KaHana CBfA3u

e dtr: ToTOBHOCTb TEPMHHaNa
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

° ri: 3anpoc Ha YCTaHOBKY COeAMHEeHUNA OT yaaneHHOro
KOMMYHWKaLUMUOHHOIo yCTpOVICTBa

e dcd: ObHapyxeHWe NPUMHMMaEMOro CUrHana

e sq: OnpeneneHne KauecTBa NMPUHUMAEMOTO CUrHana

e srs: Bbibop ckopocTH nepefauun AaHHbIX

e srts: 3anpoc Ha nepefauy no BTOpoMy (pe3epBHOMY) KaHany

e scts: TOTOBHOCTb K Nepefaue no BTOpoMy (pe3epBHOMY) KaHany

* sdcd: ObHapyXeHUEe NPUHUMAEMOrO CUTHaNna No BTOpoOMy
(pesepBHOMY) KaHany

Fpynna: rs232Group
Trap-yBepgomneHue: rs2320utSigPortindex

[ocTyn: TonbKo ANA uteHus
CuHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekra: 1.3.6.1.2.1.10.33.2.1.4.101

OnpepeneHue: 3HaueHue rs232Portindex ana nopTta, KOTOpoOMy
NPUHAANEXHMT 3Ta 3aMuCb.

Fpynna: rs232Group
Trap-yBepomneHue: rs2320utSigState

[ocTyn: TonbKo ANA uteHus
CuHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekra: 1.3.6.1.2.1.10.33.2.1.5.101

Onpep,eneHMe: TeKyLlee cocToAHME CUTHana.

Fpynna: rs232Group

Trap-yBepomneHue: rs232Portindex

[ocTyn: TonbKo AnA uteHus
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekra: 1.3.6.1.2.1.10.33.2.1.2.101

OnpepeneHue: 3Hauenue Ifindex ans nopta. Mo obiemy npasuny

1 MO BO3MOXHOCTH HOMepa annapaTHbIX MOPTOB NPHBA3bIBAOTCA
HenoCpefCcTBEHHO K BHELUHWM pa3beMaM. 3HaueHue A Kaaoro nopta
LOMKHO OCTaBaTbCA NOCTOAHHBIM, MO KpaiHel Mepe, OT OAHOW NOBTOPHOWM
MHULMaNMU3aLMK areHTa ynpaBneHus ceTbio 4O CreaytoLLen.

Fpynna: rs232Group

Trap-yBepomnenue: rs232PortinFlowType

[octyn: [inA uTeHnA 1 3anucu
CuHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekrta: 1.3.6.1.6.3.10.2.1.2.0

Onpep,eneHMe: Tun ynpaBneHMa BXOAHbIM MOTOKOM MOPTA; «none»
yKa3blBaeT Ha OTCYTCTBUE yrpaBneHMA NOTOKOM Ha 3TOM YypOBHe. «CtsRts» u
«dsrDtr» YKa3blBakOT Ha UCMNOJIb3OBaHWE YKa3aHHbIX annapaTHbIX CUTHaNoB.

Fpynna: rs232Group

Trap-yBepgomneHue: rs232PortInSigNumber

[ocTyn: TonbKo ANA uteHns
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekra: 1.3.6.1.6.3.10.2.1.1.0

OnpepeneHue: KonnuecTBo BXOAHbIX CUTHANOB Ans nopTa B Tabnuue
BXOAHbIX CMrHanoB (rs232PortInSigTable). Tabnuua cogepxut
3anNuCH TONbKO ANA TeX CUTHANOB, KOTOpble MOTyT BbITb OBHapyKeHbI
nporpaMmHbIM obecneueHueM U LenecoobpasHbl Ans HabntogeHwus.

Fpynna: rs232Group

Trap-yBepgomneHue: rs232PortinSpeed

[octyn: [inA uTeHnA v 3anucu
CUHTaKcHueckas cTpykTypa: Integer
UpeHTudukatTop obbvekra: 1.3.6.1.6.3.10.2.1.4.0

OnpepeneHue: BxofHas cKopocTb NopTa B butax B cekyHay. ObpaTute
BHWMaHWe, UTo HeCcTaHAAPTHbIE 3HaUEHWs!, TakKe Kak 9612, BepoaTHO,
HeAoNyCTUMbl B HONbLUMHCTBE BapMaHTOB peanu3aLuu.

Fpynna: rs232Group
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[octyn: [inA uTeHnA 1 3anucu
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepomneHue: rs232PortOutFlowType

CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekra: 1.3.6.1.6.3.10.2.1.3.0

Onpep,eneHMe: Tun ynpaBneHWA BbIXOLAHbIM MOTOKOM MOPTa; «none»
yKa3blBaeT Ha OTCYTCTBUE yrpaBneHMA NOTOKOM Ha 3TOM ypOBHe. «CtsRts» u
«dsrDtr» YKa3blBakOT Ha MCMNOJIb3OBaHWE YKa3aHHbIX afnnapaTHbIX CUTHaNoB.

Fpynna: rs232Group

Trap-yBepomneHue:
rs232PortOutSigNumber

[ocTyn: TonbKo ANA uteHus
CUHTaKcHueckas cTpykTypa: Integer
UpeHTtudukatop obbvekra: 1.3.6.1.2.1.11.6.0

OnpepeneHue: KonnuecTBo BbIXOAHbBIX CUTHAMNOB Ans nopTa B Tabnuue
BbIXOAHbIX CMrHanoB (rs232PortOutSigTable). Tabnuua conepxut
3anuCH TONbKO ANA TeX CUTHAMNOB, KOTOpble MOTYT BbITb MOATBEPXKAEHDI
nporpaMmHbIM obecneueHueM U LenecoobpasHbl Ans HabntogeHwus.

Fpynna: rs232Group
Trap-yBepomneHue: rs232PortOutSpeed

[octyn: [inA uTeHnA 1 3anucu
CuHTaKcHueckas cTpykTypa: Integer
UpeHTudukatop obbvekra: 1.3.6.1.2.1.11.4.0

OnpepeneHue: BbiIxofHas cKOpPOCTb NopTa B butax B cekyHay. ObpaTtute
BHWMaHWe, UTo HeCcTaHAAPTHbIE 3HaUEHWs, TakWe Kak 9612, BepoaTHO,
HeAonyCTUMbl B HONbLUMHCTBE BapMaHTOB peanu3aLuu.

Fpynna: rs232Group
Trap-yBepomneHue: rs232PortType

[ocTyn: TonbKo ANA uteHus
CuHTaKcHueckas CTpykTypa: Integer
UpeHTtudukatop obbvekra: 1.3.6.1.2.1.11.5.0

OnpepeneHue: Tun annapaTHbIX CPEACTB NopTa.

RSTP-MIB

Mpynna/O6bekT

OnucaHue

Ipynna: rstpPortGroup

Trap-yBegomneHue:
dot1dStpPortAdminEdgePort

[octyn: [ina uteHnA 1 3anucu
TruthValue
UpeHTudukatop obvekra: .1.3.6.1.2.1.17.2.19.1.2

OnpepeneHue: 3HaueHne napametpa Edge Port Ana agMUHUCTPUpPOBaHHMA.
3HaueHwue true(1) ykasbiBaeT Ha TO, UTO 3TOT NOPT cneayeT NPUHUMaATb B
KauecTBe rpaHWUYHOro NopTta, a 3HaueHue false(2) ykasbiBaeT Ha TO, UTO
3TOT NOPT CleayeT NpUHUMaTh B KauecTBe HerpaHMYHOro nopra. YcTaHoBKa
3TOro obbekTa TakxKe NpuBeneT K U3MEHEHUHO COOTBETCTBYHOLLIErO
ak3emnnapa dot1dStpPortOperEdgePort Ha To e 3HaueHune. ObpaTtute
BHMMaHMe, UTo flaXke eCiin 3HaueHne 3Toro obbekTa paBHO true, 3HaueHue
cooTBeTCTBYytoLLero sk3emnnapa dot1dStpPortOperEdgePort MmoxeT 6biTb
false, ecnv nonyueH BPDU. 3HaueHwue 310ro obbvekta JOJMKHO coxpaHATbeA
npv NOBTOPHOM MHMULMANM3aL MK CUCTEMbI YIPaBEHUA.

Ipynna: rstpPortGroup

Trap-yBegomneHue:
dot1dStpPortAdminPathCost
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[octyn: [1na uteHnA 1 3anucu
CUHTaKCHuecKasn CTpyKTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.17.2.19.1.6

OnpepeneHue: HazHaueHHOe aflMUHUCTPATOPOM 3HaUeHWe BKaaa

3TOro nopTa B CTOMMOCTb MyTeH K KOPHIO CBA3YHOLLEro fAepeBa. 3anucb
3HaueHus «O» NpucBaMBaeT NOPTY aBTOMATUUECKU PacCUMTaHHOE 3HaUeHUe
CTOMMOCTM MYTH MO YMONUaHU0. ECnu Mcnonb3yeTca CTOMMOCTb NyTH NO
YMONUaHWo, 3TOT 06beKT Bo3BpaLLaeT «0» NpU UTEHUKU. ITO LONONHAET
obbekT dot1dStpPortPathCost nnu dot1dStpPortPathCost32, koTopbii
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

BO3BpallaeT onepaLMoHHOe 3HaueHWe CTOMMOCTH NYyTU. 3HaueHne 3Toro
obbekTa JOMKHO coxpaHATbLCA NpU MOBTOPHOM MHULMANU3ALUKU CUCTEMDI
ynpasneHus.

Ipynna: rstpPortGroup

Trap-yBegomneHue:
dot1dStpPortAdminPointToPoint

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudumkatop obbekra: .1.3.6.1.2.1.17.2.19.1.4

Onpepenenue: CTaTyc afMUHUCTPUPOBAHUA ABYXTOUEUHOIO KaHana
CBA3M AJSIA CErMeHTa NIOKanbHOM CeTH, MPUCOEANHEHHOTO K 3TOMY NOPTY,

C Ucnonb3oBaHWeM 3HaueHu 13 IEEE 802.1w. 3HaueHune forceTrue(0)
yKa3bIBaeT Ha TO, UTO 3TOT MOPT BCerAa cneayeTt pacCMaTpmBaTh Kak
NOAKIIOUEHHbIW K BYXTOUEUHOMY KaHany cBs3u. 3HaueHwue forceFalse(1)
yKa3bIBaeT Ha TO, UTO 3TOT MOPT creAyeT pacCMaTpMBaATb KaK UMEROLLMHI
obuee Meguna-coegrHeHne. 3HaueHue auto(2) ykasblBaeT Ha TO, UTO 3TOT
NopT CUMTAETCA UMEHOLLMM ABYXTOUEUHbIM KaHan CBA3W, eC/K OH ABNSAETCA
ArperaTopoMm M BCe ero uneHbl arpernpyrortcsa, unu ecnu MAC-ak3emnnap
HaCTpoeH Ha paboTy B MOMHOAYMNEKCHOM pexume nMbo nocpeacTsom
aBTOCOTNacoBaHus, NMbO cpeacTBaMu ynpasneHus. YnpasneHue 3TuM
00beKTOM M3MeHsieT ba3oBbii adminPortToPortMAC. 3HaueHue 3Toro
obbekTa JOMKHO coxpaHATLCA NpU MOBTOPHOM MHULMANU3ALUKU CUCTEMDI
ynpaBneHus.

pynna: rstpPortGroup

Trap-yBegomneHue:
dot1dStpPortOperEdgePort

[octyn: TonbKo Ans uteHus
TruthValue
UpeHTudmkatop obvekra: .1.3.6.1.2.1.17.2.19.1.3

OnpepeneHue: Pabouee 3HaueHne napameTpa Edge Port. ObbekT
MHULMANM3NPYETCA A0 3HaUEHUA COOTBETCTBYHOLLIErO 3K3eMMNApa
dot1dStpPortAdminEdgePort. Mpwu ycTaHOBKE COOTBETCTBYHOLLENO
sk3emnnspa dot1dStpPortAdminEdgePort sToT 00beKT Takxke byanet
M3MeHeH. 3T0T 0bbeKT TakxKe DyaeT u3MeHeH Ha false npu nonyueHuu
BPDU.

pynna: rstpPortGroup

Trap-yBegomneHue:
dot1dStpPortOperPointToPoint

[ocTtyn: TonbKo Ans uteHms
TruthValue
UpeHTudukatop obvekra: .1.3.6.1.2.1.17.2.19.1.5

OnpepeneHue: Pabouwnii cTaTyc ABYXTOUEUHOrO KaHana CBA3u Ans
CerMeHTa JIOKaNbHOW CeTH, NOAKIIIOUEHHOrO K 3TOMY NMOpTy. YKa3bIBaeT,
CUMTAETCA MM MOPT UMEIOLLUM [BYXTOUEUHbIW KaHan CcBA3W. Ecnu
adminPointToPointMAC nMeeT 3HaueHHWe auto(2), To 3HaueHue
operPointToPointMAC onpefenseTca B COOTBETCTBMU C KOHKPETHbIMU
npouenypamu, onpeaeneHHbiMuK ana cootseTcTBytolero MAC-obbekTa, Kak
yKa3aHo B nyHKTe 6.5 IEEE 802.1w. 3HaueHue onpepenseTca AMHaMUUECKH,
TO eCTb MOBTOPHO OLEHWBAETCA BCAKUI pa3, KOrAa U3MEHAETCA 3HaUeHne
adminPointToPointMAC, 1 BCAKMI pa3, Korga KOHKpeTHble Npoueaypsbl,
onpeneneHHble Ans MAC-06bekTa, OLeHMBAtOT U3MEHEHMe cTaTyca
[BYXTOUEUHOrO KaHana CBA3u.

Ipynna: rstpBridgeGroup
Trap-yBepomnenue: dot1dStpTxHoldCount
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®yHkuuoHan areHta: RC-RSTP-MIB-AC

[octyn: [InA uteHMA 1 3anucu

CMHTaKcuuecKan cTpyKTypa: Integer
UneHTUpukatop obbekra: .1.3.6.1.2.1.17.2.17.0

OnpepeneHue: 3HaueHWe, UCNONb3yeMOe KOHEUYHbIM aBTOMaToOM Port
Transmit 4nA orpaHMUeHUA MakCMManbHOW CKOPOCTH Nepefaun. 3HaueHue
3Toro obwvekta JOMKHO coxpaHAaTbCA NPU NOBTOPHOM MHULMANM3ALUK
CUCTeMbl ynpaBlieHus.
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

NMpumeuanune

RFC yka3biBaeT gnanasoH 1...10. [pu peanu3aumm Mcnonb3yeTca AManas3oH
0...100. 3HaueHue 0 ncnonbayetcs ana Unlimited (be3 orpaHuueHunit), a
avanasoH ROS dpakTnuecku coctasnset 3...100.

pynna: rstpBridgeGroup

Trap-yBepomneHue: dot1dStpVersion

[octyn: [InAa uteHMA 1 3anucu
CUHTaKCcHueckas CTpykTypa: Integer
UneHTUpukatop obbekra: .1.3.6.1.2.1.17.2.16.0

OnpepeneHune: Bepcua npotokona CBA3YHOLLEro AepeBa, KOTOPbIK

B HacTosALLee BpeMs 3anyLieH MocToM. 3HaueHue stpCompatible(0)
yKa3biBaeT NPOTOKON CBA3YHOLLEro AepeBa, onpeaeneHHbiv B IEEE
802.1D-1998, a rstp(2) yka3blBaeT NpOTOKON HBbICTPOro CBA3yHOLLEro
nepesa, onpepeneHHbin B IEEE 802.1w v nyHkTe 17 802.1D-2004.
3HaueHWA NonyYeHbl HENOCPeACTBEHHO U3 cTaHaapTa IEEE. HoBbie
3HaueHKWA MoryT BbITb onpefeneHbl Mo Mepe noasneHus byayLwmnx
BepCHi NpoTokona. 3HaueHue 3Toro obbekta JOIMKHO coxpaHsaTbes npu
NOBTOPHOMN MHULMANM3ALMKN CUCTEMbI YNIPABIIEHUA.

SNMP-FRAMEWORK-MIB

Fpynna/O6bekT

OnucaHue

Ipynna: snmpEngineGroup

Trap-yBegomneHue: snmpEngineBoots

[ocTyn: TonbKo ANA uteHus
CUHTaKcHueckas CTpykTypa: Integer
UpeHTudukatTop obbvekra: 1.3.6.1.2.1.11.31.0

OnpepeneHue: Konunuectso pas, korga SNMP-gBuxoK 6bin
MHWLMaNM3npoBaH (MOBTOPHO MHULMANU3UPOBAH) C MOMEHTa NocneaHen
HacTpoiku snmpEnginelD.

Ipynna: snmpEngineGroup

Trap-yBepgomneHue: snmpEnginelD

[octyn: TofbKO ANA UTeHKUA
CuHTaKcuueckas cTpykTypa: Hex-String
UpeHTudukatop obbvekra: 1.3.6.1.2.1.1.4.0

OnpepeneHue: YHUKanNbHbIM naeHTudmnkaTtop SNMP-aBrKKa ana
afMUHUCTPUpPOBaHKA. 3Ta nHdopmauma JOIMKHA xpaHuTbes B
3HEepProHe3aBMCMMOM 3aMOMUHAIOLLEM YCTPOMCTBE, uTobbl OHA OCTaBanach
NOCTOAHHOM NPKW MOBTOPHOM MHMUUManKn3aumm SNMP-0BMKKa.

Ipynna: snmpEngineGroup

Trap-yBepomneHue:
snmpEngineMaxMessageSize

[ocTyn: TonbKo ANA uteHus
CuHTaKcHueckas CTpykTypa: Integer
UpeHTtudumkatop obbvekra: 1.3.6.1.2.1.1.1.0

OnpepeneHue: MakcrmanbHasa afivHa B oktetax SNMP-coobueHus,
koTopoe 370T SNMP-4BHXKOK MOXeT OTNPaBAATb UKW MPUHUMATD U
obpabatbiBaTh, onpeaenseTca Kak MMHUManbHOE U3 MakCUMasbHbIX
3HauUeHWM pasmepa coobLleHunA, NoAaep>)KUBAEMbIX BCEMW CPeACcTBaMU
nepefauun AaHHbIX, LOCTYNHbIMU WU NOAAEPKUBAEMbIMU ABUKKOM.

Ipynna: snmpEngineGroup

Trap-yBepomneHue: snmpEngineTime
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[ocTyn: TonbKo ANA uteHus
CuHTaKcHueckas CTpykTypa: Integer
UpeHTudukatop obbvekra: 1.3.6.1.2.1.1.6.0

OnpepeneHue: KonnuecTBo CeKyHA C MOMeHTa NOCeAHEro U3MEHEHUS
3HaueHust obbekTa snmpEngineBoots. Mpu yBenuueHun 3HaueHun
3Toro obbekTa, KOTOpoe NPUBEAET K MPEBbILLEHWIO €r0 MaKCMManbHOMO
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

3HaUeHuA, snmpEngineBoots YBENMMUKNBAETCA TaK, KaK eCiin 6bl npousowna
NOBTOPHaA MHUUMaNn3auua, 1 3HaueHne 3Toro O6'beKTa, cnenoBaTenbHoO,
BO3BpalllaeTCA K HYy/H.

SNMP-USER-BASED-SM-MIB

Ipynna/O6bekT

OnucaHue

Mpynna: usmMIBBasicGroup

Trap-yBepomneHue:
usmStatsDecryptionErrors

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UpeHTtudukatop obbvekra: 1.3.6.1.6.3.15.1.2.2.1.9

OnpeaeneHue: ObLLee KONMUECTBO NAKETOB, NonyueHHbIX SNMP-4BUXKOM,
KOTOpble ObiNK yaaneHbl U3-3a HEBO3MOXHOCTH PaclUM(POBKHU.

Mpynna: usmMIBBasicGroup

Trap-yBepomneHue:
usmStatsNotInTimeWindows

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32

UneHTUdukaTop obbekra:
1.3.6.1.6.3.15.1.2.2.1.8.11.128.0.58.156.3.0.10.220.0.128.72.4.97.112.11¢

OnpepeneHue: ObLLee KONMUECTBO NAKETOB, NOMyUueHHbIX SNMP-
[BUXXKOM, KOTOpble DblfiM yaaneHsbl, Tak Kak OHW MNOABUNKUCH 3a Npeaenamu
[OCTOBEpHOro nHtepaana onpoca SNMP-gBuxkKa.

Mpynna: usmMIBBasicGroup

Trap-yBepomneHue:
usmStatsUnknownEnginelDs

[ocTtyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTUdpukatop obbekra: 1.3.6.1.6.3.15.1.2.2.1.11

OnpegeneHue: ObLLee KONMUECTBO NAKETOB, NonyueHHbIX SNMP-4BUXKOM,
KOoTOopble Bbinu yaaneHbl, MOCKONbKY OHU CCbinanucb Ha snmpEnginelD,
KOTOpbIW He bbin n3BecteH SNMP-4BUXKKY.

Mpynna: usmMIBBasicGroup

Trap-yBepomneHue:
usmStatsUnknownUserNames

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UpeHTudpukatop obbvekra: 1.3.6.1.6.3.15.1.2.2.1.3

OnpeaeneHue: ObLLee KONMUECTBO NAKETOB, NonyueHHbIX SNMP-4BUXKOM,
KOoTOpble Obinu yaaneHbl, MOCKONbKY OHUW CCbINAnUCh Ha NoNb30BaTenNs,
KOTOpbIV He bbin n3BecteH SNMP-4BUXKKY.

Mpynna: usmMIBBasicGroup

Trap-yBepomneHue:
usmStatsUnsupportedSecLevels

[ocTtyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UneHTudpukatop obbvekra: 1.3.6.1.6.3.15.1.2.1.0

OnpeaeneHue: ObLLee KONMUECTBO NAKETOB, NonyueHHbIX SNMP-4BUXKOM,
KoTopble bbinu yaaneHbl U3-3a 3anpoca securitylLevel, koTopbii 6bin
HensBecTeH SNMP-ABUXKY UK HELOCTYMNEH NO UHOMW NMPUUMHE.

Mpynna: usmMIBBasicGroup

Trap-yBepomMmneHue: usmStatsWrongDigests

[octyn: TonbKo ANA uTeHuns
CuHTaKcHueckas cTpykTypa: Counter32
UpeHTudpukatTop obbekra: 1.3.6.1.6.3.15.1.2.2.1.13

OnpeaeneHue: ObLLee KONMUECTBO NAKETOB, NonyueHHbIX SNMP-4BUXKOM,
KOoTOpble ObiNu yaaneHbl, MOCKOMbKY OHU HE COAEPIKaNU 0XXUAAEMOro
3HaueHus JanakecTa.

Mpynna: usmMIBBasicGroup

Trap-yBepomneHue:
usmUserAuthKeyChange
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[octyn: [InA uteHnA n co3naHunA
CMHTaKcUueckas cTpykTypa: String
UpeHTudpukatop obbekra: 1.3.6.1.6.3.15.1.2.2.1.12
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHue: OObEKT, KOTOPbLIN NPHU U3MEHEHUU NMPUBOAUT K U3MEHEHUIO
CEKPETHOrOo KNtoua ayTeHTUdMKALKUK, UCNONb3YeMOro AnA cOobLLeHNH,
OTMpaBnAeMbIX OT UMEHM 3TOro nonb3oBaTens, B/n3 SNMP-gBuxKa,
naeHTUdMuKrpoBaHHoro usmuUserEnginelD, C NOMOLLbIO OAHOCTOPOHHEW
dyHKumnn. CBA3aHHbIK npoTokon — usmUserAuthProtocol. CBA3aHHbIN
CEKPETHbIN KNoY — CeKPEeTHbIM KIHoU ayTeHTUdKUKALWM NONb30BaTenNa
(authKey). CBA3aHHbIN anropuT™ XeLMpPOBaAHWA — 3TO aNrOpUTM,
ncrnonb3yembii npotokonom usmUserAuthProtocol nonb3osatens. MNpu
CO3[aHWM HOBOrO Nosib3oBaTesNA owKbKa inconsistentName ana onepauuu
SET ccbinaetcs Ha 3TOT OObEKT, eCNv OH He MHULMANU3UPOBaH paHee

WM OQHOBPEMEHHO C NOMOLLbIO onepauuu SET AnA COOTBETCTBYHOLLETO
ak3emnnApa usmUserCloneFrom. Ecnu 3HaueHWe COOTBETCTBYHOLLIETO
usmUserAuthProtocol paBHo usmNoAuthProtocol, To Habop aBnsieTcs
yCneLHbIM, HO haKTUUECKM ABASETCA No-op (NycToi onepauuei). Mpu
UTeHWM 3TOoro obbeKTa BO3BPALLAETCA CTPOKA HYNeBoW AnuHbI (NycTasn).
PekomeHayeMbIl cnocob BHECEHUS KNHOUEBbIX U3MEHEHUN ClefyOLLniA:

e 1) BoinonHute 3anpoc GET(usmUserSpinLock.0) u coxpaHuTe B sValue.

e 2) creHepupyiTe 3HaueHue keyChange Ha OCHOBe CTaporo
(cyLlecTBytOLLErO) CEKPETHOrO KIHOUa M HOBOTO CEKPETHOTO KIToua,
Ha3oBeM 3To 3HaueHue kcValue.

Ecnu Bbl BbINnoONHAETE U3MEHEHUE KIHoUa OT UMEHHU APYyroro nojfib3oBatena:

e 3) BoinonHute 3anpoc SET(usmUserSpinLock.0=sValue,
usmUserAuthKeyChange=kcValue usmUserPublic=randomValue)

Ecnu Bbl BbINONHAETE M3MEHEHME KTtoYa Ans cebsn:

e 4) Boinonxute 3anpoc SET(usmUserSpinLock.0=sValue,
usmUserOwnAuthKeyChange=kcValue usmUserPublic=randomValue)

Ecnu Bbl NonyuaeTe OTBET CO CTaTycOM OWKWOKKU noError, To 3anpoc SET
YCMEeLHO BbINMOMHEH M HOBbIW KNtOU aKTUBeH. ECnu Bbl He nonyuunu oTBeTa,
Bbl MOXXeTe BbIMONHWTb 3anpoc GET(usmUserPublic) u npoBepwTb, paBHO
N1 3HaueHune randomValue, oTnpaBneHHoMy B 3anpoce SET. Ecnv ga, 10
M3MEHEHUE KJTHoUa NPOLUSIO YCMELIHO U HOBbIW KITHOU aKTUBEH (BeposTHO,
oTBeT yTepsH). Ecnin HeT, To 3anpoc SET, BepOATHO, TaK U He AOCTUT

Lenu, N03TOMYy Bbl MOXXeTe HauaTb CHauana CornacHo OMMCaHHOM BbliLLe
npoueaype.

Mpynna: usmMIBBasicGroup

Trap-yBegomneHnue: usmUserAuthProtocol

RUGGEDCOM ROS Bepcusa5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

[octyn: [InA uteHnAa 1 co3naHunA
CuMHTaKcuuecKkan cTpyKTypa: MoeHTudurkaTop obbekTta

UneHTUdukaTop obbekTa:
1.3.6.1.6.3.16.1.4.1.4.8.71.112.114.105.118.97.116.101.0.2.1

OnpepeneHue: YKasbiBaeT, MOTYT M COODOLLIEHUS, OTNPaBNEHHbIe OT
MMeHHU 3Toro nonb3oBaTens B/u3 SNMP-aBUKKa, UAEHTUDULUPOBAHHOTO
usmUserEnginelD, BbITb ayTeHTUULMPOBAHBI, U €CAU Aa, TO TUMN
MCMNONb3yeMOro NPOTOKONA ayTEHTU(UKALMMK. IK3EMMNAP 3TOr0
obbekTa co3naeTca O4HOBPEMEHHO C co3haHueM ntoboro Apyroro
3K3emnnsapa obbeKkTa AnsA TOro e nofnb3oBaTtens (T.e. B paMKkax 06paboTku
onepaumu SET, KoTopasi co3faeT nepBbli 3k3eMnisp obbekTa B TOM

»Ke KOHUenTyanbHoM cTpoke). Ecnv HauanbHana onepauus SET (T.e.

BO BpeMs CO3AaHUs CTPOKM) NbITaeTCs YCTaHOBWUTb 3HaUeHue ana
HEW3BECTHOIO UMK HENOAAEPKMBAEMOTrO NPOTOKONA, BO3BpaLLaeTca
owwmnbka wrongValue. 3HaueHune byaeT nepesanncaHolyctaHOBIEHO

npw BbINOHEHWK onepaunu SET Ana cOOTBETCTBYHOLLENO 3K3eMnspa
usmUserCloneFrom. Mocne co3gaHuaA 3K3eMnsipa 3HaUeHWe Takoro
3K3eMnspa 3Toro 06bekTa MoXeT ObITb U3MEHEHO TOMBKO C MOMOLLbIO
onepauunu SET Ha 3HaueHune usmNoAuthProtocol. Ecnv onepauma SET
NbITAaeTCA U3MEHUTb 3HAUEHMWE CYLLECTBYHOLLErO 3K3eMNIApa 3TOro
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

obbekTa Ha noboe 3HaueHue, oTnMuHoe ot usmNoAuthProtocol,
BO3BpallaeTca owunbka inconsistentValue. Ecnv onepauma SET nbitaetca
yCTaHOBWTb 3HaueHne usmNoAuthProtocol, B To BpemsA Kak 3HaueHue
usmUserPrivProtocol B To# »e cTpoke He paBHo usmNoPrivProtocol,
BO3BpallaeTcs ownbka inconsistentValue. 370 03HauaeT, UTo NPUNOXEHUe
reHepaTtopa komaHg SNMP gonHo cHauana ybeautbcs, uto ans
usmUserPrivProtocol yctaHoBneHo 3HaueHue usmNoPrivProtocol, npexae
yeM OHO CMOXeT YyCTaHOBWTb 3HaueHne usmUserAuthProtocol ana
usmNoAuthProtocol.

pynna: usmMIBBasicGroup

Trap-yBepomneHue: usmUserCloneFrom

[octyn: [InA uteHnA 1 co3gaHunA
CMHTaKcuuecKkan cTpyKtypa: MoeHTudrkaTop obbekTta

UpeHTudukatop obbekra:
1.3.6.1.6.3.16.1.4.1.7.8.71.112.114.105.118.97.116.101.0.2.1

OnpepeneHue: YkasaTtenb Ha ApYryto KOHLENTyanbHY CTPOKY B 3TOM
Tabnuue usmUserTable. Monb3oBaTtenb B 3TOM APYrol KOHUENTyanbHOwM
cTpoke HasbiBaeTcA clone-from user (knoH nonb3oBaTtens). Mpwu

CO30aHMM HOBOTO nosnb3oBaTens (T.e. B 3ToM Tabnuue co3naetcsa

HOBas KOHLENTyasibHasi CTPOKA) NapaMeTpbl KOHDUAEHLUANBHOCTH U
ayTeHTUMKaALKUKW HOBOIO NONb30BaTeNA AOMKHbI ObITb KNOHUPOBaHbI Y €ro
KIOHa nonb3oBaTens. 3TUMK NapaMeTpaMu SBAOTCA:

e - npoToKkon ayTeHTMdHKauuu (usmUserAuthProtocol)
e - npoToKoN KoHuaeHumansHoct (usmUserPrivProtocol)

OHu ByayT cKOMMPOBaHbI HE3aBUCUMMO OT TEKYLLLEro 3HaUEHMUs.
KnoHupoBaHuWe TakXe NPUBOAMT K TOMY, UTO HauallbHble 3HaUEHUSA
CEeKpeTHOro Kitoua ayTeHTUHKaumm (authKey) u cekpeTHoro kitoua
WwKndposaHua (privkey) HOBOro nonb3oBaTens yCTaHaBAWBAOTCA Ha

Te )Ke 3HaUEHMUs], UTO U COOTBETCTBYIOLLME CEKPETHbIE KMHOUM KNOHa
nonb3oBatens, utobbl npouecc KeyChange npovcxogun no mepe
HeobX0AMMOCTH BO BpeMs CO34aHuWs nonb3osaTtens. [epsblit pas,

KOrfa sK3emnnsap 3Toro obbeKkTa 3ajaeTcsa onepauueit ynpasneHus (B
MOMEHT UJM NOCJIe ero CO3AaHus), 3anycKkaeTcsa NpoLecc KNOHUPOBAHMUS.
MocnepytoLire 3anucH BbINOMHEHbI YCMELIHO, HO He BbI3bIBAkOT HUKAKMUX
LEeNCTBUIA, KOTOPbIE AOMKHbI ObITb NPeANpPUHATLI NonyuaTteneM. lMpouecc
KNOHWPOBaHMA 3aBepLuaeTcs ownbKom inconsistentName, ecnu
KOHLeNTyanbHas CTpOKa, NPeACcTaBnstoLlas KiNoH Nofib30BaTens, He
CYLLeCTBYET UMM HE HAXOAWUTCS B aKTUBHOM COCTOSIHWUM NPU Bbl30BE
npouecca KnoHUMpoBaHUs. Mpu uTeHU 3Toro obbeKTa BO3BpaLLaeTcs
naeHTudurkatTop obbekta ZeroDotZero.

Mpynna: usmMIBBasicGroup

Trap-yBepomneHue:
usmUserOwnAuthKeyChange
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[octyn: [InA uteHMA n co3aaHunA
CMHTaKcUueckas cTpykTypa: String

UneHTUdukaTop obbekTa:
1.3.6.1.6.3.16.1.4.1.5.8.71.112.114.105.118.97.116.101.0.2.1

Onpepenenue:lloBefeHMe COOTBETCTBYET NOBEAEHUIO
usmUserAuthKeyChange c o4HWM 3aMEeTHbIM OTAMUKUEM: AMS YCNELHOro
BblNoNHeHus onepauuu SET uma nonb3osartena usmUserName nHuunaTtopa
3anpoca onepaumm JOMKHO CoBNaAaTb C UMEHeM Nonb3oBaTena
usmUserName, MHOEKCUPYHOLLErO CTPOKY, ABAAIOLLYHOCA LieieBON Ans

3ToM onepauunun. Kpome T0Oro, AnsA 3701 onepaunn OnXKHa UCMoNb30BaTbCA
Mopenb besonacHocTv USM. Mpaes 3akntouaeTca B TOM, UTO AOCTYM K 3STOMY
cTonbuy MOKeT bbiTb OTKPbITbIM, TaK KakK OH MO3BOJMIUT NOMb30BaTENtO
M3MEHWTb TONbKO CBOW CODCTBEHHbIN CEKPETHBIN KITHOU ayTEHTUMUKALMK
(authKey). ObpatnTe BHUMaHMe, UTO 3TO MOXHO CAeNaTb TOJIbKO B TOM
crnyuyae, ecnu cTpoka aktusHa. Ecnun 3anpoc SET nonyueH, a usmUserName
MHUUMATOPa 3anpoca He cosnagaeT ¢ umsUserName, ana nHaeKcupyroLlero

RUGGEDCOM ROS Bepcua5.5
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

CTPOKY, ABMAIOLLYHOCA LeneBOoM AN1A 3ToM onepauvu, BO3BpallaeTca
olwmnbka noAccess. Ecnun 3anpoc SET nonyueH 1 nucnonblyemMas Mofenb
6e3onacHocTu He aBnseTca USM, Bo3Bpalyaetcs ownbka noAccess.

pynna: usmMIBBasicGroup

Trap-yBegomneHue:
usmUserOwnPrivKeyChange

[octyn: [InA uteHnAa n co3gaHunA
CMHTaKcuueckas cTpykTtypa: String

UpeHTudumkatop obbekra:
1.3.6.1.6.3.16.1.4.1.9.8.71.112.114.105.118.97.116.101.0.2.1

OnpepeneHue:lloBefeHMe COOTBETCTBYET NOBEAEHUIO
usmUserPrivKeyChange ¢ oiHUM 3aMEeTHbIM OTAMUYMEM: NS YCMNELHOro
BbIMoNHeHWA onepaunn SET umA nonb3oBatensa usmUserName nHuumMaTopa
3anpoca onepawyuu JONKHO COBMaaTb C UMEHEM NoNb3oBaTens
usmUserName, HHOEKCMpPYLOLLEro CTPOKY, ABNAIOLLYOCA LeneBomn ana
3TOM onepauuu. Kpome Toro, Ana sToM onepauuu JOMKHA MCNONb30BaTbhCA
Mogzenb beszonacHocTu USM. Upes 3akntouaetca B TOM, UTO 4OCTYN

K 3TOMY CTONIBLY MOXKEeT ObITb OTKPbITbIM, TaK KaK OH NMO3BONUT
NoNb30BaTENO U3MEHWUTb TONbKO CBOM CODCTBEHHbIM CEKPETHbIN KITHoU
KoHdKaeHUManbHocTH (privKey). ObpaTuTe BHUMaHWeE, UTO 3TO MOXHO
caenaTb TONIbKO B TOM Cllyuae, eciiv CTPOKa akTMBHa. Ecnu 3anpoc

SET nonyueH, a usmUserName nHuumatopa 3anpoca He coBnagaet ¢
umsUserName, Ana MHOEKCUMPYIOLLErO CTPOKY, ABMAIOLLYOCA LeneBon

[Ns1 3TOM onepauuu, Bo3BpallaeTcs owmbrka noAccess. Ecnu 3anpoc SET
nonyueH 1 Ucnonb3lyemMas Mogenb 6e3onacHocTH He siBnsietca USM,
BO3BpallaeTcsa ownbka noAccess.

pynna: usmMIBBasicGroup

Trap-yBepomneHue: usmUserPrivKeyChange

[octyn: [InA uteHnA 1 co3gaHunA
CMHTaKcuueckas cTpykTtypa: String

UpeHTudukaTtop obbekra:
1.3.6.1.6.3.16.1.4.1.8.8.71.112.114.105.118.97.116.101.0.2.1

OnpepeneHue: OObEKT, KOTOPbIM NPU USMEHEHWUU MPUBOLAUT K U3MEHEHUIO
CEKPETHOrOo KNtoua LWKMGpPOBaHUSA, UCNONb3YEMOro ANs COODLEHUH,
OTNpaBfAeMblX OT UMEHHM 3TOro nonb3osartens, B/nu3 SNMP-aBuxKa,
naeHtTuduumpoBaHHoro usmuUserEnginelD, ¢ NOMOLLbIO OAHOCTOPOHHEWH
yHKLMK. CBA3AHHBIM NpoTokon — usmUserPrivProtocol. CBA3aHHbIN
CEKPETHbIN KNOY — CeKPEeTHbIN KU KOH(MMAEHLMANbHOCTU NONb30BaTens
(privKey). CBA3@HHbIV anropuT™M XeLWMpPOBaAHWUA — 3TO aNropuTM,
ncnonb3yembit npotokonom usmUserAuthProtocol nonb3osatens. Mpwu
CO3/aHKWK HOBOTO Nonb3oBaTens olWwmnbkKa inconsistentName ans onepaumm
SET ccbinaetca Ha 3TOT 06bEKT, eCiiu OH He MHULMANU3MPOBaH paHee

MM OQHOBPEMEHHO C MOMOLLbIO onepauunn SET ana cootseTcTBytOLLErO
ak3emnnApa usmUserCloneFrom. Ecnun 3HaueHWe COOTBETCTBYHOLLIETO
usmUserPrivProtocol pasHo usmNoPrivProtocol, To 3anpoc SET BbinonHeH
yCneLwHo, Ho haKTUUECKH ABNSeTCA No-op (NycToi onepauuei). Mpu
UTeHWM 3TOro obbeKTa BO3BPALLAETCA CTPOKA HYNeBoOW AnNuHbI (NycTan).
PekomMeHayemyto npoueaypy M3MEHeHHs Kitoua CM. B pa3fene onucaHua
usmUserAuthKeyChange.

pynna: usmMIBBasicGroup

Trap-yBepomneHue: usmUserPrivProtocol

RUGGEDCOM ROS Bepcusa5.5
PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

[octyn: [InA uteHnA 1 co3gaHunA
CMHTaKcuuecKkan cTpyKtypa: MoeHTudrkaTop obbekTta

UpeHTudukatop obbekra:
1.3.6.1.6.3.16.1.4.1.6.8.71.112.114.105.118.97.116.101.0.2.1

OnpepeneHue: YKasbiBaeT, MOTYT I COOBLLEHUS, OTNPaBNeHHbIe OT
MMeHU 3Toro nonb3oBartens B/u3 SNMP-gBuxKa, HAeHTUHULMPOBAHHOIO
usmUserEnginelD, BbITb 3aLUuLLeHbl OT pa3rialleHus, 1 ecny aa, To

TUN UCMONb3yeMOro NPOTOKONa KOHPUAEHUUANBHOCTH. IK3eMNap

3T0ro obbekTa co3aaeTcs OLHOBPEMEHHO C CO3AaHUeM Noboro Apyroro
3K3eMnisipa obbeKTa 4ns TOro e nosb3oBatens (T.e. B paMkax 0bpaboTku
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

onepauuu SET, KoTopasi Co3AaeT NepBbli 3Kk3eMnisp obbekTa B TOM

e KOHUenTyanbHoM cTpoke). Ecnu HauanbHana onepauus SET (T.e.

BO BPeMS CO3[1aHWUsi CTPOKM) MbITAETCA YCTAHOBWUTb 3HAUeHUWe ans
HEW3BECTHOrO MKW HEMOAAEPKMBAEMOrO NPOTOKONA, BO3BpaLLaeTcs
olwmnbka wrongValue. 3HaueHune byaeT nepesanncaHolycTaHOBIEHO

npwv BbINONHEHWK onepauny SET Ana cCOOTBETCTBYHOLLErO IK3eMnnApa
usmUserCloneFrom. Nocne co3gaHusa 3k3emMnnsapa 3HaueHne Takoro
3K3eMMnsipa 3Toro 06bekTa MoXeT ObITb U3MEHEHO TOMBKO C MOMOLLbIO
onepauwnu SET Ha 3HaueHune usmNoPrivProtocol. Ecnu onepauus SET
NbITaeTCA U3MEHUTb 3HaUEHHWeE CYLLLECTBYHOLLIErO IK3eMMsApa 3Toro obbekTa
Ha ntoboe 3HaueHue, oTnMuHoe ot usmNoPrivProtocol, Bo3Bpaluaetca
owwnbka inconsistentValue. Obpatute BHUMaAHWeE, UTO €CNIU UCTIONb3YyeTCs
KaKoM1-nnbo NpoTOKON KOHPUAEHLMANBHOCTH, HEODXOAMMO TaKXKe
MCMoNb30BaTb MPOTOKON ayTeHTUdMKauun. [ipyruMu crnioBaMu, eciu

ana usmuUserPrivProtocol 3a4aHo Kakoe-nMbo MHOe 3HaueHue, Yem
usmNoPrivProtocol, To cooTBeTcTBYOLWMIA 3K3eMnnap usmUserAuthProtocol
He MoXKeT uMeTb 3HaueHue usmNoAuthProtocol. Ecnu oH nmeeT Takoe
3HaueHWe, BO3BpaLLaeTcsa owmnbka inconsistentValue.

pynna: usmMIBBasicGroup

Trap-yBepgomneHue: usmUserPublic

[octyn: [InA uteHnA 1 co3gaHunA
CMHTaKcuuecKkas cTpykTtypa: String
UpeHTudukatop obbekra: 1.3.6.1.6.3.16.1.1.1.1

OnpepeneHue: ObLlefoCTyNHOE 3HAUEHUE, KOTOPOE MOXET bbiTb
3anMcaHo KakK uacTb npoueaypbl U3MEHEHUSI CEKPETHOTO KItoua
ayTEHTUMHUKALUMU /MU KOH(DUAEHLMANBHOCTH MONIb30BAaTENSA, a 3aTEM
MpounTaHo, uTobbl ONpesenuTb, bbiNo N NPOU3BEAEHO U3MEHEeHUe
CEeKpeTHOro Kitoua.

pynna: usmMIBBasicGroup

Trap-yBepomneHnue: usmUserSecurityName

[ocTtyn: TonbKo Ans uteHms
CMHTaKcuuecKkas cTpykTtypa: String

UpeHTudukatop obbekra:
1.3.6.1.6.3.16.1.2.1.3.2.7.112.114.105.118.97.116.101

OnpepeneHue: YaobHas ansi BOCNpUATHASA UETOBEKOM CTPOKa,
npeacTaBnstoLLan NONb30BaTeNs B HE3aBUCHMMOM OT Mogeny be3onacHocTu
opmarte. [peobpa3oBaHuWe NO yMONUAHUIO MAEHTUHUKATOPA
6e30MacHOCTH, 3aBUCALLErO OT MOAeNM be3onacHOCTH NoNib3oBaTens, B
securityName 1 HaobopoT ABRAETCA (hyHKLUeH AEHTUMKALUHK, TaK UTO
securityName coBnapgaet c userName.

pynna: usmMIBBasicGroup

Trap-yBepgomneHue: usmUserSpinLock

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKan CTpyKTypa: Integer

UpeHTudukatop obbekra:
1.3.6.1.6.3.16.1.2.1.5.2.7.112.114.105.118.97.116.101

OnpepeneHue: PekoMeHAoBaHHas BIIOKMPOBKa, UCMONb3yeMast A TOro,
uTODbI MO3BONMUTH HECKONbKMM B3aUMOAENCTBYHOLLUM NMPUITOXKEHUSM
reHepaTopa KOMaHJ KOOPAWHMPOBATb UCMONb30BaHUE UMM CPELCTB Afis
M3MEHEHUs CEKPETHbIX KItouel B Tabnuue usmUserTable.

pynna: usmMIBBasicGroup

Trap-yBepomneHue: usmUserStatus
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[octyn: [InA uteHnA 1 co3gaHunA
CUHTaKCHuecKan CTpyKTypa: Integer

UpeHTudukaTtop obbekra:
1.3.6.1.6.3.16.1.2.1.4.2.7.112.114.105.118.97.116.101

OnpepeneHue: CTaTyc 3TOro KOHLeNTyanbHOro paga. [Jo Tex nop, noka
3K3eMNAsAPbl BCEX COOTBETCTBYHOLMX CTONOLOB He ByayT HaCTPOeH bl
COOTBETCTBYHOLLMM 06pa3oM, 3HaUeHWe COOTBETCTBYHOLLIErO SK3eMNsApa
cronbua usmUserStatus byaet notReady. B uacTHOCTH, HelaBHO CO3AaHHas
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

CTpOKa Af1A NoNb30BaTeNs, NCMONb3YHOLLEro ayTeHTUHUKALMIO, HE MOXKET
ObITb aKTUBMpPOBaAHa 10 Tex Nop, Noka He ByayT 3aaHbl COOTBETCTBYOLLME
usmUserCloneFrom n usmUserAuthKeyChange. Kpome Toro, HegaBHo
CO3[aHHasA CTPOKa AnA NoNb30BaTeNs, KOTOPbIM TaKXXe UCNoNb3yeT
KOHMUAEHLMANBHOCTb, HE MOXeT BbITb aKTUBMPOBaHa 0 Tex Nop, Noka
He byget yctaHoBneHo usmUserPrivKeyChange. RowStatus [RFC2579
<rfc2579.html>] TpebyeT, utobbl B 3TOM NyHKTe ONMMCAHWUA yKa3biBanocs,
NpU Kaknx obCToATeNbCTBax Apyrue ob6beKTbl B 3TOM CTPOKE MOTyT

ObITb U3MEHEHbI: 3HaUeHKWe 3TOro obbekTa He BAUAET HAa BO3MOXHOCTb
M3MeHEeHUs Apyrux 06beKTOB B 3TOW KOHLENTyalbHOM CTPOKE, 3a
nckntoueHnem usmUserOwnAuthKeyChange n usmUserOwnPrivKeyChange.
[na 3Tux 2 ob6bekToB 3HaueHMne usmUserStatus JO/MKHO ObiTb aKTUBHbIM.

pynna: usmMIBBasicGroup

Trap-yBepomneHue: usmUserStorageType

[octyn: [InA uteHnA 1 co3gaHunA
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatop obbekra: 1.3.6.1.6.3.16.1.5.1.0

OnpepeneHue: TUM 3aNOMUHAIOLLErO YCTPOKMCTBA AnsA 3TOM
KOHL,ENTyanbHOW CTPOKK. KoHLenTyarnbHble CTPOKKU, UMEIOLLIME 3HAUEeHHE
permanent, 4OMKHbI 0becneunBaTth 4OCTYM K 3aMUCK KaK MUHUMYM ANs:

e -usmUserAuthKeyChange, usmUserOwnAuthKeyChange u
usmUserPublic ana nonb3oBaTens, UCMONb3yHLLEro ayTeHTUMUKALMIO,
]

* - usmUserPrivkeyChange, usmUserOwnPrivKeyChange u usmUserPublic
ANA nonb3oBaTens, MCNONb3yoLLero KOHMUAEHLMANbHOCTb.

ObpatuTte BHMMaHUe, uto Ntoboi nonb3oBaTeNb, UCNONb3YHOLLMNI
ayTeHTUMKALMIO UM KOHDUAEHLMANBbHOCTb, AOMKEH Pa3peLLmnTb
0BHOBNEHME CBOUX CEKPETHbIX KtOUel 1, criefoBaTeibHO, He MOXET BbITb
readOnly. Ecnu HauanbHas onepauua SET nbiTaeTca yCTaHOBUTb 3HaUeHWe
readOnly ana nonb3oBaTens, UCMOMNb3YHLLEro HaCTPOMKK ayTeHTUMUKALMK
WNU KOHMAEHLMANbHOCTH, BO3BpaLlaeTcs owmnbka inconsistentValue.
ObpaTnTe BHMMaHKe, UTO eCliM B KauecTBe 3HaueHUs paHee bbino
YCTaHOBNEHO (HEABHO MK AABHO) Nt0bOe 3HaUeHUe, TO MPUMEHSAIOTCS
npasuna, onpeaeneHHble B TEKCTOBOM cornatleHunn StorageType. Pellenune
0 TOM, NpuUHUMaeTca nu SET ansa cTpoku co 3HaveHunem readOnly nnu
permanent oTHOCUTCA K cnocoby peanusaumun. B ogHKX cinyuasx 3To

MO>eT UMeTb CMbICH, B ApPYyrnx — HeT. Ecnin SET ana cTpoku co 3HaueHnem
readOnly unu permanent He NpMHMMaeTCA, BO3BpaLLaeTcs owmnbKa
wrongValue.

SNMPv2-MIB

Fpynna/O6bekT

OnucaHue

Ipynna: snmpBasicNotificationsGroup

Trap-yBegomneHue: AuthenticationFailure

[octyn: 0
CMHTaKcHueckas CTpyKTypa: —
UpeHTudukatop obbvekra: 1.3.6.1.6.3.1.1.5.5

OnpepeneHue: JloByLKa authenticationFailure o3HauaeT, uto 0b6beKkT
SNMPV2, feHcTBYIOLLMI B PONK areHTa, Nnonyuunn coobLieHre npoTokona,
KOTOpPOE He MPOLLUO Hagnexallyto ayTeHTudrKauumto. XoTa Bce
peanu3auin SNMPv2 fomKHbl 6biTb CNOCOBHbBI reHepUpoBaTh 3Ty NOBYLLKY,
06bekT snmpEnableAuthenTraps ykasbiBaeT, byaeTt nu 3Ta noByLUKa
reHepvMpoBaTbCcA.

Fpynna: snmpGroup

Trap-yBepomneHnue: snmplnASNParseErrs
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Joctyn: Tonbko ANA uTeHKA

CuHTakcuueckas ctpykrypa: Counter32
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

UpeHTtudukatTop obbekra: 1.3.6.1.2.1.1.5.0

OnpeaeneHue: Obuiee konuuectBo ownbok ASN.1 unu BER,
obHapyxeHHbIx 06bekToM SNMP npu fekoanpoBaHuM nonyueHHbix SNMP-
coobLEeHN .

Mpynna: snmpCommunityGroup

Trap-yBepomneHue:
snmplnBadCommunityNames

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UpeHTtudpmkatTop obbekra: 1.3.6.1.2.1.1.2.0

OnpepeneHue: Obuiee konmuectBo SNMP-coobLLeHUI, [OCTaBNEHHbIX
B 06bekT SNMP, koTopas ucnonb3osana UMa SNMP-coobLecTsa,
HEeU3BECTHOE yKa3aHHOMY 0ObeKTy.

Mpynna: snmpCommunityGroup

Trap-yBepomneHue:
snmplnBadCommunityUses

[ocTtyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UpeHTudpmkatop obbvekra: 1.3.6.1.2.1.1.9.1.3.0

OnpegeneHue: Obuiee konmuectBo SNMP-coobLLeHUI, [OCTaBNEHHbIX
B 06bekT SNMP, koTopbIf NpeacTaBnsan coboit SNMP-onepauuto,
3anpelleHHyto SNMP-coobLecTBOM, YKa3aHHbIM B COOOLLIEHUM.

Mpynna: snmpGroup

Trap-yBepomneHue: snmplnBadVersions

[octyn: TonbKo ANA uTeHus
CuHTaKcuueckas cTpyktypa: Counter32
UpeHTtudukatop obbvekra: 1.3.6.1.2.1.1.9.1.2.0

OnpepeneHue: Obuiee konuuectBo SNMP-coobLLEHWI, [OCTABMIEHHbIX B
06bekT SNMP 1 npefHa3HauUeHHbIX Ans HenoaaepkuBaeMol Bepcun SNMP.

Mpynna: snmpGroup

Trap-yBegomneHnue: snmplnPkts

[octyn: TonbKo ANA uTeHuns
CuHTaKcuueckas cTpykTypa: Counter32
UpeHTtudukatTop obbekra: 1.3.6.1.2.1.1.8.0

OnpegeneHue: ObLLee KONMUECTBO COOBLLEHN, OCTaBNEHHbIX 0ObEKTY
SNMP oT TpaHCNOPTHOWM Cnybbl.

Mpynna: snmpGroup

Trap-yBepomneHue: snmpProxyDrops

[octyn: TonbKo ANA uTeHuns
CuHTaKcHueckas cTpykTypa: Counter32
UneHTudukatop obbvekra: 1.3.6.1.2.1.1.9.1.4.0

OnpepeneHue: Obulee KonuuecTBo Moaynei GetRequest-PDU,
GetNextRequest-PDU, GetBulkRequest-PDU, SetRequest-PDU u
InformRequest-PDU, noctaBneHHbix B 06bekT SNMP, KoTopble 6binu
OTKJTHOUEHbI, MOCKOMbKY Nnepefava (BO3MOXHO, NepeBefeHHOro)
CoobLEeHMA Ha LeneBoi NPOKCHK 3aBepLUIMNach HeyaauHo (KpomMe TanMm-
ayTa) TakMM 0bpa3om, uTo He yaanocb BepHyTb Moaynb Response-PDU.

Fpynna: snmpSetGroup

Trap-yBepomneHue: snmpSetSerialNo

[octyn: [InA uteHMA 1 3anucu
CUHTaKCcHuecKkas CTpykTypa: Integer
UpeHTtudukatTop obbekra: 1.3.6.1.2.1.1.7.0

OnpepeneHue: PekoMeHaoBaHHas BNOKUPOBKA, UCNONb3yeMasn

[nsi Toro, utobbl NO3BOMUTL HECKONbKUM B3aUMOJENCTBYOLWUM

obbekTaM SNMPV2, Kaxabli U3 KOTOPbIX BbICTYMNAET B PONU MEHEXepa,
KOOPAMHUPOBATb MCNONb3oBaHMe nmu onepauunu SET ana SNMPv2. 3tot
06BbEKT UCNoNb3yeTcs AN KOOPAUHALWKU KPYMHOMOZAYNbHbIX CTPYKTYp. Ons
OOCTUXEHWA KOOPAMHALMK MEIKOMOAY bHbIX CTPYKTYP B KaXX4oM rpynne
MIB Mo>eT BbITb onpefefieH OAUH UKW HECKOSIbKO aHanorMuHblx 0ObeKToB,
B 3aBMCMMOCTU OT OOCTOATENbLCTB.

Mpynna: snmpGroup
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[ocTtyn: TonbKo ANA uTeHuns
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Trap-yBepgomneHue: snmpSilentDrops

CuHTakcuueckas ctpyktypa: Counter32
UpeHTudukatop obbvekra: 1.3.6.1.2.1.1.3.0

OnpepeneHue: ObLiee KonuuecTBo mogynei GetRequest-PDU,
GetNextRequest-PDU, GetBulkRequest-PDU, SetRequest-PDU u
InformRequest-PDU, noctaBneHHbix B 06bekT SNMP, 6bino yaaneHo,
NOCKOMNbKY pa3Mep OTBeTa, CoAep Kallero anbTepHaTUBHbIM MOAYNb OTBETA
C MyCTbIM NONEM NPUBA3KKU NePEMEHHbIX, bbin bonbLle, ueM NokanbHoe
OrpaHUYeHne UMM MaKCUManbHbIW pazMep COObLLEHNSA, CBA3AHHbIN C
MHULMATOPOM 3anpoca.

Ipynna: systemGroup

Trap-yBepomneHue: sysContact

dyHkumnoHan areHta: RC-SNMPv2-MIB-AC
[octyn: [1na uteHnA 1 3anucu
CMHTaKcUueckasn cTpykTtypa: String
UpeHTudukatop obbvekra: .1.3.6.1.2.1.6.5.0

OnpepeneHue: TeKCToBaA MAEHTU(UKALMA KOHTAKTHOMO nuLa Aans
[laHHOTO YNpaBnsieMoro y3na BMecTe C MH(bopMaLMei 0 TOM, KaK CBA3aTbCs
C 3TUM NUUOM. ECln KOHTaKTHast MHOpMaLMs HEU3BECTHA, 3HaUeHWe
PaBHO CTPOKe HYNeBOW ANWHbI.

OnpepeneHue: [Ins 3T7oro obbekTa noanep>KMBaeTcs CTpoka o 49
CMMBOJOB.

pynna: systemGroup

Trap-yBepomneHue: sysDescr

[ocTtyn: Tonbko Ans uteHus
CMHTaKcuuecKkas cTpykTtypa: String
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.6.7.0

OnpepeneHue: TekcToBOE onucaHWe obbeKTa. ITO 3HaUEHUE JOSIKHO
BKNtOUaTb MONIHOE Ha3BaHWE U UOEHTU(UKALMIO BEPCHUM annapaTHoro Tuna
CUCTeMbl, MPOTrPaMMHO-0NEPATUBHOMN CUCTEMBI M CETEBOFO NMPOrPaMMHOI0
obecneueHusa.

pynna: systemGroup

Trap-yBepgomneHue: sysLocation

®yHkuyuoHan areHta: RC-SNMPv2-MIB-AC

[octyn: [InA uteHMA 1 3anucu

CMHTaKcUueckas cTpykTypa: String

UneHTtudpmkatop obbvekra: .1.3.6.1.2.1.6.13.1.2.0.0.0.0.22.0.0.0.0.0

OnpepeneHune: dusnueckoe pacnonoxeHue 3Toro ysna (Hanpvmep,
"cepBepHas, 3-# atax"). ECiM MecTonono)eHue HeM3BeCTHO, 3HaueHue
paBHO CTPOKe HyNEeBOW AJIMHbI.

OnpepeneHue: 118 3Toro obbekta NoAAEPIKUBAETCA CTPOKA 40 49
CMMBOJIOB.

pynna: systemGroup

Trap-yBepomneHue: sysName

dyHkumnoHan areHta: RC-SNMPv2-MIB-AC

[octyn: [1na uteHnA 1 3anucu

CMHTaKcUueckasn cTpykTtypa: String

NpeHTudukatop obbvekra: .1.3.6.1.2.1.6.13.1.3.0.0.0.0.22.0.0.0.0.0

OnpepeneHue: HazHaueHHOe aflMUHUCTPATOPOM UMS [inA 3TOro
ynpaBnsemMoro y3na. o obwemMy npasuny, 3To NoOAHOE JOMEHHOE UMSA
y3na. Ecnv uMs HeM3BeCTHO, 3HaUeHMe PaBHO CTPOKE HYNEBOW ANWHbI.

Onpepenexue: [Ins 3T7oro obbekTa Noaaep>KMBaeTcs CTpokKa o 24
CMMBOJOB.

pynna: systemGroup

Trap-yBepgomneHue: sysObjectID
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[ocTtyn: Tonbko Ans uteHus
CMHTaKcuueckas cTpykTtypa: String
UpeHTudumkatop obbekra: .1.3.6.1.2.1.6.13.1.4.0.0.0.0.22.0.0.0.0.0
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna/O6bekT

OnucaHue

OnpepeneHue: ABTOpUTETHAA MAEHTUHUKALMA NOCTABLLMKOM
NOACHUCTEMBI YIPaBNEHUA CETbIO, COAep3KalLencs B obbekTe. 3TO 3HaUeHue
pacnpegensetcs B paMkax nogaepesa «Mpeanpusatua SMi» (1.3.6.1.4.1)

1 obecneumBaeT NPOCTOE W OJHO3HAUHOE CPeACTBO AN ONpeaeneHus
TOro, ynpaBlieHWe KakuM MMeHHO 0b6beKTOoM ocyLecTBnAeTcs. Hanpumep,
ecnv noctaBLymMKy «Flintstones, Inc.» 6bIN0 NpUCBOEHO NojaepeBo
1.3.6.1.4.1.4242, oH MOT NpUCBOUTb MaeHTUdHMKaTop 1.3.6.1.4.1.4242.1.1
obbekTy «Fred Router».

pynna: systemGroup

Trap-yBepomneHue: sysORDescr

[octyn: TonbKo Ana uteHms
CMHTaKcuueckas cTpykTtypa: String
UpeHTudumkatop obvekra: .1.3.6.1.2.1.6.13.1.5.0.0.0.0.22.0.0.0.0.0

OnpepeneHue: TeKCTOBOE ONMMCaHUE BO3MOXHOCTEW,
MOEHTUMULMPOBAHHbBIX COOTBETCTBYHOLLMM 3K3eMnnsapoMm sysORID.

pynna: systemGroup

Trap-yBepomneHue: sysORID

[ocTtyn: TonbKo Ana uteHms
CUHTaKCHuecKasn CTpyKTypa: Integer
UpeHTudumkatop obvekra: .1.3.6.1.2.1.6.13.1.1.0.0.0.0.22.0.0.0.0.0

OnpepeneHue: ABTopuTeTHaA MAEHTUMNKALMA 3aABNEHUA O
BO3MO>XHOCTAX B OTHOLUEHMM pa3nnuHbix Moaynei MIB, nogaepxunBaemMbix
nokanbHbiM 06bekToM SNMPV2, BbICTYNatoLWMM B PONH areHTa.

pynna: systemGroup

Trap-yBepomneHue: sysORLastChange

[ocTtyn: Tonbko Ans uteHus
CuMHTaKcuueckas cTpykrtypa: Timeticks
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.6.9.0

OnpepeneHue: 3HaueHue sysUpTime Ha MOMEHT NOCNeAHEr0 U3MEHEHHA
COCTOSIHUA UNK 3HaueHus noboro ak3emnnsapa sysORID.

pynna: systemGroup

Trap-yBepomneHue: sysORUpTime

[ocTtyn: Tonbko Ans uteHus
CMHTaKcuueckas cTpyKktypa: TimeStamp
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.6.8.0

OnpepeneHue: 3HaueHue sysUpTime Ha MOMEHT NOCNEAHEro 3K3eMnsApa
3TOM KOHLENTyanbHOM CTPOKH.

pynna: systemGroup

Trap-yBepomneHue: sysServices
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[ocTtyn: TonbKo Ans uteHms
CUHTaKCHuecKan CTpyKTypa: Integer
NpeHTudumkatTop obbvekra: .1.3.6.1.2.1.6.14.0

OnpepeneHue: 3HaueHKe, yKasblBatoLee Habop cnyxb, KoTopble 3TOT
0DbEKT MOXET NOTeHLUMaNbHO NPefoCTaBUTb. 3HaUEHUEM ABNAGTCA CyMMa.
McxopHoe 3HaueHWe 3TOM CyMMbl PaBHO HyJHO. 3aTeM, AN1A KaXXAoro YpoBHsA
L (B anana3oHe oT 1 fo 7), ANsi KOTOPOrO 3TOT y3eN BbINOMHAET TPaH3aKLUuHK,
MCNOMb3yeTCA NOBbILWAOLLMI KO3 DULMEHT paBHbIK 2 (L— 1), KOTOPbIK
npUMeHsaeTca K cymme. Hanpumep, y3en, BbINONHAOLLMI TONbKO (hYHKLUWK
MapLupyT13auuu, byaet umeTb 3HaueHue 4 (27(3-1)). Hanpotus, y3en,
KOTOPbIH ABAAETCA XOCTOM, NPEAOCTaBAAOLLNM CYXObl NPUNOXKEHUH,
bynet umeTb 3HaueHue 72 (2A(4-1) + 2/(7-1)). Obpatute BHUMAHHWeE, UTO B
KOHTeKCTe Habopa NpPoTOKONOB MHTEpPHET 3HAUEHMA ClieayeT pacCUMTbiBaTb
COOTBETCTBEHHO:

e VYpoBeHb 1: pu3nueckuii (Hanpumep, NOBTOPUTENH)

e VpoBeHb 2: KaHan nepefauv AaHHbix/nogcetb (HanpuMmMep, MoCTbl)
e VpoBeHb 3: ceTeBol (Hanpumep, noaaepkka IP)

e VYpoBeHb 4: CKBO3HOW (HanpuMmep, noaaepxka TCP)

e YpoBeHb 7: npunoxeHus (Hanpumep, noaaepxka SMTP)
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna/O6bekT

OnucaHue

Ona cucteMm, BKNtoUaroLLMx NnpoTtokonbl OSI, Takxke MOryT 6biTb 3aCUmMTaHbl
YPOBHKU 5 1 6.

pynna: systemGroup

Trap-yBepomneHue: sysUpTime

[ocTtyn: TonbKo Ana uteHms
CuMHTaKcuueckas cTpykrtypa: Timeticks
NpeHTudumkatTop obbekra: .1.3.6.1.2.1.6.17.0

OnpepeneHue: BpeMa (B COTbIX AOMSX CEKYH/bI) C MOMEHTa NocneaHen
MOBTOPHOM MHWLMANU3ALMM UACTU CUCTEMBI YIPaBAEHWSA CETbHO.

SNMP-VIEW-BASED-ACM-MIB

Ipynna/O6bekT

OnucaHue

pynna: vacmBasicGroup

Trap-yBepomneHue:
vacmAccessContextMatch

®yHKkumnoHan areHta: RC-SNMP-VIEW-BASED-ACM-MIB-AC

[octyn: TonbKo Ana uteHus

CUHTaKcHueckas CTpykTypa: Integer

UpeHTudukatTop obbvekrta: 1.3.6.1.6.3.16.1.5.2.1.3.5.86.49.77.105.98.1.1

OnpepeneHue: Ecniv 3HaueHue 3Toro obbekTa ABnseTcs exact(1), To
BbIDMPatoTCA BCe CTPOKM, B KOTOPbIX contextName TOUHO COOTBETCTBYET
vacmAccessContextPrefix. Ecnu 3HaueHuWe 3Toro obbekTa siBnAeTcs
prefix(2), To BbIbUpatoTCs BCe CTPOKH, B KOTOPbIX MPUCYTCTBYET
contextName ¢ HauanbHbIMW OKTETaMM, TOUHO COBMALAIOLLMMM C
vacmAccessContextPrefix. 3To no3BonseT Mcnonb30BaTb NPOCTYH HOPMY
MOACTaHOBOUHbIX 3HAKOB.

Ipynna: vacmBasicGroup

Trap-yBepomneHue:
vacmAccessNotifyViewName

[octyn: [ina uTeHMA 1 co3naHua
CuMHTaKcuueckas cTpykTypa: String
UpeHTudukatTop obbvekra: 1.3.6.1.6.3.16.1.5.2.1.6.5.86.49.77.105.98.1.1

OnpepeneHue: 3HaueHWe 3K3eMnaApa 3TOro obbekTa onpeaenset
npeacrasneHne MIB ana koHTekcta SNMP, K KoTOpoMy 3Ta
KOHLeNTyanbHana CTpoKa paspeLuaeT JOCTYN ANS yBEAOMIIEHWN.
NoeHTudurumpoBaHHoe npeacTasneHme MIB — 3to npeacraBneHue, ans
koToporo vacmViewTreeFamilyViewName nMeeT TO xe 3HaueHue, uto

M 3K3eMNAAp 3Toro obbekTa; ecnu 3HaueHWe ABNAETCA NYCTON CTPOKOK
MNK ecnK HeT aKTUBHOro nNpefcTaBneHna MIB, nmetoLlero 3to 3HaueHue
vacmViewTreeFamilyViewName, To goctyn He npegoctaBnaeTcs.

Ipynna: vacmBasicGroup

Trap-yBepomneHue:
vacmAccessReadViewName

[octyn: [ina uteHMA 1 co3naHuA
CHHTaKcuueckas cTpykTypa: String
UpeHTudukatTop obbvekrta: 1.3.6.1.6.3.16.1.5.2.1.5.5.86.49.77.105.98.1.1

OnpepeneHue: 3HaueHWe aK3emnnApa 3Toro obbekTa naeHTUdULUPYeT
npeacrasneHne MIB ana koHTekcta SNMP, K KOTOpOMY 3Ta KOHLenTyanbHas
CTPOKa pa3speluaeT JOCTyN Ha uTeHue. MaeHTUdHLMpOBaHHOe
npeactaeneHne MIB — 31o npeacraBneHune, anAa KOTOPOro
vacmViewTreeFamilyViewName vmeeT To »e 3HaueHwue, UTo U 3IK3eMnnsap
3T0ro obbekTa; ecnv 3HaueHue ABNAETCA MYCTON CTPOKOM MK ecnu

HeT akTMBHOro npeactasneHuns MIB, metoLlero sto 3HaueHue
vacmViewTreeFamilyViewName, To goctyn He npegoctaBnaeTcs.

Ipynna: vacmBasicGroup

Trap-yBepomneHue: vacmAccessStatus

RUGGEDCOM ROS Bepcusa5.5
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[ocTyn: TonbKo ANA uteHus
CUHTaKcHueckas cTpykTypa: Integer
UpeHTudukatTop obbvekrta: 1.3.6.1.6.3.16.1.5.2.1.4.5.86.49.77.105.98.1.1

OnpepeneHue: CTaTyc 3TOro KOHUeNTyanbHoro paga. RowStatus [RFC2579
<rfc2579.html>] Tpebyet, utobbl B 3TO0M NyHKTe ONMMCAHWA yKa3biBanocs,
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pynna/O6bekT

OnucaHue

NPKU KaKnx obcToATenbcTBax apyrue 00beKTbl B 3TOM CTpOKe MOoryT
ObITb U3MEHEHbI: 3HaUeHWe 3TOro 0bbeKTa He BAUSAET Ha BO3MOXHOCTb
M3MeHeHNA Opyrmx 00bEKTOB B 3TOM KOHLJ,eI'ITyaJ'IbHOﬁ CTpoOKe.

pynna: vacmBasicGroup

Trap-yBepomneHue:
vacmAccessStorageType

[octyn: TonbKo Ana uteHms
CUHTaKCHuecKas CTpyKTypa: Integer

OnpepeneHue: Tvn 3aNOMUHaIOLLErO YCTPOWCTBA ANA 3TOM
KOHLENTyanbHOW CTPOKKU. [INf KOHLENTyaNnbHbIX CTPOK, MUMEIOLLMX 3HAUEHHUE
permanent, He TpebyeTca npegocTaBneHWe [OCTyNa Ha 3anncb AnA ntobbix
cTonbuoBbIX 06 BLEKTOB B CTPOKE.

Ipynna: vacmBasicGroup

Trap-yBegomneHue:
vacmAccessWriteViewName

[octyn: [ina uteHnA 1 co3gaHua
CMHTaKcUueckasn cTpykTtypa: String

OnpepeneHue: 3HaueHWe aK3emMnnApa 3Toro obbekTa naeHTUdULUPpYeT
npeacrasneHne MIB ana koHTekcta SNMP, K KOTOpOMY 3Ta KOHLenTyanbHas
CTPOKa pa3speLluaeT JOCTyM Ha 3anucb. MaeHTHdHULMpOBaHHOe
npeacraenerne MIB — 31o npeacrasneHune, anAa KOTOPOro
vacmViewTreeFamilyViewName vmeeT To »ke 3HaueHwue, UTo W 3IK3eMnnsap
370ro obbekTa; ecnv 3HaueHue ABNAETCA MYCTON CTPOKOM MK ecnu

HeT akTMBHOro npeactasneHuns MIB, nmetoLlero sto 3HaueHue
vacmViewTreeFamilyViewName, To goctyn He npegoctaBnaeTcs.

Ipynna: vacmBasicGroup

Trap-yBepomneHue: vacmContextName

[octyn: ToNbKO ANA UTeHKUA
CHMHTaKcuueckas cTpykTypa: String

OnpepeneHue: YaobHoe ana BOCNPUATUS UENOBEKOM UMS,
MAEHTUUUMPYIOLLEE KOHKPETHBIM KOHTEKCT B KOHKPETHOM 0bbekTe
SNMP. MycTtoe contextName (HyneBas AnvHa) NpeacTaBnaeT KOHTEKCT Mo
YMONUaHwto.

pynna: vacmBasicGroup

Trap-yBepomneHue: vacmGroupName

[octyn: [InA uteHMA n co3aaHunA
CMHTaKcUueckas cTpykTypa: String

OnpepeneHue: UMa rpynnbl, K KOTOPOM NPUHAASIEXMT 3Ta 3anNuch
(Hanpumep, koMbuHaums securityModel u securityName). 310 groupName
ncnonb3yeTcA B KauecTBe MHAeEKca B Tabnuue vacmAccessTable ans Bbibopa
NONWUTUKK yNpaBneHua goctynomM. OfHaKo 3HaueHue B 3ToM Tabnuue

He 03HauaeT, UTo 3K3eMNNAP CO 3HaUeHWeM CyLLecTByeT B Tabnuue
vacmAccesTable.

pynna: vacmBasicGroup

Trap-yBepomneHue:
vacmSecurityToGroupStatus

[octyn: [InA uteHnA 1 co3gaHunA
CUHTaKCHuecKan CTpyKTypa: Integer

OnpepeneHue: CTaTyc 3TOro KOHLUeNTyanbHOro paga. [lo Tex nop, noka
3K3eMMNAPbl BCEX COOTBETCTBYHOLWMUX CTONOLIOB He ByAyT HacTpOeH bl
COOTBETCTBYHOLLMM 0bpa3oMm, 3HaUeHne COOTBETCTBYHOLLIErO 3K3eMnnsapa
cronbua vacmSecurityToGroupStatus 6yaet notReady. B uactHocTH,

BHOBb CO3[aHHaA CTPOKa He MOXeT bbITb akTUBUPOBAHa, NOKa He

bypeT yctaHoBneHo 3HaueHune vacmGroupName. RowStatus [RFC2579
<rfc2579.htmli>] TpebyeT, utobbl B 3TOM NyHKTEe ONMNUCAHUA yKasbiBanocs,
Npu Kaknx obcToaTenbcTBax Apyrue obbeKTbl B 3TOM CTPOKE MOTyT

ObITb U3MEHeHbI: 3HaueHWe 3Toro obbekTa He BAUAET Ha BO3SMOXHOCTb
M3MeHeHUA Apyrux 06beKTOB B 3TOM KOHLeNTyalbHOM CTPOKe.

Ipynna: vacmBasicGroup

Trap-yBegomneHue:
vacmSecurityToGroupStorageType

[octyn: [ina uteHWA 1 co3gaHuA
CUHTaKCHuecKasn CTpyKTypa: Integer

OnpepeneHue: T1M 3aNOMWHAOLWEr0 YCTPOMCTBA ANA 3TOM
KOHUEeNTyanbHOM CTPOKMW. [INsi KOHUENTyanbHbIX CTPOK, UMEIOLLMX 3HAUEHHUe
permanent, He TpebyeTca NpefocTaBneHWe AOCTYNa Ha 3anuchb Ans Nobbix
cTonbuoBbiX 06bEKTOB B CTPOKE.
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pynna/O6bekT

OnucaHue

pynna: vacmBasicGroup

Trap-yBepomneHue: vacmViewSpinLock

[octyn: [inA uTeHnA 1 3anucu
CUHTaKCcHueckas CTpykTypa: Integer

OnpepeneHue: PekoMeHaoBaHHaA bNOKMPOBKa, MCMONb3yemas Ans Toro,
uToObl NpUNOXEHUA reHepaTopa KoMaHa SNMP Mornv KoopaAMHUpPOBaTb
ncnonb3oBaHue onepauuu SET Npu co3gaHUm UM M3MEHEHUU
npeactaBneHuin. Mpu co3gaHnM HOBOrO NPeaACTaBAeHUA UM U3MEHEHUU
CyLLECTBYHOLLErO NPefCTaBNeHUA BaXXHO MOHUMaTb NOTeHLMaNbHble
B3aMMOLENCTBUA C APYTMMU BUAAMKW UCMONb30BaHNUA NpeAcTaBieHus.
Heobxoanmo m3eneub vacmViewSpinLock. Ums cospaBaemoro
NpeacTaBneHus JOMKHO BbITb onpeaeneHo Kak YHUKanbHOe NpUNoXeHWeMm
reHepaTtopa komaHg SNMP ¢ nomowbro vacmViewTreeFamilyTable.
MmeHoBaHHOE NpefcTaBneHme MoxeT bbiTb co3aaHo (onepauueit SET),
BK/tOUas pekoMeHayeMyro bnokupoBKy. Ecniv 3a 370 Bpems gpyroe
npunoxeHue reHepatopa komaHg SNMP nameHuno npeacraBnexHus, 1o
3HaueHKue CNUH-BNOKMPOBKKU U3MEHUTCSA, U MOITOMY 3TO CO3AaHUE He
ByneT BbIMONHEHO, TaK Kak B HeM DyfeT yKka3aHo HemnpaBuiibHOe 3HaueHue
CNUH-6NOKMPOBKHK. MOCKONbKY 3TO peKOMeHAO0BaHHasA BNOKMPOBKa,
MCrnonb30BaHWe 3TOM BIOKMPOBKK He obecneunBaeTcs.

pynna: vacmBasicGroup

Trap-yBepomneHue:
vacmViewTreeFamilyMask

[ocTtyn: TonbKo ANA uTeHus
CuMHTaKcuuecKkan cTpykTtypa: String

OnpepeneHue: butoBas Macka, KOTopas B COYETaHWUU C COOTBETCTBYHOLLUM
sk3emnnspoM vacmViewTreeFamilySubtree onpenenset cemeicTBo
noaAepeBbeB NpeactaBneHnin. Kaxabiit 6UT 3o BUTOBOWM MackK
COOTBETCTBYET cybuaeHTUdukatopy vacmViewTreeFamilySubtree, npuuem
Hanbonee 3HaUMMBbIV BUT i-ro OKTETA 3TOr0 3HAUEHMA OKTETHOWM CTPOKMU
(Npu HeObXOAUMOCTHU PaCLLUMPEHHOTO, CM. HUXE) COOTBETCTBYET (8*i

— 7)-My cybupeHTUdMKaTOPY, @ HAMMeHee 3HaUKMMBbIHN BUT i-ro okTeTa

3TOMN OKTETHOW CTPOKM COOTBETCTBYET (8*i)-My cybuaeHTUduKaTopy,

rae i HaxoguTca B AnanasoHe oT 1 go 16. Kaxabii OUT 3ToM butoBOM

MaCKM yKa3blBaeT, JOMIXKHbI NI COOTBETCTBYIOLLME CyOUaeHTUUKATOPDI
coBnagaTb Npu onpegeneHunu, Haxoautca nu MOEHTUOUKATOP OBbEKTA
B 3TOM CEMEWCTBe NoAAepPeBbEB NpeAcTaBneHuit: 1" o3HauaeT, uto
[OMXKHO NPOM30MTU TOUHOE coBnageHue: "0" o3HauaeT "NoACTaHOBOUHbIN
3HakK", T.e. ntoboe 3HaueHuWe cybuaeHTUMKATOPa COOTBETCTBYET.

Takum obpasom, UOEHTUDUKATOP OBbEKTA X sk3emnnsipa obbekTa
COOEepP>KUTCA B CEMENCTBE NOAAEPEBbEB NPEACTAaBNEHUI, eCNK AN KaXKAoro
cybupeHTudHKaTopa 3HaueHus vacmViewTreeFamilySubtree:

e - i-i 6but vacmViewTreeFamilyMask paseH 0, nnu

e -i-ii cybupeHTUKKaTOP X paBeH i-My cybuaeHTUMKaTOpy 3HaUeHUs
vacmViewTreeFamilySubtree.

>Ecnu 3HaueHue 310 BUTOBOM Macku UMeeT AnvHy M 61T 1 B
COOTBETCTBYHOLLEM 3K3emnnsape vacmViewTreeFamilySubtree 6onbuuie
M cybupeHtTudurkaTopos, To bUTOBas Macka pacluupseTcs Ha 1,
utobbl UMeTb Heobxoanmyto AnuHy. ObpaTuTe BHUMAHWE, UTo, KOraa
3HaueHuWe 3Toro obbekTa ABASETCS CTPOKOW HYNeBOW ASIUHBI, 3TO
MPaBUIIO PaCLLUMPEHUSI MPUBOAMT K UCMONb30BaHUIO MackHu all-1

(1. e. 6e3 "noaCTaHOBOUHOIO 3HaKa"), a CEMeilcTBO NoaaepeBbeB
npeacTaBneHUi ABNAETCA OAHUM NOALEPEBOM NPEeACTaBNEHWH,
YHUKanbHbIM 06pa3oM MAEHTUPULMPOBAHHBIM COOTBETCTBYHOLLUM
3k3emnasipoM vacmViewTreeFamilySubtree. Obpatute BHUMaHWe, UuTO
MacKM AnvHow bonee Hyns He JOMKHbI MOAAEPKUBATbCA. B 3TOM cnyuae
3TOT OOBEKT JOCTYNEH TOMbKO A UTEHUS.

pynna: vacmBasicGroup
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[octyn: TonbKo ANA uTeHms

CUHTaKcMuecKas CTpyKTypa: Integer
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pynna/O6bekT

OnucaHue

Trap-yBepomneHue:
vacmViewTreeFamilyStatus

OnpepeneHue: CTaTyc 3TOro KOHUeNTyanbHoro paga. RowStatus [RFC2579
<rfc2579.html>] Tpebyet, utobbl B 3TOM NyHKTe ONMMCAHWUA yKa3biBanocs,
NpU Kaknx obCToATeNbCTBax Apyrue ob6beKTbl B 3TOM CTPOKE MOTyT

ObITb U3MEHEHbI: 3HaUeHWe 3TOro 0bbeKTa He BAUSAET Ha BO3MOXHOCTb
M3MEHEHUs ApYrux 06beKTOB B 3TOW KOHLENTyanbHOM CTPOKeE.

pynna: vacmBasicGroup

Trap-yBepomneHue:
vacmViewTreeFamilyStorageType

[ocTtyn: TonbKo ANA uTeHuns
CUHTaKCcHuecKas CTpykTypa: Integer

OnpepeneHue: TUM 3aNOMWHAIOLLETO YCTPOMCTBA A58 3TOM
KOHLENTyanbHOW CTPOKW. N1 KOHLENTyanbHbIX CTPOK, MMERLLUX 3HaUeHUe
permanent, He TpebyeTcsi NpefocTaBneHWe JOCTyNa Ha 3aMuCh AnA Nobbix
cTonbuoBbIX OO6LEKTOB B CTPOKE.

pynna: vacmBasicGroup

Trap-yBegomneHue:
vacmViewTreeFamilyType

[octyn: TonbKo Ans uteHus
CUHTaKCHuecKan CTpyKTypa: Integer

OnpepeneHue: YKasbiBaeT, ONpefenstoT in COOTBETCTBYIOLLME
ak3emnnApbl vacmViewTreeFamilySubtree n vacmViewTreeFamilyMask
CeMeicTBO nogaepeBbeB NPefCcTaBNeHMI, KOTOpble BKOUYEHbI B
npegcrasnedve MIB unu McknroueHbl U3 Hero.

TCP-MIB

Ipynna/O6bekT

OnucaHue

pynna: tcpGroup

Trap-yBepgomneHue: tcpActiveOpens

[octyn: TonbKo Ans uteHus
CuUHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.6.4.0

OnpepeneHue: Konnuectso npsimbix nepexonos TCP-coeanHeHui B
coctoaHue SYN-SENT m3 coctoanma CLOSED.

pynna: tcpGroup

Trap-yBepomneHue: tcpAttemptFails

[octyn: TonbKo Ans uteHus
CuUHTaKcHueckasn cTpykTypa: Counter32
NpeHTudumkatTop obbvekra: .1.3.6.1.2.1.6.15.0

OnpepeneHue: Konnuectso npsimbix nepexonos TCP-coeanHeHwmit B
coctoaHmne CLOSED u3 coctoAaHMa SYN-SENT unu coctoanua SYN-RCVD,
a TaKXXe KonnuecTeo npsAMbIx nepexonoB TCP-coeAnHeHWM B COCTOsIHKUE
LISTEN m3 coctoaHua SYN-RCVD.

pynna: tcpGroup

Trap-yBepomneHue: tcpConnlocalAddress

[octyn: TonbKo Ans uteHus
CuHTaKcuueckas cTpykrtypa: IpAddress
NpeHTudumkatTop obbekra: .1.3.6.1.2.1.6.11.0

OnpepeneHue: JlokanbHbil IP-agpec ans storo TCP-coegnHeHus. B
cryyae CoeIMHEeHUA B COCTOAHWMW NMPOCNYLLIMBAHUA, KOTOPOE roTOBO
NPUHATb coeiMHeHuUs Ana ntoboro IP-uHTepdeica, CBA3aHHOIO C y3110M,
ncnosnb3yetca 3Havenue 0.0.0.0.

pynna: tcpGroup

Trap-yBepomneHue: tcpConnlocalPort

[octyn: TonbKo Ans uteHms
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatop obbvekra: .1.3.6.1.2.1.6.6.0

OnpepeneHue: JlokanbHbI HOMep nopTa Ana 3toro TCP-coegnHeHus.

pynna: tcpGroup

Trap-yBepomneHue: tcpConnRemAddress
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[octyn: TonbKo Ans uteHus

CHHTaKcuueckan cTpyKTypa: IpAddress

NpeHTudumkatTop obbekra: .1.3.6.1.2.1.6.12.0
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pynna/O6bekT

OnucaHue

OnpepeneHue: YaaneHHbii IP-agpec ansa satoro TCP-coegnHeHums.

pynna: tcpGroup

Trap-yBepomneHue: tcpConnRemPort

[ocTtyn: TonbKo Ans uteHus
CUHTaKCHuecKas CTpyKTypa: Integer
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.6.1.0

OnpepeneHue: YaaneHHblt HoMep nopTa ansa atoro TCP-coeanHeHus.

pynna: tcpGroup

Trap-yBepomneHue: tcpConnState

[octyn: [InA uteHMA 1 3anucu
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.6.3.0

Onpepenenue: Cratyc 3toro TCP-coegnHeHnn. EQMHCTBEHHOE 3HaUeHwHe,
KOTOpOEe MOXeT BObITb 334aHO CTaHuuMel ynpasnenus, — deleteTCB(12).
COOTBETCTBEHHO, Af151 areHTa 4ONyCTMMO BO3BpaLLath oTBeT badValue,
€CNv CTaHUMA yNpaBneHus nbiTaeTca 3a4aTtb AnsA 3Toro obbekrta noboe
Apyroe 3HaueHue. Ecnu cTaHumA ynpaBneHua ycTaHaBnMBaeT AfiA 3TOro
obbekTa 3HaueHue deleteTCB(12), To 3TO NPMBOAMT K yaaneHuto TCB (kak
onpeaeneHo B RFC 793) coOTBETCTBYHOLLENO COEAMHEHUS HA YNPaBNAeMOM
y3/le, UTo MPMUBOAMUT K HEMEANIEHHOMY MpeKpaLLeHUto coefuHeHuA. B
KauecTBe BapMWaHTa, 3aBUCSALLEro OT peanunsauuu, cerMeHT RST moxeT
ObITb OTNPaBNEeH U3 yNPaBNAEMOro y3na B ApYryro KOHEUHYH TOUKY

TCP (0bpaTWTe BHUMaHUe, Ha TO, UTo cermeHTbl RST He oTnpaBnAtoTCA
6e30lKnboUYHO).

pynna: tcpGroup

Trap-yBepgomneHue: tcpCurrEstab

[octyn: TonbKo Ans uteHus
CUHTaKCcHuecKas cTpykTypa: Gauge32
UpeHTudumkatop obbvekra: .1.3.6.1.2.1.6.2.0

Onpepenenue: Konnuectso TCP-coefMHeHNM, ANA KOTOPbIX TEKYLLMUM
coctosiHuem asnsaetcsa ESTABLISHED vnu CLOSE- WAIT.

pynna: tcpGroup

Trap-yBepomneHue: tcpEstabResets

[ocTtyn: TonbKo Ans uteHus
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudumkatop obvekra: .1.3.6.1.2.1.7.1.0

OnpepeneHue: Konnuectso npsimbix nepexonos TCP-coeanHeHwmit B
coctosaHMe CLOSED nnbo 3 coctoaHuna ESTABLISHED, nnbo 13 coctoaHusa
CLOSE-WAIT.

pynna: tcpGroup

Trap-yBegomnenue: tcplnkrrs

[ocTtyn: Tonbko Ans uteHus
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudumkatop obbekra: .1.3.6.1.2.1.7.3.0

OnpepeneHue: ObLLee KONMMUECTBO CErMEHTOB, NOMYUEHHbIX MO ownbke
(HanpuMmep, HeBepHble KOHTPONbHbIe CyMMbl TCP).

pynna: tcpGroup

Trap-yBepomneHue: tcpinSegs

[octyn: TonbKo Ans uteHms
CuHTaKcHueckas cTpykTypa: Counter32
UpeHTtudumkatop obvekra: .1.3.6.1.2.1.7.5.1.1.0.0.0.0.69

Onpep,enelme: O6u_|,ee KOJTIMYECTBO MNONMYyUYEHHbIX CETMEHTOB, BKITKOUAA
nonyyeHHble no olnbKe. 3TO KONIMUECTBO BKIItOUaeT CerMeHThl,
nonyyeHHble Ha TeKYLHUX YCTaAHOBNEHHbIX COeANHEHUNAX.

pynna: tcpGroup

Trap-yBepomneHue: tcpMaxConn
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[octyn: TonbKo Ana uteHms
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTtudumkatop obvekra: .1.3.6.1.2.1.7.5.1.2.0.0.0.0.69

OnpepeneHue: OrpaHuueHue obLiero konuuectea TCP-coegnHeHUN,
KOTOpble MOXEeT NoAAepKnBaTb 0bbeKT. B 0bbekTax, rae MakcMmanbHoe
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pynna/O6bekT

OnucaHue

uncno COQJJ,VIHEHVIVI ABNAeTCA AMHaMUUEeCKUM, 3TOT obbeKT OOJXKeH
cofeprKaTb 3HaueHHUe -1.

pynna: tcpGroup

Trap-yBepomneHue: tcpOutRsts

[octyn: TonbKo Ans uteHus
CuHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudumkatop obvekra: .1.3.6.1.2.1.7.2.0

OnpepeneHue: KonnuectBo oTrnpasneHHbix TCP-cermMeHTOB, cofepxaLunx
RST-cbnaxok.

pynna: tcpGroup

Trap-yBepomneHue: tcpOutSegs

[octyn: TonbKo Ans uteHus
CuHTaKcHuecKkas cTpykTypa: Counter32
UpeHTudumkatop obvekra: .1.3.6.1.2.1.7.4.0

Onpep,enelme: O6u_|,ee KOJTMYeCTBO OTNpaB/IEHHbIX CErMEHTOB, BKJTHOUaA
CerMeHTbl C TEKYLLMMHN COEANHEHNAMMU, 3a UCKITHOUEHUEM CETMEHTOB,
cogeprKalnxX TONbKO PeTpaHCINpyeMble OKTETbI.

pynna: tcpGroup

Trap-yBepomneHue: tcpPassiveOpens

[ocTtyn: TonbKo Ana uteHms
CuUHTaKcHueckas cTpykTypa: Counter32
UpeHTudumkatop obbekra: 1.3.6.1.6.3.15.1.1.6.0

OnpepeneHue: Konnuectso npsimbix nepexonos TCP-coeanHeHuit B
coctoaHue SYN-RCVD u3 coctonanuma LISTEN.

pynna: tcpGroup

Trap-yBepomneHue: tcpRetransSegs

[ocTtyn: TonbKo Ana uteHms
CuHTaKCcHuecKkas cTpykTypa: Counter32
UpeHTtudumkatop obbekra: 1.3.6.1.6.3.15.1.1.2.0

OnpepeneHue: Konnuectso npsimbix nepexonos TCP-coeanHeHwmit B
coctoaHue SYN-RCVD u3 coctosanuma LISTEN.

Fpynna: tcpGroup

Trap-yBepgomneHue: tcpRtoAlgorithm

[octyn: TonbKo Ana uteHms
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatop obbekra: 1.3.6.1.6.3.15.1.1.4.0

Onpep,enelme: AJ'I['OpVITM, MCﬂOﬂb3yEMbll7l ana onpegeneHnAa 3HaueHUA
Ta17|M-ayTa, ncnonbsyemMoro and I'IOBTOpHOVI nepegayn HeNoOATBEPXKAEHHbIX
OKTETOB.

pynna: tcpGroup

Trap-yBepomneHue: tcpRtoMax

[octyn: TonbKo Ans uteHus
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudukatop obbekra: 1.3.6.1.6.3.15.1.1.3.0

OnpepeneHue: MakcMmanbHoe 3HaueHue, AonycTumoe peanusaumen TCP
AnA TaM-ayTa NOBTOPHOM Nepefaun, MU3MepeHHOEe B MUNTMCEKYHAAX.
Bonee TouHaa ceMaHTHKa AnA 06bEKTOB 3TOrO TUMA 3aBUCKT OT anNroprTMa,
MCMonb3yemMoro Ans onpefenieHns TaiM-ayTa MOBTOPHOM nepefauu. B
UaCTHOCTH, KOTAA anropMTMoM TaiM-ayTa — rsre(3), obbekT 3Toro TMNa
ceMaHTMuecku cooTsetcTByeT Konnuectsy UBOUND, onncaHHomMy B RFC
793.

Fpynna: tcpGroup

Trap-yBepgomneHue: tcpRtoMin
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[ocTtyn: TonbKo Ans uteHms
CUHTaKCHuecKan CTpyKTypa: Integer
UpeHTudumkatop obbekra: 1.3.6.1.6.3.15.1.1.1.0

OnpepeneHune: MrMHMManbHOe 3HaUEHWe, ONYCTUMOE peanu3launein TCP
AnA TaM-ayTa NOBTOPHOM Nepefaun, MU3MepeHHOEe B MUNTMCEKYHAAX.
Bonee TouHaa ceMaHTHKa AnA 06bEKTOB 3TOrO TUMNA 3aBUCUT OT aNroprTMa,
MCMonNb3yemMoro Ans onpefefieHns TaiM-ayTa MOBTOPHOM nepefauu. B
UaCTHOCTH, KOTAA anropuTMOM TaiM-ayTa ABnsaeTcs rsre(3), obbekT 3Toro
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pynna/O6bekT OnucaHue
TUNa CeMaHTUUeCKu cooTBeTcTByeT Konnuectsy LBOUND, onnucaHHOMY B
RFC 793.
UDP-MIB
Ipynna/O6bekT OnucaHue

pynna: udpGroup

Trap-yBepomneHue:
udplnDatagrams

[octyn: TonbKo ANA UTeHKUA
CuHTaKcnueckas cTpykTypa: Counter32
MpeHTudukaTtop obbvekra: 1.3.6.1.6.3.15.1.1.5.0

OnpepeneHue: ObLLee KONMUECTBO AOCTaBNEHHbIX Nonb3oBaTensam UDP gatarpamMmm.

Mpynna: udpGroup

Trap-yBepomneHue:
udplnErrors

[octyn: TonbKo ANA uTeHKUA
CuHTaKcnueckas cTpykTypa: Counter32
UpeHTudukatTop obbvekra: 1.3.6.1.6.3.15.1.2.2.1.6

OnpepeneHue: Konnuectso nonyueHHblix UDP gatarpamm, KoTopble He yaanocb 4OCTaBUTb
no NPUUUHAM, OTIIMUHBIM OT OTCYTCTBMA NPUOXEHUA B MOPTY Ha3HAYEHMA.

Mpynna: udpGroup

Trap-yBepomneHue:
udpLocalAddress

[octyn: TonbKo ANA uTeHKUA
CuHTaKcuueckan cTpyKrtypa: IpAddress

UpeHTudukaTop obbekra:
1.3.6.1.6.3.15.1.2.2.1.5.11.128.0.58.156.3.0.10.220.0.128.72.4.97.112.118.51

OnpepeneHue: JlokanbHbl IP-agpec ansa storo bnoka npocnywusanua UDP. B cnyuae
6noka npocnywusaHus UDP, KOTOpbIM roTOB NPUHATL AaTarpaMmbl Ans nroboro IP-
MHTepdeNca, CBA3aHHOIO C Y3/10M, UCnonb3yeTcs 3HaueHue 0.0.0.0.

pynna: udpGroup

Trap-yBepomneHue:
udpLocalPort

[octyn: TonbKo ANA uTeHKUA
CUHTaKCcHueckas CTpyKTypa: Integer

UpeHTudukaTop obbekra:
1.3.6.1.6.3.15.1.2.2.1.4.11.128.0.58.156.3.0.10.220.0.128.72.4.97.112.118.51

OnpepeneHue: JTokanbHbI HOMep nopTa Ans 3Toro 6noka npocnywusaxHua UDP.

pynna: udpGroup

Trap-yBepomneHue:
udpNoPorts

[octyn: TonbKo ANA uTeHKUA
CuHTaKcnueckas cTpykTypa: Counter32
UpeHTudukatop obbvekra: 1.3.6.1.6.3.15.1.2.2.1.7

OnpepeneHue: ObLLee KONMUECTBO NONyUYeHHbIX AaTtarpamm UDP, ans KoTopbix
OTCYTCTBYET NMPUNOXKEHWE B MOpPTy-agpecare.

pynna: udpGroup

Trap-yBepomneHue:

[octyn: TonbKo ANA UTeHUA

CuHTaKcnueckas cTpykTypa: Counter32

udpOutDatagrams Waentudmkarop obbekra: 1.3.6.1.6.3.15.1.2.2.1.10
OnpepeneHue: ObLlee KonvuecTBo aaTarpamm UDP, oTnpaBfieHHbIX OT 3TOro obbekTa.
11.3.1.2 MNoppep)xMBaemble nponpuetapHblie 6a3bl RUGGEDCOM MIB

RUGGEDCOM ROS nopaep»kvBaeTt cnegytowme nponpuetapHblie 6aszbl RUGGEDCOM

MIB:
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A 3AMETKA

B 3TOM pasgene nepeuncneHbl Bce ba3bl MIB, nogaepxusaemble RUGGEDCOM
ROS, 1 OH NpMBOAMUTCA UCKNOUMUTENBHO B KauecTBe CMPaBOUHOM MHGOPMaALMK.

Mopfeprkka OTAENbHbIX YCTPOMCTB MOXKET OTNIMUATLCS.

RUGGEDCOM-AAA-SERVER-MIB

na nonyyeHusA OOMONMHUTENBHOMN MHCbOpMaLI'MI/I CM.

MIB".
RUGGEDCOM-DIGITAL-INPUTS-MIB

,DJ'IFI nosiyyeHuaA ,D,OI'IOJ'IHMTeJ'IbHon VIHCt)OpMaLI.VII/I CM.

INPUTS-MIB".
RUGGEDCOM-GPS-MIB

[nAa nonyyeHua AONONHUTENIbHOM MHOPMaLUK CM.

RUGGEDCOM-IP-MIB

[na nonyuyeHus LONONHWUTENbHOW MH(DOPMALIUK CM.

RUGGEDCOM-IRIGB-MIB

[na nonyueHus [ONONHUTENBHOM MHADOPMALUK CM.

RUGGEDCOM-MC30-MIB

na nojsilyyeHuaA OOMONIHUTENbHOM I/IH(*)OpMaLI,I/IVI CM.

RUGGEDCOM-NTP-MIB

na nosiyyeHus OOMONHUTENBHOMN MHCbOpMaLI'MI/I CM.

RUGGEDCOM-POE-MIB

,DJ'IFI nosiyyeHuaA ,D,OI'IOJ'IHMTeJ'IbHon VIHCt)OpMaLI.VII/I CM.

RUGGEDCOM-PTP1588-MIB

[nAa nonyyeHua AONONHUTENIbHOM MHOPMaLUK CM.

MIB".
RUGGEDCOM-SERIAL-MIB

[na nonyuyeHus LONONHWUTENbHOW MHDOPMALIUK CM.

RUGGEDCOM-STP-MIB

[na nonyueHus JONONHUTENBHOM MHDOPMALUK CM.

RUGGEDCOM-SYS-INFO-MIB

na nojsilyyeHuaA OOMONIHUTENbHOM I/IH(*)OpMaLI,I/IVI CM.

MIB".
RUGGEDCOM-TIMECONFIG-MIB

na nojsiyyeHusA OOMONMHUTENBHOMN MHCbOpMaLI'MI/I CM.

TIMECONFIG-MIB".

"RUGGEDCOM-AAA-SERVER-

"RUGGEDCOM-DIGITAL-

"RUGGEDCOM-GPS-MIB".

"RUGGEDCOM-IP-MIB".

"RUGGEDCOM-IRIGB-MIB".

"RUGGEDCOM-MC30-MIB".

"RUGGEDCOM-NTP-MIB".

"RUGGEDCOM-POE-MIB".

"RUGGEDCOM-PTP1588-

"RUGGEDCOM-SERIAL-MIB".

"RUGGEDCOM-STP-MIB".

"RUGGEDCOM-SYS-INFO-

"RUGGEDCOM-

RUGGEDCOM ROS Bepcua5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02



WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

RUGGEDCOM-AAA-SERVER-MIB

Mpynna(bi) O6beKT

OnucaHue

rcRadiusNotifyGroup radiusServiceAvailableChange

NpeHTudurkatTop obbekra: 1.3.6.1.4.1.15004.4.14.1.2.1.3

OnpepeneHune: YeefoMneHne, KOTOpOe reHepupyeTca npu
M3MeHeHun ctatyca cny»x6bl RADIUS.

rcRadiusBaseGroup rcRadiusServerAutUdpPort

DocTtyn: [1nA uteHMA 1 3anucu
CHHTaKcHueckan CTpyKTypa: Integer32

NpeHTudurkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.14.1.1.1.1.3

Onpepenenue: MNMopt UDP cepsepa RADIUS.

rcRadiusBaseGroup rcRadiusServerld

DocTtyn: TonbKo A4Nna uteHms
CHHTaKcHueckan CTpyKTypa: Integer32

NpeHTudurkaTop obbekTa:
1.3.6.1.4.1.15004.4.14.1.1.1.1.1

OnpepeneHune: 3HaueHWe MHAEKCA, UCMONb3yeMoe AnA
naeHtTMdukaunm cepsepa RADIUS.

1. TlepBHuUHbIN cepBep
2. Pe3epBHbIN cepBep

rcRadiusBaseGroup rcRadiusServerlP

Doctyn: [1nA uteHMA 1 3anucu
CUHTaKcnueckas cTpyKrtypa: IpAddress

NpeHTudurkaTop obbekTa:
1.3.6.1.4.1.15004.4.14.1.1.1.1.2

Onpepenexue: IP-agpec cepsepa RADIUS.

rcRadiusBaseGroup rcRadiusServerMaxRetry

DocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHueckan CTpyKTypa: Integer32

NpeHTudurkaTop obbekTa:
1.3.6.1.4.1.15004.4.14.1.1.1.1.4

OnpepeneHue: MakcMManbHOe KOIMUEeCTBO NOMbITOK
ayTeHTUdKKaTopa cBA3aTbca ¢ cepBepomM RADIUS, utobbl
ayTeHTUHULUMpPOBaTb NONb30BaTeNs B Clyuae Kakon-nnbo
OWKOKM.

rcRadiusBaseGroup rcRadiusServerReachable

rcRadiusServiceStatusGroup

DocTtyn: TonbKo A4Nna uteHms
CUHTaKcuueckas cTpyKrtypa: TruthValue

NpeHTudurkaTop obbekTa:
1.3.6.1.4.1.15004.4.14.1.1.1.1.6

OnpepeneHue: Cratyc nepsruuHoro cepsepa RADIUS.

rcRadiusBaseGroup rcRadiusServerTimeOut

Doctyn: [1nA uteHMA 1 3anucu
CHHTaKCcHueckan CTpyKTypa: Integer32

NpeHTudurkaTop obbekTa:
1.3.6.1.4.1.15004.4.14.1.1.1.1.5

OnpepeneHue: Bpems oxxuaaHua ayTeHTUdKUKaTopa npu
nonyuyeHuun oteeta ot cepepa RADIUS (B MunnucekyHaax).

rcRadiusBaseGroup rcTacacsServerAutTcpPort

RUGGEDCOM ROS Bepcusa5.5
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Doctyn: [1nA uteHMA 1 3anucu
CHHTaKCcHueckan CTpyKTypa: Integer32

NpeHTudurkaTop obbekTa:
1.3.6.1.4.1.15004.4.14.2.1.1.1.3
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pynna(bi) O6beKT OnucaHue
Onpepenenue: TCP-nopt cepBepa TACACS.

rcRadiusBaseGroup rcTacacsServerld Doctyn: ToNbKo ANA uTeHus
CHHTaKCcHueckKan CTpyKTypa: Integer32

NpeHTUdurkaTop obbeKTa:
1.3.6.1.4.1.15004.4.14.2.1.1.1.1

OnpepeneHue: 3HaueHWe MHAEKCA, UCNONb3yeMoe AfiA
naeHTudukaumm cepeepa TACACS.

1. TlepBHuUHbIN cepBep
2. Pe3epBHbIN cepBep

rcRadiusBaseGroup rcTacacsServerlP [ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcMueckas cTpykTypa: IpAddress

NpeHTUduMkaTop obbEKTa:
1.3.6.1.4.1.15004.4.14.2.1.1.1.2

Onpepenexue: IP-agpec cepepa TACACS.

rcRadiusBaseGroup rcTacacsServerMaxRetry [ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHueckKan CTpyKTypa: Integer32

NpeHTUdurkaTop obbeKTa:
1.3.6.1.4.1.15004.4.14.2.1.1.1.4

OnpepeneHune: MakcMmanbHOE KOMMUECTBO NOMbITOK
ayTeHTUdKKaTOpa cBA3aTbCs € cepepoM TACACS, uTtobbl
ayTeHTUdHULMPOBaTb NONb30BaTeNs B Clyuae Kakon-nnbo
OLLMBKM.

rcTacacsBaseGroup rcTacacsServerReachable Doctyn: ToNbKO ANA uTeHus

refacacsservicestatusGroup CuHTaKcuueckas cTpykrtypa: TruthValue

NpeHTUduMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.14.2.1.1.1.6

Onpepenenue: Cratyc cepsepa TACACS.

rcTacacsBaseGroup rcTacacsServerTimeOut Doctyn: [ins uteHunA v 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32

NpeHTUdurkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.14.2.1.1.1.5

OnpepeneHue: Bpems oxxuaaHua ayTeHTUdKKaTopa npu
nonyuyeHuun otBeta ot cepBepa TACACS (B MUNAKMCEKyHAAX).

rcTacacsNotifyGroup tacacsServiceAvailableChange| UpeHTUduKaTop obbekTa: 1.3.6.1.4.1.15004.5.23

OnpepeneHue: YBeAoMneHNe, KOTOPOE FreHepupyeTca npu
M3MeHeHuu ctatyca cnyxbbol TACACS.

RUGGEDCOM-DIGITAL-INPUTS-MIB

pynna(bi) Ob6beKT OnucaHue

rcDigitallnputsTableGroup rcDiActiveState DocTyn: [InA uteHMs 1 3anucu
CuUHTaKcuueckas cTpykrtypa: RcLowOrHigh
NpeHTudumkaTop obbvekra: 1.3.6.1.4.1.15004.4.8.1.1.1.3.1

OnpepeneHune: CoCTOAHWE, KOTOPOE aKTUBUPYeET
onoBeLleHne 4fiA 3Toro LMdpoBoro BXoAa.
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pynna(bi)

Ob6beKkT

OnucaHue

rcDigitallnputsTableGroup

rcDiAlarm

[ocTyn: [inAa uteHnA 1 3anucu
CuHTaKcnueckas cTpykrtypa: EnabledStatus
UneHTUdukatTop obbvekra: 1.3.6.1.4.1.15004.4.8.1.1.1.2.1

OnpepeneHue: Tekyllee COCTOSHWE ONOBELLEHWS AS
3TOro undpoBoro Bxoaa. M3ameHeHue 3HaueHus 3Toro
obbekTa NpuBegeT Kk oTnpaBke yBegomnenus (Trap-
yBegomnexus) digitalinputTrap.

rcDigitallnputsTableGroup

rcDiAlarmStatus

Doctyn: TonbKo AN uteHus
CuHTakcuueckas cTpykTypa: RcActiveOrlnactive
UneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.8.1.1.1.8.1

OnpepeneHue: Tekyllee COCTOSHWE ONOBELLEHWS ANS
3TOro uudpoBoro Bxoaa. M3ameHeHue 3HaueHus 3Toro
obbekTa NpuBefeT K oTnpaBke yBegomnenus (Trap-
yBepaomnexus) digitalinputTrap.

rcDigitallnputsTableGroup

rcDiDelayOff

[ocTyn: [inAa uteHnA U 3anucu
CHHTaKcHueckas CTpykTypa: Integer32
UneHTudukatop obbvekra: 1.3.6.1.4.1.15004.4.8.1.1.1.5.1

OnpepeneHue: Bpems, B TeueHWe KOTOPOTO BXOZ JOMKEH
ObITb HEAKTUBEH, NpeXx/ae ueM onoBeLleHue byaeT
OTKJIHOUEHO.

rcDigitallnputsTableGroup

rcDiDelayOn

[ocTyn: [inAa uteHnA 1 3anucu
CUHTaKcHueckas CTpykTypa: Integer32
UneHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.8.1.1.1.4.1

OnpepeneHue: Bpems, B TeueHWe KOTOPOTO BXOZ JOMKEH
ObITb HEAKTUBEH, NpeXx/ae uemM onoBseLleHue byaeT
OTKJIHOUEHO.

rcDigitallnputsTableGroup

rcDiDescription

[ocTyn: [inAa uteHnA U 3anucu
CuHTaKcnueckas cTpykTtypa: DisplayString
UneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.8.1.1.1.6.1

OnpegeneHue: Tekyllee COCTOAHME LMDPOBOro BXOAa
CUMTbIBAETCA C annapaTHoro obecneueHus.

rcDigitallnputsTableGroup

rcDilD

[ocTyn: HegoctynHo
CUHTaKcnueckas CTpykTypa: Integer32
UneHTUdukaTop obbvekra: 1.3.6.1.4.1.15004.4.8.1.1.1.1

OnpepeneHue: MneHTudukaTop pusnueckoro Ludposoro
BXO[a YCTPOMCTBA, NS KOTOPOro 3Ta 3aMMCb COAEPXKUT
napamMeTpbl KOH(UIypaLm1K.

rcDigitallnputsTableGroup

rcDilnputState

JocTyn: TonbKo Ana uteHna
CuHTaKcnMueckas cTpykTypa: RcLowOrHigh
UneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.8.1.1.1.7.1

OnpegeneHue: Tekyllee COCTOAHME LMDPOBOro BXOAa
CUMTbIBAETCA C annapaTHoro obecneueHus.
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RUGGEDCOM-GPS-MIB

pynna(bi)

Ob6beKkT

OnucaHue

rcGpsBaseGroupO1

rcFregAdj

JocTyn: TonbKo Ana uteHna
CuHTaKcnuecKas CTpyKTypa: Integer32
NneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.9.1.9.0

OnpepeneHue: [loka3biBaeT TEKYLLUUN YPOBEHb
AWCUMMNUHBI, TPUMEHAEMbIW K NOKaNbHOM 3TanOHHOWM
yacrtote (TCXO).

rcGpsBaseGroupO1

rcGpsAntPower

[ocTyn: [InAa uteHnA 1 3anucu
CuMHTaKcnuecKkas cTpykrypa: TruthValue
NneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.9.1.4.0

OnpepeneHue: [Ina GPS-npreMHuKa HeobxoamMma
aKTMBHaA aHTeHHa. AKTMBHasA aHTEHHa BKNtouaeT B cebn
npeaBapuTEnbHbIA YyCUIUTEND, KOTOPbIA (DUNbTPYET 1
ycunuBaeT curHansl GPS o nepegauun nx Ha NpUEMHUK.

JTa onuMa No3BONAET NONb30BATENIO BKOUATH UK
BbIKNOUaTb 3NEKTPONUTaH1e aHTeHHbl GPS. Ecnu aHTeHHa
GPS ncnonb3yeTtcs COBMECTHO HECKONMbKUMMK YCTPOMCTBaMMU,
TO NUTaHWe aHTeHHbl GPS fonXHO obecneunBaTbCa TONbKO
OAHWM W3 BCEX YCTPOMCTB.

rcGpsBaseGroupO1

rcGpsCableCompensate

[ocTyn: [InAa uteHnA 1 3anucu
CuHTaKcnuecKas CTpyKTypa: Integer32
MneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.9.1.3.0

OnpegeneHue: B ciyuae MCNONb30BaHWsA AJIMHHOIO Kabensn
MO>eT NoTpeboBaTbCsA HACTPONKA BEMUMHBI KOMMEHCaLUK
3aflep>KKku (B HAHOCEKYHAAX), UTobbl MUHUMU3UPOBATH
MOrPeLIHOCTb CUHXPOHM3ALMK.

rcGpsBaseGroupO1

rcGpsLatitude

JocTyn: TonbKo Ana uteHna

CuHTaKcnueckas cTpykTtypa: DisplayString
UneHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.9.1.6.0
OnpepeneHue: LLinpota GPS.

rcGpsBaseGroupO1

rcGpsLocint

[ocTyn: [inAa uteHnA 1 3anucu
CuHTaKcnuecKas CTpyKTypa: Integer32
MneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.9.1.2.0

OnpepeneHue: MHTepBan BpeMeHU, KOTOPbIA OTBOAMTCA
npuemHuKy GPS ana 3aBepLUeHUsA CUHXPOHKU3aL MK C
MCTOUHUKOM BpemMeHu. ObbluHO ans GPS-npuemMHuKa
TpebyeTcA MHTepBan BpeMeHHW NnopAgKa HECKONbKMX
MUHYT, uTobbl 3aXBaTUTb CHrHan. Monb3oBaTenb AOMKEH
YCTaHOBWTb NpUeMIeMoe 3HaUeHWe MHTepBana BPeMEeHH.
Ecnun aTOT MHTepBan BpemMeHu ncteuet 6e3 ycTaHOBNEHUA
CMHXPOHM3aLMK, TO CUCTEMA HaUHET pa3fgaBaTb TOUHOE
BpPEeM#, UCMOMb3yA 3HAUEHUSA IOKaNbHbIX 4aCOB.

rcGpsBaseGroupO1

rcGpsLongtitude

JocTyn: TonbKo Ana uteHna
CuHTaKcnMueckan cTpykTtypa: DisplayString
NneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.9.1.7.0

OnpepeneHue: [lonrota GPS.
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11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

rcGpsNotifyGroup
rcGpsBaseGroup
rcGpsBaseGroupO1

rcGpsStatus

DocTyn: TonbKo Ansa uteHus
CuHTaKcuueckas cTpykTypa: RcTimeSyncStatus
UneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.9.1.1.0

OnpepeneHue: CTaTyC CUHXPOHMU3ALMKN CUCTEMDI, KOTAA
GPS saBnsetcA nepBUUHbIM UCTOUHUKOM BpeMeHH. Mpun
M3MeHeHMK 3HaueHnna 3Toro obbekTa reHepupyerca
yBefoMneHue rcGpsStatusChange.

rcGpsNotifyGroup

rcGpsStatusChange

MpeHTudurkatop obbekra: 1.3.6.1.4.1.15004.5.19

OnpepeneHune: YeefoMneHune, KOTOpOe reHepupyeTca npu
M3MeHeHuu ctatyca moayna GPS.

rcGpsBaseGroup01

rcOFM

DocTtyn: TonbKo A4Nna uteHms
CHHTaKCcHueckan CTpyKTypa: Integer32
MpeHTudurkaTop obbekra: 1.3.6.1.4.1.15004.4.9.1.8.0

OnpepeneHue: TeKkylllee CMeLLeHWEe BpEMEHU Mexay
CUCTEMHbIMU U 3TANOHHbIMKW UaCaMM.

rcGpsBaseGroup01

rcSatellitelnView

DocTtyn: TonbKo A4Nna uteHms
CHHTaKcHueckan CTpyKTypa: Integer32
MpeHTudurkaTop obbvekra: 1.3.6.1.4.1.15004.4.9.1.5.0

OnpepeneHune: KonnMuectso CNYTHUKOB, OTCIIEXXMBAEMbIX B
HacTosLee BpeMa mogynem GPS.

RUGGEDCOM-IP-MIB

pynna(bi)

Ob6beKT

OnucaHue

rclpObjectsGroup

rclpConfigDefaultGateway

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcnuecKkas cTpyKrtypa: IpAddress
UpeHnTudpmkatop obbekra: 1.3.6.1.4.1.15004.4.3.1.3.0

OnpepeneHue: |P-lunro3 yCcTpoMCTBa NO YMOMUAHUIO.

rclpObjectsGroupDflt

rclpConfigDfltMgmtlpAddress

[octyn: [1nA uteHMA 1 3anucu
CuHTaKcnuecKkas cTpyKrtypa: IpAddress
UpeHnTudpmkatop obbekra: 1.3.6.1.4.1.15004.4.3.1.4.0

OnpepeneHue: ALMUHUCTPATUBHbIN IP-agpec ycTpolicTea.

rclpObjectsGroupDflt

rclpConfigDfltMgmtlpSubnet

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcnueckas cTpyKrtypa: IpAddress
UpeHnTudmkatop obbekra: 1.3.6.1.4.1.15004.4.3.1.5.0

OnpepeneHue: Macka noAceTH, CBAA3aHHas C 3aNuUCbio
agMuWHUCTpaTuBHOro IP-agpeca. Macka npeacrasnser
coboii IP-agpec co 3HaueHUAMM BCeX CeTEBbIX OBUTOB,
YCTaHOBMEHHbIMU Ha 1, U 3HAUEHUsIMU BCeX DUTOB XOCTOB,
yCTaHOBNEHHbIMM Ha 0.

rclpObjectsGroup

rclpConfigMgmtipAddress

[octyn: [1nA uteHMA 1 3anucu
CuHTaKcnuecKkas cTpyKTtypa: IpAddress
UneHTupmkatTop obbvekra: 1.3.6.1.4.1.15004.4.3.1.1.0

OnpepeneHue: ALMUHUCTPATUBHbIN IP-agpec ycTpolicTea.

rclpObjectsGroup

RUGGEDCOM ROS Bepcusa5.5

rclpConfigMgmtipSubnet
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[ocTtyn: [1nA uteHMA 1 3anucu
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11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

CuMHTaKcnuecKkas cTpyKrtypa: IpAddress
MpeHTudukatTop obbekra: 1.3.6.1.4.1.15004.4.3.1.2.0

Onpegenexune: Macka NoAceTH, CBA3aHHAsA C 3aMUCbio
aAMMHUCTPaTUMBHOrO IP-agpeca. Macka npeacrasnser
coboi IP-agpec co 3HaueHUsIMK BCeX CETEBbLIX OUTOB,
YCTAHOBNEHHbIMU Ha 1, M 3HaUEeHUsIMU BCeX BUTOB XOCTOB,
YCTaHOBNEHHbIMU Ha O.

RUGGEDCOM-IRIGB-MIB

pynna(bi)

Ob6beKT

OnucaHue

rclrigbAMOutGroup

rclrigbhAMOutput

Hoctyn: [inAa uteHnA 1 3anucu
CuHTaKcnueckan cTpykTypa: Integer
MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.10.1.2.0

OnpepeneHue: Boibop pexrnma AM (amnnutygHan
mMogzynauua) ans nopta IRIGB.

rclrigpCommonGroup

rclrigbCableComp

Hoctyn: [ina uteHnA 1 3anucu
CUHTaKcHueckas CTpykTypa: Integer32
MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.10.1.7.0

OnpepeneHue: B cnyyae MCNonb3oBaHWA ANMHHOIO Kabensa
MOXKeT NoTpeboBaTbCA HAaCTPOWKA BENUUMHbBI KOMMEHCAL MK
3a/lepXKu (B HAHOCEKYHAAX), UTobbl MUHUMU3UPOBATH
NOrpeLlHOCTb CUHXPOHKU3AL UK.

rclrigbCommonGroup rclrigbExt Hoctyn: [inAa uteHnA 1 3anucu
CUHTaKcHueckan cTpykTypa: Integer
MpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.10.1.4.0
OnpepeneHue: B paclumpeHunsax ctaHgapta IRIGB,
fobaBneHHbix B IEEE1344, ncnonb3ytoTca JONONHUTENbHbIE
BuTbl B cekumMM ynpasnstowmnx dpyHkumui (CF) Talmkoaa
IRIGB. B npegenax 3Toi uactv TanmMkopna butbl
npefHa3sHaueHbl ANA AONOAHUTENbHbIX YHKLMKA, B
TOM uucne: KaneHAapHbIv rof, CeKyHAbl KOOPAWHALUWK,
oXuparolleeca npubaBneHne ceKyH KOOpPAMHALWK,
[eKkpeTHoe netHee Bpewms (DST), oxxugatolieecs
npumMeHeHue DST, cABUT MECTHOIO BPEMEHMW M KauecTBO
oTcueTa BpeMeHU. ObpatuTe BHUMAHUE, UTO TONbKO
BpemMeHHble koabl Bxx0, Bxx1, Bxx4 u Bxx5 nogaep>xuBatrot
pacwuperus IRIGB.

rclrighCommonGroup rclrigbFreqAd] Hoctyn: [inAa uteHnA 1 3anucu
CUHTaKcHueckas CTpykTypa: Integer32
MpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.10.1.9.0
OnpepeneHue: okasbiBaeT TeKYLUMI YPOBEHD
OWCUMNNUHBI, TPUMEHSAEMbIW K NOKaNbHOM 3TaNlOHHOM
yacrtoTe (TCXO).

rclrigblnputGroup rclrigblnput Hoctyn: [ina uteHnA 1 3anucu
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CHHTaKcMuecKas CTpyKTypa: Integer
MpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.10.1.5.0
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11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

OnpepeneHune: ITOT NapaMeTp OTHOCKUTCA KaK K BXxoAaM C
pexxuMmoM AM (aMnnuTygHas MOAyNALKA), TaK U K BXOAAM C
pexxuMmoM PWM (LLMPOTHO-UMNYNbCHAsA MOLYNALMA).

rclrigpCommonGroup

rclrigbLockInt

[octyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.10.1.6.0

OnpepeneHue: HTepBan BpeMeHW, KOTOPbIK OTBOAMTCA
npueMHuKy IRIGB ona 3aBepLlieHnsa CUHXPOHU3ALKUK C
MCTOUHWUKOM BpemMeHH. ObbiuHo ans IRIGB-npueMHUKa
TpebyeTca MHTepPBan BpeMeHHW NopagKa HECKOMNbKMX
MUHYT, uTObbI 3aXBaTUTb CHrHan. Monb3oBaTenb AOMKEH
YCTaHOBWTb MPUEMNIEMOE 3HaUEeHWe MHTepBana BPEMEHH.
Ecnu 3TOT UHTepBan BpeMeHu ncteuet 6e3 ycTaHOBNEHUs
CMHXPOHM3aLMK, TO CUCTEMA HaUHeT pa3faBaTb TOUHOE
BPEM#, MCMONb3yA 3HaUYEHHA JTOKANbHbIX YacoB.

rclrigpCommonGroup

rclrigbOFM

[ocTtyn: TonbKo A4Nns uteHms
CHHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.10.1.8.0

OnpepgeneHue: Tekyllee CMeLLeHe BpEMEHU MexXay
CUCTEMHbBIMU U 3TANOHHBIMWU UaCaMM.

rclrighTTLOutputO1Group

rclrigbOutputPWM1

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKcHueckan cTpykTypa: Integer
MpeHTudumkatop obbekra: 1.3.6.1.4.1.15004.4.10.1.10.0

OnpepeneHue: Boibupaet pexxum pabotbl nopta TTL-
BbIxoga. Pexxum PWM (LLUMM) cooTBeTCTBYeT CTaHAapTy
IRIG 200-04. PPx obecneunBaeT yHHBEpPCaNbHbIW
MHTepeic Nnepeaun CUrHanoB "MMNyNbC B CEKyHAY" AnA
CMHXPOHM3aLMKN BHELUHUX YCTPOWCTB.

rclrighTTLOutput02Group

rclrigbOutputPWM?2

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKcnueckan CTpykTypa: Integer
MpeHTudumkatTop obbekra: 1.3.6.1.4.1.15004.4.10.1.14.0

OnpepeneHue: Boibupaet pexxum pabotbl nopta2 TTL-
BbIxoga. Pexxum PWM (LLUMM) cooTBeTCTBYeT CTaHAapTy
IRIG 200-04. PPx obecneunBaeT yHHBEpPCaNbHbIW
MHTepdeic Nnepeaun CUrHanoB "MMNyNbC B CEKYHAY" AnA
CMHXPOHU3aLMKN BHELLHUX YCTPOWCTB.

rclrighTTLOutputO1Group

rclrigbPulselnterval1

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
MpeHTudumkatop obbekra: 1.3.6.1.4.1.15004.4.10.1.11.0

OnpepeneHue: Boibop MHTepBana MMNynbCOB AnsA nopta
TTL-BbIXOAa (B CEKYHAAX). ITOT NapaMeTp UCMOMb3yeTcs
COBMECTHO C PPx ana obecneueHnn yHMBepCanbHOro
MHTepdeica nepegayumn CUrHanoB "MMNyNbC B CeKyHAY" Ans
CMHXPOHU3aLMKN BHELLHUX YCTPOWCTB.

rclrighTTLOutput02Group

RUGGEDCOM ROS Bepcusa5.5

rclrigbPulselnterval2
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[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
MpeHTudurkatop obbekra: 1.3.6.1.4.1.15004.4.10.1.15.0

OnpepeneHue: Boibop MHTepBana MNynbCoB AnA nopTta2
TTL-BbIXOAa (B CEKYHAAX). ITOT NapaMeTp UCMOMb3yeTcs
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pynna(bi)

Ob6beKkT

OnucaHue

COBMECTHO C PPx ana obecneueHnn yHMBepCanbHOro
MHTepdeica nepegayumn CUrHanoB "MMNyNbC B CeKyHAY" Ans
CMHXPOHU3ALMKU BHELLIHUX YCTPOMICTB.

rclrighTTLOutputO1Group

rclrigbPulseWidth1

[octyn: [1nA uteHMA 1 3anucu
CUHTaKCcHuecKan CTpyKTypa: Integer32
MpeHTudukatTop obbekra: 1.3.6.1.4.1.15004.4.10.1.12.0

OnpepeneHue: BoibupaeT 3HaueHWe LWMPUHBI UMMYNbCa
ana nopta TTL-Bbixoda (B MUANKUCeKyHAax). ITOT napameTp
ncrnonb3yeTca BMecTe ¢ PPx ana ynpaBneHuaA WWMPUHOW
uMnyrnbca.

rclrigbTTLOutput02Group

rclrigbPulseWidth2

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHueckKan CTpyKTypa: Integer32
MpeHTudurkatTop obbvekra: 1.3.6.1.4.1.15004.4.10.1.16.0

OnpepeneHue: BoibupaeT 3HaueHWe LWMPUHBI UMMYNbCa
ansi nopta2 TTL-Bbixofa (B MUNNIMCEKYHAAX). ITOT NapamMeTp
ncrnonb3yeTca BMecTe ¢ PPx ana ynpaBneHuaA WMPHUHOW
uMnynbca.

rclrighTTLOutputO1Group

rclrigbStartTime1

[ocTtyn: [1nA uteHMA 1 3anucu
CUHTaKcuueckas cTpyKTtypa: RcTimeStamp
MpeHTudumkatTop obbvekra: 1.3.6.1.4.1.15004.4.10.1.13.0

OnpepeneHue: JTOT NapamMeTp UCnonb3yeTca BMecTe ¢ PPx
[NA yCTaHOBKW BPeMEHUW Hauana nepsoro cobbitua PPx. OnAa
3TOro napameTpa JOMKHO DbITb 334aHO 3HaUeHWe BPeMEeHH
He no3xe 15-Th cekyHa Ao Hauana TpebyeMoro cobbiTus
PPX, B NnpOTUBHOM Ciyuae nepBoe cobbiTue PPX MoxeT BbiTb
noTepsAHo.

rclrighTTLOutput02Group

rclrigbStartTime2

[ocTtyn: [1nA uteHMA 1 3anucu
CUHTaKcuuecKkas cTpyKkTtypa: RcTimeStamp
MpeHTudumkatop obbekra: 1.3.6.1.4.1.15004.4.10.1.17.0

OnpepeneHue: JTOT NapamMeTp UCnonb3yeTca BMecTe ¢ PPx
[NA yCTaHOBKKW BPeMEHUW Hauana nepeoro cobbitua PPx. AnAa
3TOro napameTpa JOSKHO DbITb 334aHO 3HaUeHWe BPeMEeHH
He no3xe 15-Th cekyHa Ao Hauana TpebyeMoro cobbiTus
PPX, B NpOTUBHOM Ciyuae nepBoe cobbiTue PPX MoxeT BbiTb
noTepsAHo.

rclrigpCommonGroup
rclrigbBaseGroup

rclrigbStatus

[ocTtyn: TonbKo A4Nna uteHus
CuUHTaKcnueckas cTpyKrtypa: RcTimeSyncStatus
NpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.10.1.1.0

OnpepeneHue: CTaTyC CUHXPOHU3aL MK CUCTEMbI, KOrAa
IRIGB ssBnAeTcA nepBUUHbIM UCTOUHUKOM BpeMeHH. lNpu
M3MeHeHUH 3HaueHuna 3Toro obbekTa byaeT oTnNpaBneHo
yBepomneHue rclrigbStatusChange.

rclrigbNotifyGroup

rclrigbStatusChange

NpeHTudukatop obbvekra: 1.3.6.1.4.1.15004.5.20

OnpepeneHue: YBefoMIIeHWE, KOTOPOE FreHepUpPyeTCa Npu
M3MeHeHuK ctatyca mogyns IRIGB.

rclrigbCommonGroup
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rclrigbTimeCode

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckan CTpykTypa: Integer
MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.10.1.3.0
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pynna(bi)

Ob6beKkT

OnucaHue

OnpepeneHue: [laHHOe yCTPOMCTBO UCMONb3yeT
cnepyrolime ycnoBHble 0603HaueHus Ana [eKOAUPOBaHHUA
TaMmMkoga IRIGB: bykBa [B] npeactasnsaet popmar IRIG-

B, [xx] npenctaBnsiet [00] ana pexuma pabotol LUIMM/

TTL v [12] ans pexxuma pabotel AM. Hanpumep, Bxx7
npencrasnset BOO7 ansa pexuma pabotbl LUUMITTL n B127
ansi pexkuma pabotbl AM. Tonbko TaliMkoabl Bxx0, Bxx1,
Bxx4 1 Bxx5 nogaepxuBatot pacwimpeHus IRIGB.

RUGGEDCOM-MC30-MIB

pynna(bi)

Ob6beKkT

OnucaHue

rcPoeNotifyGroup

rcPoeOverheat

[ocTtyn: TonbKo Ana ureHus
CHHTaKcnMueckasn CTpykTypa: Integer
UneHTudukatop obbekra: 1.3.6.1.4.1.15004.5.12.1

OnpepeneHue: MNMpu neperpese PoE ans atoro obbekTta
BypeT yctaHoBneHo 3HaueHue "true(1)". Mpu Kaxgom
M3MEeHeHWM 3HaueHunA 3Toro obbekrTa c false (2) Ha true(1)
YCTPOWCTBO reHepupyeT yBefomieHue rcPoeOverheat.

RUGGEDCOM-NTP-MIB

Mpynna(bi) OnucaHue
rcNTPNotifyGroup ntpServiceAvailableChange MpeHTUdurkaTop obbekTa:
1.3.6.1.4.1.15004.5.21
OnpepeneHue: YBefoMIleHUe, KOTOpoe
reHepupyeTcs NpyU U3MEHEHUK cTaTyca Clyxbbl
NTP.
rcNTPBaseGroup rcNTPBackUpServerlP Doctyn: [ins uteHuA v 3anucu

CuHTaKcuueckas cTpykrtypa: IpAddress

MpeHTUdurkaTop obbekTa:
1.3.6.1.4.1.15004.4.13.1.4.0

OnpepenexHue: IP-agpec pesepBHOro cepsepa.

rcNTPServiceStatusGroup

rcNTPBackUpServerReachable Doctyn: TonbKo AN uTeHus

CuHTaKcuueckan cTpyKkrypa: TruthValue

MpeHTUdurkaTop obbekTa:
1.3.6.1.4.1.15004.4.13.1.9.0

OnpegeneHue: CTaTyc pe3epBHOroO cepaepa
NTP.

rcNTPBaseGroup

rcNTPBackUpServerUpdatePeriod Doctyn: ina uTeHus 1 3anucu

CHHTaKCcHuecKan CTpyKTypa: Integer32

MpeHTUdurkaTop obbekTa:
1.3.6.1.4.1.15004.4.13.1.5.0

OnpepeneHue: YactoTta onpoca (S)NTP-
cepBepa anst 06HOBNEHNUA BpeMeHH (B
MUHYTaXx).

rcNTPBaseGroup

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

rcNTPFRQADJ

[ocTtyn: TonbKo A4na uteHms

CHHTaKCcHueckan CTpyKTypa: Integer32
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Mpynna(bi) Ob6beKT OnucaHue

NneHTUpMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.13.1.7.0

OnpepeneHue: [lokasbiBaeT TEKYLUNH
YPOBEHb ANCUMNIWUHBI, MPUMEHSAEMbBIN K
noKanbHoOWM 3TanoHHoM yactote (TCXO), T. e.
06beM KOPPEKTUPOBKU B lIAHHOM CUCTEME,
HeobXoAMMBIN AN CUHXPOHM3ALMKU C TEKYLLUM
3TANOHHbIM 3HaUEHHWEM.

rcNTPBaseGroup rcNTPOFM [ocTtyn: Tonbko Ans ureHus
CHHTaKcHueckas CTpyKTypa: Integer32

UneHTUpMKaTop obbeKTa:
1.3.6.1.4.1.15004.4.13.1.6.0

OnpepeneHue: Tekyllee CMeLLEHUE BpEMEHHU
mexay yacamu (S)NTP-cepBepa M uacaMu Ha
CTOPOHE KMMEHTA PacCUMTbIBAETCA KakK <BpeMs
UYaCoOB Ha CTOPOHE KIIMEeHTa> — <BPeMs UacoB
Ha CTOpOHe cepBepa>.

rcNTPBaseGroup rcNTPPriServerlP [ocTtyn: inA uteHMA 1 3anucu
CuMHTaKcnuecKkas cTpyKrtypa: IpAddress

UneHTUpMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.13.1.2.0

OnpepeneHue: IP-agpec nepB1MUHOro cepsepa.

rcNTPServiceStatusGroup rcNTPPriServerReachable Doctyn: TonbKo ANnA uTeHus
CuMHTaKcuueckas cTpykrtypa: TruthValue

NneHTUpMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.13.1.8.0

OnpepeneHue: IP-agpec nepBUUHOro cepBepa
NTP.

rcNTPBaseGroup rcNTPPriServerUpdatePeriod Doctyn: inA uTeHus 1 3anucu
CUHTaKcHMueckas CTpyKTypa: Integer32

UneHTUpMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.13.1.3.0

OnpepeneHue: YactoTta onpoca (S)NTP-
cepBepa ans 0bHOBNEHUs BpeMeHHU (B
MUHYTaXx).

rcNTPBaseGroup rcSNTPEnabled Doctyn: ina uTeHus 1 3anucu
CuMHTaKcuueckas cTpykrtypa: TruthValue

UneHTUpMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.13.1.1.0

OnpepeneHue: BkntoueHue/oTknoueHne
hyHKUMI SNTP-cepBepa.

RUGGEDCOM-POE-MIB

pynna(bi) O6beKT OnucaHue

rcBasePoeGroup rcPoeCapacity [ocTyn: [InAa uteHnA U 3anucu

CUHTaKcnueckas cTpykTypa: Integer32
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pynna(bi)

Ob6beKkT

OnucaHue

UneHTupukatop obbvekra: 1.3.6.1.4.1.15004.4.7.1.1.0

OnpepeneHue: MakcMManbHana obLas BbIXOAHAsA
MOLLHOCTb, KOTOpasi MOXET bbITb obecneueHa nopTamMu

PoE. Mpw ycTaHOBKe AnA 3Toro obbekTa 3HaueHus

"0" eMKocTb byaeT He orpaHuueHa. Korga obuiee
3HepronoTpebneHne JOCTUIHET 3TOrO Npeaena, nopTbl POE ¢
HW3KWM NpUopUTETOM BYAYT OTKIHOUEHDI.

rcBasePoeGroup

rcPoeConsumption

[octyn: TonbKo AnA uteHus
CuHTaKcnuecKas CTpyKTypa: Integer32
UneHTupukatTop obbvekra: 1.3.6.1.4.1.15004.4.7.1.4.0

OnpepeneHue: Tekylee obLyee sHepronotpebneHue ans
BCex ycTpoucTs PoE.

rcBasePoeGroup

rcPoeMinimumVoltage

[ocTtyn: [lnA uteHMA 1 3anucu
CuUHTaKcnuecKas CTpyKTypa: Integer32
UneHTupukatTop obbvekra: 1.3.6.1.4.1.15004.4.7.1.2.0

OnpepeneHue: MuHUManbHoe Tpebyemoe HanpsxeHue,
BbljaBaemMoe noptamu PoE. MMHUManbHoe Heobxoaumoe
Hanps»xeHue anA noptos PoE. Ecnu HanpsaxkeHue PoE
nagaet HWXXe 3TOro nopora, noptbl POE € HU3KUM
NpUOpPHUTETOM ByaYT OTKIFOUEHbI.

rcBasePoeStatusGroup

rcPoeOverheatStatus

[ocTtyn: TonbKo Ana uteHus
CuMHTaKcnueckas cTpykrtypa: TruthValue
UneHTudpukatop obbvekra: 1.3.6.1.4.1.15004.4.7.1.5.0

OnpepeneHue: MNpu neperpese PoE gns atoro obbekTta
bypeT yctaHoBneHo 3HaueHue "true(1)". Mpu Kaxgom
M3MEeHeHMWM 3HaueHunA 3Toro obbekTa c false (2) Ha true(1)
YCTPOWCTBO reHepupyeT yBenomieHue rcPoeOverheat.

rcPoeNotifyGroup

rcPoeOverload

[ocTtyn: TonbKo Ana uteHus
CHHTaKcnMueckasn CTpykKTypa: Integer
UneHTUpmkaTop obbekra: 1.3.6.1.4.1.15004.5.12.2

OnpepeneHue: Mpu neperpyske PoE ans 3toro obbekTa
bypeT yctaHoBneHo 3HaueHue "true(1)". Mpu Kaxgom
M3MeHeHWM 3HaueHunA 3Toro obbekTa c false(2) Ha true(1)
YCTPOWCTBO reHepupyeT yBefoMineHue rcPoeOverload.

rcBasePoeStatusGroup

rcPoeOverloadStatus

[ocTtyn: TonbKo Ana uteHus
CuMHTaKcnueckas cTpykrtypa: TruthValue
UneHTupukatTop obbvekra: 1.3.6.1.4.1.15004.4.7.1.6.0

OnpepeneHue: MNMpu neperpyske PoE ans 3toro obbekTa
bypeT yctaHoBneHo 3HaueHue "true(1)". Mpu Kaxgom
M3MeHeHWM 3HaueHunA 3Toro obbekTa c false(2) Ha true(1)
YCTPOWCTBO reHepupyeT yBefoMneHue rcPoeOverload.

rcPoeTableGroup

rcPoePort

[octyn: HegoctynHo
CuHTaKcnuecKas CTpyKTypa: Integer32
UneHTUpukaTop obbekra: 1.3.6.1.4.1.15004.4.7.2.1.1.1

OnpepeneHue: MNopT POE, ansa KOTOPOro 37a 3anucb
COAEPXUT AaHHbIe. 3HaUEHWE OrPaHMUEHO KONIMYECTBOM
NMOPTOB B YCTPOMCTBE.

rcPoeTableGroup

RUGGEDCOM ROS Bepcusa5.5
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[ocTtyn: [1nA uteHMA 1 3anucu

389



WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

CuMHTaKcnueckas cTpykrypa: TruthValue

NneHTUdukaTop obbeKTa:
1.3.6.1.4.1.15004.4.7.2.1.1.2.13

OnpepeneHue: MNopT POE, ana KOTOPOro 37a 3anucb
COEPXUT AaHHble. 3HaUEeHWe OrpaHUUEHO KONIMUEeCTBOM
NMOpTOB B YCTPOWCTBE.

rcPoeTableGroup

rcPoePortClass

Hoctyn: TonbKo ANA uTeHuns
CuHTaKcnueckas cTpykTypa: Integer32

NpeHTUdukaTop obbeKTa:
1.3.6.1.4.1.15004.4.7.2.1.1.5.13

OnpepeneHune: 3HaueHwue knacca PoE, koTopoe onpefenset
YpPOBEHb MOLLHOCTH.

rcPoeTableGroup

rcPoePortCurrent

Hoctyn: TonbKo Ana uTeHuns
CHHTaKcnueckas cTpykTypa: Integer32

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.7.2.1.1.7.13

OnpepeneHune: 3HaueHue knacca PoE, koTopoe onpefenset
YpPOBEHb MOLLHOCTH.

rcPoeTableGroup

rcPoePortPowered

JocTyn: TonbKo Ansa uteHna
CuMHTaKcnueckas cTpykrypa: TruthValue

NpeHTUdukaTop obbeKTa:
1.3.6.1.4.1.15004.4.7.2.1.1.4.13

Onpep,eneHMe: He3aBMCHMMO OT TOro, NogaeTcs Nu NUTaHue
uepe3 nopt . HaCTOALLMNA MOMEHT.

rcPoeTablePriorityGroup

rcPoePortPriority

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckasn CTpykTypa: Integer

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.7.2.1.1.3.13

OnpepeneHue: MpuopuTeT nopTa. MopTbl C HU3KUM
npuopuTeTOoM ByayT OTKAIOUEHbI MPU Neperpyske
MCTOUHMKA NUTAHUSA.

rcPoeTableGroup

rcPoePortVoltage

Hoctyn: TonbKo Ana uTeHuns
CHHTaKcnueckas CTpyKTypa: Integer32

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.7.2.1.1.6.13

OnpepeneHune: 3HaueHwue knacca PoE, koTopoe onpefenset
YpPOBEHb MOLLHOCTH.

rcBasePoeGroup rcPoeReenableTime Hoctyn: [ina uTeHuns u 3anucu
CuHTakcuueckas cTpykTypa: Unsigned32
MpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.7.1.3.0
OnpepeneHue: Bpemsa 0XXnaaHMA NOBTOPHOMO BKIFOUEHHUA
noptoB POE C HU3KUM MPUOPUTETOM MOCHE UX OTKINOUEHUA
n3-3a neperpysku.

rcPoeNotifyGroup rcPoeUndervoltage MpeHTndukaTop obbekTa: 1.3.6.1.4.1.15004.5.12.3
OnpepeneHue: H13Koe HanpsxeHue Ha PoE.

rcBasePoeStatusGroup rcPoeUndervoltageStatus HocTyn: ToNbKO ANA uteHuns
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pynna(bi)

Ob6beKkT

OnucaHue

CuMHTaKcnuecKkas cTpykrypa: TruthValue
MpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.7.1.7.0

OnpepeneHune: CMBOI, KOTOPbI MOXXHO MCMONb30BaTh
ANA NPUHYAUTENBHOrO NepeHanpaBNeHns HaKOMNEeHHbIX
[aHHbIX B CeTb ANA NOAKMIOUEHUA K BeAyLLeMy
YCTPOMCTBY C AMHAMUUECKUM afpecoM. Ecnu cumBon
onpeAeneHuns naketa He ykasaH, HaKOMNEHHble

[aHHble byayT nepeHanpaBnATbCA Ha OCHOBE 3HAUeHUs
napameTpa BpeMeHU oxxuaHus obpaboTku nakera
rcPreemptRSDynPackTimer.

RUGGEDCOM-PTP1588-MIB

pynna(bi)

Ob6beKT

OnucaHue

rcPTP1588BaseGroup

rcPTP1588ClkType

Hoctyn: [inAa uteHunA 1 3anucu

CUHTaKcHuecKas CTpyKTtypa: Integer

MpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.12.1.1.0
OnpepeneHune: Tun yacos PTP1588.

rcPTP1588BaseGroup

rcPTP1588E2EDelay

[ocTyn: TonbKo ANA UTeHUA
CUHTaKcHueckas CTpykTypa: Integer32
MpeHTudukatop obbvekra: 1.3.6.1.4.1.15004.4.12.1.12.0

OnpepeneHue: U3mepeHHas 3aepxka E2E (1.e. 3anpoc-
OTBET) MeXAy BefyLLUM U BEAOMbIM Uacamu.

rcPTP1588BaseGroup

rcPTP1588EthPorts

Hoctyn: [inAa uteHunA 1 3anucu
CUHTaKcuuecKkas cTpyKTtypa: PortList
MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.12.1.2.0

OnpepeneHue: Boibop noptos Ethernet, kotopble byayT
ydactBoBaTb B 0bMeHe coobuieHmAamu no npotokony PTP
(MpOTOKOJ TOUHOTO BPEMEHMU).

rcPTP1588BaseGroup

rcPTP1588NetClass

Hoctyn: [1nAa uteHnA 1 3anucu
CUHTaKcnueckan cTpykTypa: Integer
MpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.12.1.4.0

OnpepeneHune: YKa3biBaeT, BCe I CUHXPOHU3UPYEMble
yCTpOMCTBa COOTBETCTBYHOT TpeboBaHusaM IEEE 1588 (ceTb C
nopnepxkon IEEE 1588) unu BKNtOUEHbI TakXKe YCTPOMICTBA,
He noagdep>xuBatowme IEEE 1588 (ana cetei 6e3 noanepKku
IEEE 1588).

rcPTP1588BaseGroup

rcPTP1588ServoStatus

[ocTyn: TonbKo ANA uteHUs
CUHTaKcuueckas cTpyKrtypa: DisplayString
MpeHTudukatop obbvekra: 1.3.6.1.4.1.15004.4.12.1.10.0

OﬂpeFLEHEHVIEZ lNokasbiBaeT CTaTyC CepBOCUCTEMbI YaCoB.
CepBOCMCTeMa 4aCoB HUCNONb3yeTCAa AnAa perynmpoBaHma
CHUCTEMHDbIX YacoB. CTaTyC yacoB npeacraBnAeT 3HaueHue
TOUYHOCTH YaCOB, YyKa3biBaeMoOe B XXeJlaeMblIX npenenax.

rcPTP1588BaseGroup
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Hoctyn: [inAa uteHunA 1 3anucu
CUHTaKcuueckas cTpykrtypa: TruthValue
MpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.12.1.7.0
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pynna(bi)

Ob6beKkT

OnucaHue

OnpepeneHue: 3TOT NapameTp ABASAETCA cneyuUUHbIM
[NA ofHOoaApecHom nepesaun. Mo3BonAeT Nonb30BaTENHO
aBTOMATUUECKM PEerMcTpUpoBaTb BeJOMble Uachl B
OlHOAPEeCHOM BefyLleM YCTPOMCTBE, COrNAcHO 3HaUeHHWHo
atpubyta "Master IP Address".

rcPTP1588BaseGroup

rcPTP1588SlaveBackUplIP

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcnueckas cTpyKrtypa: IpAddress
NpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.12.1.9.0

OnpepeneHue: 3T0T NapaMeTp ABAAETCA CNeLUdUUHbIM
[NA OQHOaApPeCcHOM Nepefayun v NpeacTaBnset cobon
IP-agpec BeayLLMX 4acoB ANA pe3epBUPOBaHUA NpH
0ofHOapeCcHOW nepefave cMrHana no npotokony PTP
(MpOTOKOJ TOUHOTO BPEMEHMU).

rcPTP1588BaseGroup

rcPTP1588SlaveDomain

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.12.1.6.0

OnpepeneHue: Boibop Homepa gomeHa PTP (MpoTokon
TOUHOrO BPEMEHMU) AnsA BeAOMbIX UacoB. PTP-qomeH

— 370 flormyeckas rpynna PTP-uacos, KoTopble
CUHXPOHU3UPYHOTCA APYT C APYrom no npotokony PTP.

rcPTP1588BaseGroup

rcPTP1588SlaveEthPort

[ocTtyn: [1nA uteHMA 1 3anucu
CuMHTaKcuuecKkan cTpyKTtypa: Portlist
NpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.12.1.5.0

OnpepeneHue: Boibupaet nopt Ethernet, koTopbi byaeTt
paboTaTb Kak BeAOMbI1 NPU KOHUTypaL KU YCTPOMCTBA B
KauecTBe rpaHMUHbIX 4acoB.

rcPTP1588BaseGroup

rcPTP1588SlaveFeqAdi

[ocTtyn: TonbKo A4Nna uteHms
CHHTaKCcHuecKan CTpyKTypa: Integer32
MpeHTudumkatop obbekra: 1.3.6.1.4.1.15004.4.12.1.11.0

OnpegeneHue: 3TOT NapaMeTp NOKa3blBaeT TEKYLUMI
YPOBEHb AUCLMMNIUHBI, MPUMEHSEMBIN K NTOKanbHOM
3TanoHHou uactote (TCXO), T. e. 06bEM KOPPEKTUPOBKHU
B AAHHOM cUCTEME, HEODXOAUMBIN [NA CUHXPOHU3ALUMM C
TEeKYLLMM 3TaIOHHbIM 3HaUEHUEM.

rcPTP1588BaseGroup

rcPTP1588SlaveMastelP

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcnueckas cTpyKrtypa: IpAddress
NpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.12.1.8.0

OnpepeneHue: 3T0T NapaMeTp ABAAETCA CNeUUdUUHbIM
[NA OQHOaApecHOM Nepefayun v NpeacTaBnset cobon
IP-agpec BeayLLMxX yacoB Npu OQHOAAPECHON Nepefaue
curHana no npotokony PTP (MpOTOKOJ TOUHOTO BPEMEHM).

rcPTP1588BaseGroup

rcPTP1588StartUpWait

[octyn: [1nA uteHMA 1 3anucu
CUHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.12.1.3.0

OnpepeneHue: Bpems B ceKyHAax AN1A HauanbHOM 3arpysKku
PTP-ceTn bonee ynopsgoueHHbIM obpa3som.
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RUGGEDCOM-SERIAL-MIB

pynna(bi) O6beKT OnucaHue
rcSerialConnStatsGroup rcConnStatsRxPkts Doctyn: TonbKo AnA uTeHus
CUHTaKcHueckas CTpykTypa: Integer32
UneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.6.15.1.1.4
OnpepeneHue: KonnuecTBo NonyuyeHHbIX NAaKeTOB.
rcSerialConnStatsGroup rcConnStatsTxPkts Doctyn: TonbKo Ana uTeHuns

CuHTaKcnuecKas CTpyKTypa: Integer32
UneHTudukatop obbvekra: 1.3.6.1.4.1.15004.4.6.15.1.1.5

OnpegeneHune: KonnuecTso nepeaaHHbIX NakeTos.

rcSerialDnpGroup

rcDnpAgingTimer

[ocTyn: [1nAa uTeHWA 1 3anucu
CuHTaKcnuecKas CTpyKTypa: Integer32
NneHTudukaTop obbvekrta: 1.3.6.1.4.1.15004.4.6.8.4.0

OnpepeneHue: Bpema besgeicTBua cBA3M, Nocne KOTOPOro
nonyueHHbIn npu 0byueHnn DNP-agpec ynansertcs

13 Tabnuubl afpecoB ycTporcTBa. 3anucu B Tabnuue
"CTaTMCTMKa MO ccblikaM" € ycTapeBLUMMU agpecamu byayT
XPaHUTbCA O MOMEHTA OUUCTKHK CTaTUCTUKMK.

rcSerialDnpGroup

rcDnpDscp

[octyn: [InAa uteHWA U 3anucu
CuHTaKcnuecKas CTpyKTypa: Integer32
NneHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.8.6.0

OnpepeneHue: 3HaueHue baiiTta DS, KoTopoe fONMXKHO bbITb
yKasaHo B 3aronoske IP. Hactpo#ika 3HaueHua baiita DS
NoALepXXUBAETCs TONbKO ANs UCXoAALLero TpaduKa.

rcSerialDnpGroup

rcDnplpPort

[ocTyn: [inAa uteHnA 1 3anucu
CuHTaKcnuecKas CTpyKTypa: Integer32
NneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.6.8.2.0

OnpepeneHune: Homep NOKanbHOro Nopra, Ha KOTOPOM
NPOCNyLMUBAIOTCA COeiuHEeHMA unun fatarpammsl UDP c
ncnonb3oBaHWem nportokona DNP.

rcSerialDnpGroup

rcDnplLearning

[octyn: [InAa uteHWA U 3anucu
CuHTaKcnuecKkas cTpyKrtypa: IpAddress
MneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.6.8.3.0

OnpepeneHue: PaspelleHune unu 3anpet onpeaenexHua
appecoB. OnpeaeneHne MoXeT OblTb OTKOUEHO

UK BKINOYEHO C MOMOLLbIO aMUHUCTPATUBHOIO
IP-uHTEpheica, nnu BKNOUEHO ANs MHTepdeica C
onpepeneHHbIM IP-agpecom. Ecnu obyueHune BKNOUeHO

W yaaneHHbIN agpec HensBecTeH, byaeT oTnpaBneHo
LWMpokoBeLlaTenbHoe coobuieHne UDP 1 agpeca
MCTOUYHMKOB A5 YCTPOMCTB, UCMOMNb3YHOLLUX MPOTOKON
DNP, 6yayT n3yueHbl. Ecnv nokanbHbIi afpec HEM3BECTEH,
TO Ha BCe nocnegoBaTenbHble NOpTbl, paboTatoLme no
npoTtokony DNP, byaeT otnpaBneHo coobuieHne. ObyueHune
ANA NoKanbHbIX aapecoB byaeT BbINMOAHEHO NO AaHHbIM
nokanbHbIX oTBeTOB. Ecnu nepegaua no TCP HacTpoeHa,
ByneT yCcTaHOBMIEHO COeMHEHME C YCTPOMUCTBAMMU C
COOTBeTCTBYHOLWMM IP-agpecom.

rcSerialDnpGroup
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[octyn: [InAa uteHWA U 3anucu
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pynna(bi)

Ob6beKkT

OnucaHue

CUHTaKcnueckas cTpykTypa: Integer32
MpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.6.8.5.0

Onpep,eneHMe: BkntoueHune c6opa CTaTUCTUKK MO CCbIJTKaM.

rcSerialDnpRsGroup

rcDnpRsCalllDir

[ocTyn: [InAa uteHnA U 3anucu

CuHTaKkcuueckas cTpykTypa: RcCallDir

UneHTUdukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.9.1.1.2.1
Onpepenenue: Onpenensaer cnegyollee:

e BxofsAwee(0): MpuHATL BXoAsLLEe COeUHEHNE

¢ ucxopAwee(1): YCTaHOBUTb UCXOAsLLEe COeAUHEHWE

e 06a(2): YcTaHOBUTb UCXOAALLEe COefMHEHNE U OXKUaaTb
BXOJALLEro coeuHeHus

MpumeuaHue
3TOT NapaMeTp NPUMEHUM TONbKO ANA nepedaun no TCP.

rcSerialDnpRsGroup

rcDnpRsIpAdd

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnuecKkas cTpyKrtypa: IpAddress
NneHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.6.9.1.1.7.1

Onpepenenune: OnpenensieT IpAddress Ha ocHoBe
cnepytoLero:

e NIns ucxopaulero TCP-coeanHeHus (KNUEHT),
rcRawSockCallDir umeeT 3HaueHue "out(2)". 310
yhnaneHHbIH IP-agpec ans ceAsu.

e [na Bxopswero TCP-coeguHeHus (cepsep)
rcRawSockCallDir umeeT 3HaueHune "out (2)" unu
"both(3)". 370 IP-agpec nokanbHOro uHTepdeica npu
NpocnyLMBaHWUM TOKANbHOMO NOpTa ANA 3anpoca Ha
NoAKNtoUeHue.

e Ecnu paspelleHbl Kak UCXOAsLLMeE, TaK U BXoAsALwue
coefuHeHus (KNMeHT unu cepeep), rcRawSockCallDir
umeeT 3HaueHue "both (3)". 310 yaaneHHbIH IP-
afpec Ans 3anpoca Ha yctaHoBKy ucxogsawero TCP-
COeMHEHUWS UNK AS1A NPUEeMaA BbI30BOB.

e [ns UDP-TpaHcnopTa — agpec uHtepdeica ana
npocnywmsaHua aatarpamm UDP.

rcSerialDnpRsGroup

rcDnpRsLinkStats

[ocTtyn: [1nA uteHMA 1 3anucu
CUHTaKcuueckas cTpyKTtypa: EnabledStatus
NpeHTudurkatTop obbekra: 1.3.6.1.4.1.15004.4.6.9.1.1.8.1

OHPEAEHEHMGZ BkntoueHune c6opa CTaTUCTUKHU MO CCbINTKaM.

rcSerialDnpRsGroup

rcDnpRsLocPort

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHueckKan CTpyKTypa: Integer32
NpeHTudurkatTop obbekra: 1.3.6.1.4.1.15004.4.6.9.1.1.5.1

OnpepeneHue: JlokanbHbIM IP-nOpT ANA NPOCAyLWMBaHUA
BxogAwero TCP-coeguHeHna unu gatarpamm UDP.

rcSerialDnpRsGroup
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rcDnpRsMaxConns

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHueckan CTpyKTypa: Integer32
NpeHTudurkaTop obbekra: 1.3.6.1.4.1.15004.4.6.9.1.1.4.1
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

OnpepeneHue: MakcMManbHOe KONMUECTBO pa3peLleHHbIX
BxoasLmnx TCP-coeAUHEHUN.

rcSerialDnpRsGroup

rcDnpRsRemPort

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudurkatTop obbekra: 1.3.6.1.4.1.15004.4.6.9.1.1.6.1

OnpepeneHue: YaoaneHHblt TCP-nopT, MCNONb3yeMbli Npu
YCTaHOBKE MCXOAALLEro COeMHEHMUS.

rcSerialDnpRsGroup

rcDnpRsTransport

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcnueckan cTpykrypa: RcTransport
NpeHTudurkaTop obbekra: 1.3.6.1.4.1.15004.4.6.9.1.1.3.1

OnpepeneHune: TpaHCNOPTHbIM MPOTOKOA, UCMOMb3yEMbII
ana IP-tpaduka c ucnonb3oBaHuem npotokona DNPRS Ha
3TOM MOpTy.

rcSerialDnpGroup

rcDnpTransport

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcnueckan cTpykrtypa: RcTransport
MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.8.1.0

OnpepeneHune: TpaHCMOPTHbIM MPOTOKO, UCMOMb3yEMbIH
ana IP-tpaduka c ucnonb3oBaHuem npotokona DNP.

rcMbClient

MpeHTudukatTop obbvekrta: 1.3.6.1.4.1.15004.4.6.3

OnpepeneHue: MNaBHOE NoAAepeBO ANIA YNpaBieHus
napameTpamu KnueHTta npotokona Modbus Ha
nocnegoBaTtenbHbIx ycTpoictBax RUGGEDCOM.

rcMbClientDscp

[ocTyn: [InAa uteHnA 1 3anucu
CUHTaKcnueckas CTpyKTypa: Integer32
MpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.6.3.4.0

OnpepeneHune: 3HaueHue baviTta DS, KoTOpoe fOMKHO bbITb
yKasaHo B 3aronoske IP. Hactpo#ika 3HaueHua baiita DS
NoadepXXUBaeTCsA TONbKO ANA UCXOAALLEero TpaduKa.

rcMbClientFwdExcp

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckas cTpykTypa: Integer32
MpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.6.3.2.0

OnpepeneHue: Bkntouaet nepeHanpasneHme coobLyeHni
06 MCKNoUeHUAX Ha BefyLlee YCTPOWCTBO B BUE KOLOB
nckntoueHuin 10 (6es nytu) unu 11 (be3s oteeta). Korga
BefyLlee ycTponcTBO onpatwnsaeT RTU 6e3 KoHduUrypauum
Wnu ynaneHHblit cepsep Modbus nonyuaet onpoc ann

RTU, KOHMrypauus Ans KOTOPOro oTCyTCTBYeT UMK

BpeMSA 0XXWAAHWA ANs KOTOPOro npeBbllaeT AonyCcTUMOoe
3HaueHwue, BO3BpaLLaeTcsa coobuieHne 06 UCKNOUEeHNH.
[nsa aToro obbvekTa cnepyeT 3agath 3HaueHue "disabled(2)",
ecnu Befyllee YCTPOWUCTBO He NOAAEPKMUBAET UCKITHOUEHHSA,
HO pacno3HaeT cbou NpeBbILLEHNA BPEMSA OXUAAHWA ANA
oTBeTa.

RUGGEDCOM ROS Bepcusa5.5

rcMbClientIPPort
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[ocTyn: [inAa uteHnA U 3anucu
CuHTaKcnueckas CTpyKTypa: Integer32
MpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.6.3.1.0
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

OnpepeneHue: HoMmep yganeHHOro nopTa, Ha KOTOpbIK
avcneTuep coeAUHEHUM NPOTOKONAa OTNPaBAAET 3anpochl
ona TCP-coegnHeHus.

rcMbClientLinkStats

[octyn: [1nA uteHMA 1 3anucu
CUHTaKCcHuecKan CTpyKTypa: Integer32
MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.3.3.0

Onpep,eneHMe: BkntoueHune c6opa CTaTUCTUKHU MO CCbINTKaM.

rcSerialMbServerGroup

rcMbServerAuxTcpPort

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudurkaTop obbekra: 1.3.6.1.4.1.15004.4.6.2.1.1.3.1

OnpepeneHue: AnbTepHaTUBHbIM HoMep TCP-nopTa, Ha
koTopoM rcMbServerPort moxeT npocnylwimBaTh BXofALLME
TCP-coepmnHeHnua. Mockonbky cepBep TCP Modbus Bcerga
npocnywumsaet TCP-nopt 502, 3T10T NnapameTp nossonsaer
nocneposatenbHoMy ycrpoictey RUGGEDCOM npuHumaTh
3anpoc Ha nofknroueHue no npotokony TCP Modbus Ha
oboux TCP-noprax.

rcSerialMbServerGroup

rcMbServerLinkStats

[ocTtyn: [1nA uteHMA 1 3anucu
CUHTaKcuueckas cTpyKTtypa: EnabledStatus
NpeHTudurkatTop obbekra: 1.3.6.1.4.1.15004.4.6.2.1.1.5.1

Onpep,eneHMe: BkntoueHune c6opa CTaTUCTUKHU MO CCbINTKaM.

rcMbServerPort

DocTtyn: HepoctynHo
CuHTaKcMueckas CTpyKTypa: Integer
MpeHTUdurkaTop obbekra: 1.3.6.1.4.1.15004.4.6.2.1.1.1

OnpepeneHune: GUsanuyecknin HOMep NocneAoBaTeNbHOIO
nopTa, ANA KOTOPOro 3Ta 3anucb COAEPXKUT HACTPOMKH
KOHuMrypauuu npotokona cepsepa Modbus.

rcSerialMbServerGroup

rcMbServerRespTimer

[ocTtyn: [1nA uteHMA 1 3anucu
CUHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudurkatop obbekra: 1.3.6.1.4.1.15004.4.6.2.1.1.2.1

OnpepeneHue: [lonycTMMoe BpeMA OXXMAaHUA Hauana
otBeTa RTU.

rcSerialMbServerGroup

rcMbServerSendExcep

[ocTtyn: [1nA uteHMA 1 3anucu
CUHTaKcuueckas cTpyKTtypa: EnabledStatus
NpeHTudurkaTop obbekra: 1.3.6.1.4.1.15004.4.6.2.1.1.4.1

Onpepenexue: No3sonAaer RUGGEDCOM
nocnefaoBaTebHbIM YCTPOMCTBAM BKIIFOUATb MITM OTKOUATb
oTnpasKy uckntoueHusa TCP Modbus obpaTtHo BegyLuemy
ycTpoicTBy, ecnu otBeT oT RTU He Bbin nonyueH B TeueHue
0XXMOaEMOro BPEMEHMU.

rcSerialMicrolokGroup

rcMicrolokDscp

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
MpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.6.7.4.0

OnpepeneHue: 3HaueHue baiita DS, kKoTopoe AoMXKHO bbITh
yKa3aHo B 3aronoBke IP. HacTpolika 3HaueHus baiTa DS
NnoAfepXunBaeTca TONbKO ANA ucxogsaLlero Tpaduka.

rcSerialMicrolokGroup
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rcMicroloklpPort

[ocTtyn: [1nA uteHMA 1 3anucu

RUGGEDCOM ROS Bepcua5.5
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

CuHTaKcnueckas cTpyKTypa: Integer32
MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.7.2.0

OnpepeneHune: HoMep NOKanbHOro NOpTa, Ha KOTOPOM
NpoCNyLIMBaKOTCA COEANHEHUA UNK AaTarpammbl UDP ¢
ncrnonb3oBaHueM npotokona Microlok.

rcSerialMicrolokGroup

rcMicrolokLinkStats

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckas cTpykrtypa: EnabledStatus
MpeHTudukatTop obbvekrta: 1.3.6.1.4.1.15004.4.6.7.3.0

Onpep,eneHMe: BkntoueHune c6opa CTaTUCTUKK MO CCbIJTKaM.

rcSerialMicrolokGroup

rcMicrolokTransport

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckas cTpykrypa: RcTransport
MpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.6.7.1.0

OnpepeneHune: TpaHCNOPTHbIM NPOTOKON, UCNONb3YeMbIi
ans IP-Tpadmka c ncnonb3oBaHuMem npoTtokona Microlok.

rcSerialMirrBitsGroup

rcMirrBitslpAdd

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnuecKkas cTpyKrtypa: IpAddress

MneHTUdukaTop obbeKTa:
1.3.6.1.4.1.15004.4.6.10.1.1.5.1

OnpepeneHue: IP-agpec uHTepdeiica Ans NpocnyLrMBaHKA
patarpamm UDP.

rcSerialMirrBitsGroup

rcMirrBitsLinkStats

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckas cTpykrypa: EnabledStatus

NpeHTUdukaTop obbekTa:
1.3.6.1.4.1.15004.4.6.10.1.1.6.1

Onpep,eneHMe: BkntoueHune c6opa CTAaTUCTUKK MO CCbIJTKaM.

rcSerialMirrBitsGroup

rcMirrBitsLocPort

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckas CTpyKTypa: Integer32

NpeHTUdukaTop obbekTa:
1.3.6.1.4.1.15004.4.6.10.1.1.3.1

OnpepeneHue: JlTokanbHblM IP-nOpT ANA NnpocnyLwmMBaHua
UDP patarpamm.

rcSerialMirrBitsGroup

rcMirrBitsRemPort

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckas CTpyKTypa: Integer32

MpeHTUdukaTop obbeKkTa:
1.3.6.1.4.1.15004.4.6.10.1.1.4.1

OnpepeneHue: YaaneHHbI NopT, C KOTOPbIM NPOTOKOSbI Ha
3TOM NopTy MoryT obmeHuBaTbca gatarpamMmmamu UDP.

rcSerialMirrBitsGroup

rcMirrBitsTransport

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckasn cTpykrypa: RcTransport

MpeHTUdukaTop obbeKTa:
1.3.6.1.4.1.15004.4.6.10.1.1.2.1

OnpepeneHune: TpaHCNOPTHbIM NPOTOKON, UCMOMNb3YeMbIi
ans IP-Tpacdmka c ncnonb3zoBaHuem Mirrored Bits
(3epkanvpyeMbix BUTOB) Ha 3TOM NOPTY. ITOT O6BEKT
BCerga uMmeet 3HaueHue udp(2).

rcSerialPreEmpRawSockGroup

RUGGEDCOM ROS Bepcusa5.5

rcPreemptRSDynPackChar
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[ocTyn: [InAa uteHnA 1 3anucu
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

CUHTaKcnueckas cTpykTypa: Integer32

NneHTUdukaTop obbeKTa:
1.3.6.1.4.1.15004.4.6.5.1.1.10.1

OnpepeneHune: CMBOI, KOTOPbIM MOXHO UCNONb30BaThb
ANA NPUHYAUTENBHOTO NepeHanpaBNeHns HaKOMNEeHHbIX
[aHHbIX B CeTb ANA NOAKMIOUEHUA K BeAyLLeMY
YCTPOMCTBY C AMHAMUUECKUM afpecoM. Ecnu cumBon
onpefeneHus naketa He ykasaH, HaKOMNEeHHble

[aHHble byayT nepeHanpaBnATbCA Ha OCHOBE 3HAUeHUs
napameTpa BpeMeHU oxxuaHus obpaboTku nakera
rcPreemptRSDynPackTimer.

rcSerialPreEmpRawSockGroup

rcPreemptRSDynPackTimer

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckas cTpykTypa: Integer32

NpeHTUdukaTop obbeKkTa:
1.3.6.1.4.1.15004.4.6.5.1.1.11.1

OnpegeneHue: 3aaep>KKa C MOMEHTaA NOyUYeHUs
nocnefHero CMMBOSA O MOMEHTA NepeHanpaBieHus
JaHHbIX Ha Befylliee YCTPOMCTBO C AMHAMMUUECKUM aipeCOM
(B MUANIMCEKYHAAX).

rcSerialPreEmpRawSockGroup

rcPreemptRSDynTimeout

[ocTyn: [Infa uteHnA U 3anucu
CuHTaKcnueckas CTpykTypa: Integer32

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.6.5.1.1.12.1

OnpepeneHune: Bpems NpocTos BeayLLero ycTpoicTea ¢
OMHAMUUECKUM afipecoM [10 TOFO, KaK ero CoefiHeHue
ByneT 3akpbITo (B cekyHaax). [poTokon npocnyLiMBaeT
COKET, OTKPbITbIN ANA BeAYLIEro yCTpoicTaa ¢
OMHAMUUECKUM afipecomM, U, ecriv B TEUeHUe 3TOro BPEMEHU
LaHHble He ByayT nonyueHbl, CoeuHeHue byaeT 3aKpbITo.

rcSerialPreEmpRawSockGroup

rcPreemptRSFlowControl

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckas cTpykrtypa: RcFlowControl
UneHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.5.1.1.5.1

OnpepeneHue: Tun FlowControl, kotopbiit byaet
“cnonb3oBaTbCs ANA NopTa.

rcSerialPreEmpRawSockGroup
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rcPreemptRSIpAdd

[ocTyn: [InAa uteHnA U 3anucu
CuMHTaKcnuecKkas cTpyKrtypa: IpAddress
UneHTUdukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.5.1.1.8.1

Onpepenenune: OnpenensieT IpAddress Ha ocHoBe
cnefytoLero:

e [1ns ucxopAawmx TCP-coeanHEHUH (KNUEHT),
rcRawSockCallDir umeeT 3HaueHune "out(2)" 1 ABnAeTcA
yAaneHHbIM IP-agpec Ans yCTaHOBKU COEAUHEHMS.

e [na Bxopswero TCP-coeguHeHus (cepsep)
rcRawSockCallDir umeeT 3HaueHune "out (2)" unu
"both(3)"; 310 IP-agpec nokanbHOro UHTepdeica npu
NpocnyLMBaHWUM NTOKANbHOMO MNOpTa AnA 3anpoca Ha
NoAKNtoUeHue.

e EC/v paspelleHbl Kak UCXOAsaLLMe, TaK M BXoddALMue
coefvHeHus (KNMeHT unu cepeep), rcRawSockCallDir
umeeT 3HaueHue "both (3)"; 3To yaaneHHbii IP-

RUGGEDCOM ROS Bepcua5.5
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

afpec Afisa 3anpoca Ha yctaHoBKy ucxopstero TCP-
COelMHEeHWA UK ANA NpUeMa Bbi3OBOB.

rcSerialPreEmpRawSockGroup

rcPreemptRSLinkStats

[ocTtyn: [1nA uteHMA 1 3anucu
CuUHTaKcuueckas cTpyKTtypa: EnabledStatus
NpeHTudurkaTop obbekra: 1.3.6.1.4.1.15004.4.6.5.1.1.9.1

Onpep,eneHMe: BkntoueHune c6opa CTaTUCTUKHU MO CCbINTKaM.

rcSerialPreEmpRawSockGroup

rcPreemptRSLocPort

[ocTtyn: [1nA uteHMA 1 3anucu
CUHTaKCcHueckKan CTpyKTypa: Integer32
NpeHTudurkaTop obbekra: 1.3.6.1.4.1.15004.4.6.5.1.1.6.1

OnpepeneHue: JlokanbHbIM IP-nopT ANA NpoCnyLWMBaHUA
BxogAwero TCP-coeguHeHna unu gatarpammol UDP.

rcSerialPreEmpRawSockGroup

rcPreemptRSPackChar

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudumkaTop obbekra: 1.3.6.1.4.1.15004.4.6.5.1.1.2.1

OnpepeneHune: CUMBOJI, KOTOPbIM MOXKHO MCMONb30BaTh
ANA NPUHYAMTENBHOrO NepeHanpaBieHus HaKOMMEHHbIX
[aHHbIX B CeTb. ECnu cMMBON onpeaeneHusa naketa He
yKa3aH, ans obbekTa ycTaHaBnMBaeTCsA 3HaueHue "256",
W HaKOMeHHble AaHHble ByayT nepeHanpaBnATbCA

Ha OCHOBE 3HAaUEeHMWA NapaMeTpa BPEMEHU OXUIAAHUSA
06paboTkK NakeTa — 3HaUEHUA, yKa3aHHOro Ans obbekTa
rcPreemptRSPackTimer.

rcSerialPreEmpRawSockGroup

rcPreemptRSPackSize

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudurkatTop obbekra: 1.3.6.1.4.1.15004.4.6.5.1.1.4.1

OnpepeneHue: MakcMManbHoe KOTMUecTBo baiT,
noslyyeHHbIX OT MOCNeAoBaTeNbHOro NOpTa, KOTopble
JIOJKHbI 6bITb yNakoBaHbl B 0fWH IP-nakeT.

rcSerialPreEmpRawSockGroup

rcPreemptRSPackTimer

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudurkatTop obbekra: 1.3.6.1.4.1.15004.4.6.5.1.1.3.1

OnpepeneHue: 3aaepikka C MOMEHTa NONyUeHus
nocfieqHero CMMBOSa 10 MOMEHTa NepeHanpaBneHus
JaHHbIX (B MUIIUCEKYHAAX).

rcSerialPreEmpRawSockGroup

rcPreemptRSRemPort

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudurkatop obbekra: 1.3.6.1.4.1.15004.4.6.5.1.1.7.1

OnpepeneHue: YaganeHHbit TCP-nopT, MCNONb3yeMbli Npu
YCTaHOBKE MCXOAALLEro COeMHEHMUS.

rcSerialRawSocketGroup

RUGGEDCOM ROS Bepcusa5.5

rcRawSockCallDir
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[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcuueckan cTpykrtypa: RcCallDir
NpeHTudumkatTop obbekra: 1.3.6.1.4.1.15004.4.6.4.1.1.7.1

Onpepenenue: Onpefensert cnegyrollee:

Mpumeuvanue
ITOT NapameTp NPUMEHUM TONbKO AnA nepedaun no TCP.
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

* BxogAwee(0): MpuHATb BXOAsLLEe COeUHEHNE
e ucxomnauee(1): YCTaHOBUTb UCXOaALLEe COeIMHEeHUe

e 06a(2): YcTaHOBWUTb UCXOAsLLEE COeAUHEHNE U OXKUAATb
BXOAALLEro coefuHeHnn

rcSerialRawSocketGroup

rcRawSockFlowControl

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckas cTpykrtypa: RcFlowControl
UneHTUdukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.4.1.1.5.1

OnpepeneHue: Tun FlowControl, kotopbiit byaet
“cnonb3oBaTbCs ANA NopTa.

rcSerialRawSocketGroup

rcRawSocklpAdd

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnuecKkas cTpyKrtypa: IpAddress

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.6.4.1.1.11.1

Onpepenexue: >Onpeaenset IpAddress Ha ocHoBe
cnepytoLero:

e [1ns ucxopamx TCP-coeanHEHUM (KNUEHT),
rcRawSockCallDir umeeT 3HaueHune "out(2)" 1 ABnAeTcA
yAaneHHbIM IP-agpec Ans yCTaHOBKU COEAUHEHMS.

e [na Bxopswero TCP-coeguHeHus (cepsep)
rcRawSockCallDir umeeT 3HaueHune "out (2)" unu
"both(3)"; 310 IP-agpec nokanbHOro UHTEpdeica npu
NpocnyLMBaHWM NTOKANbHOMO NOpTa AnA 3anpoca Ha
NoAKNtoUeHue.

e Ecnu paspelleHbl Kak UCXOAsLLMe, TaK U BXogsALwue
coefvHeHus (KNMeHT unu cepeep), rcRawSockCallDir
umeeT 3HaueHue "both (3)"; 3To yaaneHHsbii IP-
afpec Ans 3anpoca Ha yctaHoBKy ucxogsawero TCP-
COeMHEHUWs UNK AJ1A NPUEeMa BbI3OBOB.

e [ns UDP-TpaHcnopTa — agpec uHtepdeica ana
npocnywmsaHua aatarpamm UDP.

rcSerialRawSocketGroup

rcRawSockLinkStats

[ocTtyn: [1nA uteHMA 1 3anucu
CUHTaKcuueckas cTpyKTtypa: EnabledStatus

NpeHTUduMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.6.4.1.1.12.1

OnpepeneHue: BkntoueHue cbopa CTaTUCTUKK MO CCbINKaM
ansa RawSocket Ha atom nopTy.

rcSerialRawSocketGroup

rcRawSockLocPort

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudurkatTop obbekra: 1.3.6.1.4.1.15004.4.6.4.1.1.9.1

OnpepeneHue: JlokanbHbIW IP-nOpT ANA NPOCAyLWMBaHUA
BxogAwero TCP-coeguHeHna unu gatarpamm UDP.

rcSerialRawSocketGroup

rcRawSockMaxConn

[octyn: [1nA uteHMA 1 3anucu
CUHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudurkatTop obbekra: 1.3.6.1.4.1.15004.4.6.4.1.1.8.1

OnpepeneHue: MakcMManbHOe KONMUECTBO pa3peLleHHbIX
BxoasLmnx TCP-coeAUHEHUN.

rcSerialMbClientGroup
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rcRawSockPackChar

[ocTtyn: [1nA uteHMA 1 3anucu

CHHTaKCcHueckKan CTpyKTypa: Integer32
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Mpynna(bi) O6beKT

OnucaHue

UneHTUpukaTop obbekra: 1.3.6.1.4.1.15004.4.6.4.1.1.2.1

OnpepeneHue: CUMBON, KOTOPbIA MOXXHO UCNOMNb30BaTb
ANA NPUHYAMTENBHOrO NepeHanpaBieHnsa HaKoOMMNEHHbIX
[aHHbIX B ceTb. Ecnu cMMBON onpefeneHuns nakeTta He
yKasaH, ans obbekTa ycTaHaBNMBaeTCs 3HaueHue "256",
M HaKoMNMeHHble AaHHble ByayT nepeHanpaBnATbCA

Ha OCHOBe 3HauyeHuWs NapamMeTpa BpeMeHMW OXWAaHUSA
06paboTkM NakeTa — 3HaUeHUs, yKasaHHOro Ans obbekTa
rcRawSockPackTimer.

rcSerialRawSocketGroup rcRawSockPackSize

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcnuecKas CTpyKTypa: Integer32
UneHTUdpukatTop obbvekra: 1.3.6.1.4.1.15004.4.6.4.1.1.4.1

OnpepeneHune: MakcrmanbHoe KonuuecTso HanT,
NOMyUYeHHbIX OT NOCNEA0BATENbHOrO NOPTa, KOTOpble
[LOTKHbI BbITb NepeHanpaBeHbl.

rcSerialRawSocketGroup rcRawSockPackTimer

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcnuecKas CTpyKTypa: Integer32
UneHTUpukaTop obbekra: 1.3.6.1.4.1.15004.4.6.4.1.1.3.1

OnpepeneHue: 3aep>Kka C MOMEHTa NoflyueHus
nocnefHero CMMBOsa 40 MOMEHTa NepeHanpaBneHus
[aHHbIX (B MUNAKUCEKYHAAX).

rcSerialRawSocketGroup rcRawSockRemPort

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcnuecKas CTpyKTypa: Integer32

UneHTUpukaTop obbeKkTa:
1.3.6.1.4.1.15004.4.6.4.1.1.10.1

OnpepeneHue: YaganeHHbl IP-nopT, Mcnonb3yemMbli Npu
yCTaHOBKE MCXOAALLEro COeANHEHUA.

rcSerialRawSocketGroup rcRawSockTransport

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcnueckan cTpykrypa: RcTransport
UneHTUdpukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.4.1.1.6.1

OnpepeneHue: TpaHCNOPTHbIA NPOTOKOM, UCNOMb3yeMbIi
ans IP-TpachmKa € UCNofib30BaHUEM MPOTOKONOB HA 3TOM
nopry.

rcSerialCommandsGroup rcSerDeviceCmndClearStats

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcuueckas cTpykTypa: PortList
UneHTUdumkaTop obbekra: 1.3.6.1.4.1.15004.4.6.16.2.0

OnpepeneHue: CNMCOK MOPTOB, ANA KOTOPbIX AOMXKHA
BbINOMHATbCA KOMaHAa "OumncTKa CTaTUCTUKKU" Ha
nocnegoBaTtenbHbIx ycTponctBax RUGGEDCOM. Mpu
NonbITKe UTeHWsi 3Toro obbekTa BCerga Bo3BpallaeTca
nyCTOM CMMCOK MNOPTOB.

rcSerialCommandsGroup rcSerDeviceCmndResetPort

[ocTtyn: [lnA uteHMA 1 3anucu
CuHTaKcuueckas cTpykTypa: PortList
UneHTUdpukaTop obbekra: 1.3.6.1.4.1.15004.4.6.16.1.0

OnpepeneHue: CNMCOK MOPTOB, ANA KOTOPbIX AOMXKHA

BbINOMHATLCA KOMaHAa "Copoc” Ha nocnenoBaTenbHbIX
yctpornctBax RUGGEDCOM. MNpu nonbITKe UTeHUA 3Toro
obbekTa Bcerfa Bo3BpaLlaeTcs NycToi CNMCOK NOpTOB.

RUGGEDCOM ROS Bepcusa5.5
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11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

rcSerialPortParamsGroup

rcSerialDscp

[ocTyn: [inAa uteHnA 1 3anucu
CuHTaKcnuecKas CTpyKTypa: Integer32
UneHTudukatop obbvekra: 1.3.6.1.4.1.15004.4.6.1.1.1.9.1

OnpepeneHue: 3HaueHue baiita DS, KoTOopoe fOMXKHO bbITb
yKasaHo B 3aronoske IP. Hactpo#ika 3HaueHua baiita DS
NoALepXXUBAETCA TONbKO ANs UCXoAALLero TpaduKa.

rcSerialPortParamsGroup

rcSerialForceHD

[octyn: [inAa uteHnA 1 3anucu
CHMHTaKcuuecKkas CTpyKrtypa: Integer
UneHTudukatop obbvekra: 1.3.6.1.4.1.15004.4.6.1.1.1.5.1

OnpepeneHune: Bkntouaet NpUHYAUTENbHOE BbIMOSTHEHWE
MonyaynieKCHOro pexuma paboTbl Ha NOCNEeA0BATENIBHOM
nopTty. Mpu oTNpaBKe AaHHbIX Yepe3 nocrefoBaTeNbHbIN
MOpT BCE MOSyUeHHbIe JaHHbIE UTHOPHPYHOTCA. ITOT PEXUM
paboTbl LOCTYNEH TONbKO Ha NOpPTax, KoTopble paboTatoT B
MOSTHOAYMNEKCHOM peXxume.

rcSerialPortParamsGroup

rcSerialHoldTime

[ocTyn: [InAa uteHWA 1 3anucu
CuHTaKcnuecKas CTpyKTypa: Integer32
UneHTudukatop obbvekra: 1.3.6.1.4.1.15004.4.6.1.1.1.8.1

OnpepeneHue: MakcMManbHoe BpeMs, B TeueHue
KOTOPOro MakeT nocrefoBaTenbHON nepefayun MoxeT
XPaHUTbCS B oUepeau nepes oTNpaBKoW B KaHan CBA3M C
nocrnenoBaTeNnbHOM nepegauelt (B MunnucekyHaax). Bpems
M3MepAeTCcA C MOMeHTa MoJlyueHWA naketa c IP-ypoBHsA.

rcSerialPortParamsGroup

rcSerialPortlfIndex

[ocTyn: [InAa uteHnA 1 3anucu
CuHTaKcuueckas cTpykTypa: Inerfacelndex
UneHTudukatop obbvekra: 1.3.6.1.4.1.15004.4.6.1.1.1.2.1

OnpepeneHue: 3HaueHue Ifindex ons nopta. 310 3HaueHue
coBnajaeT co 3HaueHueM "rs232Portindex”, asnatowmmcs
MHAEKCOM, UCnonb3yeMbiM ana "rs232PortTable" B RS-232-
MIB.

rcSerialPortParamsGroup

rcSerialPortType

[ocTyn: [inAa uteHnA 1 3anucu
CuHTaKkcnueckasn cTpykTypa: RcSerPortType
UneHTUdukatTop obbvekra: 1.3.6.1.4.1.15004.4.6.1.1.1.4.1

OnpepeneHue: TUn nocrefoBaTenbHOro NopTa,
KOTOPbIW NOALEPKMBAETCA NOCNEA0BATENIbHBIM NOPTOM,
NpeacTaBneHHbIM 3TOW 3aMMCbio.

rcSerialPortParamsGroup

rcSerialPostTxDelay

[ocTyn: [InAa uteHWA 1 3anucu
CuHTaKcnuecKas CTpyKTypa: Integer32
UneHTudukatop obbvekra: 1.3.6.1.4.1.15004.4.6.1.1.1.7.1

OnpepeneHue: Konnuectso butos, Heobxoanmoe

[Ns reHepaumm TpebyemMon 3aep>KKKU C HACTPOEHHOM
CKOpoCTbto Nnepeaaun AaHHbIx ('rs232PortOutSpeed’)

nocne oTnNpaBKu nocnegHero bvMTa naketa Ao TOro, Kak
nocnegosatenbHbi nopT UART HaunHaeT npocnyLmBaTh
KaHan cBA3n RX. 370 3HaueHue aKTyanbHO TONbKO AnA
nHTepdeica RS485 co 3HaueHneM "rs232PortType" paBHbIM
other(1).

rcSerialPortParamsGroup
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rcSerialProtocol

[ocTyn: [Insa uTeHnA 1 3anucu
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11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

pynna(bi)

Ob6beKkT

OnucaHue

CuHTaKcnueckas cTpykrypa: RcSerProtocol
NneHTUdukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.1.1.1.3.1

Onpep,eneHMe: MNocnepgoBaTenbHbIN npoToKOn,
KOTOprl71 noanep>mnBaetca nocnenoBaTesibHbIM MOPTOM,
npencraBiieHHbIM 3TOM 3aMNMUCbHO.

rcSerialPortParamsGroup

rcSerialRxtoTxDelay

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckas CTpykTypa: Integer32

NpeHTUdukaTop obbeKkTa:
1.3.6.1.4.1.15004.4.6.1.1.1.10.1

OnpepeneHune: MMHUManbHoOe BpeMs 3a4epXXKW nepeaauu
HOBOro coobLleHMA nocne NoNyYeHus NocNefHero
coobueHun uepes nopt Al (B MunnucekyHaax). 1ot
napameTp UCronb3yeTca ANA NonyaynieKCHOro pexuma
nepegauu, Hanpumep no ABYXNPOBOLHOM NMUHUMU CBA3M

C Ucnonb3oBaHWeM NPOTOKONA NocnefoBaTeNlbHOM
nepepauun RS485. 310 obecneumBaeT fOCTaTOUHOE

BpeMSA NOAKNIHOUEHHOMY YCTPOMCTBY ANA OTKNOUEHKA
nepegaTyMKa v BKIHOUEHUSA NPUEMHKKA, UuToDbI MoNyunTh
cnepytollee coobueHne ¢ NOBUTOBOM TOUHOCTbLIO.

rcSerialPortParamsGroup

rcSerialTurnAround

[ocTyn: [InAa uteHnA U 3anucu
CuHTaKcnueckas CTpyKTypa: Integer32
UneHTUdumkaTop obbvekra: 1.3.6.1.4.1.15004.4.6.1.1.1.6.1

OnpepeneHue: BennurHa 3aepXKKu Mexay nepegaven
OTAeNbHbIX COObLEHUHM OT NocnenoBaTenbHOro

nopta. 3HaueHue modbusServer(3) ana obbekTa
"rcSerialProtocol" ponHo 6bITb HEHYNEBbIM.
MpencTaBnsieT 3HaUeHUe 3a4ePXKKU MexXay OTnpaBKoW
LUIMPOKOBELLATENbHOrO COOOLLEHUS U CIefyOLKUM
OMNpOCOM MOCNEeAoBaTeNbHOTO NopTa. MoCcKoNbKy oTBET
ycTpoicTts RTU Ha WMpoKoBeLlaTesbHble COObLeHUs He
npeaycMoTpeH, HeobxoauMmMo obecneunTb JOCTaTOUHOE
BpemsaA anA ux obpaboTku.

rcSerialTelnetComportGroup

rcTelnetComportCallDir

[ocTyn: [InAa uteHnA 1 3anucu
CuHTaKkcuueckas cTpykTypa: RcCallDir

NpeHTUdukaTop obbekTa:
1.3.6.1.4.1.15004.4.6.11.1.1.6.1

Onpegenenue: Onpegennaer cieaytollee:

MpumeuaHue
3TOT NapameTp NPUMEHUM TONbKO AnA nepefauu no TCP.

e BxoadAulee(0): MpuHATbL BXoaALLEe COeIMHEHWE
e ucxomAawee(1): YCTaHOBUTb UCXOasALLEe COeiuHEeHUe

e 06a(2): YcTaHOBUTb UCXOAALLEe COefMHEHNE U OXKUaaTb
BXOJALLEro coeuHeHus

rcSerialTelnetComportGroup

RUGGEDCOM ROS Bepcusa5.5

rcTelnetComportFlowControl
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[ocTtyn: [lnA uteHMA 1 3anucu
CuHTaKcnueckas cTpykrtypa: RcFlowControl

UneHTUpmkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.6.11.1.1.5.1
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pynna(bi) O6beKT OnucaHue

OnpepeneHue: Tun FlowControl, koTopbii byneT
“cnonb3oBaTbCA ANs nopTa.

rcSerialTelnetComportGroup | rcTelnetComportlpAdd Doctyn: [ina uTeHus 1 3anucu
CuHTaKcMueckas cTpykTypa: IpAddress

NpeHTUdurkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.6.11.1.1.9.1

OnpepeneHue: Onpenenset IpAddress Ha ocHoBe
cnegytoLlero:

e [1ns ncxopAawmx TCP-coeguHeHUM (KnuenT),
rcRawSockCallDir umeet 3HaueHune "out(2)" 1 ABnaeTcA
yaaneHHbIM IP-afpec ons yCTaHOBKWU COeMHEHHUA.

e [na BxogAwero TCP-coeauHeHun (cepBep)
rcRawSockCallDir umeeT 3HaueHue "out (2)" unu
"both(3)"; 3To IP-agpec nokanbHoOro MHTepdeica npu
NpOCNyLIMBaHMM TOKANTbHOIO MOpTa ANA 3anpoca Ha
NoAKNtoUeHue.

e Ecnu paspelleHbl Kak UCXOAsLLME, TaK U BXOASALWME
coeauHeHuA (KnMeHT unu cepeep), rcRawSockCallDir
umeeT 3HaueHue "both (3)"; aTo yaaneHHbIi IP-
afpec AnA 3anpoca Ha yctaHoBKy ucxopsiero TCP-
COEAMHEHUA UNK ANA NpUEMa BbI3OBOB.

rcSerialTelnetComportGroup | rcTelnetComportLinkStats [octyn: [1na uTeHuna u 3anucu
CUHTaKcuueckas cTpyKkTtypa: EnabledStatus

MpeHTudukaTop obbekTa:
1.3.6.1.4.1.15004.4.6.11.1.1.10.1

OnpepeneHue: Onpepenset IpAddress Ha ocHoBe
cnepytoLero:

e [Ina ucxopawmx TCP-coeguHEHUN (KNUEHT),
rcRawSockCallDir umeeT 3HaueHue "out(2)" 1 ABnAeTcA
yAaneHHbIM IP-agpec Ans yCTaHOBKW COEAMHEHMUSA.

¢ [Insa BxogAuwero TCP-coeanHeHunA (cepBep)
rcRawSockCallDir umeeT 3HaueHue "out (2)" unu
"both(3)"; 3To IP-agpec nokanbHoro MHTepdeica npu
NpocnyLWKWBaHWKU NIOKaNbHOro NopTa ANA 3anpoca Ha
noaxntoueHue.

e Ecnu paspelleHbl Kak MCXoAsLLMe, TaK U BXoAsALLMe
coefvHeHus (KNUMeHT unu cepep), rcRawSockCallDir
nmeeT 3HaueHue "both (3)"; 3To yaaneHHsbIi IP-
aapec Ansi 3anpoca Ha yCTaHoBKY ucxoasiiero TCP-
COeMHEHUs UMW NS NPUEeMA BbI3OBOB.

rcSerialTelnetComportGroup | rcTelnetComportLocPort Hoctyn: ina uTeHuns u 3anucu
CuHTaKcnueckas CTpykTypa: Integer32

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.6.11.1.1.7.1

OnpepeneHue: JlokanbHblM IP-nopT 4NA npocnyLwmMBaHus
BxogAauiero TCP-coeguHeHUs.

rcSerialTelnetComportGroup | rcTelnetComportPackChar Hoctyn: [ina uTeHuns u 3anucu
CuHTaKcnueckas cTpykTypa: Integer32

NpeHTUdukaTop obbeKTa:
1.3.6.1.4.1.15004.4.6.11.1.1.2.1
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pynna(bi)

Ob6beKkT

OnucaHue

OnpepeneHune: CUMBOJI, KOTOPbIM MOXKHO MCMONb30BaTh
INA NPUHYAMTENBHOrO NepeHanpaBieHus HaKOMMEHHbIX
[aHHbIX B CeTb. ECcnu cMMBON onpeaeneHusa nakeTta He
yKa3aH, ans obbekTa ycTaHaBnMBaeTCsA 3HaueHue "256",
W HaKOMNMeHHble AaHHble ByayT nepeHanpaBnATbCA

Ha OCHOBE 3HAUEeHMWA NapaMeTpa BPEMEHW OXUIAAHMSA
06paboTkK NakeTa — 3HaUEHUA, yKa3aHHOro Ans obbekTa
rcTelnetComportPackTimer.

rcSerialTelnetComportGroup

rcTelnetComportPackSize

[octyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32

NpeHTUdukaTop obbeKkTa:
1.3.6.1.4.1.15004.4.6.11.1.1.4.1

OnpepeneHue: MakcMManbHoe KoOlMuecTBo baiT,
noslyyeHHbIX OT MOCNeAoBaTeNbHOIO NOpTa, KOTopble
JIOJKHbI ObITb yNaKoBaHbl B 0fWH IP-naker.

rcSerialTelnetComportGroup

rcTelnetComportPackTimer

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32

NpeHTUdurkaTop obbekTa:
1.3.6.1.4.1.15004.4.6.11.1.1.3.1

OnpepeneHue: 3aaep>KKa C MOMEHTA MOyUYEHUS
nocnefHEero CMMBOJIa O MOMEHTA NepeHanpaBeHus
JaHHbIX.

rcSerialTelnetComportGroup

rcTelnetComportRemPort

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32

NpeHTUdurkaTop obbekTa:
1.3.6.1.4.1.15004.4.6.11.1.1.8.1

OnpepeneHue: YaganeHHbit TCP-nopT, MCNONb3yeMbli Npu
YCTaHOBKE MCXOAALLEro COeJMHEHMUS.

rcTimeConfigBaseGroup

rcTimeAndDate

[ocTtyn: [1nA uteHMA 1 3anucu
CuUHTaKcuueckas cTpyKtypa: DateandTime
NpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.11.1.2.0

OnpepeneHue: 3T0T NapaMeTp NO3BOSIAET NPOCMATPMUBATb
M HacTpauBaTb NOKanbHOe BpeMs U AaTy B hopmaTe
DateAndTime. DateAndTime — cTaHAapTHOE TEKCTOBOE
cornawenue, onpepeneHHoe 8 SNMPv2-TC.

RUGGEDCOM-STP-MIB

Mpynna(bi)

Ob6beKT

OnucaHue

rcRstpBaseGroup

rcRstpDot1dRstpAlternatePorts [ocTtyn: Tonbko Ans ureHus

CuHTaKcuueckas cTpykTypa: PortList

UneHTUpMKkaTop obbeKTa:
1.3.6.1.4.1.15004.4.5.1.5.0

OnpepeneHue: [10AMHOXeCTBO MOPTOB C
ponbto "AnbTepHATUBHbIN".

rcRstpBaseGroup

RUGGEDCOM ROS Bepcusa5.5
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rcRstpDot1dRstpBackupPorts [ocTtyn: Tonbko Ans ureHus

CuHTaKcuueckas cTpykTypa: PortList
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

Mpynna(bi)

Ob6beKT

OnucaHue

NneHTUpMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.5.1.6.0

OnpepeneHue: MoAMHOXECTBO MOPTOB C

ponbto "Pe3epBHbIn".

rcRstpBaseGroup

rcRstpDot1dStpBlockedPorts

[ocTtyn: TonbKo Ans ureHus
CuHTaKcuueckas cTpykTypa: PortList

UneHTUpMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.5.1.3.0

OnpepeneHue: [10AMHOXeCTBO MOPTOB C
ponbto "3abnokupoBaHHbIN".

rcRstpBaseGroup

rcRstpDot1dStpBrokenPorts

[ocTtyn: Tonbko Ans ureHus
CuHTaKcuueckas cTpykTypa: PortList

UneHTUpMKkaTop obbeKTa:
1.3.6.1.4.1.15004.4.5.1.4.0

OnpepeneHue: MoAMHOXKECTBO NMOPTOB

B Tabnuue B dot1dStpPortTable, koTopble
HaxoaAaTcA B coctoAHUK "broken" (obbekT
dot1dStpPortState umeeT 3HaueHue "broken").

rcRstpBaseGroup

rcRstpDot1dStpForwardingPorts

[ocTtyn: Tonbko Ans ureHus
CuHTaKcuueckas cTpykTypa: PortList

UneHTUpMKkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.5.1.2.0

OnpepeneHue: [104MHOXeCTBO MOPTOB

B Tabnuue B dot1dStpPortTable, koTopble
HaxomanTcAa B coctossHuu "forwarding” (obbekT
dot1dStpPortState umeeT 3HaueHue
"forwarding").

rcRstpBaseStpTxHoldCountGroup

rcRstpDot1dStpTxHoldCount

[ocTtyn: [inA uteHMA 1 3anucu
CUHTaKcHueckas CTpyKTypa: Integer32

UneHTUpMKkaTop obbeKTa:
1.3.6.1.4.1.15004.4.5.1.1.0

OnpepeneHue: 3HaueHWe, UCMONb3yeMoe
KOHeuHbIM aBToMaToM Port Transmit gna
OrpaHUUEHUA MaKCMManbHOW CKOPOCTH
nepefauu. bonee BbICOKME 3HAUEHMUA
MO3BONAKOT CeTH BbiCTpee BOCCTaHaBNMBATbCA
nocne cboeB NMHUI CBA3U/MOCTOB. 3HaUEHUe
"0" yKa3blBaeT HEOTPaHUUEHHYH CKOPOCTb
nepefauu. Ecnun 3HaueHne obbekTa
dot1dStpTxHoldCount HaxoguTcs B Anana3oHe
3-10, TO OHO AOMXHO COOTBETCTBOBATb
3HaueHwuo obbekTa dot1dStpTxHoldCount
(RSTP-MIB). Ecnivt 3HaueHue obbeKTa
dot1dStpTxHoldCount paBHoO 10, TO 3HaueHue
3TOro obbekTa nNpeacTaBnseT hakTUUEeCKUi
HaCTPOEHHbIV Npeaen CKOPOCTU nepefaun.
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

RUGGEDCOM-SYS-INFO-MIB

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

Mpynna(bi)

Ob6beKT

OnucaHue

rcSysDeviceCommGroup

rcDeviceCommClearAlarms

HocTyn: [inAa uteHWA v 3anucu
CuMHTaKcuueckas cTpykrypa: TruthValue

NneHTUdmkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.2.4.3.0

OnpepeneHue: YCTaHOBKa AJ1A 3TOr0 06beKTa
3HaueHus "true(1)" npuseneT Kk cbpocy

BCeX OMNOBeLLeHUH ans ycTponcraa. Nocne
BbIMOJIHEHMWS 3aMpoca Ha UTEHUE areHT
BO3BpalllaeT 3HaueHue "false (2)".

rcSysDeviceCommGroup

rcDeviceCommClearlLogs

HocTyn: [InAa uTeHnA U 3anucu
CuMHTaKcuueckas cTpykrypa: TruthValue

NneHTUdmkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.2.4.5.0

OnpepeneHue: YCTaHOBKa AJ1A 3TOr0

obbekTa 3HaueHus "true(1)" npvBegeT K
oumncTtke pamnnos syslog.txt u crashlog.txt gna
yCTpo#cTBa. [ocne BbIMOMHEHWA 3anpoca Ha
UTeHWe areHT Bo3BpallaeT 3HaueHue "false (2)".

rcSysDeviceCommGroup

rcDeviceCommClearSyslog

HocTyn: [InAa uTeHnA U 3anucu
CuMHTaKcuueckas cTpykrypa: TruthValue

UneHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.4.4.0

OnpepeneHue: YCTaHOBKa AJ1A 3TOr0 06bekTa
3HaueHus "true(1)" npuBeaeT K ouncTke daina
syslog.txt ana yctporictea. MNocne BbINONHEHMA
3anpoca Ha UTeHWe areHT Bo3BpallaeT
3HaueHue "false (2)".

rcSysDeviceCommGroup

rcDeviceCommLoadDefaultCfg

HocTyn: [inAa uTeHWA 1 3anucu
CuMHTaKcuueckas cTpykrypa: TruthValue

NneHTUdMKkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.4.2.0

OnpegeneHue: YCTaHOBKA [1A 3TOro obbekTa
3HaueHus "true(1)" NnpuBeAeT NPUHYAUTENBHOM
3arpysKke KOHUrypauum no yMoiuaHuto

BO BCe Tabnuupl Ans ycrpoicrea. Mocne
BbINOIHEHMSI 3aMpPOCa Ha UTEHWE areHT
BO3BpalllaeT 3HaueHue "false (2)".

rcSysDeviceCommGroup

rcDevicecCommReset

HocTyn: [InAa uTeHnA U 3anucu
CuMHTaKcuueckas cTpykrypa: TruthValue

NneHTUdpMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.4.1.0

OnpepeneHune: YcTaHOBKa Ans 3TOro obbekTa
3HaueHus "true(1)" npuBeneT K nepesarpyske
ycTpoiicTea. [ocne BbiNoAHEHUA 3anpoca Ha
UTeHWe areHT Bo3BpallaeT 3HaueHue "false (2)".

rcSysErrObjectsGroup

RUGGEDCOM ROS Bepcusa5.5

rcDeviceErrBootPTftpTrFailed

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

DocTyn: TonbKo AN uteHus

CuMHTaKcuueckas cTpykrypa: TruthValue
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

Mpynna(bi) Ob6beKT OnucaHue

NneHTUpMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.2.1.9.0

OnpepeneHue: YkasbiBaeT, 6bin nu dain
nepefaH NpaBUIbHO MNOCNE NOMYYEHUA
IP-agpeca c cepBepa BootP. Mpu kaxgom
M3MEeHEeHUH 3HaueHus 3Toro obbekTa C
false(2) Ha true(1) ycTpoiicTBO reHepupyeT
yBeAaomneHue genericTrap.

rcSysErrObjectsGroup rcDeviceErrBootupError [ocTtyn: Tonbko Ans ureHus
CuHTaKcMueckas cTpykTtypa: DisplayString

UneHTUpMKaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.1.1.0

OnpepeneHune: ObHapyxeHa olwnbKa B
npouecce 3arpysku. Ecnu ownbku B npouecce
3arpysKku oTCyTCTBYHOT, BO3BpaLLaeTcs obbekT
DisplayString HyneBow AnuHbI.

rcSysErrObjectsGroup rcDeviceErrConfigurationFailure Doctyn: TonbKo ANnA uTeHus
CuMHTaKcuueckas cTpykrtypa: TruthValue

NneHTUpMKkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.1.3.0

OnpepeneHue: Yka3sbiBaeT, bbinv nu
obHapyXeHbl OLUMOKKU NpU NPUMEHEHUH
napaMeTpoB KOHUIypaumu 13 aina
KOHurypauuu. KoHdurypauus obHoBnsetcs
13 dpaina KoHdMrypaLmu B npouecce
3arpysku, Koraa ain 3arpyaercs us
3HEeproHe3aBUCHMOM NaMATH UMK KOTAa
HOBbIV hain 3arpyaeTcs Ha ycTponcTBo. Mpu
KaXXAOM M3MEHEHUU 3HaUeHUs 3Toro obbekTa
c false (2) Ha true(1) ycTpoicTBO reHepupyet
yBefomnieHue genericTrap.

rcSysErrObjectsGroup rcDeviceErrCrashLogCreated Doctyn: TonbKo ANnA uTeHus
CuMHTaKcuueckas cTpykrtypa: TruthValue

NneHTUpMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.2.1.4.0

OnpepeneHue: YkasbiBaeT, bbiia in
obHapyxeHa owwnbKa ycTpoicTBa, Bbi3BaBLUAA
co3faHue 3anucy B paine crashlog.txt. Mpu
KaXXAOM M3MEHEHUU 3HaUeHUs 3Toro obbekTa
c false (2) Ha true(1) ycTpoicTBO reHepupyet
yBefomnieHue genericTrap.

rcSysErrObjectsGroup rcDeviceErrDateAndTimeSetFailed | JocTtyn: TonbKo Ans uteHMA
CuMHTaKcuueckas cTpykrtypa: TruthValue

UneHTUpMKkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.1.7.0

OnpepeneHue: YKasbiBaeT Ha OLLIMBKK
HaCTPOWKM AaTbl U BPEMEHW ANsl YCTPOMCTBA.
MpK1 KaxxaoM U3MEHEeHWW 3HaUeHHA 3TOro
obbekTa c false (2) Ha true(1) ycTpoiicTBo
reHepupyeT yBegomneHue genericTrap.

rcSysErrObjectsGroup rcDeviceErrHeapError [ocTtyn: Tonbko Ans ureHus
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

Mpynna(bi)

Ob6beKT

OnucaHue

CuMHTaKcnueckas cTpykrypa: TruthValue

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.1.6.0

OnpepeneHune: YKa3biBaeT, 06HapyKeHo

N¥ NOBPEXAEHWE CUCTEMHOM NamaTH. Mpw
KaX[10M U3MEHEHWMU 3HAUEHWs 3TOro 0bbeKTa
¢ false (2) Ha true(1) ycTpoicTBO reHepupyeT
yBefomneHue genericTrap.

rcSysErrObjectsGroup

rcDeviceErrNtpServerUnreachable

JocTyn: TonbKo Ana uteHna
CuMHTaKcnueckas cTpykrypa: TruthValue

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.1.8.0

OnpepeneHue: YKasbiBaeT, MOXHO K
MoNyunTb [OCTYN K KaKoMy-nnbo 13 cepeepoB
NTP (ecnu Tpebyetcs). 3ToT 06bEKT bynet
nmeTb 3HaueHue "false", ecnu oba cepsepa
HefoCTYNHbI. MPU U3MEHEeHWU 3HaUeHUs 3TOro
obbeKTa yCTPOWCTBO reHepupyeT yBeOMNEHUE
ntpServiceAvailableChange.

rcSysErrObjectsGroup

rcDeviceErrRadiusServerUnreachable

JocTyn: TonbKo Ana uteHna
CuMHTaKcnueckas cTpykrypa: TruthValue

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.1.10.0

OnpepeneHue: YKasblBaeT, MOXHO K
nonyuuTb foctyn k cepsepy RADIUS (ecnu
Tpebyetca). Mpu M3MEHEHWUU 3HAUEHUA 3TOTO
obbeKTa yCTPOMCTBO reHepupyeT yBeAoMneHune
radiusServiceAvailableChange.

rcSysErrObjectsGroup

rcDeviceErrStackOverflow

JocTyn: TonbKo Ana uteHna
CuMHTaKcnueckas cTpykrypa: TruthValue

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.1.5.0

OnpegeneHue: YkasbiBaeT, NpeBbILaeT v
obbeM CTeKa AnA BbINONHEHUs Kakoi-nnbo

13 CUCTEMHbIX 33JaU CUCTEMHOE NOPOroBOe
3HaueHue. Mpu KaXxaoM U3MEHEHUU 3HaUeHUn
3TOro obbekTa c false (2) Ha true(1) ycTpoitcTBO
reHepupyeT yBefomnexue genericTrap.

rcSysErrObjectsGroup

rcDeviceErrTacacsServerUnreachable

JocTyn: TonbKo Ana uteHna
CuMHTaKcnueckas cTpykrypa: TruthValue

MpeHTUdMKkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.1.11.0

OnpepeneHue: YKa3biBaeT, MOXHO N1
nonyunTb foctyn Kk cepsepy TACACS+ (ecnu
Tpebyetca). Mpu M3MEHEHUU 3HAUEHUA 3TOTO
obbeKTa yCTPOMCTBO reHepupyeT yBefAoMneHune
tacacsServiceAvailableChange.

rcSysErrObjectsGroup

RUGGEDCOM ROS Bepcusa5.5

rcDeviceErrWatchdogReset

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

DocTyn: TonbKo Ansa uteHus

CuMHTaKcnueckas cTpykrypa: TruthValue
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WccnegoBaHue ceteBOro OKPYX€eHUA n
ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

Mpynna(bi) Ob6beKT OnucaHue

NneHTUpMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.2.1.2.0

OnpepeneHue: YkasbiBaerT, bbina nu
nocnefHsA nepesarpysKka yCTponCcTBa Bbi3BaHa
cxemMomn obecneueHns 6€30MacHOCTH.

rcSysinfoDevicelnfoGroup rcDevicelnfoBootSwVersion Doctyn: TonbKo ANnA uTeHus
CuHTaKcMueckas cTpykrtypa: DisplayString

UneHTUpMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.3.2.0

OnpepeneHue: Bepcus 1 fata cbopku
nporpaMmMHoro obecrneueHus 3arpysumka
onepaumMoOHHOM CUCTEMDI.

rcSysinfoDevicelnfoGroup rcDevicelnfoCfgRevision Doctyn: TonbKo ANnA uTeHus
CHHTaKcHueckas CTpyKTypa: Integer32

NneHTUpMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.2.3.8.0

OnpepeneHue: Bepcus haina KoHpUrypaumu.
Homep pepakunv bynet obHOBNATLCS NpU
Ka*OAOM COXpaHeHuu calina Bo dreLwu-
namATb. 3TOT HOMep 3anucbiBaeTca B hain
config.csv npw 3arpyske daina c ycTpoicrsa.
Mpn U3MEHEeHUH 3HaueHHA 3TOro obbekTa
YCTPOMCTBO reHepupyeT yBeAoMneHu1e
cfgChangeTrap.

rcSysinfoDevicelnfoGroup rcDevicelnfoMainBoardType Doctyn: TonbKo ANnA uTeHus
CuHTaKcuueckas cTpykTypa: RcMainBoard

NneHTUpMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.2.3.4.0

OnpepeneHune: UoeHTUDUKALMOHHbIN KOZ,
rmaBHOM NnaTbl yCTPOMCTBA.

rcSysinfoDevicelnfoGroup rcDevicelnfoMainSwVersion Doctyn: TonbKo ANnA uTeHus
CuHTaKcMueckan cTpykTtypa: DisplayString

UneHTUpMKkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.3.3.0

OnpepeneHue: Bepcus 1 fata cbopku
OCHOBHOrO NporpaMmMHoro obecneuexus
onepauMoOHHOM CUCTEMDI.

rcSysinfoDevicelnfoGroup rcDevicelnfoPendingBootSwVersion | floctyn: TonbKo Ans uteHUA
CuHTaKcMueckan cTpykTtypa: DisplayString

UneHTUpMKkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.3.6.0

OnpepeneHue: Bepcus n gata cbopku
nporpaMmHoro obecneueHus 3arpy3umka
onepaLuoHHONM CMCTEMbI, 3arpy>KeHHOro Ha
YCTPOMCTBO M OXMAatoLLero nepesarpysku. MNpu
KaXXOOM M3MeHEeHWH 3HaUeHUA 3Toro obbekTa ¢
DisplayString HyneBo# anuHbl Ha DisplayString
HEeHyNeBOM AJIMHbI YCTPOMCTBO reHepupyeT
yBenomMnenue swlUpgradeTrap.

rcSysinfoDevicelnfoGroup rcDevicelnfoPendingMainSwVersion | floctyn: TonbKo Ans uteHuA
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WccnegoBaHue ceteBOro OKPY>X€eHUA n
ynpasjieHne CeTbHO

11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

Mpynna(bi)

Ob6beKT

OnucaHue

CuHTaKkcuueckas cTpykTypa: DisplayString

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.3.7.0

OnpepeneHue: Bepcua n gata cbopku
OCHOBHOrO NporpamMmHoro obecneuenusn
onepauuoHHOM CMCTeMbI, 3arpy>KeHHOro Ha
YCTPOMCTBO M OXMAatoLLero nepesarpysku. MNpu
KaXX[oM U3MeHEeHWH 3HaUeHna 3Toro obbekTa C
DisplayString HyneBow anuHbl Ha DisplayString
HeHyneBoOW ANWHbI YCTPOWCTBO reHepupyeT
yBenomnenwue swlUpgradeTrap.

rcSysinfoDevicelnfoGroup

rcDevicelnfoSerialNumber

JocTtyn: TonbKo AnA uTeHus
CuHTaKkcuueckas cTpykTypa: DisplayString

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.3.1.0

OnpepeneHune: CepuiHbIi HOMep
Npou3BOAMTENA AN1A YCTPOWCTBA.

rcSysinfoDevicelnfoGroup

rcDevicelnfoTotalRam

Hoctyn: TonbKo Ana uTeHuns
CUHTaKcnueckas CTpyKTypa: Integer32

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.3.5.0

OnpepeneHue: ObLiee konuuecTso bant O3Y
ana UM ynpaBneHWsa cucteMon.

rcSysStsPowerSupplyGroup

rcDeviceStsPowerSupply1

DocTyn: TonbKo Ansa uteHus

CuHTaKcUueckas CTpykTypa:
RcHardwareStatus

MpeHTUduMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.2.2.4.0

OnpepeneHue: YKasblBaeT CTaTyc Moayns
nuTanma 1. lNpu KaXKaoM U3MeHeHUn
3HaueHunA 3Toro obbekra c functional(2)
Ha notFunctional(3) unu c notFunctionl(3)
Ha functional(2) ycTpoiicTteo reHepupyeTt
yBefoMneHue powerSupplyTrap.

rcSysStsPowerSupplyGroup

rcDeviceStsPowerSupply2

DocTyn: TonbKo Ansa uteHus

CuMHTaKcHueckas CTpykTypa:
RcHardwareStatus

MpneHTUdMkaTop obbeKkTa:
1.3.6.1.4.1.15004.4.2.2.5.0

OnpepeneHue: YKasblBaeT CTaTyC MOAyrA
nuTaHua 2. NMpu KaXKaoM U3MEHEHWU
3HaueHuna 3Toro obbekra c functional(2)
Ha notFunctional(3) unu c notFunctionl(3)
Ha functional(2) ycTpoWicTBo reHepupyeTt
yBegomnexue powerSupplyTrap.

rcSysStsObjectsTemperatureGroup

RUGGEDCOM ROS Bepcusa5.5

rcDeviceStsTemperature

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

Joctyn: TonbKo Ana uTeHuns
CUHTaKcHueckas cTpykTypa: Integer32

MpeHTUdMkaTop obbeKTa:
1.3.6.1.4.1.15004.4.2.2.3.0
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WccnegoBaHue ceteBOro OKPYX€eHUA n

ynpasrnieHne CeTbHO

11.3.1 NMoggepxka 6a3zbl uHTepperica ynpasneHnsa (MIB) SNMP

Mpynna(bi)

Ob6beKT

OnucaHue

OnpepeneHue: VsMepeHHasa TeMnepatypa
yCTPOWCTBa.

RUGGEDCOM-TIMECONFIG-MIB

pynna(bi)

Ob6beKkT

OnucaHue

rcTimeConfigBaseGroup

rcCurrentUTCOfst

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKkcuueckas cTpykTypa: Unsigned32
UneHTUpukaTop obbekra: 1.3.6.1.4.1.15004.4.11.1.4.0

OnpepeneHue: Mo3BoNAET NONb30BaTENIO HACTPaUBaTh
pa3sHuuy mexay UTC n TAL

rcTimeConfigBaseGroup

rcDSTOfst

[ocTtyn: [1nA uteHMA 1 3anucu
CuHTaKcuueckas cTpykTypa: Unsigned32
UneHTUpukaTop obbekra: 1.3.6.1.4.1.15004.4.11.1.3.0

OnpepeneHue: 3TOT napaMeTp onpegenseT Bpems, Ha
KOTOpoe HeobXxoAWMO BbIMONHWUTL CABWI BNepea/Ha3as
npv nepexofe Ha neTHee BpeMsa 1 obpaTtHo. Hanpumep,
ans 6onbwnHcTBa peroHoB CLUA v KaHazbl npu nepexoge
Ha feTHee BpeMmsi BbIMONHAETCs cABMT Ha 1 uac (01:00:00)
Brepes, Korga HauMHaeTcs AeNCTBUE NETHEro BPEMEHH,
nnu Ha 1 yac Hasapd, Koraa AencTBMe NeTHEero BpeMeHH
3aKaHuUMBaeTcA.

rcTimeConfigBaseGroup

rcDSTRule

[ocTtyn: [lnA uteHMA 1 3anucu
CuHTaKcMueckas cTpykTtypa: DisplayString
UneHTUdpmkaTop obbekra: 1.3.6.1.4.1.15004.4.11.1.6.0

OnpepeneHue: 3TOT NnapaMeTp onpegenser NpaBuno ans
BPEMEHM 1 AaTbl NPU Nepexofe Co CTaHAAPTHOrO Ha NleTHee
Bpems.

®opmaTt: mm.n.d/HH:MM:SS mm.n.d/HH:MM:SS

¢ mm—wmecsay roga (01 — AxBapb, 12 — gekabpb)

* n—n-i aeHb Mecaua (1 — 1-i geHb, 5 — 5-I/
nocneaHuit AeHb)

e d—peHb Hegenu (0 — BockpeceHbe, 6 — cy660Ta)

¢ HH—uac gHa (0-24)

¢ MM — muHyTa uaca (0-59)

e SS— cekyHaa MUHyTbI (0-59)

Mpumep: B bonbnHctBe pernoHos CLUA 1 KaHagbl

AeNcTByeT cneaytoLLee nNpaBuno:

03.2.0/02:00:00 11.1.0/02:00:00

[leficTBME NeTHero BpeMeHn HauMHaeTCs BO BTOPoe
BOCKpeceHbe MapTa B 2:00.

[leficTBMe NeTHero BpeMeHn 3akaH4MBaeTCs B MepBoe
BOCKpeceHbe HoAbpsA B 2:00.

rcTimeConfigBaseGroup

412

rcLeapSecPending

[ocTyn: [InAa uteHnA U 3anucu
CuMHTaKcnuecKkas cTpykrypa: TruthValue
MpeHTudukatTop obbvekra: 1.3.6.1.4.1.15004.4.11.1.5.0
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pynna(bi)

Ob6beKkT

OnucaHue

OnpepeneHue: 3TOT NapamMeTp NO3BONAET NOfb30BaTeNAM
yNpaBnsATb COObITUEM CEKYH KoopauHauuu. CekyHaa
KOOpAWHALMKU NpeacTaBnaeT coboi ofHy cekyHay, KoTopas
npubaBRseTcs K BCEMUPHOMY KOOPAUHUPOBAHHOMY
Bpemenu (UTC).

rcTimeConfigBaseGroup

rcTimeSource

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKcHueckan cTpykTypa: Integer
NpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.11.1.1.0

OnpegeneHue: UICTOUHUK BPeMEHM, KOTOPbII ynpaBnsieT
NOKanbHbIMU UacaMu.

rcSerialTinAndWinGroup

rcTinAndWinAddrAgingTime

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHueckan CTpyKTypa: Integer32
MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.6.7.0

OnpegeneHue: Bpems 6e3aeiCTBUA CBA3M, MO UCTEUEHUM
KOTOPOro nofyueHHbIH npu obyueruu TIN-agpec yaanaercs
13 TabnuLbl AMHAMUUECKUX afpecoB YCTPOWCTB (B
MUAMCEKYHAAX). 3anucK B Tabnuue "CTaTUCTHKa No
ccbinkaM" € ycTapeBLUMMU agpecamu ByayT XpaHWUTbCa A0
MOMEHTa OUUCTKU CTAaTUCTUKM.

rcSerialTinAndWinGroup

rcTinAndWinBroadCastAddr

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKcHueckan cTpykTypa: Integer
MpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.6.6.8.0

OnpegeneHue: Tabnuua agpecoB yCTPOWMCTB ANA NOUCKa
aApecoB A LIMPOKOBELLATENbHbIX COOBLLEHU.

rcSerialTinAndWinGroup

rcTinAndWinLinkStats

[ocTtyn: [1nA uteHMA 1 3anucu
CUHTaKcuueckas cTpyKTtypa: EnabledStatus
NpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.6.10.0

OnpepeneHue: BkntoueHne cbopa CTaTUCTUKM NO CCbITKaM
ana npotokosnios TIN n WIN.

rcSerialTinAndWinGroup

rcTinAndWinMsgAgingTime

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHueckKan CTpyKTypa: Integer32
MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.6.6.0

OnpepeneHue: Bpems yctapeBaHusa ans coobuieHuni TIN
mode2. Mpu ycTaHOBKe AfiA 3TOro 06bekTa 3HaueHus

"0" 3Ta hyHKLUMA byaeT oTkNtoueHa. Ecnu sTa pyHKLMA
BKITOUEHa, TO BCe NpUHMUMaemMble coobuieHust TIN mode?2
BynyT coxpaHATbCA BO BHYTpeHHel Tabnuue. Ecnu 3To xe
coobleHe NPUHMMAETCS B Npefenax MHTepBana BpeMeHH,
33/JaHHOr0 3TUM NapaMeTpoMm, TO HOBOe coobLLeHKne
paccMaTtpuBaeTca Kak gybnupytollee 1, TakMm obpasom,
oTbpacbiBaeTcs.

rcSerialTinAndWinGroup

rcTinAndWinTinDscp

[ocTtyn: [1nA uteHMA 1 3anucu
CHHTaKCcHuecKan CTpyKTypa: Integer32
NpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.6.6.12.0

OnpepeneHue: 3HaueHue baiita DS, kKoTopoe AOMXKHO bbITh
yKa3aHo B 3aronoBke IP. HacTpolika 3HaueHus baiTa DS
NnoAfepXunBaeTca TONbKO ANA ucxogsallero Tpaduka.

rcSerialTinAndWinGroup

RUGGEDCOM ROS Bepcusa5.5

rcTinAndWinTinlpPort

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02
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pynna(bi) O6beKT OnucaHue
CUHTaKcnueckas cTpykTypa: Integer32

MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.6.4.0

OnpepeneHune: HoMmep NoKanbHOro nNopra, Ha KOTOPOM
NPOCNyLWMBaOTCA COeIMHEHNUA UK fatarpammbl UDP ¢
ncnonb3oBaHnem nportokona TIN.

rcSerialTinAndWinGroup rcTinAndWinTinMode Doctyn: [inA uTeHuns 1 3anucu
CuHTaKcnueckasn CTpykTypa: Integer
MpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.6.6.1.0

OnpepeneHue: Pexxnm pabotbl npotokona TIN.

rcSerialTinAndWinGroup rcTinAndWinTinTrans Doctyn: [ina uTeHuna 1 3anucu
CuHTaKcnueckasn cTpykrypa: RcTransport
MpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.6.6.2.0

OnpepeneHune: TPaHCNOPTHbLIN MPOTOKON, UCMOJNb3yeMbli
ans IP-Tpadmka c ncnonbsoBaHuem npoTtokona TIN.

rcSerialTinAndWinGroup rcTinAndWinUniAddr Doctyn: [ina uTeHuna 1 3anucu
CuHTaKcnueckasn CTpykTypa: Integer
MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.6.9.0

OnpegeneHue: Tabnuua agpecoB yCTPOMCTB A4N1A NOMCKa
aApPecoB AN OAHOAAPECHBIX COODLLEHHMIA.

rcSerialTinAndWinGroup rcTinAndWinWinDscp Doctyn: [inA uTeHuns 1 3anucu
CHHTaKcnueckas CTpyKTypa: Integer32
MpeHTudukaTop obbvekra: 1.3.6.1.4.1.15004.4.6.6.11.0

OnpepeneHue: 3HaueHue baviTta DS, KoTOpoe fONMXKHO bbITb
yKasaHo B 3aronoske IP. Hactpo#ika 3HaueHuA bakita DS
NoAdepXUBaAeTCsA TONbKO ANA UCXOAALLEero TpaduKa.

rcSerialTinAndWinGroup rcTinAndWinWinlpPort Doctyn: [ina uTeHuns u 3anucu
CuHTaKcnueckas cTpykTypa: Integer32
MpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.4.6.6.5.0

OnpepeneHune: HoMmep NOKanbHOro Nopra, Ha KOTOPOM
NPOCNyLWMBAOTCA COeIMHEHUA UK fatarpammbl UDP ¢
ncnonb3sosaHnem nportokona WIN.

rcSerialTinAndWinGroup rcTinAndWinWinTrans Doctyn: [inA uTeHuns 1 3anucu
CuHTaKcnueckasn cTpykrypa: RcTransport
MpeHTudukaTop obbvekrta: 1.3.6.1.4.1.15004.4.6.6.3.0

OnpepeneHune: TPaHCNOPTHbLIA MPOTOKON, UCMOJNb3yeMbli
ans IP-Tpacdmka c ncnonb3zoBaHmem npotokona WIN.
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11.3.1 Moaaepxka 6asbl MHTepperica ynpasneHns (MIB) SNMP

MNoppep)xMBaeMble BO3MOXXHOCTU areHTa

RUGGEDCOM ROS nopaepxuBaeTt cnegyroLmMe BO3MOXHOCTH areHta SNMP:

A 3AMETKA

B 3TOM pasgene nepeuncneHbl Bce basbl MIB, nogaepxusaembie RUGGEDCOM
ROS, 1 OH NpMBOAMUTCA UCKNOUMUTENBHO B KauecTBe CMPaBOUHON MHOPMALMK.
Moaaep»Ka oTAeNbHbIX YCTPOMUCTB MOXKET OT/IMUATLCA.

NpumeuaHue

[nAa nonyueHns MHGoOpMaLMKn 0 BO3MOXHOCTAX areHTa SNMPv2 cm. RFC 2580
[http://tools.ietf.org/html/rfc2580].

Nwmsa danna

Bo3moOXXHOCTH areHTa

NopnepxuBaemas 6asa MIB

RC-SNMPv2-MIB-AC.mib

RC-SNMPv2-MIB-AC

SNMPv2-MIB

RC-UDP-MIB-AC.mib

RC-UDP-MIB-AC

UDP-MIB

RC-TCP-MIB-AC.mib

RC-TCP-MIB-AC

TCP-MIB

RC-SNMP-USER-BASED-SM-MIB-AC.mib

RC-SNMP-USER-BASED-SM-MIB-AC

SNMP-USER-BASED-SM-MIB-AC

RC-SNMP-VIEW-BASED-ACM-MIB-AC.mib

RC-SNMP-VIEW-BASED-ACM-MIB-AC

SNMP-VIEW-BASED-ACM-MIB-AC

RC-IF-MIB-AC.mib RC-IF-MIB-AC IF-MIB
RC-BRIDGE-MIB-AC.mib RC-BRIDGE-MIB-AC BRIDGE-MIB
RC-RMON-MIB-AC.mib RC-RMON-MIB-AC RMON-MIB
RC-Q-BRIDGE-MIB-AC.mib RC-Q-BRIDGE-MIB-AC Q-BRIDGE-MIB
RC-IP-MIB-AC.mib RC-IP-MIB-AC IP-MIB
RC-LLDP-MIB-AC.mib RC-LLDP-MIB-AC LLDP-MIB
RC-LAG-MIB-AC.mib RC-LAG-MIB-AC IEEE8023-LAG-MIB
RC_RSTP-MIB-AC.mib RC_RSTP-MIB-AC RSTP-MIB

RC-RUGGEDCOM-DOT11-MIB-AC.mib

RC-RUGGEDCOM-DOT11-MIB-AC

RUGGEDCOM-DOT11- MIB

RC-RUGGEDCOM-POE-MIB-AC.mib

RC-RUGGEDCOM-POE-MIB-AC

RUGGEDCOM-POE-MIB

RC-RUGGEDCOM-STP-AC-MIB.mib

RC-RUGGEDCOM-STP-AC-MIB

RUGGEDCOM-STP-MIB

RC-RUGGEDCOM-SYS-INFO-MIB-AC.mib

RC-RUGGEDCOM-SYS-INFO-MIB-AC

RUGGEDCOM-SYS-INFO-MIB

RC-RUGGEDCOM-TRAPS-MIB-AC.mib

RC-RUGGEDCOM-TRAPS-MIB-AC

RUGGEDCOM-TRAPS-MIB

RUGGEDCOM_RS-232-MIB-AC.mib RUGGEDCOM_RS-232-MIB-AC RS-232-MIB
RC-RUGGEDCOM-SERIAL-MIB-AC.mib RC-RUGGEDCOM-SERIAL-MIB-AC RUGGEDCOM-SERIAL-MIB
RC-GPS-MIB-AC.mib RC-GPS-MIB-AC GPS-MIB
RC-IRIGB-MIB-AC.mib RC-IRIGB-MIB-AC IRIGB-MIB
RC-NTP-MIB-AC.mib RC-NTP-MIB-AC NTP-MIB
RC-PTP1588-MIB-AC.mib RC-PTP1588-MIB-AC PTP1588-MIB

RC-TIMECONFIG-MIB-AC.mib

RC-TIMECONFIG-MIB-AC

TIMECONFIG-MIB

RC-SNMP-FRAMEWORK-MIB-AC.MIB

RC-SNMP-FRAMEWORK-MIB-AC

SNMP-FRAMEWORK-MIB.MIB

RC-RUGGEDCOM-AAA-SERVER-MIB-
AC.MIB

RC-RUGGEDCOM-AAA-SERVER-MIB-AC

RUGGEDCOM-AAA-SERVER-MIB.MIB

RUGGEDCOM ROS Bepcusa5.5
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11.3.2 Trap-yBegomneHua SNMP

YCTPOMCTBO reHepupyeT crefytoLime trap-yBefoMIeHUs:

CtaHpapTHble trap-yBegoMneHus

MepemeHHasn OnucaHue

coldStart Fpynna obbekToB: snmpBasicNotificationsGroup
MIB: SNMPv2-MIB

[ocTyn: TONbKO ANA UTeHUs

UpeHTudmkatop obbvekra: 1.3.6.1.6.3.1.1.5.1.0
CraHpgapt: RFC-1907

Onpepenenue: Trap-yBegomnenue coldStart osHauaeT, uto
06bekT SNMPV2, feiCTBYIOLLMI B PONK areHTa, NoBTOPHO
MHWLMANWU3UPYETCA U UTO ero KoHKrypaumua morna bbiTb
U3MEHeHa.

ieeeC37238EventChangeOfMaster Fpynna obbekToB: ieeeC37238EventsPropertiesGroup
MIB: IEEEC37-238-MIB

JocTyn: TONbKO ANA UTeHUs

UneHTudukaTop obbekra: 1.3.111.3.37.238.9999.0.0.1.0
Cranpapt: PC37.238/D5.5

OnpepeneHue: YKasbliBaeT, uTo BbibpaHbl HOBblE
rpoccMeincTepcKue yachl.

ieeeC37238EventMasterStepChange | Fpynna obbekToB: ieeeC37238EventsPropertiesGroup
MIB: IEEEC37-238-MIB

JocTyn: TONbKO ANs UTeHUA

UpeHTudmkaTop obbvekra: 1.3.111.3.37.238.9999.0.0.2.0

CTaHpapT: YKa3biBaeT Ha MU3MEHEHUWE Liara Afif TeKyLero
BPEMEHM rPOCCMENCTEPCKUX UACOB.

OnpepeneHue: PC37.238/D5.5
ieeeC37238EventOfstExceedsLimit Fpynna obbekToB: ieeeC37238EventsPropertiesGroup
MIB: IEEEC37-238-MIB

[ocTyn: TONbKO ANA UTeHUs

UpeHTnudukaTop obbvekra: 1.3.111.3.37.238.9999.0.0.5.0
Cranpapt: PC37.238/D5.5

OnpepeneHue: YKasblBaeT, UTo Afs UacoB, HAXOAALLMXCA B
BEJOMOM COCTOSIHUM, CMELLEHUE OT BefyLLero ycTpoincTea
npeBblaeT HaCTpanBaeMmbli npeaern.

ieeeC37238EventPTPServiceStarted | pynna obbekToB: ieeeC37238EventsPropertiesGroup
MIB: IEEEC37-238-MIB

[ocTyn: TONbKO ANA UTeHUs

UpeHTudmkaTop obbvekra: 1.3.111.3.37.238.9999.0.0.8.0
CraHpapr: PC37.238/D5.5

OnpepeneHue: YkasbiBaeT, uto cny>ba PTP 3anyuieHa.

ieeeC37238EventPTPServiceStopped | Fpynna obbekToB: ieeeC37238EventsPropertiesGroup
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MNepemeHHasn OnwucaHue
MIB: IEEEC37-238-MIB
[ocTyn: TONbKO ANA uTeHus
UpeHTudukatop obbvekra: 1.3.111.3.37.238.9999.0.0.9.0
Cranpapr: PC37.238/D5.5
OnpepeneHue: YkasbiBaeT, uto cny»ba PTP 3anyuieHa.
linkDown pynna obbekTtoB: linkUpDownNotificationsGroup
MIB: IF-MIB
HocTyn: TONbKO ANA UTeHUs
CuHTaKcnueckas cTpykTypa: Counter32
MpeHTudukatTop obbvekra: .1.3.6.1.6.3.1.1.5.3
CraHpapT: RFC-2863
OnpepeneHue: Trap-yBegomneHue linkDown o3HauaeT, uto
obbekTom SNMP, aeicTByHOLLMM B ponu areHTa, obHapy»keHa
roTOBHOCTb Nepexoaa obbekTa ifOperStatus ana ogHoro v3
KaHanoB CBA3W B cocToAHWe down W3 Apyroro COCTOAHMA
(kpome cocTossHMA notPresent). 3To Apyroe coctosHUe
0b03HauaeTcA BKNtOUeHHbIM 3HaueHMeMm ifOperStatus.
linkUp pynna obbekToB: linkUpDownNotificationsGroup
MIB: IF-MIB
®yHKkumnoHan areHta: RC-IF-MIB-AC
HocTyn: TONbKO ANA UTeHUs
UpeHTudukaTop obbekra: .1.3.6.1.6.3.1.1.5.4
OnpepeneHue: Trap-yBegomneHue linkDown o3Hauaert, uto
obbekToM SNMP, geicTBYOLMM B PONK areHTa, obHapyxeH
nepexof obbekra ifOperStatus ana ogHOro us KaHanos
CBSI3M U3 coCTOAHMS down B Apyroe coctosiHue (Kpome
cocTosiHMA notPresent). 3To Apyroe cocTosiHWe obo3HauaeTcs
BKJTHOUEHHbIM 3HaueHuneM ifOperStatus.
lldpRemTablesChange pynna obbekToB: lldpNotificationsGroup
MIB: LLDP-MIB
®dyHkunoHan areHta: RC-LLDP-MIB-AC
[ocTyn: TONbKO ANA uTeHus
CuHTaKcuueckas cTpykTypa: STRING
NpeHTudmkatop obbvekra: 1.0.8802.1.1.2.0.0.1.0
CraHpapt: ISO8802-LLDP-MIB
OnpepeneHue: YeegomneHue lldpRemTablesChange
OTNpaBnAeTCA NPU U3IMEHEHMU 3HAUEHUA
lldpStatsRemTableLastChangeTime. OHO MOXeT bbITb
ncnonb3osaHo NMS anfa 3anycka onpocoB TEXHUUECKOTo
obcnyxuBaHua Tabnuubl yaaneHHbix cuctem LLDP. ObpaTtute
BHWMaHUe, uto nepepaya ysepomneHui lldpRemTablesChange
OrpaHMUMBAETCA areHTOM, Kak yKa3aHO 06beKToMm
lldpNotificationInterval.
lldpStatsRemTablesAgeouts pynna obbekToB: lldpStatsRxGroup
MIB: LLDP-MIB
®dyHkunoHan areHta: RC-LLDP-MIB-AC
[ocTyn: TONbKO ANA uTeHus
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NepemeHHasn

OnucaHue

CuHTaKcuueckas cTpykTypa: Gauge32
UpeHTudmkatTop obbvekra: .1.0.8802.1.1.2.1.2.5.0
CraHpaprt: ISO8802-LLDP-MIB

OnpepeneHue: Konnuectso pas, korga Habop MHdopmMaumu,
0bbABNeHHbIN onpegeneHHbiM MSAP, NONHOCTbIO YAANANCA U3
Tabnuuy, cogepxawmxca B obbekTax lldpRemoteSystemsData

u lldpExtensions, NOCKONbKY MHTEPBaN akTyanbHOCTH
MHOPMaLIMK UCTEK. ITOT CUETUMK CrieflyeT yBeMumBaTh
TONbKO OAMH pa3, Koraa Becb Habop MHhopMaLKUKU MONHOCTbHO
HefeMcTBUTENEH (yCTapen) AN Bcex CBA3aHHbIX Tabnuu,.
UacTMuHoe ycTapeBaHHWe (aHanormuHo cryvato yaaneHus)

He onycKaeTca U, TakuM 0bpa3om, He JOMKHO U3MEHATb
3HauUeHWe 3TOro CUeTUMKa.

lldpStatsRemTablesDeletes

pynna obbekToB: lldpStatsRxGroup

MIB: LLDP-MIB

®yHKkumnoHan areHta: RC-LLDP-MIB-AC

[ocTyn: TONbKO ANA UTeHuA

CuHTaKcuueckas cTpykTypa: Gauge32
UpeHTudmkatTop obbvekra: .1.0.8802.1.1.2.1.2.3.0
CraHpaprt: ISO8802-LLDP-MIB

OnpepeneHue: ObpaTuTe BHUMAHUE, UTO Nepeaava
yBegomnerui lldpRemTablesChange orpannunsaetca
areHToMm, Kak yka3saHo obbekToMm lldpNotificationinterval.

lldpStatsRemTablesDrops

pynna obbekToB: lldpStatsRxGroup

MIB: LLDP-MIB

®dyHKkumnoHan areHta: RC-LLDP-MIB-AC

[ocTyn: TONbKO ANA UTeHnA

CuHTaKcuueckas cTpykTypa: Gauge32
UpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.2.4.0

CraHpgapT: KonnuecTBo pas, koraa Habop nHdopmauuu,
obbaABnNeHHbIN onpeaeneHHbiM MSAP, He MoXeT BbiTb
NMONHOCTbIO BBEAEH B Tabnuubl, cogepalynecsa B 06bekTax
lldpRemoteSystemsData u lldpExtensions n3-3a HexBaTku
pecypcos.

Onpepenenue: ISO8802-LLDP-MIB

lldpStatsRemTablesInserts

pynna obbekToB: lldpStatsRxGroup

MIB: LLDP-MIB

®dyHKkumnoHan areHta: RC-LLDP-MIB-AC

[ocTyn: TONbKO ANA UTeHnA

CuHTaKcuueckas cTpykTypa: Gauge32
UpeHTudukatTop obbvekra: .1.0.8802.1.1.2.1.2.2.0
CraHpaprt: ISO8802-LLDP-MIB

OnpepeneHue: Konnuectso pas, korga Habop MHopmMaumu,
0bbABnNeHHbIN onpegeneHHbiM MSAP, NONHOCTbIO

6bin BCcTaBneH B Tabnuupl, cogepalynecsa B obbekTax
lldpRemoteSystemsData u lIdpExtensions. MonHbii Habop
MHOPMaLMK, NONYUEHHOM U3 KOHKpeTHOro MSAP,
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NepemeHHasn

OnucaHue

LOMKeH bbiTb BCTaBfieH B COOTBETCTBYHOLLME Tabnuubl.

Ecnu uactb MHOPMaLMK He MOXKeT DbITb BCTaBneHa no
NpUUKHe HEXBATKKU PeCypcoB, TO BeCb Habop MHMopMaLmm
LOMKeH bbiTb yaaneH. 3TOT CUETUMK CleayeT yBennumMBaTh
TONbKO OAMH pas, Koraa Becb Habop MHopmauuu byaet
yCneLlHO 3anu1caH BO BCe COOTBETCTBYOLLME Tabnuubl.
Jtobble cboun Bo BpemMsi BCTaBKM Habopa MHdopMauuu,
KOTOPble NPUBOAAT K YAANEHWUIO paHee BCTaBIEHHOM
MHMOPMaLIMK, HE LOMKHbI BbI3bIBaTb HUKAKUX U3MEHEHU I
B lldpStatsRemTablesInserts, nockonbKy BCTaBKa elle He
3aBepuieHa, unu B lldpStatsRemTablesDeletes, nockonbky
yaaneHue byneT TONbKO YacTUUHbIM. Ecnu cboit npoumsowen
M3-3a HeXBaTKK pecypcoB, cueTuuk lldpStatsRemTablesDrops
cnepyeT yBeNUUKUTb OLHOKPATHO.

RMON_alarmindex

[ocTyn: TONbKO ANA UTeHUA

CUHTaKcHueckan cTpykTtypa: 1.3.6.1.2.1.16.3.1.1.1.0
NpeHTudmkatop obbvekra: 1.3.6.1.2.1.16.3.1.1.1.0
CraHpgapt: RFC-2819

RMON_alarmSampleType

[ocTyn: TONbKO ANA UTeHUA

CUHTaKCcHueckan cTpykTypa: 1.3.6.1.2.1.16.3.1.1.4.0
NpeHTudmkatop obbvekra: 1.3.6.1.2.1.16.3.1.1.4.0
CraHpgapt: RFC-2819

RMON_alarmThreshold

[ocTyn: TONbKO ANA UTeHUA

CUHTaKCcHueckan cTpykTypa: 1.3.6.1.2.1.16.3.1.1.0.0
MpeHTtudmkatop obbvekra: 1.3.6.1.2.1.16.3.1.1.0.0
CraHpgapt: RFC-2819

RMON_alarmValue

[ocTyn: TONbKO ANA UTeHUA

CUHTaKCcHueckan cTpykTtypa: 1.3.6.1.2.1.16.3.1.1.5.0
NpeHTudmkatop obbvekra: 1.3.6.1.2.1.16.3.1.1.5.0
CraHpgapt: RFC-2819

RMON_alarmVariable

[ocTyn: TONbKO ANA UTeHUA

CUHTaKCcHueckan cTpykTtypa: 1.3.6.1.2.1.16.3.1.1.3.0
NpeHTtudmkatop obbvekra: 1.3.6.1.2.1.16.3.1.1.3.0
CraHpgapt: RFC-2819

RMON_fallingAlarm

[ocTyn: TONbKO ANA UTeHUA

CUHTaKCcHueckas cTpykTypa: 1.3.6.1.2.1.16.0.2.0
UpeHTudmkatop obbvekra: 1.3.6.1.2.1.16.0.2.0
CraHpgapt: RFC-2819

RMON_risingAlarm

[ocTyn: TONbKO ANA UTeHUA

CUHTaKcHueckas cTpykTypa: 1.3.6.1.2.1.16.0.1.0
UpeHTudmkatop obbvekra: 1.3.6.1.2.1.16.0.1.0
CraHpgapt: RFC-2819

RstpNewRoot

RUGGEDCOM ROS Bepcusa5.5
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,D,OCTyI'II TONbKO ANnA UteHuA

CUHTaKCcHueckas cTpykTypa: 1.3.6.1.2.1.17.0.1.0

UpeHTudmkatop obvekra: 1.3.6.1.2.1.17.0.1.0
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11.3.2 Trap-yBegomneHnsa SNMP

NepemeHHasn

OnucaHue

CraHpapt: RFC-4188

RstpTopolgyChange

[ocTyn: TONbKO ANA UTeHUA

CUHTaKCcHueckas cTpykTypa: 1.3.6.1.2.1.17.0.2.0
UpeHTudmkatop obbvekra: 1.3.6.1.2.1.17.0.2.0
CraHpapt: RFC-4188

SnmpAuthenticationFailure

[ocTyn: TONbKO ANA uTeHus

CUHTaKCcHueckas cTpykTypa: 1.3.6.1.6.3.1.1.5.5.0
MpeHTudmkatop obbvekra: 1.3.6.1.6.3.1.1.5.5.0
CraHpgapt: RFC-1907

snmpEnableAuthenTraps

Ipynna obbekToB: sSnmpGroup

MIB: SNMPv2-MIB

[ocTyn: Ana uTeHMa 1 3an1cu
CuHTaKkcnueckasn cTpykrypa: INTEGER
UpeHTudukatTop obbvekrta: 1.3.6.1.2.1.11.30.0

OnpepeneHue: YKasbiBaeT Ha HalMuKne paspeLleHus

ans obbekta SNMP reHepupoBaTh trap-yBegoMneHus
authenticationFailure. 3HaueHue aToro obbekTa
nepeonpegenset N0yt KOHPUIYPALUOHHYHO MHOPMaLMIO;
TakuM obpa3om, OH NpeaoCTaBnAeT CPeAcTBO ANA
OTKNOUEHKA BCex trap-yBefoMneHui authenticationFailure.
ObpaT1Te BHUMaHWeE, UTO HACTOATENbHO PEKOMeHAyeTcA
XPaHWTb 3TOT OOBEKT B SHEProHe3aBUCUMOMN MaMATH,

uTobbl NPEAOTBPATUTL €r0 U3MEHEHMA MPU MOBTOPHOWM
MHWLMANM3aLUKn CUCTEMbI YyIPaBNEHUA CETbIO.

warmStart

pynna obbekToB: ROS-Standard-Trap

MIB: SNMPv2-MIB

[ocTyn: TONbKO AN uTeHus

CUHTaKcHueckas cTpykTypa: 1.3.6.1.6.3.1.1.5.2.0
MpeHTudmkatop obbvekra: 1.3.6.1.6.3.1.1.5.2.0

OnpepeneHue: Trap-yBefomMneHune warmStart o3HauaeT, uto
06bekT SNMPV2, neHCTBYOLMI B PONM areHTa, NoBTOPHO
MHWLManu3npyeTtcs 6e3 n3MeHeHUs KOHDUIypaLuK.

Ocobble nponpueTapHble trap-yBegoMneHus

420

NepemeHHas

OnucaHue

bootVersionMismatchTrap

pynna obbekToB: ruggedcomSecurityGroup01
MIB: RUGGEDCOM-TRAPS-MIB
UpeHTudukatTop obbekra: 1.3.6.1.4.1.15004.5.14

OnpepeneHue: Trap-yBefoMIIeHWe UHAWKALUW BEPCUN
3arpy3ouHoro nporpaMmHoro obecneueHus, reHepupyemoe
yctpoictBamm RUGGEDCOM.

cfgChangeTrap

pynna obbekToB: ruggedcomNotificationsGroup
MIB: RUGGEDCOM-TRAPS-MIB
UpeHTudukaTop obbekra: 1.3.6.1.4.1.15004.5.4

RUGGEDCOM ROS Bepcua5.5
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11.3.2 Trap-yBegomneHua SNMP

NepemeHHasn

OnucaHue

OnpepeneHue: ObLee trap-yBeAoMIeHWe, reHepupyemoe
MpU U3MEeHeHWU KOHpUrypauuu. CKOpoCTb Bblauu 3TOro
yBefloMIIeHUs cocTaBnseT 60 CeKyHa,.

defaultKeysTrap

pynna obbekToB: ruggedcomSecurityGroup01
MIB: RUGGEDCOM-TRAPS-MIB
MpeHTudmkatop obbvekra: 1.3.6.1.4.1.15004.5.13

OnpepneneHue: Mcnonb3oBaHWe KITHOUei Mo yMonuaHUio ans
trap-yBeoMIeHWs MHAWKALWK 3aLLMLLEHHBIX MTPOTOKONOB
(SSH 1 SSL), reHepupyemoe yctporictsami RUGGEDCOM.

genericTrap

Ipynna obbekToB: ruggedcomNotificationsGroup
MIB: RUGGEDCOM-TRAPS-MIB
UpeHTudmkatop obbvekra: 1.3.6.1.4.1.15004.5.1

OnpepneneHue: Mcnonb3oBaHWe KITHOUei Mo yMOnUaHUio ans
trap-yBeoMIeHWs MHAWKALWK 3aLLMULLEHHBIX MTPOTOKONOB
(SSH 1 SSL), reHepupyemoe yctporictsami RUGGEDCOM.

genericTrapDescription

pynna obbekToB: ruggedcomGenericTrapGroup
MIB: RUGGEDCOM-TRAPS-MIB
MpeHTudmkatop obbvekra: 1.3.6.1.4.1.15004.4.1.1.1.2

OnpegeneHue: OnvcaHue obLlero trap-yBefoMneHus.

genericTrapSeverity

pynna obbekToB: ruggedcomGenericTrapGroup
MIB: RUGGEDCOM-TRAPS-MIB
NpeHTudmkatop obbvekra: 1.3.6.1.4.1.15004.4.1.1.1.1

OnpepneneHue: YpoBeHb Cepbe3HOCTH 0bLLero trap-
YBeLOMIIEHUS:

powerSupplyDescription

pynna obbekToB: ruggedcomPowerSupplyGroup
MIB: RUGGEDCOM-TRAPS-MIB
NpeHTudmkatop obbvekra: 1.3.6.1.4.1.15004.4.1.1.2.1

Onpe,qeneHMe: OnucaHune HENUCNPAaBHOINo MCTOUHUKa
NMUTaHUA.

powerSupplyTrap

Ipynna obbekToB: ruggedcomNotificationsGroup
MIB: RUGGEDCOM-TRAPS-MIB
MpeHTudmkatop obbvekra: 1.3.6.1.4.1.15004.5.2

OnpepgeneHue: Trap-yBeAoMIeHWe, reHEPUPYEMOE MPU
BbIXOZE U3 CTPOA UCTOUHMKA NWUTaHusA. MepBoe trap-
yBe[JOMJIEHUE FTeHepHUpyeTCcs Npu NepBOM BbIXOAE U3 CTPOSA
MCTOUHMKA NUTaHWA. COCTOAHME UCTOUHUKA NUTaHKA (cboi
WK BOCCTAHOBJIEHUE) U3BNEKAETCA C MOMOLLbIO 0bbeKTa
powerSupplyDescription B MOMEHT reHepupoBaHus trap-
yBefomneHusi. CBeieHUs O COCTOSIHUM UCTOUHUKA MUTaHKA
YCTPOMCTBA MOXHO MOYUMUTb C MOMOLLbIO 0ObEKTOB
rcDeviceStsPowerSupply1 1 rcDeviceStsPowerSupply2, obbekT
powerSupplyldentifier pekomeHayeTcs L06aBUTL B KauecTBe
LOMOSTHUTENbHOrO NapaMeTpa B CMUCOK 0DObEKTOB.

rcRstpNewTopology

RUGGEDCOM ROS Bepcusa5.5
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pynnbl 06bekTOB: rcRstpNotifyGroup,
rcDigitallnputsNotifyGroup

MIB: RUGGEDCOM-STP-MIB
UpeHTudmkatTop obbvekra: 1.3.6.1.4.1.15004.5.11.1
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11.3.3 YnpasneHue nonb3zoarenamum SNMP

11.3.3

11.3.3.1

11.3.3.2
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MepemeHHasn OnucaHue

Onpepenenue: Trap-yBegomnenune rcRstpNewTopology
OTMpaBnAeTcss MOCTOM NMOCIe BO3HUKHOBEHMUA trap-
yBefoMneHus 06 U3MeHeHUKU TONONOMMK Ha OQHOM UK
HeCKoMbKKUX nopTax (0TNpaBnsaroTCs trap-yBeaoMeHus
topologyChange) 1 ctabunusaumum Tononoruu. Tononorus
cTabunbHa, ecnv 3HaueHue TamMepa tcWhile gns Bcex
NMOPTOB Ha 3TOM MOCTY PaBHO HyN0. ITO trap-yBegomneHue
OTKIOUeHo, ecnu trap-yBegomneHue topologyChange trap
OTKITIOUEHO B KOHMUIypaLnm yCTponcTaa.

swUpgradeTrap Ipynna obbekToB: ruggedcomNotificationsGroup
MIB: RUGGEDCOM-SYS-INFO-MIB
UpeHTudmkatop obbvekra: 1.3.6.1.4.1.15004.5.3

OnpepeneHue: ObLee trap-yBeAoMIeHWe, reHepupyemoe
npu 0BHOBNEHUM NpOrpamMMHOro obecneueHus. CKopocTb
BblZaum 3TOro yBeAOMIEHUA cocTaBnsieT 60 CeKyHA.

weakPasswordTrap pynna obbekToB: ruggedcomSecurityGroup01
MIB: RUGGEDCOM-SYS-INFO-MIB
MpeHTudmkatop obbvekra: 1.3.6.1.4.1.15004.5.8

OnpepeneHue: Trap-yBefoMneHWe MHANKALWUM HEHAEXHOTO
napons, reHepupyemoe ycrponcteamnm RUGGEDCOM.

YnpasneHue nonb3oBatenamu SNMP

B naHHOM pasgene paccmaTpuBaeTcs ynpasneHue nonb3oBaTtenamMmu SNMP.

MpocmMoTp cnucka nonb3oBatenen SNMP

UTobbl npocMoTpeTh cnucok nonb3oBatenet SNMP, ckoHUIrypupoBaHHbIX Ha
ycTpowcTee, nepenaute B Administration » Configure SNMP » Configure SNMP
Users. NoasuTtca Tabnmua SNMP Users.

Ecnu nonb3oBaTenu He 6bINK CKOHUIYPUPOBaHbI, fODaBbTe HEOOXOAUMBIX
nonb3oBaTenei. [InA nonyueHus 4ONONHUTENBHOM MHOPMaLUKK cM. "[lobaBneHue
nonb3oBaTenss SNMP (CtpaHuua 422)".

JobasneHue nonb3oBatena SNMP

[nsa nokanbHoro agpa SNMPv3 u ana coobuwects SNMPv1 1 SNMPv2c MoXHO
CKOH(UTYpHUPOBaTb HECKONbKO Nonb3oBaTenew (4o 32).

MpumeuaHune

ObpaTtute BHMMaHUe, uTo NpU UCMoNb3oBaHMK ypoBHSA BesonacHocTn SNMPv1
nnu SNMPv2c napameTtp User Name cBA3biBaeT UMA CTPOKU-KIHOUA C FPYMnmnon
6e3onacHOCTU 1 ypOBHEM JoOCTyna.

RUGGEDCOM ROS Bepcua5.5
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RUGGEDCOM ROS Bepcusa5.5

11.3.3 YnpasneHue nonb3osarenamum SNMP

CLI-koMmaHAbl, oTHOCALMeCA K gobasneHunto nonb3osatena SNMP, cm B "[locTynHble
CLI-komaHapbl (CTpaHuua 25)".

UTtobbl fobaBuTb HOBOrO nonb3oBatena SNMP, caenanTe cnegytollee:

1.

Mepenante B Administration » Configure SNMP » Configure SNMP Users.
Mosasutca SNMP Users Table.

Haxxmute InsertRecord. MNMoseutca bopma SNMP Users.

NpumeuaHue

Bce naponu nonb3oBatenei B RUGGEDCOM ROS fonHbl COOTBETCTBOBATb
YyCTaHOBNEHHbIM TpeboBaHMAM, UTODbI HE AONYCTUTb UCNONb30BaHMUA
HeHaZeXHblx naponew. MNpu cosgaHnn HoBOro napons ybeguTtecb B TOM, UTO OH
COOTBETCTBYET criedyrownum TpeboBaHUAM:

e [1N1HA JOMKHaA ObITb HE MeHee 6 CUMBOJOB.

* He pomkeH copeprkaTtb B cebe nMA nonb3oBaTens unu nrobole 4 ByKBEHHO-
UMD POBbLIX CUMBOSA, KOTOPbIE MPUCYTCTBYHOT B UMEHUW NOMb30BaTeNS U
WayT OAMH 3a ApYruM. Hanpumep, B criyuae MMeHH nonb3oBaTtensa Subnet25
Henb3A MCNonb3oBaTb Naponb subnet25admin wnu subnetadmin. OgHako
fonyckatrotcsa naponu net25admin wnv Sub25admin.

e [JlomkeH cofepkatb XoTs Obl 0ANH OYKBEHHbIM CUMBON U OAHY LUADPY.
[lonyckaroTcs cneuunanbHble CUMBONbI.

* He pomkeH cogep>aTtb bonee 3 nocnegoBaTenbHO BO3PACTAtOLLMX UMK
ybbiBarowmnx undp. Hanpumep, naponu Sub123 n Sub19826 ponyckatotcs,
a Sub12345 He ponyckaeTcs.

Ecnu CKOHUTypUpOBaH HEHAZEXHbIM Naponb, To byaeT reHepupoBaTbCA
onoBelleHne. OnoBeLleHWe B CBA3M C HEHAAEXHbIM NaponieM MoXeT bbITb
OTKIOUEHO Nonb3oBaTtenem. [ns nonyyeHua 4ONONHUTENBHOM MHOPMaLMK
00 OTKNOUEHUU onoBeLLeHWI CM. "YnpaBneHue onoseleHusaMu (CTpaHuua
108)".

Heo6xop,|/||v|o CKOHCbMprI/IpOBaTb canejgyrouimne napamMeTpbl:

Napametp OnucaHue

Name KpaTtkuit 0630p: CTpoka AnnHoi 32 cumBona(os)
3HaueHUe No ymonuaHuto: initial

MmMsa nonb3oBaTens. 3T0 UMs MONb30BaTeNA TakxkKe
npeactasnset coboi ums pexxuma besonacHocTH, KoTopoe
COMOCTABMSET 3TOr0 NOMb30BaTeNs rpynne 6e30nacHoCTH.

IP Address KpaTtkuit 0630p: Any valid IP address

IP-agpec nonb30BaTeNbCKOM CTaHUMKW AAMUHUCTPUPOBAHUA
SNMP. Ecnu IP-agpec 3agaH, To SNMP-3anpoc ot gaHHoro
nonb3oBaTtens byaeT Takxe NpoBepsATbes no IP-agpecy. Ons
NPUEMHMKOB trap-yBefoMneHui byneTt reHepupoBaThes
trap-yBegomMnenune o SNMP-ayTeHTUDUKALKK, ECIIU 3aMPOC
nonyueH OT 3TOro nonb3oBatens, Ho ¢ ntoboro apyroro IP-
appeca. Ecnu none IP-agpeca nycroe, To trap-yBefoMIIEHUA He
MOTYT reHepupoBaTbCA Af1A 3TOro nonb3oBaTens, HoO SNMP-
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11.3.3 YnpasneHue nonb3zoarenamum SNMP

Napametp OnucaHue

3anpocbl byayT 06CnyKMBaTbCS 4N1A 3TOro NONb30BaTens ¢
ntoboro IP-agpeca.

vl/v2c Community KpaTtkuit 0630p: CTpoka aAnuHoi 32 cumBona(os)

Crpoka Community, KoTopasi 0Tobpa)kaeTcsa C NOMOLLbHO
MMeHU 3TOro nonb3oBaTtena/pexxMma 6e30nacHOCTH Ha

rpynny 6e3onacHocTv B ciyuae mogenw 3awutbl SNMPv1

unu SNMPv2c. Ecnu 3Ta CTpOKa ocTaBrneHa nycTom, 1o byaet
npegnonaratbCA, YTo OHa COBNaAaeT C UMEHeM Nonb3oBaTens.

Auth Protocol KpaTtkuit 0630p: [ noAuth | HMACMD5 | HMACSHA ]
3HaueHue no ymonuaHuto: noAuth

YKa3blBaeT, AONXKHbI I NOABEPraThCs ayTeHTUUKALMU
coobLeHns, NocbinaemMble OT UMEHW 3TOrO Nonb3oBaTens
K SNMP-aBMXKY M 0BpaTHO, a eClu AOMXKHbI, TO KaKOW TUN
NPOTOKOSA ayTEHTU(UKALMUM NPUMEHAETCA.

Priv Protocol KpaTtkuit 0630p: [ noPriv | CBC-DES ]
3HaueHHUe No yMOonuaHuk: noPriv

YKa3biBaeT, MOTyT i1 ObITb 3aLUMLLEHbI OT pasrnalleHus
coobLuyeHuns, Nocbinaemble OT UMEHHW 3TOrO NONb30BaTenNs
K SNMP-aBMXKY M 0BpaTHO, a eClIK MOTYT, TO KaKOW TMN
NpoToKOoNa LWKUGPOBaHUA NPUMEHAETCA.

Auth Key KpaTtkuit 0630p: Ctpoka aAnuHoi 31 cumBona(os)

CeKpeTHbIM Kntou ayTeHTUdHKaLKUK (Maposib), KOTOPbIN
[OJXeH ncnonb3oBaTtbcsa coBMecTHO ¢ SNMP-knvenTom. Ecnum
3TOT KIKOU He NpeacTaBnsieT coboi nycTyro CTPOKY, TO ero
[JIMHa AoMKHa bbITb HEe MeHee 6 CUMBOJIOB.

Confirm Auth Key KpaTtkuit 0630p: CTpoka aAnuHoi 31 cumBona(os)

CeKpeTHbIN KNtou ayTeHTUHUKaLKUK (Naposb), KOTOPbIN
OOJMKEH NCNOoNb30BaTbhbCcsA COBMeCTHO ¢ SNMP-knueHToM. Ecnun
3TOT KU He npefcTaBnaeT cobow NycTyto CTPOKY, TO ero
OJIMHA JOMXHa OblTb He MeHee 6 CUMBOOB.

Priv Key KpaTkuit 0630p: CTpoka annHoi 31 cumBona(os)

CeKpeTHbIN Kntou ayTeHTUHUKaLKUK (Naposb), KOTOPbIN
NOMKEH NCNoNb30BaTbhCcs COBMeCTHO ¢ SNMP-knueHTOM. Ecnu
3TOT KoY He npeacTaBnsaeT coboi nycTyro CTPOKyY, TO ero
OJIMHA AOMXHa bblTb He MeHee 6 CUMBONOB.

Confirm Priv Key KpaTtkuit 0630p: CTpoka aAnuHoi 31 cumBona(os)

CeKpeTHbIH Kntou ayTeHTUHUKaLKUK (Naposb), KOTOpPbIN
[OMKEeH NCNonb3oBaTbhcsl coBMecTHO ¢ SNMP-knueHToM. Ecnu
3TOT KoY He npeacTaBnsaeT coboi nycTyto CTPOKyY, TO ero
OJTMHA AOMXKHa OblTb He MeHee 6 CUMBOOB.

4. Haxwmute Apply.
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11.3.4 YnpaBneHue cOOTBETCTBUAMM rpynn nosab30BaTenes MogensM U ypoBHAM 6€30n1acHOCTH

11.3.3.3 YpaneHue nonb3oBatensa SNMP

CLI-koMaHAbl, oTHOCALMECA K yaaneHuto nonb3oBaTtend SNMP, cm. B "[locTynHble
CLI-komaHapbl (CTpaHuua 25)".

UTtobbl yaanuTb nonb3osaTtena SNMP, caenaite cnegytollee:

1. Nepenpute B Administration » Configure SNMP » Configure SNMP Users.
Mossutca SNMP Users Table.

2. BbibepuTe nonb3oBatena us Tabnuubl. Mossutca popma SNMP Users.

3. Haxwmute Delete.

11.3.4 YnpaBneHue COOTBETCTBUAMM IFpynn nosib3oBatenein Moaensam M ypoBHAM
6e3onacHocTH

B naHHOM pasgene onucbiBaeTCs Npouecc KOHOUIypUpoOBaHUA COOTBETCTBUI TPy
nonb3oBaTenen MOAENAM M yPOBHAM 6€30MacHOCTH U YNPaBAEHUA UMU.

11.3.4.1 MpocMoTp COOTBETCTBMM rpynn nonb3oBaTtenen MoAeNAM U YPOBHAM
6e3onacHocTH

UTobbl NPOCMOTPETH CMNMCOK COOTBETCTBUM IPyMn nofb3oBaTeNiell MOAENAM U
YPOBHAM 6e30MnacHOCTH, CKOHPUTYPUPOBAHHbIX Ha YCTPOWCTBE, NepenanTe B
Administration » Configure SNMP » Configure SNMP Security to Group Maps.
MNosiButcs Tabnuua SNMP Security to Group Maps.

[lobaBbTe HeObXOAMMbIe COOTBETCTBUA rPpynn Nonb3oBaTeneln Mogensim u
YypOBHAM 6e30MacHOCTH, eCNIU OHU He BbiNK CKOHUIypUpoBaHbl. [InAa nonyueHus
LOMONHUTENBHOM MHOopMaLmMK cM. "[lobaBneHne COOTBETCTBMA rpynnbl
nonb3oBaTenel Mofenu 1 ypoBHo besonacHoctu (CtpaHuua 425)".

11.3.4.2 fobaBneHne cOOTBETCTBUA rpynbl Nofib30BaTeNein MoAEeNU U YpoOBHIO
6e3onacHocTH

RUGGEDCOM ROS Bepcusa5.5

Ons npotokona SNMP MOXHO onpefenuntb HeCKONbKO (40 32) KOMOUHaUW
COOTBETCTBMA rPynnbl NONb30BaTeNel MoAenu U ypoBHO 6€30MacHOCTH.

CLI-koMaHAbl, OTHOCALLMECA K 4ODABNEHUIO COOTBETCTBMM Fpynn Nonb3oBaTenen
mMopensim u ypoHAM besonacHocti SNMP, cm. "doctynHblie CLI-koMmaHabl (CTpaHMua
25)".

UTobbl ,ODABWUTL COOTBETCTBUE FPYNMbl NOfb30BaTENEN MOLENW U YPOBHHO
Be3onacHocTH, caenawTe cnepytoLlee:

1. Nepenpute B Administration » Configure SNMP » Configure SNMP Security
to Group Maps. MNosiutca SNMP Security to Group Maps Table.

2. Haxwmwurte InsertRecord. Moseutca popma SNMP Security to Group Maps.
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11.3.5 Ynpasnenue rpynnammu SNMP

11.34.3

11.3.5

11.3.5.1
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3. HeobxoaMmo CKOHMUIypupoBaTh CnefytoLme napamMeTpbl:

MNapametp

OnucaHue

SecurityModel

KpaTkuit 0630p: [ snmpV1 | snmpV2c | snmpV3 ]
3HaueHue rno ymonuaHuio: snmpV3

Mopenb 3aluTbl, KOTOpas NpeaycMaTpuBaeT UM,
ynoMuHaemMoe B 3ToM Tabnuue.

Name KpaTtkuit 0630p: CTpoka AnnHoi 32 cumBona(oB)
MMs nonb3oBaTens, KOTOPOe COMOCTaBEHO C MOMOLLbHO 3TOM
3anucuy onpeneneHHoMy UMEHU rpynbl.

Group KpaTtkuit 0630p: CTpoka AnuHoi 32 cumBona(os)

MMA rpynnbl, KOTOPOW NpUHaAnexaTt MoAenb 3aLiuTbl U UMSA.
ITO MMA UCNONb3YeTCs B KAUECTBe yKa3aTens Ha Tabnuuy
poctyna SNMPv3 VACM.

4. Haxmute Apply.

YpaneHue COOTBETCTBUA rpynnbi nonb3oBaTenein mogenu u YPOBHHO 6esonacHocTH

CLI-komMaHAbl, OTHOCALLMECA K yAANeHUIO COOTBETCTBMI Ipynn nonb3oBaTenen
MoAensiM 1 ypoBHAM be3onacHocTtu, cM. "[locTynHble CLI-komanabl (CTpaHuua 25)".

UTobbl yAanuTb COOTBETCTBME IPYMMbl NOSIb30BaTENEN MOAENU U YPOBHHO
Be3onacHocTH, caenanTe cnepyroLlee:

1. Nepenpute B Administration » Configure SNMP » Configure SNMP Security
to Group Maps. MNosiutca SNMP Security to Group Maps Table.

2. Bbibepute npuBaAsky 13 Tabnuubl. Mosasutca coopma SNMP Security to Group

Maps.
3. Haxmute Delete.

YnpasneHue rpynnamu SNMP

Ha poctyn kK SNMP MOXHO CKOH(UIypUpoBaTb Heckonbko (Ao 32) rpynn SNMP.

MpocmoTp cnucka rpynn SNMP

UTtobbl npocMoTpeTb cnncok rpynn SNMP, cKoHHUIypUpOBaHHbIX Ha YCTPOMCTBE,
nepenaute B Administration » Configure SNMP » Configure SNMP Access.
MNossutca Tabnnua SNMP Access.

[lobaBbTte HeobxoauMmblie rpynnbl SNMP, ecnv oHUM He Bbinn CKOHPUTYPUPOBaAHDI.
[ns nonyueHuA 4ONONHUTENBHOM MHOpMaumK cM. “[obaBneHue rpynnbl SNMP

(CtpaHuua 427)".
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11.3.5.2 fobasneHune rpynnbl SNMP

11.3.5 Ynpasnenue rpynnamu SNMP

CLI-koMaHAbl, oTHOCALWMeCA K gobasneHuto rpynnbl SNMP, cm. B “[loctynHble CLI-

kKomaHzabl (CtpaHuua 25)".

UTtobbl nobasutb rpynny SNMP, caenaite cnegytoulee:

1. Nepenpute B Administration » Configure SNMP » Configure SNMP Access.
Mossutca SNMP Access Table.

2. Haxmwute InsertRecord. NMossutca dbopma SNMP Access.

3. HeobxoaMmo CKOHMUIyprUpOBaTb CneayroLmMe napamMeTpsbl:

Napametp

OnucaHue

Group

KpaTkuit 0630p: CTpoka anvHol 32 cumBona(os)

MMsA rpynnbl, KOTOPOW NPUHAANEXAT MOAENb 3aLUWUTLI U UMSA.
3TO MUMs UCMONb3YyeTCs B KAaUeCTBe yKasaTtens Ha Tabnuuy
poctyna SNMPv3 VACM.

SecurityModel

KpaTkuit 0630p: [ snmpV1 | snmpV2c | snmpV3 ]
3HaueHue no ymonuaHuio: snmpV3

UTobbl nonyunTb NpaBa fOCTYyNa, pa3peLleHHble 3TOW 3anuchbio,
[LOMXHa UCMONb30BaTbCA CKOHUIYPUPOBaHHas MOAENb
3aLUMThI.

SecurityLevel

KpaTkuit 0630p: [ noAuthNoPriv | authNoPriv | authPriv ]
3HaueHue no ymonuaHuto: noAuthNoPriv

MUWHWManbHbIM HeObXOAUMBIW ypOoBEHb BE30MacHOCTH, UTODbI
noNyunTb NpaBa [OCTyna, pa3peLleHHble 3TOM 3aMUCbio.
YpoBeHb be3onacHocTn noAuthNoPriv Huxe, uem authNoPriv,
KOTOPbII B CBOO ouepefb HWXe, ueM authPriv.

ReadViewName

KpaTkuit 0630p: [ noView | VIMib | allOfMib |
3HaueHue No ymonuaHuio: noView

3TOT NapaMeTp WAeHTUGUUMpPYeT noapasaen (noapasaenst)
HHopMaLMOHHOW Ba3bl AaHHbIX yripaBneHus (MIB), k
KOTOpPbIM 3Ta 3aNucCb pa3peLlaert JOCTYN AN1A yTeHuA. B
cnyyae 3HaueHuA noView JocCTyn AnA uTeHuA He ByaeT
npefocTaBiATbLCA.

WriteViewName

KpaTkuit 0630p: [ noView | VIMib | allOfMib |
3HaueHue No ymonuaHuio: noView

3TOT NnapaMeTp MaeHTUdULMPYeT nogpasaen (nogpasaensl)
MH(OpPMaLMOHHOM Ba3bl AaHHbIX ynpasneHus (MIB), k
KOTOpPbIM 3Ta 3aNuCb pa3peLlaeTt JOCTyN AnA 3anucu. B
cnyyae 3HaueHusa noView foCTyn ANA 3anucu He byaet
npeaocTaBnATbLCA.

NotifyViewName

KpaTtkuit 0630p: [ noView | V1Mib | allOfMib ]
3HaueHuWe No yMonuaHuto: noView

3TOT NnapaMeTp MaeHTUULMPYeT nogpa3gen (nogpasaensl)
MH(OpPMaLMOHHOM Ba3bl AaHHbIX ynpasneHus (MIB), k
KOTOPbIM 3Ta 3aNMCb pa3peLlaeTt 4OCTYN AA onoBeLeHui. B
cnyyae 3HaueHusa noView JOCTyN Ans onoBeLleHUi He byaeT
npeaoCcTaBnATLCA.
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11.4 Nogpepxka ynpasneHnsa ModBus

4. Haxmute Apply.

11.3.5.3 YpaneHue rpynnbl SNMP

CLI-koMaHAbl, oTHOCALWMeCA K yaaneHuto rpynnbl SNMP, cm. B "OoctynHbie CLI-
kKomaHzabl (CtpaHuua 25)".

Utobbl ynanutb rpynny SNMP, caenaite cnepytolee:

1. Nepenpute B Administration » Configure SNMP » Configure SNMP Access.
Mossutca SNMP Access Table.

2. Bbibepute rpynny u3 tabnuubl. Moasutca dhopma SNMP Access.
3. Haxwmure Delete.

11.4 MNopnep>kka ynpasneHna ModBus

MNopnep»ka agMUHUCTpUpoBaHua ModBus B yctporctBax RUGGEDCOM
obecneunBaeT NpPoCTon MHTepdEeNC Ans n3BneuveHma 6azoBon MHOPMaLMK O
cocTosHuu. Moapepxxka ModBus ynpouiaeT paboty uHTerpatopoB cuctembl SCADA
(amMcnetuepckoe ynpaBneHue v cbop AaHHbIX), NpeaycMaTpUBas NPUBbLIUHbIN
NPOTOKON AN1S U3BNeUeHUA MHopMaL MK 06 yCTporcTBe Noj ynpaBneHnem
RUGGEDCOM. ModBus obecneuunBaet rmaBHbIM 06pa3om MHMOPMaLMIO O
COCTOSIHWM TONTbKO ANIS1 UTEHUA, OAHAKO CyLLECTBYET TaKXXe HebonbLioe uncno
PerucTpoB C BO3MOXHOCTbIO 3aMMCK ANA KOMaHA onepartopa.

Bnok gaHHbIx npoTokona (PDU) ModBus cneaytowmii:

‘ Koa dpyHKumm [aHHble

11.4.1 dyHKuMOHanbHble Koabl ModBus

Yctponctea RUGGEDCOM nopaepkuBatoT cnegytowime Koabl pyHkumMn ModBus ans
aAMUHWUCTPUPOBAHKSA YCTPOMCTB uepe3 ModBus:

NpumeuaHue
YcrponctBa RUGGEDCOM nMeroT pasnuMuHoe KONMUecTBO NopToB, MO3TOMY He BCe
perucTpbl U BUTbI NPUMEHUMbI K Nt0bOMY U3aenuto.

Perucrtpbl, He NPUMEHUMblE K KOHKPETHOMY YCTPOMCTBY, BO3BPaLLatoT HyneBoe
(0) 3HaueHue. Hanpumep, K KOMMYyTaLUWOHHbIM annapatam RUGGEDCOM, He
UMEIOLLMM MOoCneaoBaTeNbHbIX MOPTOB, HE MPUMEHUMbl OTHOCALLIMECA K TaKUM
nopTam peruncTpsol.
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11.4.2 PacnpegeneHne agpecHoro npoctpaHcTea ModBus

UteHne BXOAHbIX PErMCTPOB UIIM UTEHUE PErMCTPOB BPEMEHHOI0 XpaHeHUs faHHbIXx — 0x04 unu
0x03

Mpumep 3anpoca PDU

Kop dpyHKUMK 1 6anT 0x04(0x03)

HauanbHbiv agpec 2 banTa 0x0000 — OxFFFF
(WwecTHaauaTepUUHbIi)

128 — 65535 (OecATUUHbIN)

KonunuectBo BXo4HbIX 2 banTa bantbl 0x0001 — 0x007D
perucrpos

Mpumep oteeta PDU

Kop cyHKUMK 1 6anT 0x04(0x03)
KonnuecTtso baiToB 1 bant 2xN?
KonnuectBo BXOAHbIX N? x 2 Gaiita

perucrpos

@ KonnuecTBo BXOAHbIX PETUCTPOB

3anucb B HeCcKonbKo peructpos — 0x10

Mpumep 3anpoca PDU

Kop dyHKumK 1 Bant 0x10

HauanbHbiv agpec 2 banTa 0x0000 — OxFFFF
KonuuectBo BXOAHbIX 2 bawiTa banTbl 0Ox0001 — 0x0079
perucrpos

Konuuectso baitToB 1 6aiiT 2xN?

3HaueHue perncTpos N? x 2 baiiTa 3HaueHue pernctpa

a KonnuectBo BXOOHbIX perncTtpos

Mpumep oTBeta PDU

Koa dpyHKUMHM 1 6aut 0x10
HauanbHbiii agpec 2 banTa 0x0000 — OxFFFF
KonuuecTtBo perucrpos 2 banTa 1— 121 (0x79)
11.4.2 PacnpepneneHue agpecHoro npocrpaHcrea ModBus
Huxe npuBeneHbl cBeaeHUA 06 oTobpaXkeHUM NepeMeHHbIX AaHHbIX NpoLecca
ModBus.
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11.4.2 PacnpeneneHune agpecHoro npoctpaHcTea ModBus

MHdopmauunsa ob usgenum

MNpuBeaeHHble HWXe AaHHble oTobparkatoTcs B Tabnuue Productinfo:

Anpec Yucno perncrpos OnucaHue (cnpaBouHas Tabnuua B Ul) R/IW ®dopmart
(uteHuel
3anucb)
0000 16 NoeHTudrkauma nsgenus R TeKCcToBbIN
0010 32 NoeHTndurKaLmMa MUKPONPOrpaMMHOro R TekcTOBbIN
obecrneueHun
0040 1 KonuuectBo Ethernet-noptos R Uint16
0042 1 Konuuectso onoBeLeHW#H R Uint16
0043 1 CocToAHWe brioka NUTaHus R PSStatusCmd
0044 1 CraTtyc FailSafe Relay (oTka3oycTtoiumBoe R TruthValue
pene)
0045 1 Cratyc ErrorAlarm (onoBeuieHue npu R TruthValue
owmnbke)
Peructpbl uspgenus, ponyckarLime 3anucb
anBe,El,eHHble HUXe OaHHble 0To6pa>|<a+0Tc;| B Pa3fIMUHbIX Ta6nwu,ax:
Appec Uucno perucrpos OnucaHue (cnpaBouHas Tabnuua B Ul) RIW ®dopmat
(uteHue/
3anuchb)
0080 1 YnaneHue onoBeLleHWH W Cmd
0081 Cbpoc Ethernet-nopTtoB w PortCmd
0083 YnaneHue ctaTUcTUKK Ethernet W PortCmd
OnoBeweHus
MNpuBeaeHHbIe HWXKe AaHHble oTobparkatoTcs B Tabnuue alarms:
Appec Uucno perucrpos OnucaHue (cnpaBouHas Tabnuua B Ul) RIW ®dopmar
(uteHuel
3anuchb)
0100 64 OnoBelleHue 1 R OnoBelleHUe
0140 64 OnoBeLlleHue 2 R OnoBeLlleHne
0180 64 OnoBelleHune 3 R OnoBeLlleHne
01CO 64 OnoBelleHue 4 R OnoBelleHne
0200 64 OnoBelleHne 5 R OnoBelleHne
0240 64 OnoBeLleHne 6 R OnoBeLlleHne
0280 64 OnoBelleHne 7 R OnoBelleHne
02C0 64 OnoBelleHne 8 R OnoBeLlleHne
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11.4.2 PacnpegeneHne agpecHoro npoctpaHcTea ModBus

Cratyc Ethernet-nopTta

MNpuBeaeHHblE HWXKe AaHHble oTobparkatoTcs B Tabnuue ethPortStats:

Anpec Yucno perncrpos OnucaHue (cnpaBouHas Tabnuua B Ul) RIW ®dopmat
(uteHuel
3anucb)

O3FE 2 KoMMyHMKaLMOHHbIV cTaTyc nopTa R PortCmd

Ctatuctuka Ethernet

anBe,D,EHHbIe HWXe NaHHblE OTO6pa)KaI-OTCFI B Ta6nmu,e rmonStats:

Appec Uucno OnucaHue (cnpaBouHas RIW ®dopmart
perucrtpos Tabnuua B Ul) (uteHuel/
3anucob)

0400 2 CratucTtvka nopta 1 — BxopsLme R Uinst32

Ethernet-nakeTbl

0402 2 CraTucTvKa nopTa 2 — BXoAasALLme R Uinst32
Ethernet-nakeTnbl

0404 2 CraTucTmka nopTta 3 — BXogALMe R Uinst32
Ethernet-nakeTbl

0406 2 CraTnctmka nopta 4 — BxogALme R Uinst32
Ethernet-nakeTsbl

0408 2 CraTtucTtvka nopta 5 — Bxopsime R Uinst32
Ethernet-nakeTbl

0410 2 CraTucTvka nopTa 6 — BXoAasLume R Uinst32
Ethernet-nakeTnbl

0412 2 CraTucTmKa nopta 7 — BXogALMe R Uinst32
Ethernet-nakeTbl

0414 2 CraTnctmka nopta 8 — BxogALmMe R Uinst32
Ethernet-nakeTsbl

0416 2 CraTtucTvka nopTa 9 — BxopsLme R Uinst32
Ethernet-nakeTbl

0418 2 CratucTuka nopta 10 — BxoadLme R Uinst32
Ethernet-nakeTnbl

0440 2 Cratuctmka nopta 1 — ucxogsawme R Uinst32
Ethernet-nakeTnbl

0442 2 CraTucTMKa nopTta 2 — ucxogsaiime R Uinst32
Ethernet-nakeTsbl

0444 2 CraTucTvka nopTa 3 — uUcxogdaLme R Uinst32
Ethernet-nakeTbl

0446 2 CraTucTvKa nopTa 4 — ucxogdalue R Uinst32
Ethernet-nakeTnbl

0448 2 CraTuctmka nopta 5 — ucxogsawme R Uinst32
Ethernet-nakeTbl

0450 2 CraTucTMKa nopta 6 — ucxogsaiime R Uinst32
Ethernet-nakeTsbl

0452 2 CraTucTvka nopTa 7 — uUcxogdaue R Uinst32
Ethernet-nakeTbl
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11.4.2 PacnpeneneHune agpecHoro npoctpaHcTea ModBus

Anpec Uucno OnucaHue (cnpaBouHas RIW dopmat
perucrpos Tabnuua B Ul) (uteHue/
3anucb)

0454 2 CraTncTMKa nopTa 8 — ucxoasaime R Uinst32
Ethernet-nakeTbl

0456 2 CraTnctmka nopta 9 — ucxogsaiime R Uinst32
Ethernet-naketbl

0458 2 Cratuctuka nopta 10 — R Uinst32
ncxopawme Ethernet-naketnbl

0480 2 CratucTtuka nopta 1 — BxopasLme R Uinst32
Ethernet-nakeTsbl

0482 2 CraTncTMKa nopTa 2 — BXOgALMe R Uinst32
Ethernet-nakeTbl

0484 2 CraTnctmka nopta 3 — BXogALMe R Uinst32
Ethernet-naketbl

0486 2 CraTtucTvka nopTa 4 — Bxopsme R Uinst32
Ethernet-nakeTsbl

0488 2 CraTtucTvka nopta 5 — BxopsLme R Uinst32
Ethernet-nakeTsbl

0490 2 CraTncTMKa nopTa 6 — BXogALMe R Uinst32
Ethernet-nakeTbl

0492 2 CraTnctmka nopta 7 — BXxogAlme R Uinst32
Ethernet-nakeTbl

0494 2 CratucTvka nopTa 8 — BxopsLme R Uinst32
Ethernet-nakeTsl

0496 2 CraTtucTvka nopTa 9 — BxopsLme R Uinst32
Ethernet-nakeTsbl

0498 2 Cratnctmka nopta 10 — Bxogsawme R Uinst32
Ethernet-nakeTbl

04C0 2 Cratnctmka nopta 1 — ucxogsawme R Uinst32
Ethernet-nakeTbl

04C2 2 CraTtucTvka nopTa 2 — ucxogdauue R Uinst32
Ethernet-nakeTsl

04C4 2 CraTucTvka nopTa 3 — ucxogdame R Uinst32
Ethernet-nakeTsbl

04C6 2 CraTncTMKa nopta 4 — ucxogsawime R Uinst32
Ethernet-nakeTbl

04C8 2 CraTnctmka nopta 5 — ucxogsawme R Uinst32
Ethernet-nakeTnbl

04C10 2 CratucTvka nopTa 6 — mucxogdalme R Uinst32
Ethernet-nakeTsbl

04C12 2 CraTtucTvka nopTa 7 — ucxogdane R Uinst32
Ethernet-nakeTsbl

04C14 2 CraTncTMKa nopta 8 — ucxoasawime R Uinst32
Ethernet-nakeTbl

04C16 2 CraTnctmka nopta 9 — ucxogsawme R Uinst32
Ethernet-naketnbl

04C18 2 Cratuctuka nopta 10 — R Uinst32

ncxopawme Ethernet-naketnbl
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11.4.3 ®opmartbl namAaTM ModBus

11.4.3 ®opmartbl namatu ModBus

B naHHOM paspfene ykasaHbl dpopmatbl namatn Modbus, nogaep>xmBaemble
RUGGEDCOM ROS.

11.4.3.1 TeKkcTOBbIN

TekcToBbIM hopmat obecneumBaet npoctoe ASCll-npeacraBneHne HpopMaLmu,
oTHOCALeNncA K nsgenuto. Ctapwimi bant pernctpa cumaonos ASCIl naet nepBbiM.

Hanpumep, paccMoTpuM 3anpoc UTeHue M3 HECKObKMX PerncTpoB Ans
CUMUTbIBAHWUA MOEHTUPMKALMOHHbBIX AaHHbIX M3AENWUA HauMHas ¢ agpeca 0x0000.

0x04 ‘OXOO 0x00 0x00 0x08

OTBeT MOXEeT UMEeTb Creay oL BUA:

0x04 | 0x10 | Ox53 | Ox59 | O0x53 | O0x54 | 0x45 | Ox4D | Ox20 | Ox4E | Ox41 | Ox4D | Ox45
0x00 | Ox00 | Ox00 | Ox00 | Ox00

B aTom npumMmepe, HaunHana c balTa 3 M Ao KoHua, oTBeT ABnsetca ASCII-
npeacTaBieHUEM CUMBOOB ANS UAEHTUUKALMK U3[ENUA, CO CNedy oMM
Tekctom: HAMUMEHOBAHUWE CUCTEMBbI. nvHa 3TOro nons MeHblle BOCbMU
PerncTpoB, NO3TOMY OCTaTOK Mons 3anonHsAeTca Hynamu (0).

11.4.3.2 Cmd

370T chopmaT AaeT yCTPOMCTBY KOMaH/y YCTaHaBNMBATb Ha BbIXOAe COCTOAHMeE true
(uctmHHO) unu false (noxHo). MNepBbIM UAET CTapLunin BalnT.

* LlWectHapuaTepruHoe 3HaueHue FF 00 TpebyeT yCTaHOBWTL BbIXOA B COCTOSIHME
True (MCTUHHO).

* LWecTtHapuatepuuHoe 3HaueHne 00 00 TpebyeT yCTaHOBUTb BbIXOA, B COCTOSIHUE
False (noxHo).

* Jlroboe apyroe 3HayeHne, NOMMMO YKa3aHHbIX 3HAaUEHUWM, He BNUAET Ha
3anpoLweHHYH onepauunto.

Hanpumep, paccMOTpUM 3anpoc 3anucb B HECKOMbKO PerucTpoB ANs yaaneHus
ONOBEeLLEeHWN Ha YCTPOMUCTBeE.

0x10 0x00 0x80 0x00 0x01 2 OxFF 0x00

* FF 00 ansa peructpa 00 80 ynanaet onoBeLleHWA TPeBOru.
* 0000 He yoanaeT onoBeLLEeHUA TPEBOTH.

OTBET MOXET UMETb CreflyroLUIN BUA:

0x10 0x00 0x80 0x00 0x01
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11.4.3 ®opmartsl namaty ModBus

11.4.3.3 Uint16

®opmat Uint16 onucbiBaeT CTaHAAPTHbIM 16-pa3psaHbii pernctp Modbus.

11.4.3.4 Uint32

®opmart Uint32 onucbiBaeT 2 cTaHAapTHbIX 16-pa3paaHbix pernctpa Modbus.
B nepBoM perunctpe BpeMeHHO XpaHATCA cTaplune 16 butoB 32-pa3psigHoOro

3HaueHwusi. Bo BTOpOM perucrpe BpeMeHHO XpaHsaTcsa mnagwue 16 6utos 32-
Pa3psAAHOro 3HAUEHMUS.

11.4.3.5 PortCmd

®opmat PortCmd onucbiBaeT KOHpUTypauuto BUTOB Ha nopTax, Npuuem 1
YKa3bIBaeT, UToO 3anpoLleHHas onepauusa UMeeT CTaTyC "MCTUHHO", a O yKa3bliBaerT,
UTO 3anpoLUeHHas onepaunsa UMeeT CTaTyC "NMOXHO".

PortCmd npefnycmatpuBaeT KOHGUrypaLuuto BUTOB MakCMMyM Ans 32 NopToB.
Takum obpasom, ucnonblyetca asa perucrtpa Modbus:

* nepsbli pernctp Modbus cooTBetcTByeT noptam 1-16;

* BTOpOM pernctp Modbus cootBeTcTBYeT nopTaM 17—-32 ansA KOHKPETHOW
onepauuu.

[ina pa3pano., KOTopble He MPUMEHUMbI K COOTBETCTBYHOLLEMY MU3LeNnto, BCeraa
yCTaHOBNeHO HyneBoe 3HaueHue (0).

3HaueHue buTa, paBHoe 1, yKasbiBaeT, UTO 3anpoLleHHas onepauus UMeeT cTaTycC
"MCTMHHO". Hanpumep, COOTBETCTBYHOLLMI NOPT COEAUHEH.

3HaueHue buTa, paBHoe 0, yKasbiBaeT, UTO 3anpoLLeHHas onepaLus UMeeT cTaTyC
“noxkHo". Hanpumep, COOTBETCTBYHOLLMI NOPT PA3bEAUHEH.

CuuTbiBaHHUe JaHHbIX ¢ Ucnonb3zoBaHuem PortCmd

UTobbl NOHATbL KaK OCYLLEeCTBAAETCA CUMTbIBAHME AAHHbIX C MCMONTb30BAaHUEM
PortCmd, paccmoTpum 3anpoc Modbus npon3BecTy uteHne U3 HECKONbKUX
perncTpoB HauunHaAa c agpeca OxO3FE.

0x04 0x03 OxFE 0x00 0x02

OTBeT 3aBUCHUT OT UMCNa AOCTYMHbIX NOPTOB Ha AHHOM yCTpoMcTBe. Hanpumep,
ec/I MaKCMMarnbHOe UMCo NOPTOB Ha nogkatoueHHoM ycTpoicTtee RUGGEDCOM
paBHO 20, To Mor Bbl BbIFAAETL CNeayoLnmM obpasom.

0x04 0x04 OxF2 0x76 0x00 0x05

B aToM npumepe baiTbl 3 1 4 oTHOCATCA K pernctpy 1 no agpecy OxO3FE n
NpeAcTaBAAOT COCTOAHME NopToB 1-16. bakTbl 5 1 6 OTHOCATCA K perucTpy

2 no agpecy OxO3FF v npeacraBnAatoT cOCTOsAHWE NopToB 17-32. YCTPOMCTBO
nMeeT Tonbko 20 NOpPTOB, TaK UTo BanT 6 COAEPKUT MHOMKALMIO COCTOAHWUA AN
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noptoB 17-20, HauMHasa cnpaBa HaneBo. OcTanbHble BUTLI B peructpe 2, KotTopble
COOTBETCTBYHOT HecyLlecTBytoLMM noptam 21-31, o6HyneHbl (0).

BbinonHeHue onepauuin 3anucu ¢ ucnonbsosaHnem PortCmd

UTobbl NOHATb, KaK OCYLLEeCTBAAETCA 3anNMcb C MCcnonb3oBaHMeM PortCmd,
pPacCMOTPMM 3anpoc "3anmcb B HECKONbKO PErucTpoB” AnA yaaneHusa CTaTUCTUKK
Ethernet-nopTa:

‘0x10 \0xoo ‘0x83 ‘OxOO ‘0x01 \2 ‘0x55 ‘0x76 ‘OXOO |O><50

3HaueHue BUTa, paBHOoe 1, ABNAETCA KOMAHAOW YAANWUTb CTaTUCTUKY Ethernet ana
cooTBeTCTBYtOLLEero nopta. lMpu 3HaueHun buta, pasHom 0, ctaTucTMKa Ethernet ons
COOTBETCTBYIOLLEro nopra He yaanaeTcs.

0x10 0x00 0x81 0x00 0x02

11.4.3.6 OnoselleHune

®opmart "OnoseleHne” npeacrasnaeT cobon apyryro GopMy TEKCTOBOrO OMUCAHUA.
TeKCT curHana TpeBOru COOTBETCTBYET OMMUCaHUIO ONOBELLeHUA U3 Tabnuubl, B
KOTOPOM BPEMEHHO XpaHATCA Bce onoBeLlleHus. MogobHo popmaTy "Tekct" aToT
dhopmat Bo3BpawyaeT ASCll-npeacrtaBneHne onoBeLLeHU .

NMpumeuvaHue
OnoBeLLeHUsI NOMELLAOTCA B CTEK HA YCTPOWCTBE B MOPAAKE X BOSHUKHOBEHMSA (T.
e. OnoBelleHue 1, OnoBelleHue 2, OnoseLleHne 3 UT. 4.).

Bbl MO>KeTe Bbl3BaTb NepBble BOCEMb OMOBELLEHUH U3 CTeKa, CNIM OHU CYLLLECTBYHOT.
Ecnu cooTBeTCTBYHOLLEE OMOBELLEHUE HE CYLLIeCTBYEeT, TO BO3BpPaLLaeTca HyneBoe
3HaueHue (0).

11.4.3.7 PSStatusCmd

RUGGEDCOM ROS Bepcusa5.5

®opmart PSStatusCmd onucbiBaeT KOHGUTypaunto BUTOB AnA NpeacTaBneHun
COCTOSAIHUA UMEtoLLMXCA BNOKOB NUTaHWA. [iNs 3TOM Lenu ncnonb3yrotcs 6utol 0—4
MnagLero baTa perucrpa.

e butbl 0-1: CocToAHMe BNoKa nuTaHma 1.
e  butbl 2-3: CocToAaHMWe BnoKa NnuUTaHusA 2.

OcTanbHble BUTbI 3TOTO perncTtpa He HecyT Kakon-nmbo MHCbOpMaLLMM O COCTOAHNMH
CUCTEMDbI.

3HaueHus 6utos OnucaHue
01 Bnok nutaHua otcytcteyet (01 = 1).
10 Bnok nutaHusa pabotocnocobeH (10 = 2).
11 Bbnok nutaHua HepaboTtocnocobeH (11 = 3).
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3HaueHuna, ucnonb3yemMble AnA NpeacTaBneHns cratyca bnoka nuTaHmA, NPOUCXoanT
n3 cneymanbHom 6asbl SNMP MIB ana yctporcts nog ynpasneHnem RUGGEDCOM.

CuuTbiBaHUE COCTOAHUA BIOKa NUTaHUA U3 YCTPOMCTBaA C ucnonb3oBaHuem PSStatusCmd

UTobbl NOHATb, KaK OCYLLECTBAAETCA CUUTbIBAHME COCTOAHUA BNoKa NMTaHuUA
13 yCTPOMCTBA C ucnonb3oBaHueM PSStatusCmd, paccmoTtpum 3anpoc Modbus
NPOU3BECTU UTEHME U3 HECKONbKUX PErMCTPOB HaulHas ¢ agpeca 0x0043.

\ 0x04 \ 0x00 \ 0x43 \ 0x00 \ 0x01 \

OTBeT MOXEeT UMEeTb Creay LM BUA:

\ 0x04 \ 0x02 \ 0x00 \ Ox0A \

MnagLmi banT pernctpa nokasbiBaeT COCTOAHME BNOKOB NUTaHWA. B aToM npumepe
06a MCTOUHMKA NUTAHMA AAHHOIO YCTPOWCTBA ABNATCA paboToCNOCObHbIMM.

11.4.3.8 TruthValues
®opmart Truthvalues npeacraBnsaeT coctosHWe "MCTUHHO" UK "NOXHO" B
KOHKPETHOM YyCTpOMCTBe.

* 1 —yKa3sblBaeT, UTo COOTBETCTBYHOLLIEE COCTOAHUE NSl IAHHOMO YCTPOMCTBA
JOJKHO ObITb true (MCTUHHO)

e 2 —yKasblBaeT, UTo COOTBETCTBYHOLLIEE COCTOSAHUE [As1 IAHHOMO YCTPOMCTBA
JOJKHO bbITb false (NOXKHO)

CunTbiBaHUE COCTOAHUA penie aBapUMHON CUrHaNM3aLmuKn C ucnonb3oBaHueMm TruthValue

UTobbl NOHATB, KaK OCYLLECTBNAETCA CUMTbIBAHUE COCTOAHUSA "pene aBapuUHOM
cuMrHanusauuu” c ucnonb3loBaHuem TruthValue, paccmoTpum 3anpoc Modbus
NPOW3BECTU UTEHUE U3 HECKOJNIbKMUX PETUCTPOB HaulHanA c agpeca 0x0044.

\ 0x04 \ 0x00 \ Ox44 \ 0x00 \ 0x01 \

OTBET MOXET UMETb CrefyroLLni BUA:

\ 0x04 \ 0x02 \ 0x00 \ 0x01 \

Mnagwuni 6anT perncrpa nokasbiBaeT CTaTyC "pene aBapMMHOM CUrHanm3aumu”. B
3TOM npumMepe Ha 0OOMOTKY pene aBapuMHOW CUTHaNM3aLnKn NOAAHO HAMpPsAXEHHMeE.

CuuTbiBaHMe cTaTyca "OnoBelyeHue npu ownbke" c ucnonbsosaHuem TruthValue

UTobbl NOHATb, KaK OCYLLECTBAAETCA CUUTbIBaHME cTaTyca "OnoBeLleHne npu
owmnbke" c ucnonb3oBaHuem TruthValue, paccmoTtpum 3anpoc Modbus npoussecTtu
UTEHWEe U3 HEeCKOJIbKMUX PerncTpoB HaunHana ¢ agpeca 0x0045.

0x04 0x00 0x45 0x00 0x01
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OTBeT MOXeT UMeTb Cllefy oW BUA:

0x04 0x02 0x00 \ 0x01

Mnagwui banT pernctpa nokasbiBaeTt cTatyc "OnoselleHue npu ownbke". B

3TOM NpUMepe Ha YCTPOMCTBE OTCYTCTBYIOT aKTUBHbIE OMOBELLEHUA U3 KaTeropun
"OLUMBKA", "TPEBOTA" nnun "KPUTUUECKAA OLLUMBKA".
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B naHHOM pasgene paccMmaTpuBatroTcst PYHKLMKU, CBA3AHHbIE C HA3HaueHueM |P-
afpecos.

12.1 YnpasneHue DHCP

MpoTOKON MHAMKUUECKOTO KOHUTypHupoBaHus xocta (DHCP) — 310 npoTokon
CBAA3W, MO3BONAKOLWMI CeTeBbIM aAMUHUCTPATOPaM LEeHTPaNnM30BaHHO
OCYLLeCTBNATb yNpaBneHne M aBTOMATMU3aLMUIO CETEBOWM KOHMUIypaL MK yCTPOMCTB,
npucoefuHeHHbIX K IP-ceTu.

12.1.1 KoHuenuua DHCP

B cnepyrowem pasgene onucbiBaOTCA NPUHLMMbI, UMEtoLLMe 3HaUYeHne ana
KOHhUIypMUpOBaHUA U NpUMeHeHUA npoTokona DHCP.

12.1.1.1 OTtcnexxuBaHue DHCP

OtcnexkmBaHue DHCP — dhyHKUMA ceTeBOM 6€30NaCHOCTM, KOTOPas 3alLUMLLAET CeTb
OT HeHaZeXHbix cepBepoB DHCP 1 HeHadeXXHbIX KNMEHTOB NyTeM OTCIIEXUBAHUA
NOpTOB, FAe pacrnonarakoTca KnueHTbl U cepepbl DHCP. 31a nHdopmaumus
OTCNEeXMWBaeTCA NyTeM NocTpoeHua Tabnuubl npuaskn DHCP, copeprkaller Bce
cBA3nM MAC-IP, 3anoMHeHHble KOMMYTAaTOPOM MyTeM OTCeXMBaHUA obmeHa
LAaHHbIMW KnueHTa 1 cepBepa DHCP. Tabnuua NnpuBA30K COAEPKUT MHDOPMALMIO NO
cBA3aM MAC-IP, KoTopasa MOXeT B AaNbHeNLLEeM UCMOIb30BaTbCA MPUNOXKEHUAMM
otcnexkmBaHma DHCP. RUGGEDCOM ROS bynet pernctpupoBaTb coobLeHuMA B
CMCTEMHOM >XypHane u/unu BblAaBaTb ONOBeLLeHWE NPU 0BHAPY>KEHWUU HAPYLLUEHWUN
DHCP.

NpumeuaHue

OtcnexuBaHue DHCP BkntouaeTcs Ha ycTponcTee ana Kaxagon cetn VLAN B
oTAeNbHOCTU. [InA nonyyeHna 4ONONHUTENbHON MHOPMAaLMKU O BKITFOUEHWUH
otcnexxnsaHua DHCP B otaenbHbix cetax VLAN cm. "YnpaBneHue ctaTuuecknumMu
cetamu VLAN (CtpaHuua 173)".
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12.1.1 KoHyenuymnsa DHCP

12.1.1.2

12.1.1.3

440

Hapge)XHble U HeHageXHble nopThbl

OtcnexuBaHune DHCP knaccudpmumpyeT nopTbl Kak HaAEeXHble U HEHAAEXHbIe.
JTa KnaccudmKauma NnopToB onpeaenseT, Kak coobuleHne DHCP obpabaTbiBaeTca
KoMmyTaTopoM. CoobueHna DHCP, nonyuyaemMble Ha HafleXXHbIX NOpTax,
nepecbinatotca 6e3 ganbHelLwer NPOBEPKHU, @ COOBLLEHMA, MONYUEHHbIE Ha
HeHaAeXHbIX MOpPTax, MPOBEPAOTCSA Ha NpeaMeT NerMTUMMHoOCTH. Mpeanonaraetcs,
UTO NONb30BaTeNlb CKOHPUTYPUPYET MOPTbI KaK HAAEXKHbIE UM HEHAAEXHDIE.

UTo KacaeTcsa MCMonb30BaHMA, TO NpeAnonaraeTcs, YTo Nonb3oBaTesb
CKOHQMIrypupyeT NopTbl KaK HagexXHble. CeTeBble NOPTbl OObIUHO MOAKNHOUAOTCA K
APYroMy KOMMYTaTOPY MKW MapLupyTu3atopy. 3To HeobXxoaMMO, MOCKONbKY cepBep
DHCP moxeT bbITb NOAKNOUEH K MOPTY KOMMYTaTOpa He HanpsiMyHo.

[nAa nonyueHnsa JONONHUTENbHOM MHOPMALKUK O KOH(UTYPUPOBAHUKN MOPTOB
B KauecTBe HafeXHbIX UMM HEHAAEXHbIX CM. "KoHUIrypupoBaHMe AOBEPEHHbIX/
HepnoBepeHHbIX nopToB (CTpaHuua 442)".

AreHT peTpaHcnauuu DHCP (Onuus 82)

AreHT peTpaHcnaunn DHCP npeacraBnset cobor yCTpOMCTBO, KOTOpOe nepecbinaer
DHCP-nakeTbl MeXay KIMeHTaMu U cepBepamu, eCciiv OHW HaxXo4ATCA B Pa3HbIX
hH13nUeCKMX cermeHTax NOKanbHOM CeTU UK B pa3Hblix IP-noaceTax. 31a pyHKUMA
aKTMBHa, ecnu yKka3saHbl IP-agpec DHCP-cepBepa v rpynna ethernet-noptos ans
pocryna.

OnunoHanbHoe none Homep 82 npotokona DHCP obecneunBaetT MexaHM3M

Ans Bbibopa BblAaBaeMOro KIMeHTCKOMY yCTponcTBy IP-agpeca, ncxoas

M3 PacnonoXeHUs KIMEHTCKOro yCTPOMCTBaA B ceTU. MHdopMauums o
MEeCTOHaXOXOeHWU KITMeHTa MOXeT nepefaBaTbcs Ha cepBep BMecTe ¢ DHCP-
3anpocoM. Ha ocHoBaHuK 3ToM MHpopMaumn DHCP-cepBep NnpMHUMaET peLleHue o
Ha3HauaeMoM IP-agpece.

AreHT petpaHcnaumn DHCP nepexsaTbiBaeT WWpokoBeLatenbHble DHCP-3anpocol
OT KITMEHTOB, MPUHUMAEMbIe Ha CKOHPUIYPUPOBAHHbIM NOPT AOCTYNa, U BCTaBNsET
B MaKeT AOMNOJNIHWUTENbHbIE laHHble areHTa peTpaHcnauuu (onuus 82). Onuus 82
COAEPXKUT UAEHTUUKATOP BUPTYaNnbHOM nokanbHoi cet VLAN ID (2 6aiTa) u
HOMep nopTa KnueHTa (2 6alTa — nogonNuMA MaeHTUHUKATOPa KaHana), a Takxe
MAC-agpec areHTta pene (nogonuus naeHTMpUKaTopa yaaneHHoro ycTponcTea). 3Ta
MHOPMaLMA OAHO3HAUHO onpeaensaeT MeCTOHAaXOXKAeHWe B CETU KITMEHTA.

DHCP-cepBep, nogaepxuBatowwmnin DHCP-onuuto 82, nocbinaeT HanpaBneHHbIM OTBET
1 3x0-coobLeHunA ¢ nonem AaHHbIX "onuuna 82", AreHT petpaHcnauum DHCP ypansaer
nose AaHHbIX "onuns 82" 1 peTpaHCNMpPyeT NakeT Ha NOPT, C KOTOPOro bbin nonyuex
MCXOAHbIW 3anpoc.

3T napameTpbl obecneumBaroT BO3MOXHOCTb CKOH(OUTYPUPOBaTb MHOPMALMIO Ha
OCHOBaHMWM areHTa peTpaHcnauuu DHCP (Onuuma 82).

[na nonyueHusa 0ONONHUTENbHOM MHPOPMALIMKU O KOHDUTYPUPOBAHWUK areHTa
petpaHcnaunm DHCP cMm. "KoHduryprupoBaHue areHTta petpaHcnaymm DHCP
(CtpaHuua 441)".
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12.1.2 KoHdurypuposaHue areHta petpaHcnauuu DHCP

UT0bbl CKOHUTYpPUPOBaATb YCTPOMUCTBO B KauecTBe areHTa petpaHcnsaymm DHCP
(Onuusa 82), caenavite cnegytoLlee:

1.

Mepenante B Network Access Control » DHCP Snooping » Configure DHCP
Parameters. MNosasutca doopma DHCP Parameters.

HeobxoanMo cKOHGUIryprupoBaTh Cnefyroline napameTpbl:

Napametp OnucaHue

DHCP Server Address KpaTtkuit 0630p: Any valid IP address

IP-anpec DHCP-cepBepa, Ha KoTopbli byayT nepecbinaTbes
DHCP-3anpocbl. na paboTbl areHTa peTpaHCiALuK
HeobxoanMMo ckoHgpurypuposats IP DHCP-cepBepa.

Haxmute Apply.

BkntouuTe areHT petpaHcnauuu DHCP (Onuma 82) Ha nopTax, MOAKMOUEHHbIX
K DHCP-knuneHTy. Ins nonyyeHUA 4ONOAHUTENbHON MHPOPMaLMK CM.
"BkntoueHue nHopMaumnm areHTa petpaHcnsaumnu DHCP (Onuwms 82) ans
KOHKpeTHbIx noptoB (CTpaHuua 441)".

12.1.3 BkniroueHune nHcpopmaumm areHta petpaHcnsumm DHCP (Onuusa 82) ans
KOHKpPETHbIX NOPTOB

AreHT peTpaHcnsaunun DHCP (Onuwns 82) MOXXHO BKIouMTb Ans ntoboro Ethernet-
nopTta, nogkntoueHHoro K DHCP-knueHTy.

UTobbl BKNOUMTL areHT petpaHcnaumMm DHCP (Onuus 82) Ana KOHKPETHOro nopTa,
caoenavTe cnepyrollee:

1.

RUGGEDCOM ROS Bepcusa5.5

Mepengute B Network Access Control » DHCP Snooping » Configure DHCP
Port Parameters. Moasutca Tabnuua DHCP Port Parameters.

Bbibepute noprt. Moasutca dpopma DHCP Port Parameters.

HeobxoanmMo CKoHUrypupoBaTh crneaytoLimMe napaMeTpbl:

Napametp OnucaHue

Port KpaTkuit 0630p: 1 to maximum port number

Homep nopra.

Option-82 KpaTkuit 0630p: [ Disabled | Enabled ]
3HaueHue no ymonuaHuto: Disabled
BctaBka DHCP, Onuwmsa 82.

Haxkmute Apply.
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12.1.4 KoHdurypuposaHue otcnexxusaHusa DHCP

UTtobbl ckOHUrypupoBaTb oTcnexuBaHne DHCP, caenainTe cnepgytoluee:

MpumeuaHune

OtcnexxmBaHne DHCP BkntouaeTcs Ha ycTporcTBe anAa Kaxkgoun cetu VLAN B
OTAENbHOCTW. [InA nonyyeHns AOMOMHUTENbHON MHOPMAaLMKU O BKITFOUEHUH
oTtcnexunsaHuna DHCP B otaenbHbix cetax VLAN cMm. "YnpasneHue CTaTUUeCcKUMHu
cetamu VLAN (CtpaHuua 173)".

1. Nepenpute B Network Access Control » DHCP Snooping » Configure DHCP
Parameters. MNosasutca dhoopma DHCP Parameters.

2. HeobxoaMmo CKOHMUIyprUpoOBaTb CneayroLmMe napamMeTpsbl:

MapameTp OnucaHue

DHCP Server Address KpaTkuit 0630p: Any valid IP address

IP-anpec DHCP-cepBepa, Ha KoTopbli byayT nepecbinaTbes
DHCP-3anpocbl. [ina paboTbl areHTa peTpaHCnALum
HeobxoanMo ckoHpurypuposats IP DHCP-cepBepa.

Verify Hardware KpaTkuit 0630p: [ No | Yes ]

Address
3HaueHue no ymonuyaHuio: Yes

MpoBsepbTe, coBnagaet N1 annapaTHbIM agpec KNneHTa,
npucyTcTByOLWMI B coobuieHun DHCP, nonyueHHOM OT
HeHagexxHoro nopta, ¢ MAC-agpecoM UCTOUHMKA.

3. Haxwmwute Apply.

12.1.5 KoHdurypuposaHue poBepeHHbix/HefoBEepPEHHbIX NOPTOB

MNocne BkNtoueHusa otcnexunsaHmua DHCP oTaenbHble NOpThl AOMKHbI ObiTh
NoOMeuUeHbl KaK JOBEPEHHbIE UNKW HefjoBepeHHbIe. [opTbl, NOAKNHOUYEHHbIE K
DHCP-cepBepy, AONKHbI BbITb JOBEPEHHbIMM, TOTAA KaK MOPTbl, MOAKITFOUEHHbIE K
KNUEHTY Mnu HeHagexHomy DHCP-cepBepy, OOMXHbI CUMTATbCA HEZOBEPEHHbBIMM.

UTobbl CKOHUIYpPHUPOBATb MOPT KAaK JOBEPEHHbIN UNW HEAOBEPEHHbIH, CAENanTe
cnepytouee:

1. MNepenpute B Network Access Control » DHCP Snooping » Configure DHCP
Port Parameters. Moasutca Tabnuua DHCP Port Parameters.

2. Bbibepute Ethernet-nopt. MosiButca dhopma DHCP Port Parameters.

NpumeuaHue

MapameTp Option—-82 KOHPUIYpUPYEeTCA KakK uacTb PyHKLKUK areHTa
petpaHcnAunn DHCP. InA nonyyeHnsa 4ONOAHUTENbHOW MHPOPMaLMK CM.
"BkntoueHne nHopMaumum areHTa petpaHcnsaumnu DHCP (Onuwms 82) ans
KOHKpeTHbIx noptoB (CTpaHuua 441)".
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12.1.6 YnpasneHue tabnuuyes npussaskm DHCP

3. HeobxoaMmo CKOHMUIypupoBaTh CneaytoLme napamMeTpbl:

MNapametp

OnucaHue

Trusted

KpaTkuit 0630p: [ No | Yes ]
3HaueHue rno ymonuaHuto: No

HacTpoika HagexxHoctn DHCP ana nopra.

4. Haxwmwute Apply.

12.1.6 YnpaBneHue tabnuuen npuBasku DHCP

B naHHOM pasfene onucbiBaeTCA NPoLEeCcC KOHUIYPUPOBaHHMA TabnuLbl NPUBA3KK

DHCP n ynpasneHus eto.

12.1.6.1 Hob6aBneHune 3anuceit B Tabnuuy npusasku DHCP

Tabnuua npmBAsku DHCP aBTOMaTMUeCKK 3anonHAETCA MHOPMaLMeEN, KOTOPYHO
RUGGEDCOM ROS onpegenaeTt 0 HeHageXHbIX NopTax. B Tabnuuy Takke MOXHO
[,06aBUTb KOHKpETHbIe XOCTbl. CPOK AENCTBUA CTaTUUECKMX 3aMNUCeN He UCTEKaEeT U
He ByaeT yaanATbcA Npu oTKNtoueHnn otcnexnanma DHCP unn cbpoce yctpoictaa.

UTtobbl fobaBUTL CTaTUUeCKYHo 3anuch B Tabnuuy DHCP, coenaiite cnepyroulee:

1. MNepenpute B Network Access Control » DHCP Snooping » Configure Static
DHCP Binding Table. Nosasutca Configure Static DHCP Binding Table.

2. Haxwmurte InsertRecord. MNosButca popma Static DHCP Binding Table.

3. HeobxoaMmo CKOHMUIyprUpoOBaTh CneayroLmMe napamMeTpbl:

NapameTtp

OnucaHue

MAC Address

KpaTkuit 0630p: ##-##-##-##-##-## where ## ranges 0 to FF
3HaueHue no ymonuaHuto: 00-00-00-00-00-00
MAC-agpec DHCP-xocrTa.

IP Address

KpaTkuit 0630p: ##-##-##-##-##-## where ## ranges 0 to 255

IP-agpec, Ha3HaueHHbIn DHCP-xocTy.

KpaTkuit 0630p: Lienoe uncno ot 0 o 65535
3HaueHue no ymonuaHwuio: 1

CeTb VLAN, B KOTOpOW BbiNna 3aperncrpMpoBaHa 3anucb
npueaA3skK IP-MAC.

Port

3HaueHue no ymonuaHuto: 1

MopT, Ha KOTOPOM Dbifla 3aperncTpMpoBaHa 3anucb NPUBA3KK
IP-MAC.

4. Haxwmute Apply.

RUGGEDCOM ROS Bepcusa5.5

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

443



HasHaueHune IP-agpeca

12.1.6 YnpasneHue tabnuuyes npussaskm DHCP

12.1.6.2

12.1.6.3
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MpocmoTp Tabnuubl npueasku DHCP

UTobbl NpoCMOTpeTb CTaTUUeCKyto 3anucb B Tabnuue DHCP, caenavte cnegytouee:

1. Nepenpute B Network Access Control » DHCP Snooping » View DHCP Binding
Table. MoasuTca View DHCP Binding Table.

2. Bbibepute Ethernet-noprt. MNosiButca hbopma DHCP Binding Table.

B Tabnuue npueasku DHCP otobparkaetca cneayrowas MHOOpMaUms:

MapameTtp OnucaHue

MAC Address KpaTkuit 063op: #i#-##-##-##-##-## where ## ranges O to FF
MAC-agpec DHCP-xocrTa.

IP Address KpaTkuit 0630p: ##-##-##-##-##-## where ## ranges 0 to 255

IP-agpec, Ha3HaueHHbI DHCP-xocTy.

VID KpaTtkui 0630p: Llenoe uvcno ot 0 o 65535
Cetb VLAN, B KOTOpOW BbiNa 3aperncrtpMpoBaHa 3an1cb NPUBA3KK
IP-MAC.

Port MopT, Ha KOTOpOM bbina 3aperncTpupoBaHa 3an1cb NPUBA3KHK IP-
MAC.

Type KpaTkuit 0630p: [ Static | Dynamic ]

3anucu guHamuueckown npusaAsku IP-MAC gns DHCP.

Lease (secs) KpaTkuit 0630p: Lienoe uncno ot 0 o 4294967295 unu [ — ]

Bpems apeHfbl, Ha3HauUeHHOe A 3aNUCu AMHAMUUECKOM
NPUBS3KKW B CeKyHAaX. ECnM 3anncb OTHOCKTCA K CTaTUUECKOWM
npvBs3Ke, TO BpeMsi apeHbl beCKoHeuHo M 0b03HauaeTcs Kak

Utobbl 06HOBUTL Tabnuuy, HaxxmuTe Reload.

CoxpaHeHue Tabnuubl npuBasku DHCP

MHpopMaLms, AMHaMUUecku onpeadensemas v gobaBnaemas B Tabnuuy npuBAsKu
DHCP, aBTOMATUUECKU YAANseTcs B Cefyoumx cnyyasx:

e  McTeKaeT CpOK apeHabl.
e OTKntoueHue otcnexxkmsanmsa DHCP.
* [lepe3anycK yCTPOMCTBa.

OAHAKO 3Ty MHPOPMALMIO MOXKHO COXPaHWUTbL B haln KOHUIrypaLmm ansa cCbinok/
MCNONb30BaHWA B byayLiem.

UTobbl COXpaHUTbL CTaTUUeCKyto 3anucb B Tabnuuye DHCP, coenaiTe cnegyroluee:

1. Nepenpnte B Network Access Control » DHCP Snooping » Save DHCP Binding
Table. NosasuTca Tabnuua Save DHCP Binding Table.

2. Haxwmwute Confirm.

RUGGEDCOM ROS Bepcua5.5
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12.1.6 YnpasneHue tabnuuyes npussaskm DHCP

12.1.6.4 Mpumep: KoHdurypupoBaHMe yCTPOMCTBA B KaUueCTBE areHTa peTpaHCcnauunum

RUGGEDCOM ROS Bepcusa5.5

B naHHOM npumepe paccMaTpMUBaETCA, Kak CKOHUIypupoBaTb YCTPOMUCTBO B
KauecTBe areHTa petpaHcnaummn DHCP.

CnepytoLLan TONONOrMaA ONUCbIBaeT CLUEeHapUi, MPpU KOTOPOM ABYM KITMEHTaM Ha
oTAenbHbiX cetax LAN Tpebytotca IP-agpeca Ha pa3Hbix nogceTtsax ot DHCP-cepsepa.
Ka)kabli KNMEeHT nogKntouaeTca K areHty petpaHcnaumm DHCP ¢ ucnonb3oBaHuem
pa3nunuHbix ceter VLAN. AreHT peTtpaHcnaummn DHCP ynpasnsaeT 3anpocamu u
oTBeTaMu Mexay KnneHtamu u DHCP-cepsepom.

A 3AMETKA

YKa3aHHble 3HaueHuA XapaKTepHbl ANA ﬂpeﬂ,CTaBﬂeHHOﬁ Tononorun. @akTuueckune
3HaueHWA MOryT OTlInUaTbCA, B 3aBMCUMOCTHU OT KOH(bMI'ypaLI,I/IVI nonb3oBaTenA.

192.168.0.52
P2, switch.0001

192.168.0.8
P4, PVID=1

10.10.10.1/24
P2, PVID=3

172.16.10.1/24
P1, PVID=2

DHCP-cepBep

Cetb LAN A

KnueHt 2

Cetb LAN B

AreHT peTpaHcnsuuun DHCP (ycTpoiictBo nog ynpaesneHuem RUGGEDCOM ROS)
Cetb LAN C

KnueHT 1

OPEO®®O®E

PucyHok 12.1 Tononorma — yCTPOMCTBO Kak areHT peTpaHCciaumm

UTobbl CKOHUIYpHUpPOBaTb YCTPOMUCTBO B KauecTBe areHTa petpaHcnsaummn DHCP B
COOTBETCTBMU C TOMONOTMEN, CAeNanTe crnegyroLlee:

1.  CKOHUrypupynTe oTaenbHoe yCTponcTBO B KauectBe DHCP-cepBepa. Ecnu
B KauecTtBe cepBepa DHCP ncnonb3syetca ycrporictso RUGGEDCOM ROX
ll, LONONHUTENBHYIO MHPOPMALMIO CM. B PYKOBOACTBE NONb30BaTens ans
COOTBETCTBYHOLLEro YCTPOMCTBA.
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CKoHHrypupymTe ycTponcTo nog ynpasneHnem RUGGEDCOM ROS B
KauecTBe areHTa petpaHcnauymmn DHCP:

a.

NobasbTe cetn VLAN 2 1 VLAN 3. Ins nonyyeHWA 4OMNONHUTENbHOM
WHopmauumn cm. "[lobaBneHue ctatueckor cetu VLAN (CtpaHuua 174)".

HasHaubTe IP-agpec 192.168.0.8 cetn VLAN 1. inA nonyueHusn
AOMNONHUTENBHOW MHGOpMaLKMK cM. "[lobaBneHue IP-uHTepdeiica
komMyTaTopa (CTpaHuua 89)".

N3meHuTe PVID nopTta 1 Ha PVID 2, a PVID nopta 2 Ha PVID 3. na
nonyyeHus AONONHUTENbHOM MHOPMaUnK CM. "KoHdurypuposaHue
cetert VLAN ans KoHKpeTHbIx Ethernet-noptos (CtpaHuua 171)".

CkoHurypupyiTte 192.168.0.52 B kauecTBe agpeca DHCP-cepsepa. ns
MonyyYeHns JOMOMHUTENbHON MHOPMaLnK cM. "KoHdurypmupoBaHue
areHTa peTtpaHcnauuu DHCP (CtpaHuua 441)".

CKOHUrypupyHnTe NopTbl KNnueHTa u cepepa DHCP cnepytownm obpasom:

NopTt Onuyusa 82
1 BkntoueHo
2 BkntoueHo
4 OTKNOUEHO

[nsa nonyyeHna AONONHUTENbHOM MHOPMaLMKU O KOHPUTYPUPOBaAHWHK
areHTa peTtpaHcnauuu DHCP (Onuuma 82) ana KOHKPETHOro nopTa CM.
"BKntoueHne MHOPMaLMK areHTa petpaHcnsaumm DHCP (Onuus 82) ans
KOHKpeTHbIX nopToB (CTpaHuua 441)".

[ns npoBepKkun KoHpUTrypaunn Heobxoanmo ybeauntbcs, uto IP-agpec
Knuenta 1 — 172.16.10.1/24, a Knnenta 2 — 10.10.10.1/24.

RUGGEDCOM ROS Bepcua5.5
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BbiABNeHWe U ycTpaHeHue npobnem

13.1

RUGGEDCOM ROS Bepcusa5.5

B naHHOM pasgene npvBefeHbl WarKn Ans peLleHuns pacnpocTpaHeHHbIX Nnpobnem,
KOTOpPbIe MOTYT BO3HMKATb MPU UCMOMIb30BaHWUM ONEPALNMOHHON CUCTEMDBI
RUGGEDCOM ROS vnu npu NpoeKTUPOBaHUN CETH.

A 3AMETKA

[na nonyueHuss foNoNHUTENbHOW NoMoLLM obpatutech B Cy>by noaaep>Kku

KITMEHTOB.

Obuiee

Hwxe npuBefeHO onMcaHWe pacnpoCTpaHeHHbIX Npobnem.

Mpobnema

PeweHue

IP-agpec v wnto3
CKOH(OMUIypUPOBaHbI, HO
KOMMYTaTop He pearmpyeT Ha
ping-3anpocbl. KommyTtaTop
nonyuaet ping-3anpochl,
MOCKOMbKY CTaTUCTMKa
YCTPOMCTBA PErUCTPUPYET HUX,
a CBeTOAMOAHbIe MHAWUKATOPbI
MuratoT. UtTo NnponcxoamuT B
JaHHOM cnyuae?

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

He npou3BoaWTCs N NpoBepKa KOMMYTATopa C MOMOLLbHO
KOMaHAbl ping uepes MapLipyTusatop? Ecnv 3To Tak, To cnegyet
TaKXXe CKOH(UryprMpoBaTh afpec Wito3a KoMMyTaTopa. [JaHHyo
npobnemy UNNCTPUPYET CNEAYHOLWUIA PUCYHOK.

7

192.168.01 /T 101002 /e
AW 0V =

0.10.0.

N
RN

192.168.0.2

@ Pabouas cTtaHumsa
@  MapuwpyTtusartop
®  KommytaTop

PucyHok 13.1 Mcnonb3oBaHWe MapLUpyTU3aTopa B KauecTse

LUko3a

MapLupyTU3aTop CKOH(UTYPHUPOBAH C COOTBETCTBYHOLLUMM
IP-nofceTamMu 1 ByneT nepecoinatb ping-3anpoc ot paboueit
CTaHUMK KoMMyTaTopy. OfiHaKo, KOrAa KOMMYTaToOp OTBEUaEeT,
€My HEM3BECTHO, KaKoM 13 CBOWUX UHTEPdENCOB OH JOMKEH
MCMonb3oBaTb AN JOCTyNa K paboueit CTaHLMK, Tak UTo OH
byneT oTbpacbiBaTh O0TBeT. MporpaMmMupoBaHue agpeca Lunto3a
10.0.0.1 npuBeneT k TOMy, UTo KOMMYyTaTop byneT nepecobinatb
Ha MapLLpyTM3aTop Kafpbl, NpobiemMy KOTOpPbIX OH He MOXeT
pa3peLLmTh.
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13.2 Ethernet-nopTbi

13.2

448

Mpobnema

PeweHue

MopobHasa npobnema Takxe byaeT BO3HWMKATb B TOM Cllyuae, eciu
afpec LWto3a He CKOHUIypnpoBaH, a KOMMYTaTop NbiTaeTcA
nocnatb SNMP-yBefomneHune (SNMP trap) Ha XOCT, KOTOpbIH He
HaXoAMTCA B TOKaNbHOM NOACETH.

Ethernet-nopTbl

Huxe npneegeHoO onncaHne pacnpoCTtpaHeHHbIX npo6neM, OTHOCALMNXCA K

Ethernet-nopTam.

Mpobnema

PeweHune

KaHan cBA3u KaxeTtca
MCMPaBHbIM MPU HU3KOM
ypoBHe TpadukKa, HO
OTKa3blBaeT Npu yBennueHuu
ckopocTtu Tpaduka; UK kaHan
nonyuaet ping-3anpochbl, HO
MMetroT MecTo npobnembi ¢ FTP,
SQL, HTTPu . Aa.

[Opyras Bo3MOXHas NpUunHa HectabunbHo paboTbl Npu
OTKMOUEHHOM aBTOCOr1aCOBaHUU — HECOOTBETCTBUE
DYNNeKCHOro pexuma. Ecnu Ha ofiHOW CTOpOoHe KaHana CBA3M
YCTaHOBMEH (PUKCUPOBAHHBIN NOMHOAYMNEKCHBIN PEXUM, a
napTHep No CBA3M NPOW3BOAWT aBTOMATMUECKOE COrNacoBaHue, TO
CTOpOHa C aBTOCOracoBaHWEM NePEKIOUUTCA B MONYLAYNIEeKCHbIM
PEXHM.

Mpu HebonblioM 0bbeMe TpadhmKa KaHan CBA3WU MOXKeT
[eMOHCTPMPOBaTh MeHbLLe OLNDBOK MNK Aaxe UX OTCYTCTBUE.

Mo mepe pocTa obbema Tpadhnka Ha CTOPOHE C PUKCMPOBAHHbLIM
cornacoBaHWeM NapameTpoB CBA3M HAaUHYT TEPATbCA NaKeThl,
TOrga Kak Ha CTOpOHe C aBTOMaTMUeCKUM corflacoBaHuem byayT
MMeTb MECTO KONM3uKn. M HakoHel, No Mepe npubnvxeHun
MHTEHCMBHOCTM Tpaduka K 100 % KaHan CBA3W CTaHeT MOMHOCTbIO
HEenpuroaHbIM AnNA UCNONb30BaHUA.

KomaHza ping ¢ onuuamu, nopoxgarowmnmu 6onbluoi obbem
TpadmKa, CIyXXHT NONe3HbIM MHCTPYMEHTOM AJ1A TECTUPOBaHMA
NIMHWIA CBA3M, KOTOPble BBOAATCA B 3KCNAyaTauuto. Ana ping-
NPOBEPKM CedytoLLero KoMmMyTatopa nyTeM oTnpaBKu
YKa3aHHOro KONMMuecTBa 3X0-3aMpoCoOB C YKa3aHHbIM UHTEPBANIOM
B MUINMCEKYHAAX MOXHO MCNONb30BaTb KOMaHAy ping
{destination} {count} {timeout}.Hanpumep, ping
192.168.0.1 500 2 otnpasnsAet 500 ping-3anpocoB Ha
cnefyroLni KOMMYTATOp C MHTEPBANOM MEXAY 3anpocamu

[Be MUNnMceKyHabl. Ecnu ncnonb3yemblii KaHan obecneuvBaeTt
BbICOKOE KaueCTBO CBA3M, TO pPing-3anpochl He JOMKHbl TEPATLCS,
a cpefiHee NPOJONXUTENbHOCTb NPebblBaHWA B KOMMYyTaTOpe B
NPAMOM K 06paTHOM HanpaBAEHUAX LOMKHO OblTb HEBOMNbLUUM.

KaHanbl HeAOCTYMHbI faxe
NP UCMONMb30BaHWMU PYHKLNUM
Link Fault Indication (LFI —
WHOMKaLMA OTKas3a KaHana
CBA3N).

MpoBepbTe, He BKIOUeHa K pyHKuMA LFl Takxke Ha ycTpolncTBe
napTtHepe. Ecnun Ha obenx CTOpoOHax NMMHWUM CBA3M BKIOUEHA
¢yHKUMA LFI, To obe cTopoHbl ByayT BO3AepKMBATLCSA OT Nepefauu
CMIHana Hanuuusa CBA3MW APYr APYryY.

B pabote paHee ctabunbHoro
nopTta MoryT HabntofaTbCs
nepebow nNpu NOAKNOUEHNH
HOBOMI Cpefbl Nepeaauu.

3T0 HOpMasbHOE AIBNeHUEe NPU NOAKIOUEHWU BONOKOHHO-
ONTUUECKKX YCTPOWCTB.

Bo BpeMs 3arpy3ku HOBOFO NOAKIFOUEHHOTO BOIOKOHHO-
ONTUUECKOrO YCTPOWCTBA BOOKOHHO-OMNTUUECKKE NOPThI
HaXoAsATCA B NEPEXOAHOM COCTOSIHUU, NO3TOMY Ha CMEXHbIX
paboTatowmnx cucteMax (PYHKLUOHUPYHOLLMX U CTabUNbHBIX)
MOTYT NpoucxoauTb nepebon B paboTe NOPTOB 0 3aBEPLUEHUA
nocnefoBaTeNlbHOCTU HauanbHOW 3arpy3Ku. 3TO BbI3BAHO TeM,
UTO YPOBHM NUTAHUA ONTOBOJIOKOHHOIO TPAHCUMBEPA MEHAOTCSA

RUGGEDCOM ROS Bepcua5.5
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BbisiBneHue 1 yCTpaHeHne npo6neM

13.3

RUGGEDCOM ROS Bepcusa5.5

13.3 CBA3yroLyee fepeBo

Mpobnema

PeweHue

BO BpEMs 3arpysKu, Uto NpuMBOAMT K NepebosiM B paboTe
MOLKMFOUEHHOrO KaHana CBA3M.

YcTaHOBKa BONIOKOHHO-ONTUUECKKX Kabenei B paboTatoLlent
CEeTU TaKXKe NpUBeeT K TaknM 3dpekTam, ocobeHHo ans
HECMMMETPUUHBIX U (DUKCUPYEMbIX KOHHEKTOPOB, Hanpumep,
KOHHeKTopoB ST.

YpaneHHbIt CUCTEMHbIN
XXypHan nponyckaet
cobbITUA UNK pernuctpupyet
WX B HENpaBWNbHOM
nocnenoBaTenbHOCTH.

310 HOpMalnbHOE ABNIEHME NPU NOAKNHOUEHUU Ethernet-
KOMMYTaTOpa K CeTH.

BRUGGEDCOM ROS c1abunbHOCTb CUCTEMbBI U CETU UMEET BbICLUWM
npuopwuTeT. Mpu nogkntoueHnn Hosoro Ethernet kommyTaTopa K
CeTV NPOMUCXOAMUT ee PeKOH(UIypupoBaHue AnA NpefoTBpaLleHns
(hOopMHUPOBaAHUSA NeTeNlb U BOSHUKHOBEHUSA LLUMPOKOBELLATENbHbIX
wTopMoB. Korga nponcxoauT Takaa peKoHdUrypaLums, BbiCLLWMI
npuopuTeT HazHauaetcAa RSTP-coobLyeHUsM 1 feMcTBUAM NO
pPeKOHMUIYpUPOBaHMIO, @ HE PerucTpaLmm cobbiTUi.

CeBA3yroLlee aepeBo

Huxe npuBeaeHO onncaHMe pacnpoCTpPaHeHHbIX NpobiemM, OTHOCALLMXCA K
Spanning Tree Protocol (STP — npoTokon CBA3ytoLLero Aepesa).

Mpobnema

PeweHue

CeTb briokupyeTca npu
MOAKIHOUEHUN HOBOIO MOpTa,
a CBeTOAMOLHbIE MHAWKATOPBI
cTaTyca nopTta HbICTPO MUTatoT.

[leprogmMueckn NPpoUCXoanT
KpaTKoBpeMeHHadA
3HauuTeNnbHaA neperpyska
NOPTOB NaKeTaMH.

OfaMH M3 KOMMYTaATOPOB
LLeMOHCTPUPYET CTpaHHOoe
noBefeHne, Korga ponb
KOpHeBOro 6e30CTaHOBOUHO
NnepexofmuT TO K O4HOMY, TO K
Lpyromy nopry.

PykoBoacTBo no HacTpoike, 01/2021, C79000-G8956-1467-02

BO3MOXHO, UTO Ha O4HOM M3 KOMMYTAaTOPOB B CETU UJIU Ha OfHOM
13 NOPTOB KOMMYTATOPa, HAaXOAALLEerocs B CETH, OTKIHOUEH
npoTtokon STP, U OH ClyuaHO COEAUHEH C APYTHM KOMMYTaTOPOM.
Ecnu 370 npou3oLwno, To BO3HMKIA NeTns TpaduKa.

Ecnv npobrema MMeeT BpeMeHHbIN XapaKTep, TO BO3MOXHO,
uTO NOPTHI, ABNAILLMECH UACTbIO CBA3YHOLLEro iepeBa, bbinu
CKOHMUTYpUpPOBaHbI Kak rpaHuuHble NopTbl. Mlocne TOro Kak Ha
rPaHUUHbIX MOPTaX aKTUBU3UPYHOTCA KaHasnbHble ypoBHU, STP
Cpasy nepeBefeT 3TW MopTbl (He UCKMIOUEHO, UTO HEKOPPEKTHO)
B COCTOSIHWE NMepechiikK AaHHbIX. Ecin 3aTem ByaeT nonyueHo
KOHUrypaLumoHHoe coobuieHune RSTP, To MopT BEpHETCA B
cocTosHUe BnoKkMpoBKU. MeTnsa TpadmKka Morfia BO3HUKHYTb Ha
BPEMsl, MoKa NOPT HAXOAMICA B COCTOSAHWM NePEChINKKU faHHbIX.

Ecnu Ha 0JHOM 13 KOMMYTaTOPOB KOPHEBOMW MOPT
nepebpacbiBaeTcA C OAHOrO NopTa Ha APYroM, TO MOXeT
MMeTb MeCTO OfiHa M3 nNpobrnem npuopuTesaunm Tpaduka.
[ns nonyueHua [oNonHUTENbHOM MHOPMaLnu cM. "The
network becomes unstable when a specific application is
started." (Ctpanuua 451).

[Jpyras BO3MOXHasi NpUuMHa HecTabunbHoOM paboTbl COCTOUT

B HECOBMaZEHUU NMPU aBTOMATUUECKOM COrflacoBaHuu. Ecnu

Ha OQHOM CTOPOHEe KaHana CBA3M YCTaHOBNEH (PMKCUPOBAHHbIM
MOJTHOAYMAEKCHBIW PEXUM, a MapTHep Mo CBA3W NMPOU3BOAMT
aBTOMaTWUECKOe CornacoBaHWe, TO CTOPOHa C aBTOCOrNacoBaHUEM
MepeKIoUMTCA B NOAYAYNAEKCHbIA PeXXUM. [IpU MeHbLleM
TpadhuKe KaHasn CBA3W MOXET AEMOHCTPUPOBATb MEHbLLE
olWKMBbOK MNK faxe ux otcytcTeue. Mo Mepe pocta obbema
TpadhuKa Ha CTOPOHE C (PUKCHPOBAHHBIM COrfacoBaHUEM
napaMeTpOB CBA3W HAaUHYT TEPATbCA MaKeTbl, TOrAa KaK Ha
CTOpPOHE C aBTOMATUUECKUM COrnacoBaHWeM ByayT UMeTb MecTo
KOMIU3UU. M HakoHel, Mo Mepe NpUBAnKeHUA MHTEHCMBHOCTH
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Mpobnema

PeweHue

Tpadumka K 100 % KaHan CBA3M CTaHET NOTHOCTbIO HEMPUIOAHbIM
Ona ucnonb3oBaHuA. C 3Toro MomMeHTa RSTP 6onblie He cMoXKeT
nepenaBaTb KOH(UIypaLMOHHbIe COOBLLEHNA NO KaHany CBA3M

M TOMONOruA CBA3YHOLLEro Aepesa pacnagerca. Ecnu cywectsyer
anbTepHaTMBHbIM NOPT B TpaHKOBOW rpynne, 7o RSTP akTnBM3npyet
ero BMeCTO neperpy>KeHHoro nopTta. [ToCKonbKy akTMBHU3aLMA
anbTepHATUBHOIO NOpTa HepeaKo 0CcBODOXKAAET Neperpy>KeHHbIN
NopT OT ero TpadmKa, TO Meperpy>KeHHbI NOPT CHOBA CTaHOBMUTCA
pabotocnocobHbiM. RSTP cHOBa onepaTtMBHO BBEAET €10 B
3KCMyaTauuto, MOBTOPHO HauMHanA TOT e LuKn. KopHeBon nopt
ByneT nepebpacbiBaTbCA Ha3aj M BNepes Mexay AByMA nopTamu
KOMMyTaTtopa.

KomnbtoTep unu ycTponcTeo
MOAKIOYAETCA K KOMMYyTaTopy.
Mocne cbpoca KommyTaTopa

Ha ero 3arpysKy yXxoauT MHOro
BPEMEHM.

Bo3MOXHO nu, uto Ans napameTpa Edge (rpaHuWuHbIN) B
HacTpoikax RSTP ansa sToro nopra 3agaHo 3HaueHwue false
(no>Ho)? Ecnu ana napameTpa Edge (rpaHuWuHbIi) 3aaHo
3HaueHMue false (IoXkHO), TO MOCT 0becneuunT Ana 3Toro nopTa

[IBe 33[eP>KKKU Nepecbifiki AaHHbIX, Npexae ueM nopT CMOXeT
nocbinatb AW NPUHUMATL Kagpbl. Ecnu ana napametpa Edge
(rpaHWuUHbIN) 3aaHO 3HaueHue true (MCTMHHO), TO NOPT Cpasy
nepexofuT B COCTOAHWE NePechbIKK AaHHbIX MOCe YCTaHOBMEHUS
coeiMHEeHUs.

lpyroe Bo3mMO>xHOe 06bACHEHWE COCTOUT B TOM, UTO
HeKoTOpble KaHarbl CBA3K B ceTW paboTatoT B MONyaynnekCcHOM
pexxume. B RSTP ncnonb3yetca 0O4HOPaHIrOBbIA NPOTOKON MOA,
Ha3BaHueM Proposing-Agreeing (NpeanoxeHue-cornalleHue),
utobbl 0becneunTb Nepexop K Apyron ToNonorMu B crydae
oTKasa Kakoro-nmbo KaHana cBA3u. 3TOT NpoToKon TpebyeT
dYHKLUMOHMPOBAHMA B NONHOAYNNEKCHOM pexume. Korga RSTP
obHapyXunBaeT NopT, KOTOPbIA HE HAaXOAMTCA B MOMHOAYMNIEKCHOM
pexuMMme, TO monaraTbCA Ha MPOTOKON "NpeanoxeHne—
cornatleHune" Hemnb3A, TaK UTO NEPEXOA MeXAY COCTOAHUAMM
nopTa NPUXOAUTCA NPOU3BOAUTL MefJIEHHBIM (T. €. MPUHATLIM

B STP) cnocobom. CKOHUIypupyiTe NopT Ans paboTsl B
MOMHOAYMNEKCHOM PeX1Me, eCiv 3TO BO3MOXHO. B MpoTMBHOM
cnyvae 3afgaiTe AnA napameTpa HaCTPOMKKM nopTa point-to-point
(coenHeHMe TouKa-TouKa) 3HaueHue true (MCTUHHO).

Ntoban U3 3TUX Mep NO3BOJSIUT UCMONb30BaTb NPOTOKON
"NpepnoxeHue-cornawieHume".

Mpu TeCTUpOBaHUU
KOMMYTaTopa paspbiBOM
KaHana CBA3u MpoXoauT

MHOr0 BPeMEHMU [10 TOro, Kak
MO>HO ByzeT onpaluuBaTh
YCTPOMCTBA, PacroNioKeHHble 3a
KOMMYTaTOpOM.

BO3MOXHO, UTO HEKOTOpPbIE YUaCTBYHOLLME B TOMONIOTMM NOPThI
BbINK CKOHUTYpUpPOBaHbI B pexxume STP, nnbo ans napametpa
nopTta point-to-point (coegMHeHWe TOUKa-TOUKa) 3aaHO 3HaUeHue
false (no>xH0)? STP M NOPTbI C MHOXECTBEHHbIM JOCTYNOM UMET
MeASIeHHYH CXOAMMOCTb NocCe BOSHUKHOBEHWA OTKasa.

Bo3moxHO, uto nopT Murpuposan K STP? Ecnu nopT nogkntoueH K
CermMeHTy NoKanbHOW CeTU uepes COBMECTHO UCMONb3yeMYHo Cpeay
nepefauu AaHHblX, @ STP-MOCTbI TakKe MOAKOUEHbI K 3TOW cpeae
nepefavun AaHHbIX, TO CXOAMMOCTb NOC/e OTKa3a KaHana CBA3n
bynet mefneHHas.

B pe3ynbTaTe MOryT MMETb MeCTO 3afieP>KKW NOpsiAKa LeCATKOB
UMK COTEH MUNNUCEKYHS, B 0DCTOATENbCTBAX, KOFAa pa3opBaHHbIN
KaHan CBA3MW ABNAETCA eAUHCTBEHHbBIM KaHanoM CBA3M C
KOpPHEBbIM MOCTOM, @ BTOPUUHbIF KOPHEBOM MOCT BblbpaH
HeyAauHo. XyALuas U3 BCeX BO3MOXHbIX TOMOMOTMiA NofyJaeTcs,
KOrAa BTOPUUHbIA KOPHEBOM MOCT HAXOAWTCA Ha CaMoM

JanbHei OT KOPHEBOro MOCTa FpaHuLe ceTu. B aTom cryuae
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Mpobnema

PeweHue

KOH(UTypHpytoLLee coobLieHre JOMKHO ByAeT pacnpocTpaHUTLCS
OT rpaHuLbl, a 3aTeM 0bpaTHO, UTOObLI BOCCTAHOBUTL TOMOJNIOTUHO.

CeTb COCTOMT M3 KOfblia MOCTOB,
[iBa 13 KOTOPbIX (MOAKMHOUEHbI
APYT K Apyry) ynpasnsieMble, a
oCTaNbHble HeynpaBnsemble.
Mouemy npoTtokon RSTP
pabotaeT 6bICTPO, KOTAa NUHKA
CBAA3M pa3pbiBaeTCA MeXAay
ynpaBnseMbIMK MOCTaMH, HO
He B OCTaflbHOWM YacTW KonbLa C
HeynpasnsaeMbIMKU MOCTaMM?

MpaBunbHO OYHKLMOHUPYIOLWKIA HeynpaBnsaemblid MOCT
npo3payeH Ana KOHUrypaLuMoHHbIX coobuieHuii STP.
YnpaBnsemble MOCTbl ByayT 0OMeHWBATLCA KOHUIYPaLMOHHBIMU
COOBLLEHUAMM Uepes OCTanbHYH YacTb KOMbLaA C
HeynpasnAeMbIMK MOCTaMU TaK, CIOBHO ee He CyLLecTBYeT.
OpHaKko npu oTKase KaHana CBA3MW B HeynpaBnsieMOoMn vactu
KONbLa ynpaBnseMble MOCTbl CMOTYT OBHapyXWUTb OTKa3

TONbKO uepes TaiM-ayT hello-coobueHnit (KoHDPUrYypaLMOHHbIX
coobueHn, noaTeepKAatoLWmnX paboTocnocobHOCTb YCTPOMICTB).
[lnA BOCCTaHOBNEHMA MONHOW CBA3HOCTM NoTpebyeTca
TPeXKpaTHbIA MHTepBan BpeMeHU Bbigauu hello-coobueHni nnroc
[BYKPaTHbI MHTEPBaN 3a4epPXKKW Nepexoaa B PEXUM Nepechiiku.

CeTb CTAHOBUTCS HECTabWUNbHON,
KOrAa 3anyLleHo KOHKpeTHoe
npunoxeHue. CeTb
BO3BpallaeTca B HOpPManbHoe
COCTOSIHME MOCe OCTaHOBKH
NPUNOXKEHUS.

RSTP nocbinaet cBOM KOHMIypaLuMoHHble COObLLEeHHA, NCNONb3yA
CaMblil BbICOKWI YPOBEHb NpUOpUTETa U3 BO3MOXHbIX. Ecnn CoS
(knacc cepBuca) HacTpoeH TakuM 0bpasom, UTo Ans nepesauu
TpadmKa TakxKe UCNonb3yeTCA CaMblii BbICOKWMIA MPUOPUTET, a
obbem Tpadhmka BospacTaeT fo 100% nponyckHoM cnocobHOCTH
KaHana, To pabota npotokona STP MoxeT bbiTb HapyLleHa. Takum
0bpa3om, He peKoOMeHayeTCA UCNOoNb30BaTh CaMbli BbICOKMI CoS.

MNpv BBEAEHWKW HOBOrO MOpPTa OH
CTaHOBMTCA KOPHEBbIM, BMECTO
nopTa, KOTOpbIN JoMmKeH 6bin
cTaTb/oCTaTbCA KOPHEBBIM.

Bo3MOXHO nun, uto HenpaBuibHO 3afaHa CTOMMOCTb NOPTa, nmbo
npn aBTOMaTUUeCKOM COornacoBaHWK BblUNCIAETCA HEBEPHOE
3HaueHue? I'IpOBepre CTOMMOCTb NopTa U NYTHU OANA Ka)Kaoro
nopTa, KOTOprVI dKTUBEH B KaueCTBe KOPHEBOIo nopra.

MHTennekTyanbHoe
3M1EeKTPOHHOE ycTpoicTBO (M3Y)
WK KOHTponnep He paboTaet ¢
YCTPOMCTBOM.

Bbino obHapy»XeHo, UTO Ha HEKOTOPbIX KOHTPOSepPax C HU3KOM
NPOW3BOAMTENBHOCTBIO MpoLeccopa HabntopatoTcs Nnpobnemsl npu
nonyueHuu Ethernet-kagpoB C HEM3BECTHBIM UM COAEPKUMbIM.
MonbiTakTech oTKNtOUMTL STP AnA faHHOro nopTa.

Ecnu KoHTponnep oTkasbiBaeT NpubAN3nTENbHO BO BpEMA
nepebos B paboTe KaHana CBA3M, TO CyLLECTBYeT He3HauMTeNbHas
BEPOATHOCTb, UTO MPUUMHOM NPOBNEeMbl MOXET BbITb HapyLleH1e
nopsaKa nepefauyy Kaapos unu ux aybnuposaHue. Monpobyite
HaCTpouTb NapameTpbl STP Ans KOpHEBOro nopTa MOCTa, K
KOTOPOMY NOAKIIIOUEH KOHTpOnnep.

Onpockl, OTNpaBnsieMble
Ha Apyrue ycTpoWcTBa,
NepuoLUUECKM TEPAIOTCA.

MPOKOHTPONUPYHTE CETEBYHO CTAaTUCTUKY, UTODbLI ONpeaenuTh,
npuvHMUMaeT N KopHeBo MocT Topology Change Notifications
(TCN — onoBeLeHUsi 06 U3MEHEHWM TONOMNOrMK) NPUbIN3UTENBHO
BO BpeMsA HabntogaeMoi notepu kagpos. MoryT vMeTb MecTo
npobnieMbl C NPOMEXKYTOUHBIMU KaHanamu B CETH.

KopHeBoe ycTpoicTBO nonyuaet
MHOXecTBO coobuieHuit TCN.
OTKyna OHM nocTynaroT?

MpoaHanusupyiTe ctatuctuky nopta RSTP, utobbl onpegenutb
nopT, C KOTOPOro NpuxoaaT coobueHma TCN. MoakntounTech 1
NPOCMOTPUTE AMArHOCTUKY Ha KOMMYTaTOpe Ha APYroM KoHLe
KaHana CBA3M, MOAKIIOUEHHOTO K JaHHOMY nopTy. [NoBTOpANTe
3TOT War, noka He byaeTt HalaeH KOMMYTaTop, reHepUpYHoLLUWA
coobueHuns TCN (To ecTb KOMMYTATOP, KOTOPbLIX CaM He
npuvHMMaeT bonbluoro uncna coobueHuit TCN). Onpenenvte
nNpuUYMHy Nnpobnembl Ha 3TOM KOMMyTaTope.

Cetn VLAN

Hw>ke npuBefeHO onucaHue pacnpocTpaHeHHbIX NpobnemM, OTHOCALLMXCA K CeTAM

VLAN.
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Mpobnema

PeweHue

CeTtnt VLAN He HyXHbl B CETH.
MOHO NN UX BbIKNIOUNTL?

[a. MpocTo ocTaBbTe ANA HAaCTPOEK BCeX MOPTOB TUN edge
(rpaHMuHbIN) M OCTaBbTe ANst HACTpoiKKM native VLAN 3HaueHue 1.
IT0 KOHMrypauusa KOMMyTaTopa Mo yMONUaHMHo.

bbino cosnaHo ase cetn VLAN

M HECKOJIbKO NOopTOB bbinu
cenaHbl yYaCTHMKaMM 3TUX
ceTtei. Tenepb Heobxoanmo,
uTObbl HEKOTOPbIE YCTPOMCTBA

B ofHoM cet VLAN nocbinanu
coobuleHMA Ha HeKoTopble
ycTpowcTBa B Apyroi cetn VLAN.

Ecnu ycTpoicTBa AOMKHbBI B3aMMOAENCTBOBATb Ha YPOBHE
(PU3NUECKUX aAPeCcoB, TO OHU AOMKHbI BbITb YUAaCTHUKAMKU OLHOWM
n TOM e cetn VLAN. Ecnv oHM MOryT B3aMMOLENCTBOBaTb OAHWUM
13 cnocoboB ypoBHA 3 (Hanpumep, UCNOMb3ys NPOTOKON [P 1nu
IPX), TO MOXHO “CNoONb30BaTb MapLUpyTU3aTop. MapLupytrsatop
bynet paccmaTpumBaTh Kaxayto ceTb VLAN Kak oTAenbHbIM
MHTepdeNc, C KOTOpbIM CBA3aHO COBCTBEHHOE MPOCTPaHCTBO IP-
afipecos.

B cetu, copepxawen 30
KOMMYTaToOpOB, yNpaBnstoLLmit
Tpadmk Heobxoaumo
OrpaHWUUTb 10 OTAENbHOIO
foMeHa. Kak BbINOMHWUTb 3Ty
nepeHacTpoiky, utobbl B ee
npouecce He NOTEPATb 4OCTYN K
KOMMyTaTopam AfiA ynpasneHus
nmn?

CKOHMUIypHUpyHTE NOPT KOMMYTATOPa, NPU KOTOPOM HaxXoAWTCA
CTaHUMA alMMHKUCTPATOpa, UTobbl MCNONb30BaTb HOBYHO ceTb VLAN
C nepefauven Tpadurka ynpaBieHUa KOMMyTaTopaMu B KauecTee
ero native VLAN (VLAN, B KOTOpPO# Kafpbl He TerMpyroTca).
CKOHGhMrypupy#iTe cepBep Taknum obpa3om, utobbl OH AeicTBOBanN
B KauecTBe BPeMeHHOM CTaHL MK agMUHKUCTpaTopa.

B KOHbUrypaLmm KaXKaoro KOMMyTaTopa yKakute HoBoe
3HaueHwue ana cetm VLAN c nepefaueit Tpaduka ynpasneHus
KOMMYyTaTopaMu. KOHTaKT C KaXKabIM OTAENbHbIM KOMMYTaTOPOM
ByneT MrHOBEHHO yTepsAH Mo Mepe UX KOHUTYPUPOBaHUSA, HO
0bMeH AaHHbIMMW JOMXHO MOMYYUTbCA BOCCTAHOBUTb C BPEMEHHOM
CTaHUuMuM ynpasneHua. Mocne Toro Kak BCe KOMMYTaTopbl

ByayT npuBAsaHbl kK HoBoM ceTv VLAN c nepesnauelt Tpagumka
ynpaBneHusa KOMMyTaToOpamMM, CKOHPUIYpUPYHTe NopThI

BCEX MPUCOEAMHEHHbIX YNPaBAAOLLMX YCTPONCTB, UTobbI
ncnosb3osanacb Hosasa ceTb VLAN.

MpumeuaHue
dopMHpoBaHMe JOMEHA yNpaBeHMA YacTo CONMPOBOXAAETCA
co3paHveMm IP-nogcetu cneymanbHO Ans ynpaBnAeMblX yCTPOWCTB.
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